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Abstract
The research aims to establish a modified version of the PRESENT lightweight

cipher to consume less power in the AVR 8-bit microcontroller Atmel 128 with respect to
code size metric and security metrics due to the Internet of Things hardware limitations.
FELICS (Fair Evaluation of Lightweight Cryptographic Systems) framework simulated
power consumption and code size. The results showed that the PRESENT cipher
consumes many clock cycles compared to all other SPN ciphers in C software
implementation. The P-layer of PRESENT consumed the majority of total power. The
proposed MPRESENT cipher decreased the number of clock cycles from 3 X 107 clock
cyclesto 1.5 X 10°cycles to encrypt 128-bit. The code size of our proposed MPRESENT
needed 2754 bytes, while other ciphers need more code sizes, such as LED, AES, Robin*,
and Fantomas. The avalanche effect evaluated the result of security metrics by changing
one bit in the plain text to see the relationship between the cipher and the plain text and
changing one bit in the key. By analyzing the 8,384-bit dataset, the security results showed
that changing one bit in the plain text of the original PRESENT changes around 32 bits;
however, our proposed MPRESENT changes 31.38 bits over 64 bits. The proposed
MPRESENT showed good results in terms of power consumption, code size, and

avalanche effect.
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Chapter One: Introduction

Research on the Internet of Things (IoT) has a long tradition. This chapter
discusses its restriction and mentions PRESENT cipher limitations in software
implementation. Additionally, it details the specific knowledge gap that this topic aims to

address. The chapter will also state the study's objectives and the scope of the thesis.

1.1 Introduction to Lightweight Ciphers

In the past several years, lightweight encryption has played an essential role in
people’s lives. Lightweight encryption algorithms are needed to fit and accommodate
restricted devices like [oT devices. Moreover, lightweight cryptography aims to achieve
acceptable security simultaneously with its hardware limitations. The trade-offs between
the encryption process and performance exist. Equally important, IoT devices are
increasingly ubiquitous across various domains of contemporary life. Smart homes can
communicate together and act without any human interactions. Smart appliances like
washing machines, smart TVs, and gas oven sensors can work effectively together. 10T is
also involved in the medical and health fields. For example, IoT can be inserted inside a
sick person to monitor their vital organs, so securing [oT becomes sensitive and necessary

(Stajano).

Previous work concluded that IoT is a modern term that has appeared (Ashton and
others). This is to say that any device with internet access that can communicate with
another device with internet or network access can be referred to as an object or a thing.
The refrigerator can be IoT. Nowadays, a smart refrigerator can be equipped with internet

connectivity. It alerts you when your milk supply is running low (Daily Mail Online).

The IoT and Radio Frequency Identification (RFID) tags have power and



hardware limitations, and the cost of replacing the battery could cost more than a new
device. Designing or enhancing encryption processing can be useful. Security researchers
(ZDNET) noticed that over 100,000 IoT web camera devices could be easily exploited
and hacked. A smartwatch is also vulnerable to hackers and can trace the location of the
person who wears it. To prevent hackers from reading these valuable pieces of
information, lightweight encryption is the main solution that accommodates the restricted

resources to reach the desired level of cryptography.

We cannot apply traditional encryption algorithms to IoT devices due to resource
limitations. Some limitations in IoT devices are the hard disk size, the Random Access
Memory (RAM), the microcontroller's capacity, and the extremely limited battery
capacity. Replacing these components may be very costly. Lightweight encryption has
been developed to fit its small key size and operation limitations, which do not require
much processing. It will require a lower power consumption, thereby allocating resources

for other operations rather than expending significant power on encryption.

The PRESENT cipher is the most power-consuming compared to all other
lightweight ciphers for software implementation. A study by (Dinu et al.) compared
nineteen block ciphers and mentioned some of the performance metrics in a set of
microcontrollers. Dinu et al. reported that PRESENT is an unfriendly software
implementation, so Dinu et al. compared the result of PRESENT in assembly language
instead of C language. Earlier, (Eisenbarth, Kumar, et al., “A Survey of Lightweight-
Cryptography Implementations”) conducted a survey of lightweight ciphers and
mentioned that PRESETN is hardware efficient and needs many clock cycles compared

to other ciphers.



1.2 Scope of Study
This thesis focused on one of the most famous lightweight ciphers, the PRESENT

cipher. The PRESENT cipher consumes more clock cycles than any lightweight cipher in
encryption and decryption in C implementation. The thesis presented a new approach
called modified MPRESENT, which reduces the clock cycles compared to the original
PRESENT cipher. A modified MPRESENT version was created by first measuring the
consumption of clock cycles of each PRESENT cipher layer and replacing the PRESENT
permutation layer with the RECTANGLE permutation layer for its low consumption and
ease of implementation in addition to adding circular shift for the first 16-bit in
permutation layer. The research focused on the AVR 8-bit microcontroller by simulating
the results of performance metrics (clock cycles and code size) by the FELICS framework
in Ubuntu virtual machine (VM) and shows the impact of the proposed MPRESENT
algorithm on the security by analyzing the avalanche effect for confusion and diffusion

by testing 1920-bit. The code of encryption and decryption was written in C language.

1.3 Objectives

Based on the short preview above, the study's main objective was to establish a
new modified PRESENT cipher that consumes low power compared to the original
PRESENT in C software language. The proposed cipher is called MPRESENT. The main

objective was further divided into several specific objectives as the following:

e Establishing a new modified MPRESENT cipher consumes a lower power

cost than the original PRESENT cipher in C software implementation.

e Study each layer's power consumption in Substitution and Permutation

Network (SPN) ciphers.

e Studying the impact of modified MPRESENT on code size metric.



® (Comparison study of different lightweight ciphers and modified

MPRESENT in terms of confusion and diffusion.

e Examining the relationship between modified MPRESENT and security

metrics.

1.4 Thesis Outline

In addition to the introductory chapter, the thesis contains the following five
chapters. Chapter Two introduces concepts and background related to cryptography and
lightweight cryptography algorithms. Chapter Three provides a literature review of the
recent papers on lightweight ciphers, performance metrics, and recent research on security
aspects. Chapter Four delineates the research methodology and approach followed to
conduct the research. Chapter Five analyzes our findings for performance metrics and
security metrics, and Chapter Six states the conclusions and future work based on the

results.



Chapter Two: Background

" which means secret. It is

Cryptology comes from the Greek word "kryptos,'
divided into two parts. The first part is encryption, the science of converting text to an

unreadable format. The second part is cryptanalysis, the science of breaking the cipher by

finding a weakness in the design.

In 4000 B.C., the Egyptians used cryptography, an art in place of science, to
encode hieroglyphic messages (Kahn). The father taught the art of hieroglyphs to his sons,
and Champollion broke it later on (Vaudenay). Later, Caesar (the Roman emperor) created
anew technique for encrypting the data of his messages when communicating with others.
By shifting the letters to the third next alphabet, the decryption is the inverse of the letter
with a left shift to the third alphabet. This technique, now called substitution, means

substituting one letter with another.

As PCs have grown, the modern microprocessor and its ability to multitask
processes simultaneously have helped facilitate and shorten the time it takes to decrypt
and perform cryptanalysis. The Caeser cipher was easily broken. However, PCs did the

cryptanalysis in a few seconds by trying all the shifting possibilities.

In later decades and with the rise of the Internet, all parties are communicating
with each other and taking part in financial transactions, necessitating robust
cryptography. Cryptographic algorithms provide acceptable security while considering
their effects on performance. As a result, encryption and security have become essential
on the Internet. Now, most websites use secure connections by applying encryption

algorithms.

Cryptography is based on the encryption of information and the inability of any



outside party to read the information. Encryption is based on a secret key for encryption
and decryption, allowing only the sender and receiver to read the information sent
between them. Cryptanalysis is a part of cryptography that tries to break down the
encryption cycle and read the content without knowing the key. (Shannon) showed how
cryptography can be applied in communication media, where the sender is Alice and the
receiver is Bob, and they communicate in a channel. Eve is the third party trying to
intercept the messages between Alice and Bob and did some cryptanalysis. The

encryption algorithm's strength will make it harder for Eve to break down the encryption.

Some work (Kerckhoffs and Cryptographie Militaire ») introduced the Kerckhoffs
principle, stating, "A cryptographic system should be secure even if everything about the
system, except the key, is public knowledge.". The encryption algorithm must be public,
except for the encryption key, which must be secret and unknown to others (Ferguson et
al.). The algorithm's secrecy can be determined through reverse engineering, as it is

implemented in either software or hardware.

It 1s hard to keep the encryption algorithm secret, unlike the security of the
encryption key. Another factor to consider is the difficulty of replacing the entire
algorithm in case of a leak or exposure. Moreover, using a different key for every
communication is more logical than continuously changing the algorithm. Designing new
self-algorithms is complex, and it could be vulnerable. The certified algorithms have

passed intensive security tests to be trusted and marked as secure algorithms.

The claim that published algorithms are secure is not 100% correct. Many
published algorithms have discovered weaknesses or been broken after they passed the

National Institute of Standards and Technology (NIST) tests. For example, PC1



algorithms were introduced in 1997 and broken in 2012.

In summary, this chapter gives the basic concepts and terminology of
cryptography. Section 1 introduces the main security concepts and how they relate to
cryptography. Section 2 presents the two main cipher techniques. Section 3 briefly
introduces encryption modes; Section 4 lists the required level of security; Section 5
presents the FELICS framework. Section 6 lists lightweight ciphers, and Section 7 states

the conclusions.

2.1 Information Security’s Main Components
Confidentiality, integrity, non-repudiation, and authentication are the four main

security services that can be achieved by implementing cryptography (Alfred et al.). In
addition, this main security service is the backbone of other security services, such as
digital signatures and access control. Confidentiality, also known as secrecy, is a service
that makes data only readable by the sender and receiver. Integrity is designed to expose
data manipulation when storing or transmitting a message; changing one bit of data will
greatly change the results. Authentication consists of two parts: data authentication and
entity authentication. Data authentication guarantees that the intended sender sent the
message, whereas entity authentication is also called user authentication. Non-repudiation
prevents the sender from denying sending a message in cases of disagreement, such as

financial transactions.

Cryptography can be mainly divided into two groups: symmetric encryption and
asymmetric encryption. Symmetric encryption uses the same key to encrypt and decrypt,
while asymmetric encryption uses one key for encryption and another for decryption
(Alimzhanova et al.). Each of these techniques is used in one of the security service

domains.



The symmetric key cipher uses the same key for encryption and decryption;
symmetric is older than asymmetric encryption. It is used in block ciphers, stream ciphers,
hash functions, and message authentication. One main challenge facing this technique is

how to transmit the secret key.

Authentication ciphers achieve integrity, confidentiality, and authenticity in a
symmetric chipper using one technique: AtE Authenticate and encrypt. The authenticate
computation is based on a plain text tag. The tag is appended to the plain text, which will
encrypt both the auth ID and the plain text. EtA Encrypt and then authenticate. The plain
text is encrypted first, and authentication computes based on the cipher text and appends

it to the cipher. E&A encryption and authentication are done at the same time.

Asymmetric encryption is referred to as "public key cryptography." It uses two
keys: the public key and the private key. The private key cannot be determined from the
public key. The private key must not be shared with anyone. The public key is public and
can be shared with everyone. The sender will encrypt the transmitted data using the
receiver’s public key for confidentiality since it is shared with everybody, and the receiver
is the only one who can decrypt it using the private key. RSA Graham et al. (1978) and

ElGama (1985) are examples of public-key encryption.

2.2 Block and Stream Ciphers

Symmetric encryption can be used in block ciphers by dividing the message into
blocks and encrypting each block with a secret key. The message must be reversible for
decryption. For example, consider M a message; it will be divided into several blocks:
b0, b1, ... bn — 1, and the cipheris c0, c1, ... cn — 1. The block cipher consists of many
rounds. Each time it iterates, a set of layers is applied to ensure linear and non-linear

security aspects using a subkey derivative from the main or master key.



Block cipher rounds have five different categories. (i) SPN: Known as the
substitution (S) and permutation (P) network, the S layer tries to eliminate any linearity
relation between the plain text and the cipher result by applying non-linear functions, like
the S-box. The P-layer changes the position of bits in the block; (i1) Feistel Network (FN):
It takes two inputs, the data, and the subkey, and the data is divided into two halves; one
half is used in the round function, and the output is XORed with another half; the output
size is the same as the input; (iii) ARX: This technique uses addition and rotation with
XOR rather than an S-box layer; (iv) NLFSR: This is commonly used in stream cipher
instead of block cipher; it uses nonlinear-feedback shift registers; and (v) Hybrid ciphers:
It is a mix of two techniques that usually have performance or security metrics

advantages.

The stream cipher is like an OTP (One Time Pad), and by XORing the plain text
with the key. The key must be fully randomized for each plain text and unpredictable for
other parties. However, it is difficult to share that large key if the input is so large, so the
stream cipher creates the idea of sharing the pseudo-random key, XORing with the Initial

Vector (IV), and then XORing with plain text.

2.3 Encryption Modes

Choosing the correct mode can speed up the encryption and decryption processes
and make it hard for third parties to expose the plain text. The modes are Cipher Block
Chaining (CBC), Electronic Code Book (ECB), Ciphertext Feedback (CFB), Output
Feedback (OFB), and Counter Mode (CTR), Figure 1 shows how each block cipher mode
works. However, the ECB mode has a disadvantage over other modes. It simply takes
plain text and a key, as shown in Figure 1. A shows, whereas other modes have IV as input

to the algorithm, that XOR with plain text before the encryption process happens, as in



Figures 1. B, 1. C, and 1.D show.
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Figure 1.A: ECB Mode of Encryption

. Figure 1.B: CBC Mode of Encryption
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Figure 1.C: CFB Mode of Encryption.

Figure 1.D: OFB Mode of Encryption.
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Figure 1.E: CTR Mode of Encryption.

Figure 1: Block Cipher Modes

2.4 Required Level of Security

Early work by Shannon (1949) introduced confusion and diffusion to ensure the
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encryption algorithms met the security requirements and were secure enough to use. Most
block ciphers apply confusion and diffusion in one of their layers; confusion can be
preserved by a non-linear layer like the S-box layer, and diffusion maintains the linearity
layer like the permutation or mixing layer. Increasing security in algorithms will lead to

more processes, which means more power and time consumption.

The imperative trade-offs between security and performance are increasing.
Confusion is between the cipher and the key. A slight change in the input key results in
complex changes in the cipher output. Diffusion uses bit permutations to make the

relationship between the cipher and plaintext complex.

2.5 FELICS Framework
Fair Evaluation of Lightweight Cryptographic Systems was used to compare

software implementation when applied to IoT devices. The most important advantage is
that the framework is open source. Thus, anyone can deal with the source code, make any

modifications, or run to find the results.

The framework has comprehensive results. A comparison of metrics has been
conducted for more than 19 block ciphers, and each cipher has more than one version.
This enables us to choose the most appropriate version, considering their trade-offs. All
results and details can be viewed via the FELICS website (CryptoLUX > FELICS). It is
also flexible since the framework allows you to implement a new cryptographic primitive
by following the guidelines and understanding its structure. The framework can do test

verification among all ciphers and newly updated cipher primitives by a test vector.

The FELICS framework was developed in many programming languages. The
source code of ciphers was written in C and C inline with assembly for supporting

portability. The framework was also built in Python and bash script for ease of use. The
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scenarios were built in C. Each primitive or cipher algorithm has its make file that must
be run as the first step of generating the selected cipher results. Python was used for
advanced scripting over bash script to make complicated scripts. The test vector is
employed to check the output of the cipher to determine its correctness; the framework

was usable for implementing new algorithms.

2.5.1 Sub-Core Module

The core module is the backbone of the framework, and each implementation will
directly connect to the backbone core module to extract its metrics with different
optimization compilers. Figure 2 shows the core module, implementing ciphers, and its
components. Each microcontroller (AVR, MSP, and PC) has three performance metrics.
When implementing a new cipher, the user can select which scenario to run (S0, S1, or
S2) concerning performance metrics. This process is done by running a bash script for

each performance metric.

Block,stream ciphers

50,51,52

T
\/ T F

Core Module

AVR MSP Fe

Code Si RAM Code Size||RA
Code Size | | RAM ode size ‘ I—
Excution Time Excution Time | Excution Tim%

Figure 2:Core Module Components of FELICS Framework

The framework is not limited to embedded devices. It supports the evaluation of
ciphers built for PCs. The core depends on a configuration file named conf.sh to extract

the metrics from target devices and get result.sh exists for all algorithms'
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implementations to get exact performance.

2.5.2 Ciphers Implementation
Block encryption is implemented by defining a file that contains the components

of the main encryption process, such as key scheduling, cryptography, and decryption, in
a file written in C, known as the prototype. As for the implementation, it occurs inside
another file, in which the parts and components of each of the 19 algorithms are written,
all constants such as block size and key size are defined in a file named constant.h, and

the implementation.info file contains a set of information for each algorithm.

The framework contains three scenarios. The first scenario is scenario zero, the
traditional scenario in which a block of information is encrypted and then decrypted. The
second scenario is scenario 1, where encryption and decryption are done using the CBC

mode. The third scenario, scenario 2, is in CTR authentication mode.

The streaming cipher is similar to the block cipher, but the implementation occurs
in a different C language file containing the constants file. As for scenarios, there are two
types: scenario 0 and scenario 1. The framework also supports authenticated ciphers and
hash functions. The hashing module has three scenarios: scenario 0, scenario 1, and

scenario 2.

2.5.3 Output Formats and Supported Devices
This framework provides the flexibility to select the type and format of the output

for any chosen scenario or coding, whether block, streaming, or any other type. It enables
the visualization of the output in either the form of a CSV table or an XML format that is

compatible with Microsoft applications.

In this framework, the simulation process is carried out on three appropriate and

suitable types for IoT needs. First, AVR ATmegal28 is used as an 8-bit architecture
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(ATmegal28), and TI MSP430F1611 (MSP430F15) is an example of using a 16-bit
architecture. On the other hand, ARM and Cortex-M3 (4rm Developer) microcontrollers

are examples of using 32-bit.

2.5.4 Metrics

The collect_cipher_metrics.sh file contains the three metrics used for all
ciphers. The minor metrics can be derived from the three major metrics, and power
consumption can be concluded for the number of clock cycles required to perform
encryption or decryption. Considerable data can be beneficial for engineers to decide
which algorithm to implement under a certain scenario, optimize compilers, and meet

business requirements.

Code size is the number of bytes the algorithm stores in volatile memory, like
RAM. Code size metrics are extracted by a tool called GNU. The code size results are
extracted by running the script (cipher_code_size.sh). RAM metric is the size of the
constants stored in static RAM, such as those needed in encryption, decryption, and key
scheduling, and is calculated by the GNU tool. Execution time is the number of CPU
cycles that must complete a certain process, such as encryption or decryption. It is
calculated by subtracting the number of cycles at the end of execution from its beginning.
For example, the Avrora (Titzer et al.; Avrora - The AVR Simulation and Analysis
Framework) emulator calculates the number of cycles for encoding and decoding for AVR
while the MSPDebug emulator is used for the MSP microcontroller (MSPDebug). The
results are extracted through an automatic script, cipher execution time.sh, for any

selected scenario.

2.6 Lightweight Block Encryption Algorithms
Block cryptography is widely used in lightweight encryption; the following are
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the most commonly used lightweight block ciphers. HIGHT was first introduced in 1998
with a block size of 128 bits and 128 key bits. It is based on FN combined with ARX, and
the output of FN is combined with XOR (Hong, Sung, et al.). Another cipher is LBlock,
which was introduced in 2011 and is built upon FN with 32 rounds, tailored for use in
resource-constrained hardware (Wu and Zhang). It has a 64-bit block size with an 80-bit
key length to be efficient for hardware and software. LEA represents a relatively recent
addition to the family of ciphers. It was introduced in 2013 and based on the ARX
structure. LEA offers flexibility in terms of the number of rounds, with options of 24, 28,
or 32, and is designed with a key and block size of 128 bits. A study by (Hong, Lee, et
al.) showed that LEA is faster and more efficient than AES on different platforms. LED,
first proposed in 2011, is like AES and supports 64-bit blocks with two versions of keys
(64- and 128-bit keys) based on SPN structure (Guo et al.). Later, (Wang and Sako)
present deferential cryptographic analysis success in LED. Piccolo is well suited for ultra-
lightweight devices. The algorithm was first proposed in 2011 (Shibutani et al.). Based
on the Feistel cipher, it can be 25 or 31 rounds with a 64-bit block size and 80 or 128-bit

key; Shibutani proves it is immune against linear and differential attacks.

PRESENT cipher is based on the SPN structure. It consists of 32 rounds and is
considered one of the leading ciphers in the lightweight field (Bogdanov et al.).
PRESENT was introduced in 2007. It is built with a 64-bit block size and an 80- or 128-
bit key size, and its S-box is 4-bits, designed to be more efficient for limited hardware.
PRIDE cipher is considered an SPN cipher with a linear liar and an S-box liar; it has
simple key scheduling, and the implementation shows that it fits well for software
(Albrecht et al.). It has a 64-bit block size and a 128-bit key size. PRINCE an FS cipher;

it consists of 12 rounds with a 64-bit block size and a 128-bit key size. PRINCE is
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susceptible to a differential fault attack (Borghoff et al.). RC5 was introduced in 1994, it

is a Feistel cipher (Preneel).

The 64-bit key size was vulnerable to being cracked; the 128-bit key size was
strong against attacks. RECTANGLE is SPN cipher structure that can be efficient for
hardware and software implementations (Zhang et al.). The differential attack success for
18 out of 25 rounds, and the P-layer consists of three rotations. RoadRunneR, introduced
in 2015 (Baysal Adnan and Sahin) proposed a new lightweight cipher algorithm based on
the FN structure with 10 or 12 rounds, an input block size of 64 bits, and an 80- or 128-

bit key size. It has high performance on 8-bit processors.

Robin cipher is based on an SPN design; it accepts 128-bit block sizes and is
suitable for software implementations (Grosso et al.). Simon is based on FN, and its
design makes it perform very efficiently for hardware and software implementations
(Ashur). The input is 64 bits, and the key can be either 92 or 128 bits in size, along with
28 or 32 rounds. SPARX considers an SPN structure with LTS (Long Trial Strategy), uses
a large key size of 128 or 256 bits with 24 or 32 rounds, and the algorithm is vulnerable
to an integral attack (Dinu Daniel and Perrin). Speck works well with hardware and
software implementations; however, many attacks compromised it and showed the cipher

algorithm's weakness (Beaulieu et al.).

TWINE considers an FN structure. The algorithm showed efficiency in software
deployment with low RAM consumption, and the mentioned algorithm is vulnerable to a
linear attack (Suzaki et al.). NIST accepted AES, and the structure is based on SPN. The
meet-in-the-middle attack was successful for seven rounds out of 10 (Xing et al.).

Chaskey, based on the FN structure with 128-bit input and 128-bit key size, along with 8
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or 16 iterations, the deferential-linear attack succeeds after seven iterations (Mouha et
al.). Fantomas considers that the SPN structure consists of S-box and L-box. The input

data and key size are 128 bits and iterations (Grosso et al.).
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Chapter Three: Related Works

The researcher presents the literature review related to the thesis field in this
section. The use of the IoT in research, technology, and military fields makes it one of the
most popular things now. The IoT needs to encrypt the data to make it unreadable. This

will ensure confidentiality.

The method of implementing encryption algorithms can be done in two different
ways: the first is a software implementation, and the second is applied directly to the
hardware parts. The two methods have some tradeoffs: the hardware implementation
could lead to better results in terms of power consumption. However, it is not considered
portable code, unlike the software implementation, which is easy to write and portable.
Therefore, implementing software or hardware depends on various aspects. Hardware
implementations are based on the description of the hardware part. VHDL (VHSIC
Hardware Description Language) is an example of a hardware description language
(Navabi), FPGA (Kilts) and ASIC (Einspruch) are methods of implementing digital
circuits on hardware chips. Software implementations are another method of
implementing cryptography algorithms by writing a program for specific tasks like
encryption and decryption. C language (Engler et al.) and assembly (Hyde) are the two

languages commonly used in software implementations of encryption algorithms.

Software implementation is much easier than hardware implementation. Code can
be written, and if a bug occurs at any time, the code can be updated by releasing fixed
versions. Software implementation is easy to handle, fix bugs, and learn. Hardware
implementation is faster in operating tasks than software implementation, but the cost of
updating bugs or fixing errors is much more complicated with hardware implementation.

It is not portable, and in some cases, it can be hard to implement a complex design.
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Whether the choice is hardware or software implementation, it is important to
make the algorithm achieve a high rate of efficiency that does not consume many
resources. A good efficiency rate can be achieved by making the algorithm have a high
usage rate. A good understanding of the algorithm and its structure is crucial. Hardware
and software metrics are important parameters to consider when building or modifying
encryption algorithms. Hardware metrics are area, latency or execution time, throughput,
and power consumption (Mohd et al.). The area is quantified in GE (Gate Equivalents),
where one GE corresponds to a two-input NAND gate size. Alternatively, it can be

expressed as the physical size of the implementing circuit in square micrometers (um?).

Latency metric also means the execution time it measures in the clock cycle, while
the throughput is the highest data rate that can be reached. Power consumption is the
amount of power consumed to complete an operation and is normally measured in mW.
While software metrics are code size, RAM, throughput, and clock cycles (Dinu et al.).
Code size is the number of bytes needed to store binary code in non-volatile memory.
RAM consumption is the maximum number of bytes a specific software implementation
uses. Throughput can be defined as the highest data rate that can be reached, while power
consumption is the amount of power the microcontroller or processor consumes.
Execution time simulates the number of clock cycles needed for encryption and

decryption.

This chapter is organized into three main sections: 3.1 presents related works for
lightweight cipher frameworks; the software implementations of different ciphers on a set
of microcontrollers are discussed in Section 3.2; and Section 3.3 presents recent research

related to modified algorithms with their security aspects.
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3.1 Lightweight Ciphers Frameworks
The NIST is based on issuing and approving encryption algorithms (Hash

Functions | CSRC; Dworkin). The algorithms are initially evaluated in the first stage, and
the weak ones are excluded. In the next stage, the algorithms are at a degree of
convergence and suspicious of their characteristics, so their efficiency and characteristics
in terms of design are considered in their application through software and hardware

implementations (Gaj et al.).

NIST organized two workshops (Lightweight Cryptography Workshop 2015 |
NIST; Lightweight Cryptography Workshop 2016 | NIST)to discuss light encryption,
limited resources, and protection. It sets foundations and standards that consider the
increase in demand on the Internet to provide the necessary and acceptable protection for
the compatibility of limited resources. Certain tools have been used to break the tie among
the algorithms participating in NIST. In 2018, NIST published a test vector generation
code for an appropriate lightweight encryption option with authenticated encryption with
associated data (AEAD) and optional hashing functionalities (Lightweight Cryptography

| CSRO).

The BLOC project (BLOC - Library) measures criteria for evaluating the
performance of 17 lightweight encryption algorithms. A research paper (Cazorla et al.)
related to this project has been published to evaluate many algorithms related to
lightweight encryption where the C programming language is used. This project measured
the criteria for a 16-bit device such as the MSP430F 1611 microcontroller. The criteria are
execution time, RAM, and code size (MSP430F16x, MSP430F161x
MICROCONTROLLER). The bash script extracts the result. The BLOC Project does not

cover AVR, ARM, or PC. It only covers MSP.
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eBACS project (EBACYS) is based on measuring the speed of execution on each of
the computers and servers needed by encryption algorithms and handling the speed of
execution in some hash algorithms, stream ciphers, and authenticated and public key
ciphers. It was developed in C in line with the assembly and Python programming
languages, and it is open source; the tools are available on their website (EBACS).

Unfortunately, the project only extracts the execution time and is limited to PCs.

XBX (Wenzel-Benner and Gréf) is an improvement of SUPERCOP and adds
some features that scale hash functions on different microcontrollers. In addition, it added
two properties, namely the code size and the RAM consumption. To know the size of the
code, it analyzes the resulting binary file. To know the rate of RAM consumption, it
collects the amount of consumption by the algorithm for the stack. It was written in C,
Perl, and Bash, and encryption algorithms for 6, 16, and 32-bit microcontrollers were
tested. Unfortunately, the project is offline, but the source code is still available (XBX
Embedded Hashing). 1t’s close to FELCS (CryptoLUX > FELICS); however, PC

platforms are not included, and the owners do not continuously maintain them.

The Athena framework aimed to evaluate and report the results of implementing
cipher algorithms. It evaluates them using the hardware description language, VHDL. It
is open source (ATHENa), an extended version of the eBACS project (EBACS). The
scripts were written in both Perl and Bash; they evaluated and measured execution time.
Throughput and area indicate that the primary goal devices are Xlinx, FPGAs, and

ACTEL; the main results of their basic tests can be found on their website (ATHENa).

The ECRYPT II evaluates the top three common metrics for code size, RAM, and

execution time from the source code written in Assembly (Eisenbarth, Gong, et al.;
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Balasch et al.). The source code and results are available at (ECRYPT Lightweight Hash
Functions). It evaluates lightweight hash functions (Shrimpton, Hirose based on AES-
256, S-Quark, and PHOTON-256/32/32). It extracts the three main metrics for the AVR

platform: RAM, execution time, and code size.

The FELICS (Dinu et al.)framework is designed to evaluate a set of metrics for
fair evaluation (Fair Evaluation of Lightweight Cryptographic Systems). It implemented
nineteen lightweight block ciphers and around four stream ciphers with different
scenarios. The source code of lightweight ciphers was designed with C and C with inlined
Assembly for three architectures: 8, 16, and 32 bits. The FELICS framework is free, open-
source under the GPL license, and easy to use. Sets of frameworks have been discussed
by many researchers in the field (Law et al.; Eisenbarth, Kumar, et al., “A Survey of
Lightweight-Cryptography Implementations”; Knezevi¢ et al.; Kerckhof et al.; Matsui
and Murakami). Nineteen block ciphers and around four stream ciphers were measured
by code size, RAM consumption, and clock cycle. By using three microcontrollers, the
AVR ATmegal28, TI MSP430F1611, and ARM Cortex-M3, for 8-, 16-, and 32-bit
architectures, respectively, the source code of block ciphers were written in C and C inline
with assembly for better results, resulting in the framework named FELICS (CryptoLUX
> FELICS; Dinu et al.). FELICS, unlike the other frameworks mentioned, covers a wide

range of platforms and performance metrics.

The best results for scenarios 1 (CBC mode) and 2 (authentication mode) were
achieved by Chaskey, Chaskey-LTS, and Speck, who obtained a high FoM (Figure of
Merit) ranking in contrast to Piccolo, TWINE, and LED. The results can vary based on
the code version and FoM weight. Overall, the results contain mixed assembly and C

implementations. Tradeoffs can be seen when considering execution time and code size
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separately. We can realize that Chaskey is better than Speck, but the code size metric
shows that Speck is consuming less space than Chasekey. The execution times in LED

are longer than others, but the RAM consumption in TWINE is higher than in LED.

Based on the foregoing, the FELICS framework will be used in this thesis to
extract and implement a new modified algorithm. FELICS shows comprehensive results.
It covers all the main software performance metrics and its ease of usage. However, it
does not cover basic security metrics like immunity against security standards like the

avalanche effect, confusion, or diffusion.

3.2 Software Ciphers Implementation
A recent study by (Sevin and Mohammed) compared 50 lightweight encryption

algorithms to understand what each algorithm needs regarding memory consumption,
execution time, and throughput. The author has compared 8-bit architecture using a
software implementation with various key sizes and a fixed input length. The [oT (Internet
of Things) concept can be divided into many domains, such as sensors, clouds, devices
(smart TVs, smart washer machines), and gateways (collectors that aggregate data from
multiple sensors) (Asghari et al.). Execution time, RAM consumption, and code size are
considered primary metrics, unlike power consumption and throughput, which are

grouped as secondary metrics because they are derivatives of the main metrics.

Throughput is the amount of encrypted data transferred over a unit of time, usually
a second. At the same time, energy consumption refers to the amount of power required
to encrypt a single bit. Throughput can be extracted from the number of cycles, as
Equation 1 shows CD is the number of cycles to encrypt the 128 bytes, f refers to the
frequency (8 MHz), and NB is the block size. The amount of power consumption is a

multiplication of encryption time by AVG power consumption. Equation 2 shows the
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energy consumption, Vcc is the supply voltage of the microcontroller, and I is the number
of currents per second (Eisenbarth, Kumar, et al., “A Survey of Lightweight-

Cryptography Implementations™).

Throughput = NED*F (1)
Energy = €D (2)

f

The Atmel AVR 8-bit RISC microcontroller tested the 50 lightweight block
ciphers. The Atmel Studio 7 platform simulated all 50 ciphers; the ATmegal28
microcontroller was selected for its low power consumption and high performance. It
consisted of 4 kilobits of RAM, 128 kilobits of memory, 4 kilobits of EEPROM, and 16
MHz. CBC mode was selected to encrypt and decrypt the data during the simulation. The
results showed that the CHASKEY (Mouha et al.) has the lowest encryption and
decryption times, which consumes about 10K cycles. In addition, it has fewer rounds and
a simple ARX permutation layer, making it less power-consuming. This makes sense due
to the correlation between the number of cycles and energy consumption, as Equation 2
shows. SPECK (Beaulieu et al.) ranks in second place; it has a simple round function; it
is like CHASKEY; it is based on ARX; LEA (Hong, Lee, et al.) and SIMON (Ashur) are
in third and fourth rank, respectively. PRESENT (Bogdanov et al.) fails to satisfy in terms
of power. The author mentioned that it could not be more software-friendly due to the bit-
oriented permutations. CRAFT consumes less code size than others, and PRESENT
comes in third rank; it has a small S-box, and the P-layer does not have a table to store in.
The third metric result is RAM consumption. The author stores the data of plain text, IV,
key, and round key in the RAM, and the resulting output, which is a cipher, is placed over

the plain text to make the RAM more efficient.
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(Sevin and Mohammed) did a similar work related to FELICS; they tested the

results on the Atmel Studio 7 platform for AVR and did not cover any security metrics.

A recent work by (Jangra and Singh) made compression between CLEFIA (Shirai
et al.) and PRESENT (Bogdanov et al.) lightweight block ciphers, unlike the paper (Sevin
and Mohammed) which used the Python programming language to extract throughput,
memory usage, and security strength. He said that most traffic is not encrypted, and
PRESENT and CLEFIA are light block ciphers; PRESENT is based on an SPN structure,
whereas CLFIA is considered a Feistel network. Implementations for CLEFIA and
PRESENT are done by the Intel(R) Core TM 17-7700@3.60 GHz to achieve security,

performance, and resource utilization.

The results of the Avalanche effect completed the security evaluation, which is the
percentage change in output for fewer changes in the input. For example, if one bit was
changed in the input, there should be more change in the output. The security results
showed that PRESENT overcomes CLEFIA. The experiment was performed by changing
one bit in different positions to see the corresponding effect on the output cipher.
Regarding performance, the author collected data from five files, and the results were
based on them. By taking the average, PRESENT consumes many cycles compared to
CLEFIA, with about 600 kilocycles/byte for PRESENT and 370 kilocycles/byte for
CLEFIA. CLEFIA also shows the best throughput results at about 18 kbps and 11 kbps
for PRESENT. It also consumes more time than CLEFIA, around 1440 s for PRESENT
and about 870 s for CLEFIA. PRESENT is better than CLEFIA in terms of security and

memory usage, whereas CLEFIA showed better results in throughput and time.

The results show that PRESENT performs poorly over CLEFIA and needs
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modification to be a competitive cipher among other ciphers.

A study by (Edwar et al.) implemented a PRESENT lightweight block cipher on
different platforms. Edwar used 16F and 18F from microchips as representatives of 8-
bits, 24F as a 16-bit, and Cortex-MO as a 32-bit microcontroller. The platform is KL.25Z,
which supports C and C++. Flash memory needs 2210 bytes, data memory RAM
consumes 73 bytes (without pointers) and 768 bytes (with pointers), and the throughput
is 12 m/s as a result of 8-bit microcontroller in encryption. The 16-bit microcontroller
consumed 3276 bytes of flash memory; 245 bytes were consumed during testing RAM,
and the throughput was 18 b/s. The 32-bit microcontroller consumed 20.5 K for flash

memory, and 600 bytes for RAM, and the throughput was close to 234 bytes.

Previous work completed recently (Panahi et al.) handled ten lightweight
encryption algorithms (AES (Xing et al.), PRESENT (Bogdanov et al.), LBlock (Wu and
Zhang), Skipjack (Kim and Phan), SIMON (Ashur), XTEA (Moon et al.), PRINCE
(Borghoff et al.), Piccolo (Shibutani et al.), HIGHT (Hong, Sung, et al.), and
RECTANGLE (Zhang et al.)) to determine how much each algorithm needs in terms of
RAM and ROM consumption, the time required for the encryption and decryption
process, and the amount of energy consumed for cipher, decipher, and throughput on both
Raspberry Pi 3 and Arduino Mega 2560. To obtain the result, the simulation was
performed using a Pi 3 with requirements of 1 GB RAM, a 64-bit ARM Cortex-A53
processor that was powered by 5-V Micro USB and could also be powered by a power
bank, and an Arduino Mega 2560 that has 256 KB of flash memory, 8 KB of SRAM, and
4 KB of EEPROM with a 16 MHz ATmega2560 8-bit microcontroller, and a cloud service
of Dropbox. Encryption is performed on the sender side, then sent to the cloud service,

and deciphering is done on the destination side. The simulation was written in C to extract
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the results. Equations 3 and 4 measured the power consumed.

Charge (C) = Current Stream (A) * Time (Seconds) 3)

Energy (J) = Charge © * Voltage (V) 4)

The results showed that PRESENT consumes more power on both devices than
other cipher algorithms because it is hardware efficient. On the other hand, XTEA,
Skipjack, and RECTANGLE have less power consumption for PI 3. For the Mega 2560
device, Skipjack, Hight, and RECTANGLE have the lowest power consumption. Atmel
Studio 7 is used for RAM and ROM simulation; XTEA and RECTANGLE currently hold
a prominent position for RAM consumption. They do not consume much RAM for PI 3
devices, while Mega Hight and PRESENT consume the highest amount of RAM. For
ROM usage, SIMON is more efficient in both devices, and RECTANGLE and AES are
less efficient in PI 3 and Mega 2560, respectively. For the execution time, PRESENT
takes the longest time compared to other algorithms in the encryption and decryption
processes for PI 3 and Arduino Mega 2560. Equation 5 calculated the throughput metric.
For a 16-byte payload, the XTEA (Moon et al.) has the highest throughput in the Pi 3
device, and the PRESENT (Bogdanov et al.) has the worst values in all modes in Pi 3 and

Arduino 2560.

Number of Bytes (5)
End Time — Start Time

Throughput =

Another study (Ghorashi et al.) presented two methods for enhancing Klein
lightweight encryption metrics: CPU usage, RAM consumption, and processing time. The
two methods were written in Python on the Raspberry Pi 3. The first approach is to

subrogate the less efficient resource consumption with others that do not require high
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hardware resource consumption. The Mix-Nibble consumes more resources than others,
which is replaced with the 3-stage version of the S-box. The other method is increasing
the number of iterations (12, 16, 20, and 32) to harden against key recovery with the same
key and input block size. The result of the first method in Pi 3 shows its superior
performance in terms of RAM utilization (17076 KB) and time (0.088 sec) compared with
the original version (RAM: 17324 KB and 0.260921 sec). The result of the second method
is repeated four times for accuracy. The result showed that with 12 iterations, Klein has

the highest clock speed for the CPU.

Areview paper by (Sehrawat and Gill) introduced a set of lightweight block cipher
algorithms through a comprehensive study of these lightweight block ciphers that match
the IoT requirements and conditions. Some lightweight encryption algorithms can
perform better in hardware than software implementation; both techniques have
advantages. Software deployment can be more flexible and easier to patch, unlike
hardware implementation, which is not portable. According to (Sehrawat and Gill),
around 47% of the block's ciphers are SPN, 40% are Feistel, and 12% are mixed ciphers.
Well-designed algorithms must achieve high throughput, be simple, consume less power,
have low RAM and power consumption, and apply cryptography standards. The paper
briefly explained about 40 algorithms named Improved Lilliput (Pookuzhy Ali et al.),
GIFT (Banik et al.), DLBCA (AlDabbagh), LiCi (Patil et al.), SKINNY (Ankele Ralphand
Banik), MANTIS (Beierle Christofand Jean), SPARX (Dinu Danieland Perrin), and other

30 lightweight encryption algorithm.

In conclusion, PRESENT (Bogdanov et al.), mCrypton (Lim and Korkishko), and
KLEIN (Ghorashi et al.) are poorly performing in software implementations. CLEFIA

(Shirai et al.) also requires high RAM due to the large lookup table and key scheduling
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stores in RAM.

Recently published work (Lee et al.) implemented standard AES along with
PRESENT, SPECK, SIMON, and CAEFIA on both the CPU in ARM processors (A15
and A7) and GPU (Mali T628 (ODROID)). The authors discuss the power consumption
for the stated lightweight block ciphers. The simulation was done on the ODROID-XU3
platform, which has an embedded power analysis tool. The evaluation and simulation
processes were performed on the ODROID-XU3 on the Linux LUBUNTU 14.04 version,
with A15 running at 2.0 GHz, A7 at 1.4 GHz, and T628 at 600 MHz. The five selected
ciphers were encrypted with the C programming language in single, multiple, and GPU
modes in the CTR cipher mode. All five ciphers were simulated ahead with a 128-bit key
size for fair evaluations, and the execution time was computed for the key scheduling and
encryption processes. The simulation process was performed ten times, and then the
average was taken for execution times and power consumption, computed by a function
supported in Linux called “get the time of day”. The results of the energy efficiency study
show that PRESENT is less efficient than other ciphers for both the CPU and GPU. In the

IoT field, the microcontroller is widely used over others.

3.3 Modified Algorithms with Security Aspects

Some researchers (Rana and Abul Kashem) discuss a new approach to modifying
Split-Radix called MSBK (Modified Split Butterfly for Key). The author presented its
security strength as a proof of concept by measuring its avalanche effect, diffusion, and
confusion. In addition to performance metrics such as execution time and RAM usage
measured by the FELICS (CryptoLUX > FELICS; Dinu et al.) tool, MATLAB was used
in 2021a to measure its security. The proposed MSBK considers the limitations of loT

devices. The MSBK was designed to be lightweight and secure simultaneously, and they
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added the butterfly architecture to the key scheduling process to make the key for each
round highly secure. XOR and XNOR are the two main factors of MSBK. The algorithm
is considered non-linear because it randomly generates output without linear relation. The
structure of MSBK is mainly based on a split-radix butterfly structure. It takes four inputs
and outputs the same size, which is 4 bits, by XOR and XNOR operations in addition to
two random numbers. By analyzing the results using FELICS (CryptoLUX > FELICS), it
requires fewer clock cycles than PRESENT (Bogdanov et al.), AES (Xing et al.), HIGH
(Hong, Sung, et al.), LEA (Hong, Lee, et al.), SIMON (Ashur), SIT (Usman et al.), and
G-cipher (Pliam) for the key generation process. In addition to performance metrics,
MATLAB was used to evaluate its security. The avalanche effect test by encrypting an
image using MATLAB. Encrypting an image with a key and changing one bit in the key

makes the image unrecognizable, proving the avalanche effect.

Other work (Rana et al.) proposes a new mixed lightweight algorithm, mixing SP
with Feistel cipher architecture; it is a symmetric block cipher, FELICS (CryptoLUX >
FELICS) simulates the new algorithm in addition to MATLAB for security simulations.
Usually, lightweight ciphers can have 10 to 32 rounds; this algorithm only has five rounds.
The suggested algorithm contains two parts: the first is key scheduling, and the second is
the encryption process. The algorithm is implemented in the C programming language.
The result of RAM usage is about 34. The cycle required for generating the key is 1630,
and the encryption cycle is 792. The MATLAB test shows that it achieved the avalanche

effect since the image is not recognizable after changing one bit.

(Usman et al.) submitted a neSIT (Secure [oT) algorithm. It is a mix of SPN and
Feistel cipher. It takes 64 data blocks as input and the same for output, with a 64-bit key

size. The simulation was done using an 8-bit microcontroller. Certainly, increasing the
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security will directly affect the performance metric (Chandramouli et al.), as ciphering
more securely means more arithmetic operations, which leads to consuming resources.
The algorithm consists of five rounds; however, it consists of shifting, swapping, and
substations to increase security by achieving high levels of confusion and diffusion. The
simulation was performed using MATLAB on an Intel Core 17-3770@3.40 GHz
processor to check the avalanche effect. The hardware performance metrics are simulated
based on ATmega 328 Arduino. The execution time of the SIT algorithm is 0.188 msec
for encryption and 0.187 msec for decryption. While RAM usage is 22 bytes, and the
number of clock cycles needed for encryption is 3006 in hardware implementation. The
result of changing one bit in the key result of changing 49% of total bits makes the output

unrecognized.
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Chapter Four: Design and Methodology
This chapter presents proposed MPRESENT lightweight cryptography. The

primary goal is to ensure the MPRESENT version consumes less power than the original
PRESENT. The new cipher has passed through a set of performance and security tests.
Since Section 3.1 discusses a set of frameworks used for the performance evaluation of
sets of encryption algorithms, we choose FELICS (Dinu et al.). Framework since it has
advantages over other frameworks (BLOC - Library)(EBACS) (Wenzel-Benner and Grif),
FELICS covers a wide range of platforms and performance metrics, it supports multiple
scenarios and updates continuously. The performance metrics (clock cycles and code size)
are simulated by an 8-bit microcontroller (AVR ATmegal28) for both scenario 1 and
scenario 2 (details about the scenarios in Section 1.5.2). The proposed version of the
MPRESENT algorithm still has the structure of SPN. This chapter presents in Section 4.1
the design of the MPRESENT algorithm. Section 4.2 lists the performance metrics, and

Section 4.3 states the security metrics.

4.1 Design of MPRESENT
To enhance the power efficiency of MPRESENT over PRESENT cipher, we

conducted an analysis of nine Substitution-Permutation Network (SPN) ciphers, namely,
AES (Xing et al.), Fantomas (Grosso et al.), LED (Guo et al.), Pride (Albrecht et al.),
Prince (Borghoff et al.), Rectangle (Zhang et al.), Robin (Grosso et al.), and PRESENT
(Bogdanov et al.). We analyzed separately the execution time of each layer (S-box and P-
box) to determine which layer is consuming more power. The following is a general

pseudo-code for all SPN ciphers.
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Encrypt
{
S-Box
P-Box
XOR with Key
b
Start

v

Separate Layers

',«'S'witch on F’— No '. ' )
. layer - Switch on 5-box
bes

Run Execution Time
Script N

Store Results

v

End

Figure 3:Workflow of Script for SPN Layers

To make a power analysis of each layer, we simply comment on all other parts of
the code. For example, we comment on the P-box and run the cipher to know how much
the S-box consumes power. Figure 3 shows the flow chart of the execution time extraction

of each layer.
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The Figure shows the steps of how we analyzed each SPN layer of encryption
code separately. The first step is to switch the P-box on and turn off the S-box by
commenting the S-box layers and running the FELICS script to extract the result of the
active layer (P-box), then switch the S-box on and Switch the P-box off by commenting
the P-box layer and extract the execution time for the S-box. After running the scripts, the

output is stored in a file.

After analyzing each layer of 10 SPN cipher algorithms, we propose the modified
MPRESENT algorithm based on the power result and simplicity of implementation. The
proposed MPRESENT consists of the original S-box of PRESENT and P-box of
RECTANGLE cipher in addition to the circular shift layer. The number of rounds still
consists of 31, the same as the original PRESENT cipher, and each round's key schedule
is still like the PRESENT. It accepts a data block of 64 bits and a key size of 80 bits.
Figure 4.A shows the layer of PRESENT Cipher which consists of S-Box and P-Box;
Figure 4.B shows MPRESENT cipher which consists of three layers: the S-Box of
PRESENT cipher, P-Box of RECTANGLE cipher, and the circular shift layer. The
proposed cipher still preserves the structure of the original PRESENT. The following is
the pseudo-code of the new cipher. The full encryption and decryption code is illustrated

in Appendix A and Appendix D, respectively.

Encrypt (block, roundkey)

For (I=0,1<31,I++)

block XOR roundkey
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S-box // same as original PRESENT

P-box // RECTANGLE layer

Circular shift

block XOR key[62,63]

Plain Text Key Register

Update

i 7 Update

Cipher Text

Figure 4.A: Block Diagrom of PRESENT Cipher

Figure 4:PRESENT and MPRESENT Block Diagram
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Figure 4.8: Block Diagram of MPRESENT Cipher

The S-box layer is 4-bit input, resulting in 4-bits of output. The S-box table is

represented in hexadecimal. Table I shows the S-box table. The S layer aims to increase

the confusion by its nonlinearity relation between the inputs and outputs.

Table 1:S-Box layer of PRESENT Cipher
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0 1.2 3 4 5 6 7 8 9 A B C D E F
X

S/ C 56 B9 0OA D 3 E F 84 7 1 2

The output S[x] = S[Wi], whereas Wi = b4 *i+ 3||b4*i+2||bd*i+

1||b4 * i .

(Guo et al.) discuss in detail the design criteria of the S-box layer and proof of

the avalanche effect for the S-box.

The output of the S layer is the input of the P-box. The P-layer is based on shifting
bits and is considered linear. The P-layer consists of three definitions: offset 0 is
unchanged, and no rotation applies. Data of offset 1 will be left shift by 1 bit and then
right shift by 15 bits. Offset 2 has a left shift to 12 bits followed by a right shift of 4 bits
and then XOR (), offset three consists of a left shift of 13 bits and 3 bits right shift and
XOR with the bit at position 13 and position 3, the offset 3, the definition of Player as

follow:
#define ROTLI(x)  ((x)<<D)N(x)>>15))
#idefine ROTLI2(x)  ((x)<<12)\((x)>>4))
#define ROTLI3(x)  ((x)<<I3)N(x)>>3))

The last layer is the circular shift layer. The P-layer's output will be directed as
input to the circular shift. It will shift the first byte in the next round to the last byte, which
means the P-layer will be applied to the last 3 bytes beside the one shifted byte. The
following part of the code #define ROTL13(x)(((x) << 13)*((x) >> 3)) that will

increase the diffusion along with the P-box.
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The proposed MPRESENT was written in C language, and the full encryption
code is in Appendix A. The core of the code is an encrypted function “void
Encrypt(uint8 t *block, uint8 t *roundKeys)” it accepts two inputs, the block and the
round key. The state variable has the value of the 64-bit block, and the operation starts for
a loop that iterates 31 times. The XOR operation applies to the state and key(subkey lo
and subkey hi). The key casts to 32-bit for each subkey lo and hi, which means that the
round key consists of 64-bit. The first layer in the code is the S-box. This part of the code
now has a for loop for accessing all 16 bytes. It handles 1 hex at a time, 4-bit input, and
4-bit output as Table I, and the P-layer is the next layer in the code. It takes the “state”
variable as input and passes it to “P_layer(uint16_t *data).” This function is implemented
to handle 48-bit, data[1], data[2], and data[3]. Each is 16-bit, and data [0] does not pass
to the P_layer function. Figure 5 shows how P_layer function handle data[1], data[2],

data[3].

->Encryption begin
befor p layer state = Ox9DDDE7214C1657C6
data[1] = Ox0000000000004C16

data[2] OxXx00000000000OE721

data[3] Ox0000000000009DDD

Figure 5: Output of P_layer for MPRESENT Cipher

The P_layer (ROTL1, ROTL12, and ROTL13) discussed in the previous section,
the last layer is a simple circular shift by applying the “uint64 t shift(uint64 t value)”

function as Figures 6 and 7 show.

after p layer state = OxB3BB1E72982C57C6

after circular shift layer state = OxB1E72982C57C6B3B

Figure 6: Output of Circular Shift Layer of MPRESENT Cipher
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Circular Shift
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Figure 7: Circular Shift Process of MPRESENT

This function will shift the first 3 bytes to be the last 3 bytes, and the S4 byte will
be left shift to be the first byte, as Figure 7 shows. The last step after the loop completes
31 rounds when the “state” variable will XOR with round-key of (subkey lo[62] and

subkey hi[63])).

4.2 Performance Metrics
We extract the execution time or clock cycle needed for encryption and decryption

as it considers the primary metric that gives insight into the power consumed by a cipher
algorithm. The result of execution time includes clock cycles for the encryption process,

decryption process, encryption key schedule, and key schedule for the decryption process.

The second performance metric is code size, as optimizing the power consumption
of our new proposed MPRESENT cipher cloud directly affects the code size. We analyzed
our modified cipher using an AVR 8-bit ATmegal28 microcontroller with option O3 for

the compiler and scenarios 1 (CBC mode) and 2 (authentication mode).

4.3 Security Metrics
Optimizing a performance metric could directly affect other metrics. Security

metrics were analyzed for the impact of enhancing power on the cipher’s security

performance. We select confusion and diffusion as two primary security metrics.
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Our modification of the P-layer will affect the diffusion of the cipher for
evaluation. We analyzed 1920-bit as input to test the confusion and diffusion by changing
one bit for all input blocks. The datasets are random data. Appendix B shows all datasets

used as input to ten SPN ciphers.

SPN ciphers are divided into two groups: Group A has a block size of 64-bit and
a key size of 80-bit, and Group B has a 64-bit block size and 128-bit key length. When
testing confusion for group A, the size of the block is 64-bit while the key is 80-bit size,
the data block input equals “123456789 ABCDEFO0” for all 131 inputs, and the key input
equals the datasets in Appendix B, with the appending two-byte “00” at the end to make
the size of key equals to 80-bit. The data block input is the 131 datasets to analyze the
diffusion, and the key is “123456789 ABCDEF01234”. Group B has a key size of 128-bit
and a data block of 64-bit. Group B will have a static value of key equal to
“123456789ABCDEF0123456789ABCDEF0” when testing diffusion for datasets in
Appendix B and a block size value equal to 123456789 ABCDEFO0 when testing confusion

for datasets in Appendix C.
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Chapter Five: Experimental Results and Discussion

This chapter presents the analysis of the results for our proposed MPRESENT
cipher. The results and the discussion compared to a set of lightweight ciphers. The result

showed the tradeoffs between security metrics and performance metrics.

First, the execution time metric (clock cycle) consumed by each SPN layer of the
SPN ciphers was presented to determine which layer had the most power consumption.
Second, we compared the code size and execution time of our proposed MPRESENT
cipher with other SPN ciphers for scenarios 1 and 2, comparing the results with the recent

papers. Third, a discussion of security metrics for SPN lightweight ciphers.

This chapter is presented in Section 5.1, which discusses the execution time of the
SPN layers. Section 5.2 stated the performance metrics of our proposed cipher along with

other ciphers, and Section 5.3 presented the result of our security metrics for SPN ciphers.

5.1 Clock Cycles for SPN Layers

Table i1 and Table iii showed the number of clock cycles needed to encrypt and
decrypt the block cipher for each layer of given ciphers in CBC mode. This analysis helps
us know which layer consumes more power than the other layer for SPN ciphers. Some

of the given ciphers operate with block sizes of 64-bit or 128-bit.

Table II:Clock Cycles for Each Layer of Encryption

SPN Cipher S-Box P-Layer L-Layer Mix-Layer Shift-Layer
PRESENT 695713 14906737 — — —
LED 230977 — — 3472289 142529
FANTOMAS 12913 — 23777 — —
PRIDE 90353 — 86465 — —
RECTANGLE 62225 52065 — — —
ROBIN 43809 — 54201 — —
ROBIN* 69121 — 74737 — —
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Table I1I:Clock Cycles for Each Layer of Decryption

SPN Cipher S-Box P-Layer L-Layer Mix-Layer Shift-Layer
PRESENT 689861 14877941 — — —
LED 230789 — — 3419137 143989
FANTOMAS 15020 — 26092 — —
PRIDE 91781 — 88805 — —
RECTANGLE 42773 52645 — — —
ROBIN 41580 — 56964 — —
ROBIN* 66140 — 75956 — —

Figure 8 represents the number of clock cycles needed for each layer separately
in a chart form. The y-axis in the Figure represents the number of clock cycles needed to
encrypt one data block. The y-axis in Figure 9 represents the number of clock cycles
needed for decryption. The X-axis represents the name of the SPN cipher and its

corresponding layers.

Clock Cycle for Encryption in CBC Mode
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Clock Cycle for Decryption in CBC Mode
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Figure 9:Clock Cycles for S/P-layer in Decryption

As we conclude from the given charts, the P/1 layer of 7 SPN ciphers consumes
more power than the S-layer as they require more processing. The results of S-box and
P/L layer encryption and decryption for the given ciphers are similar except for the
PRESENT and LED ciphers. Their P-layers need much more of a clock cycle to encrypt
the 64-bit block size. The P-layer of PRESENT is 21 times higher than the S-box layer,
and the P-layer of LED needs 1403% more clock cycles than the LED S-box. These
inconsistent results of the PRESENT cipher make us modify the P-layer by replacing it

with another P-layer that doesn’t require many clock cycles.

The L-layer of FANTOMAS requires more clock cycles than the S-box. The S-
box is based on bit-sliced and consists of simple XOR operations, while the L-layer is
based on two large lookup tables; when accessing Lbox[i], it will index to the
corresponding table and introduce some latencies compared to the S-box. PRIDE cipher

consists of two layers, S-box and L-layer. The results of the clock cycles of each layer are
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close to each other. The S-box layer shows slightly more than the L-layer regarding clock
cycles. The P-layer consists of bitwise rotation, which makes it faster than the S-box. S-
box has more bitwise operations than L layer. The S-box consists of XOR and AND
operations, making it consume more power than the P-layer. The number of bitwise
operations in both the S-box and L-layer is almost similar. This explains the similarity of
the results for the S and L layers. The S-box of the RECANGLE cipher consumes more
clock cycles than the P-laye. The S-layer consists of bitwise XOR, AND, and OR
operations, while the P-layer is a simple shifting operation that doesn’t require high clock
cycles. The permutation layer of Robin and Robin* consumes more clock cycles than the
S-layer. Two lookup tables implemented a p-layer, each with a size of 256 bits, that

requires access and addresses the memory.

LED cipher consists of three main layers. The mix layer requires a lot of clock
cycles compared to other layers because of the complexity of the operation. The result of
the PRESENT cipher shows that the P-layer increases 21 times compared to the S-layer.
The P-layer iterates over each bit (bit by bit permutation) with arithmetic calculation to

determine the new position of the specified bit. It repeats 64 times for each 32 rounds.

5.2 Results of Performance Metrics
After analyzing the results in section 5.1, we used the P-layer of the RECTANGLE

cipher in our proposed MPRESENT as it shows low clock cycles for encryption and
decryption 64-bit block size. RECTANGLE is unlike FANTOMAS and can easily
implanted since it has the same block and key size as PRESENT. The P-layer of
RECTANGLE design to fit well with 64 block size Figures 10 and 11 show the
performance metrics for SPN cipher from (Dinu et al.) and (Sevin and Mohammed) along

with our proposed MPRESENT.
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Figure 10 shows that PRESENT needs a considerable number of clock cycles due
to the permutation layer. As section 5.1 shows, our proposed MPRESENT consumes
fewer clock cycles than the original PRESENT, LED cipher, and PRESENT* in terms of
clock cycles. The results show that our proposed cipher does not surpass other SPN
ciphers due to the consumption of S-box to clock cycles. It handles 4-bit at a time while

the P-layer handles 16-bit with a low cost of arithmetic operation.
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Figure 10 *: Performance Metrics of SPN Ciphers in Scenario 1

Figure 11 shows the clock cycles and the code size of implementing encryption of

1 *Note: PRESENT* refers to PRESENT implemented by (Sevin and Mohammed)
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128-bit for eleven Lightweight ciphers in scenario 2. MPRESENT cipher shows better
results than the PRESENT and RECTANGLE regarding Clock Cycle numbers. The
elimination of the P-Layer of the original PRESENT in MPRESENT yields better
performance in terms of clock cycle numbers. The code size of MPRESENT increases by
12-bytes since the source code is changed; in addition, the encryption and decryption

codes have an extra circular shift layer, which leads to an increase in code size.

Encryption of 128-bit in Scenario 2
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Figure 11:Performance Metrics of SPN Ciphers in Scenario 2

The code size of our Modified MPRESENT is close to the original PRESENT
code size. It does not contain large lookup tables, and the result of the proposed

MPRESENT surpasses AES, AESa, LED, Robin*, and Fantomas.

(Jangra and Singh) present an evaluation for PRESENT and CLEFIA ciphers by

evaluating the number of clock cycles. Our performance metrics of the proposed
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MPRESENT show it needs around 7.57 X 10° cycles for 64-bit, while the results of
(Jangra and Singh) show the PRESENT requires 4.896 X 10° clock cycles, our
implementation was done on AVR 8-bit microcontroller, at the variance of (Jangra and
Singh). The implementation was done on Intel(R) core TM 17-7700@3.60, which is

considered high-speed and made for PCs.

(Panahi et al.) show that PRESENT is the most cipher that needs execution time
to encrypt and decrypt, which means it is the most cipher-consuming power. The result
was done by testing ciphers on Raspberry Pi 3 with 1.2 Ghz and Arduino Mega 2560. The
Panahi Pejman calculates the execution time in seconds, in contrast to our simulation, by
simulating the cipher and evaluating the number of clock cycles. We drive the number of

clock cycles by the following equations.

1
Clock Frequency

Clock Cycle Time =

(6)

Execution Time

Clock Cycles (N) = (7)

Clock Cycle Time

Therefore, the number of clock cycles used to encrypt a 64-bit block of PRESENT
by Raspberry Pi 3 is approximately 6 X 10° clock cycles, while our Modified PRESENT

requires 7.57 X 10° clock cycles in AVR 8-bit.

(Lee et al.) analyze the power efficiency and the time required to encrypt AES and
PRESENT using A15 and A7 processors. We calculate clock cycles using equations
Equation 6 and Equation 7. A15 requires 2.25 X 10° clock cycles to encrypt 64-bit, Table

IV shows the MPRESENT along with other ciphers.
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Table 1V:Clock Cycles to Encrypt 64-bit PRESENT Cipher

Cipher Clock Cycles Microcontroller/Proce
ssor

PRESENT by (Jangra and | 4.896 x 10° | Intel(R) core TM i7-

Singh) 7700@3.60

PRESENT by (Panahi et al.) 6 X 10° Raspberry Pi 3

PRESENT by (Lee et al.) 2.25 x 10° | Al5

MPRESENT 7.57 x 10° | AVR 8-bit ATmegal28

In conclusion, the result of the proposed MPRESENT cipher algorithm in the AVR
8-bit microcontroller shows better results over the original PRESENT in AVR, 17-7700,
Raspberry Pi 3, and A15 microcontrollers in terms of clock cycles. The result of the code
size of the proposed MPRESENT shows a similar result to the original PRESENT cipher.
Enhancing the clock cycles does not directly affect the proposed MPRESENT code size

metric.

5.3 Results of Security Metrics

Security metrics are essential to consider when designing or enhancing the
performance of encryption algorithms. The two security metrics, diffusion, and confusion,
were chosen for this research. Diffusion indicates the avalanche effect by ensuring that a
slight change in the input results in a large change in the output. It assisted in defending
multiple forms of cryptanalysis, including differential and linear cryptanalysis, which
target attackers by looking for correlations or patterns in the bits. In contrast, the
encryption function's non-linearity increases due to confusion. Attackers can take
advantage of linearity; therefore, creating confusion helps. This increased the security of
the encryption technique by making it more difficult for an attacker to predict the
relationship between the input and output. Figure 12 shows the results of simulating 131

rounds of 6 SPN ciphers by representing the security metric for a data block of 64-bit.
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PRINCE and PRIDE keys have a length of 128 bits, and their confusion simulated 65

rounds. Appendix B and C show the datasets.

REATANGLE
PRINCE
PRIDE

PRESENT

Cipher Name

L

MPRESENT

LED

30.8 31 31.2 314 31.6 31.8 32 32.2 324
Number of Bits Changed

B Confusion M Diffusion

Figure 12: Avalanche Effect for SPN Ciphers

The results are close to each other. Changing one bit in the plain or key leads to
significant changes in cipher output. The proposed MPRESENT changed 31.38 out 64 bit
in diffusion for 131 datasets. However, the confusion of our proposed cipher kept the
same value of confusion as the original PRESENT cipher. While our modification of the
linear layer directly affected the diffusion since the P-layer is considered a diffusion layer
and the original P-layer was replaced with RECTANGLE P-layer in addition to circular
shift, diffusion is produced by permutation, which distributes an input bit's impact among
several output bits. The confusion does not affect it because the nonlinear layer (S-box)
was not modified. The proposed MPRESENT achieved an avalanche effect for both the
data block and key. The proposed MPRESENT showed the result of diffusion had 31.38

out of 64-bit modified, while the original PRESENT achieved 32.21-bit changes over 64-
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bit.

(Jangra and Singh) showed that the CLEFIA cipher had a 24-bit change over 64-
bit. However, our proposed cipher changed to 31.38-bit over 64-bit. (Rana and Abul
Kashem) Proposed a new key scheduling. Their proposed approach provides confusion
of 36-bit change over 64-bit. The confusion of our proposed MPRESENT had a 32.21-bit
change. Both ciphers had an avalanche effect on the confusion. (Rana et al.) showed a
new lightweight cipher, the strength of security tested by diffusion. Changing one bit in

the plain changes 49% of the outputs. However, our MPRESENT also changes 49%.
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Chapter Six: Conclusions and Future Works

IoT has become widespread in recent days. It is integrated into various fields of
medicine, science, military, and smart devices, and it connects with each other to
exchange data. Traditional cryptography does not apply to IoT because of hardware
limitations. The capacity of the power is a major challenge when applying an encryption
algorithm to an IoT device. Many lightweight ciphers are introduced to handle the

limitation. We analyzed each SPN layer of 7 ciphers.

The PRESENT cipher shows very high power consumption in C software
implementation due to bit-level permutation. We simulate the performance results on the
AVR 8-bit microcontroller using the FELISC framework, and the Modified cipher reduces
the result 20 times compared to the original PRESENT. The proposed MPRESENT
showed lower power consumption than PRESENT implemented by other researchers
(Sevin and Mohammed; Jangra and Singh; Panahi et al.; Lee et al.) without significant

effect on code size.

Enhancing power consumption can directly affect the avalanche of plain text since
it is not a complicated permutation with a small number of arithmetic operations.
However, MPRESENT still has the avalanche effect. While changing one bit in a key
achieved 32 bits out of 64 bits, changing one bit in plain text achieved 49%. MPRESENT
shows better results than (Jangra and Singh). Based on the foregoing, we can say the
proposed MPRESENT is adequate with low and mid-level security requirements. Future
work can focus on enhancing the S-box implementation on 8,16-and 32-bit

microcontrollers with respect to side-channel attacks.
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Appendices
Appendix A: Encryption Code of MPRESENT

#include <stdint.h>
#include "cipher.h"
#include "constants.h"
#include "rotate.h"
#include "rot.h"

void P_layer(uint16_t *data) {

data[1] = ROTL1(data[1]);

data[2] = ROTL12(data[2]);

data[3] = ROTL13(data[3]);

}

uint64 t shift(uint64_t value) {

return ((value << 12) | (value >> 52));

}

void Encrypt(uint8 t *block, uint8 t *roundKeys) {

uint64 t state = *(uint64_t*)block;

uint8 t round, k;

for (round = 0; round < 31; round++) {
uint32 t subkey lo =

READ ROUND KEY DOUBLE WORD(((uint32_t*)roundKeys)[2 * round]);
uint32 t subkey hi=

READ ROUND KEY DOUBLE WORD(((uint32_t*)roundKeys)[2 * round + 1]);

state "= (uint64_t)subkey lo * (((uint64 _t)subkey hi) << 32);
for (k=0; k <16; k++) {
uint16_t sBoxValue = state & OxF;
state &= OxFFFFFFFFFFFFFFFO;
state |= READ SBOX BYTE(sBox4[sBoxValue]);
state = rotate4] 64(state);
§
P layer((uintl6_t*)&state);
uint64 t shiftedState = shift(state);
state = shiftedState;
b
uint32_t subkey lo =
READ ROUND KEY DOUBLE WORD(((uint32 t*)roundKeys)[62]);
uint32 t subkey hi=
READ ROUND KEY DOUBLE WORD(((uint32 t*)roundKeys)[63]);

state A= (uint64_t)subkey _lo » (((uint64_t)subkey_hi) << 32);
*(uint64_t*)block = state;
}
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Appendix B: Data for 64-bit input block

DATA

One Bit Change

0x54,0x65,0x78,0x74,0x20,0x6D,0x65,0x73

0x54,0x65,0x78,0x7¢,0x20,0x6D,0x65,0x73

0x6F,0x72,0x20,0x74,0x65,0x78,0x74,0x69

0x6F,0x72,0x20,0x7¢,0x65,0x78,0x74,0x69

0x6E,0x67,0x2C,0x20,0x69,0x73,0x20,0x74

0x6F,0x67,0x2C,0x20,0x69,0x73,0x20,0x74

0x68,0x65,0x20,0x61,0x63,0x74,0x20,0x6F

0x69,0x65,0x20,0x61,0x63,0x74,0x20,0x6F

0x66,0x20,0x63,0x6F,0x6D,0x70,0x6F,0x73

0x66,0x20,0x62,0x6F,0x6D,0x70,0x6F,0x73

0x69,0x6E,0x67,0x20,0x61,0x6E,0x64,0x20

0x69,0x6E,0x67,0x20,0x61,0x6E,0x64,0x21

0x73,0x65,0x6E,0x64,0x69,0x6E,0x67,0x20

0x73,0x64,0x6E,0x64,0x69,0x6E,0x67,0x20

0x69,0x63,0x20,0x6D,0x65,0x73,0x73,0x61

0x69,0x63,0x20,0x6F,0x65,0x73,0x73,0x6

0x67,0x65,0x73,0x2C,0x20,0x74,0x79,0x70

0x67,0x65,0x73,0x3C,0x20,0x74,0x79,0x70

0x69,0x63,0x61,0x6C,0x6C,0x79,0x20,0x63

0x69,0x63,0x61,0x6C,0x6C,0x79,0x22,0x63

0x6F,0x6E,0x73,0x69,0x73,0x74,0x69,0x6E

0x6D,0x6E.0x73,0x69,0x73,0x74,0x69,0x6E

0x68,0x61,0x62,0x65,0x74,0x69,0x63,0x20

0x60,0x61,0x62,0x65,0x74,0x69,0x63,0x20

0x61,0x6E,0x64,0x20,0x6E,0x75,0x6D,0x65

0x61,0x6E,0x64,0x20,0x6C,0x75,0x6D,0x65

0x72,0x69,0x63,0x20,0x63,0x68,0x61,0x72

0x72,0x68,0x63,0x20,0x63,0x68,0x61,0x72

0x61,0x63,0x74,0x65,0x72,0x73,0x2C,0x20

0x61,0x23,0x74,0x65,0x72,0x73,0x2C,0x20

0x62,0x65,0x74,0x77,0x65,0x65,0x6E,0x20

0x62,0x65,0x74,0x77,0x65,0x65,0x6A,0x20

0x74,0x77,0x6F,0x20,0x6F,0x72,0x20,0x6D

0x74,0x77,0x6F,0x21,0x6F,0x72,0x20,0x6D

0x73,0x20,0x6F,0x66,0x20,0x6D,0x6F,0x62

0x73,0x20,0x6F,0x26,0x20,0x6D,0x6F,0x62

0x69,0x6C,0x65,0x20,0x64,0x65,0x76,0x69

0x69,0x6C,0x65,0x21,0x64,0x65,0x76,0x69

0x63,0x65,0x73,0x2C,0x20,0x64,0x65,0x73

0x63,0x65,0x73,0x2C,0x22,0x64,0x65,0x73

0x6B,0x74,0x6F,0x70,0x73,0x2F,0x6C,0x61

0x6B,0x74,0x6F,0x70,0x7B,0x2F,0x6C,0x61

0x72,0x20,0x61,0x6E,0x6F,0x74,0x68,0x65

0x72,0x20,0x61,0x6E,0x6E,0x74,0x68,0x65

0x66,0x20,0x63,0x6F,0x6D,0x70,0x61,0x74

0x66,0x20,0x63,0x6F,0x6D,0x70,0x61,0x70

0x69,0x62,0x6C,0x65,0x20,0x63,0x6F,0x6D

0x69,0x62,0x68,0x65,0x20,0x63,0x6F,0x6D

0x70,0x75,0x74,0x65,0x72,0x2E,0x20,0x54

0x70,0x75,0x74,0x65,0x72,0x2E,0x22,0x54

0x65,0x78,0x74,0x20,0x6D,0x65,0x73,0x73

0x65,0x79,0x74,0x20,0x6D,0x65,0x73,0x73

0x61,0x67,0x65,0x73,0x20,0x6D,0x61,0x79

0x60,0x67,0x65,0x73,0x20,0x6D,0x61,0x79

0x20,0x62,0x65,0x20,0x73,0x65,0x6E,0x74

0x20,0x62,0x65,0x20,0x72,0x65,0x6E,0x74

0x20,0x6F,0x76,0x65,0x72,0x20,0x61,0x20

0x20,0x6D,0x76,0x65,0x72,0x20,0x61,0x20

0x63,0x65,0x6C,0x6C,0x75,0x6C,0x61,0x72

0x63,0x65,0x6C,0x6C,0x7D,0x6C,0x61,0x72

0x4A,0x7F,0xE2,0x91,0x3D,0xB6,0x58,0x0A

0x4A,0x7F,0xE2,0x91,0x3D,0xB6,0x58,0x0B

0x8C,0xD4,0x2F,0x5E,0x70,0x9B,0x13,0xA6

0x8C,0xD4,0x2F,0x5E,0x70,0x9B,0x13,0x A7

0x26,0x18,0xEC,0x7F,0x49,0x05,0xB2,0xD8

0x26,0x18,0xEC,0x7F,0x49,0x05,0xB2,0xD9

0xF3,0x81,0xA7,0x6D,0x2C,0x40,0x9E,0x5B

0xF3,0x81,0xA7,0x6D,0x2C,0xC0,0x9E,0x5B

0x7A,0x3E,0x59,0xC1,0x20,0x8D,0xF7,0x64

0x7A,0x3E,0x59,0xC1,0x20,0x8D,0xF7,0x65

0xB9,0x1F,0x46,0x35,0xD2,0x87,0xAE,0x02

0xB9,0x1F,0x46,0x35,0xD2,0x87,0xAE,0x03

0xE4,0xC7,0x10,0x9A,0x53,0xF8,0x6B,0x24

0xE4,0xC7,0x10,0x9A,0x53,0xF8,0x6B,0x25

0x68,0xDB,0x8E,0x15,0xA0,0x7C,0x34,0xF9

0x68,0xDB,0x8E,0x15,0xA0,0x7C,0x34,0xF8

0x97,0x2D,0x5A,0x0B,0xE8,0x14,0xFC,0x36

0x97,0x2D,0x5A,0x0B,0xA8,0x14,0xFC,0x36
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0x50,0x1C,0xB3,0x76,0xCA,0x29,0x8F,0xE0

0x50,0x1C,0xB3,0x76,0xCA,0x29,0x8D,0xE0

0x6E,0xA5,0x38,0xFD,0x80,0xD7,0x0C,0x94

0x6E,0xA5,0x38,0xBD,0x80,0xD7,0x0C,0x94

0xC2,0xF6,0x73,0x22,0x5D,0x09,0xB8,0x4F

0xC2,0xB6,0x73,0x22,0x5D,0x09,0xB8,0x4F

0xAF,0x72,0x01,0xCD,0x98,0x54,0x2B,0xE6

0xAF,0x72,0x01,0xCD,0x98,0x55,0x2B,0xE6

0x31,0x6A,0xD5,0x88,0x07,0xBB,0x42,0xFC

0x31,0x6A,0xD5,0x88,0x07,0xBB,0x43,0xFC

0x4D,0x83,0xEE,0x19,0xB6,0x50,0xA2,0x0F

0x4D,0x83,0xEE,0x19,0xB6,0x50,0xA0,0x0F

0x9F,0x24,0x6B,0xC8,0x15,0xFA,0x37,0xD0

0x9F,0x24,0x6A,0xC8,0x15,0xFA,0x37,0xD0

0x62,0x3C,0x7F,0x58,0xA4,0xE9,0x01,0xD6

0x62,0x3C,0x7F,0x58,0xA4,0xE9,0x00,0xD6

0x8B,0xF0,0x44,0x9E,0x3D,0x70,0xC2,0xA6

0x8B,0xF0,0x44,0x9E,0x3D,0x71,0xC2,0xA6

0x11,0x6D,0xB8,0x5F,0xE0,0x23,0xCA,0x97

0x11,0x6D,0xB8,0x5F,0xE0,0x23,0xCB,0x97

0x75,0xA9,0x30,0xFE,0x46,0x8B,0xD2,0x0C

0x75,0xA9,0x30,0xFE,0x46,0xAB,0xD2,0x0C

0xDB,0x16,0xC9,0x5E,0xA3,0x7F,0x20,0x84

0xDB,0x16,0xC9,0x5E,0xAB,0x7F,0x20,0x84

0x5F,0x82,0x3A,0xE7,0x48,0x0D,0xB4,0x69

0x5F,0x82,0x3A,0xE7,0xC8,0x0D,0xB4,0x69

0x9C,0x42,0xFD,0x35,0xBA,0x67,0x1E,0x80

0x9C,0x42,0xFC,0x35,0xBA,0x67,0x1E,0x80

0xE2,0xAF,0x71,0x0A,0xD5,0x28,0xFC,0x43

0xE2,0xAF,0x75,0x0A,0xD5,0x28,0xFC,0x43

0x3E,0x50,0x9D,0x06,0xB3,0x7C,0xA1,0xEF

0x3E,0x50,0x9D,0x06,0xB2,0x7C,0xA1,0xEF

0x89,0xC7,0x2A,0xF4,0x51,0x1E,0xD0,0xB3

0x89,0xC7,0x2A,0xF4,0x51,0x1E,0xD0,0xF3

0x27,0x79,0xB4,0x63,0xDC,0x01,0xAE,0xE8

0x27,0x79,0xB4,0x63,0xDC,0x01,0xAE,0xE0

0xF1,0x2C,0x98,0x43,0xAE,0x65,0x37,0xD0

0xD1,0x2C,0x98,0x43,0xAE,0x65,0x37,0xD0

0x5A,0x84,0xD1,0x3E,0xE9,0x47,0x2F,0xB0

0x5A,0x80,0xD1,0x3E,0xE9,0x47,0x2F,0xB0

0x76,0xBB,0x20,0x8D,0xC1,0x94,0x5E,0x3A

0x76,0x9B,0x20,0x8D,0xC1,0x94,0x5E,0x3A

0xCA,0x15,0x68,0xB7,0x02,0xDF,0x94,0x3E

0xCA,0x15,0x68,0xB7,0x03,0xDF,0x94,0x3E

0x0F,0x53,0x8E,0x21,0xD4,0x7B,0xA6,0xC0

0x0F,0x51,0x8E,0x21,0xD4,0x7B,0xA6,0xC0

0x4B,0x96,0x21,0xEC,0x37,0xD8,0x0F,0x A5

0x4B,0x96,0x21,0xEC,0x37,0xDC,0x0F,0xAS

0x83,0xDE,0x57,0x2A,0xB1,0x0C,0xF4,0x69

0x93,0xDE,0x57,0x2A,0xB1,0x0C,0xF4,0x69

0x2D,0x71,0xAC,0x03,0xC6,0x59,0x94,0xE8

0x2D,0x71,0xAC,0x03,0xCE,0x59,0x94,0xE8

0xE9,0x34,0xFB,0x46,0x81,0xCC,0x17,0xAD

0xF9,0x34,0xFB,0x46,0x81,0xCC,0x17,0xAD

0x40,0x7E,0xA3,0x1C,0xD8,0x52,0x9F,0x6B

0x40,0x7E,0xA3,0x3C,0xD8,0x52,0x9F,0x6B

0x74,0xC8,0x25,0xFA,0x5B,0x90,0x0D,0xE6

0x54,0xC8,0x25,0xFA,0x5B,0x90,0x0D,0xE6

0xAE,0x61,0x8C,0x30,0xF5,0x4B,0x97,0x02

0xAE,0x61,0x8C,0x30,0xF5,0x4B,0x97,0x22

0x19,0x55,0x8A,0xF1,0x3E,0x60,0xBD,0xC7

0x19,0x55,0x8A,0xF1,0x3E,0x60,0xBD,0xE7

0x45,0x98,0x2F,0xE3,0x78,0xA 1,0xD4,0x0C

0x45,0x98,0x2F,0xE3,0x78,0xA1,0xD4,0x04

0x91,0xDC,0x01,0x7B,0x56,0x2A,0xC3,0xFE

0x91,0xDC,0x01,0x7B,0x56,0x2A,0xC3,0xFA

0x2B,0x76,0xC9,0x14,0xA0,0x5D,0xE3,0x80

0x23,0x76,0xC9,0x14,0xA0,0x5D,0xE3,0x80

0xF6,0x38,0x87,0xDA,0x14,0x61,0xBC,0x59

0xF6,0x38,0x87,0xDA,0x14,0x61,0xAC,0x59

0x52,0x9D,0xE0,0x3F,0xA7,0x6A,0x14,0xC8

0x52,0x9D,0xE0,0x3F,0xA7,0x6A,0x10,0xC8

0x8A,0xD4,0x01,0x5F,0x30,0x6E,0xB2,0xC7

0x8A,0xF4,0x01,0x5F,0x30,0x6E,0xB2,0xC7

0xC5,0x20,0x9F,0x74,0xDB,0x01,0xA8,0x3E

0xC5,0x20,0x9F,0x70,0xDB,0x01,0xA8,0x3E

0x10,0x4E,0x93,0x65,0xB8,0x2B,0xD7,0xFA

0x10,0x4E,0x93,0x65,0xB8,0x2B,0xD7,0xFE

0x3B,0x84,0xC1,0x5E,0xA9,0x70,0xFE,0x26

0x3B,0x84,0xC3,0x5E,0xA9,0x70,0xFE,0x26

0x67,0xBA,0x0F,0x52,0x8D,0xE 1,0x34,0xC8

0x67,0xBA,0x0F,0x52,0x85,0xE1,0x34,0xC8

0x95,0xD9,0x24,0x6F,0xB0,0x8A,0x 1 E,0xC7

0x95,0xD1,0x24,0x6F,0xB0,0x8A,0x1E,0xC7

0xDF,0x21,0x7C,0xA9,0x54,0x0E,0xB3,0x68

0xDF,0x21,0x7C,0xA9,0x54,0x0E,0xB3,0x6A
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0x0A,0x56,0x89,0xD3,0x2E,0xF1,0xB7,0x4C

0x0A,0x56,0x09,0xD3,0x2E,0xF1,0xB7,0x4C

0x47,0x9B,0xC4,0x2F,0xE1,0x1A,0xB0,0x56

0x47,0x9B,0xC4,0x0F,0xE1,0x1A,0xB0,0x56

0x83,0xDC,0x29,0x74,0xB9,0x01,0xF6,0x5E

0x83,0xDC,0x29,0xF4,0xB9,0x01,0xF6,0x5E

0x2F,0x65,0xB8,0x13,0xCE,0x04,0x97,0xDA

0x2F,0x65,0xB8,0x12,0xCE,0x04,0x97,0xDA

0xEA,0x25,0x9B,0x47,0x72,0xDF,0x06,0xC8

0xEA,0x25,0x9B,0x47,0x72,0xDF,0x06,0x48

0xBC,0xF1,0x4E,0x83,0x1A,0xD7,0x60,0x2F

0xBC,0xF1,0x4E,0x83,0x1B,0xD7,0x60,0x2F

0x6D,0xA1,0x34,0xC8,0x 1 F,0xF6,0x5B,0x80

0x6D,0xA1,0x34,0xC8,0x1F,0xF6,0xDB,0x80

0xAB,0x16,0xC0,0x7F,0x58,0x82,0xD4,0x29

0xAB,0x16,0xC0,0x7F,0x58,0x82,0x94,0x29

0xF0,0x2A,0x9D,0x57,0x8B,0xC4,0x11,0xE6

0xF0,0x2A,0x9D,0x55,0x8B,0xC4,0x11,0xE6

0x45,0x7E,0xB3,0x08,0xD1,0x6C,0xA9,0x20

0x45,0x7E,0xB3,0x08,0xD1,0xEC,0xA9,0x20

0x90,0xDC,0x15,0x6A,0xBF,0x40,0xE7,0x82

0x90,0xD8,0x15,0x6A,0xBF,0x40,0xE7,0x82

0x3D,0x61,0xBE,0x24,0xC8,0x97,0x50,0xAF

0x3D,0x61,0xBE,0x24,0xD8,0x97,0x50,0xAF

0x88,0xD3,0x0E,0x72,0x5F,0xA1,0xC4,0xB9

0x88,0xD3,0x0E,0x72,0x5F,0xA1,0xC6,0xB9

0x2A,0x74,0xDF,0x01,0x95,0x6B,0xC8,0x30

0x2A,0x74,0xDF,0x03,0x95,0x6B,0xC8,0x30

0xES5,0x38,0x8B,0xD4,0x01,0x76,0xC2,0xAF

0xE5,0x28,0x8B,0xD4,0x01,0x76,0xC2,0xAF

0x0C,0x53,0x9E,0x20,0xD7,0x68,0xB1,0xFC

0x0C,0x53,0x1E,0x20,0xD7,0x68,0xB1,0xFC

0x41,0x85,0xF0,0x3E,0xBA,0x56,0x29,0xD4

0x41,0x85,0xF0,0x3E,0xBA,0x52,0x29,0xD4

0x95,0xCA,0x17,0xF3,0x4E,0x80,0xDB,0x62

0x95,0xCA,0x17,0xF3,0x4E,0x80,0xFB,0x62

0x1a,0x2b,0x3¢,0x4d,0x5¢,0x6f,0x80,0x91

0x1A,0x2B,0x3C,0x45,0x5E,0x6F,0x80,0x91

0xa2,0xb3,0xc4,0xd5,0xe6,0xf7,0x08,0x19

0xA2,0xB3,0xC4,0xD5,0xE6,0xF7,0x09,0x19

0x2a,0x3b,0x4c,0x5d,0x6¢e,0x7f,0x90,0xal

0x2A,0x3B,0x4C,0x5D,0x6A,0x7F,0x90,0xA 1

0xb2,0xc3,0xd4,0xe5,0xf6,0x07,0x18,0x29

0xB2,0xC3,0xD4,0xES,0xF6,0x87,0x18,0x29

0x3a,0x4b,0x5¢,0x6d,0x7¢,0x8f,0xa0,0xb1

0x3E,0x4B,0x5C,0x6D,0x 7E,0x8F,0x A0,0xB1

0xc2,0xd3,0xe4,0xf5,0x06,0x17,0x28,0x39

0xC2,0xD3,0x64,0xF5,0x06,0x17,0x28,0x39

0x4a,0x5b,0x6¢,0x7d,0x8e,0x9f,0xb0,0xc1

0x4A,0x5B,0x6C,0x7D,0x8E,0x9F,0xB0,0xCO

0xd2,0xe3,0x14,0x05,0x16,0x27,0x38,0x49

0xD2,0xE3,0xFC,0x05,0x16,0x27,0x38,0x49

0x5a,0x6b,0x7¢c,0x8d,0x9¢,0xaf,0xc0,0xd1

0x5A,0x6B,0x7C,0xCD,0x9E,0xAF,0xC0,0xD1

0xe2,0xf3,0x04,0x15,0x26,0x37,0x48,0x59

0xE2,0xF3,0x44,0x15,0x26,0x37,0x48,0x59

0x6a,0x7b,0x8c,0x9d,0xae,0xbf,0xd0,0xe1

0x6A,0x3B,0x8C,0x9D,0xAE,0xBF,0xD0,0xE 1

0x12,0x03,0x14,0x25,0x36,0x47,0x58,0x69

0xF2,0x03,0x14,0x25,0xB6,0x47,0x58,0x69

0x7a,0x8b,0x9c,0xad,0xbe,0xcf,0xe0,0xf1

0x72,0x8B,0x9C,0xAD,0xBE,0xCF,0xE0,0xF1

0x02,0x13,0x24,0x35,0x46,0x57,0x68,0x79

0x02,0x13,0xA4,0x35,0x46,0x57,0x68,0x79

0x8a,0x9b,0xac,0xbd,0xce,0xdf,0xf0,0x01

0x8A,0x8B,0xAC,0xBD,0xCE,0xDF,0xF0,0x01

0x12,0x23,0x34,0x45,0x56,0x67,0x78,0x89

0x12,0x23,0x34,0x45,0x56,0x67,0x78,0xA9

0x9a,0xab,0xbc,0xcd,0xde,0xef,0x00,0x11

0x98,0xAB,0xBC,0xCD,0xDE,0xEF,0x00,0x11

0x22,0x33,0x44,0x55,0x66,0x77,0x88,0x99

0x32,0x33,0x44,0x55,0x66,0x77,0x88,0x99

Oxaa,0xbb,0xcc,0xdd,0xee,0xff,0x10,0x21

0xAA,0xBB,0xCC,0xDD,0xEC,0xFF,0x10,0x21

0x32,0x43,0x54,0x65,0x76,0x87,0x98,0xa9

0x32,0x43,0x54,0xE5,0x76,0x87,0x98,0xA9

Oxba,0xcb,0xdc,0xed,0xfe,0x0f,0x20,0x31

0xBA,0xCB,0xDD,0xED,0xFE,0x0F,0x20,0x31

0x42,0x53,0x64,0x75,0x86,0x97,0xa8,0xb9

0x42,0x53,0x44,0x75,0x86,0x97,0xA8,0xB9

0xca,0xdb,0xec,0xfd,0x0e,0x1f,0x30,0x41

0xCA,0xDB,0xEC,0xFF,0x0E,0x 1 F,0x30,0x41

0x52,0x63,0x74,0x85,0x96,0xa7,0xb&,0xc9

0x52,0x23,0x74,0x85,0x96,0xA7,0xB8&,0xC9

0Oxda,0xeb,0xfc,0x0d,0x1e,0x2£,0x40,0x51

0xDA,0xEB,0xEC,0x0D,0x1E,0x2F,0x40,0x51
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0x62,0x73,0x84,0x95,0xa6,0xb7,0xc8,0xd9 0x6A,0x73,0x84,0x95,0xA6,0xB7,0xC8,0xD9

0Oxea,0xfb,0x0c,0x1d,0x2e,0x3£,0x50,0x61 0xEA,0xFB,0x0C,0x1D,0x2E,0x3F,0x50,0x69
0x72,0x83,0x94,0xa5,0xb6,0xc7,0xd8,0xe9 0x72,0x83,0x94,0xA5,0xB6,0xC7,0xD8,0xE8
0xfa,0x0b,0x1¢,0x2d,0x3e,0x4f,0x60,0x71 0xFA,0x0B,0x3C,0x2D,0x3E,0x4F,0x60,0x71

0x82,0x93,0xa4,0xb5,0xc6,0xd7,0xe8,0x19 0x82,0x93,0xA4,0xB5,0xC6,0xD7,0xF8,0xF9

0x72,0x73,0x74,0x75,0x76,0x77,0x78,0x79 0x70,0x73,0x74,0x75,0x76,0x77,0x78,0x79
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Appendix C: Data for 128-bit input block

Input

One bit Change

0x6F,0x72,0x20,0x74,0x65,0x78,0x74,0x69,
0x6E,0x67,0x2C,0x20,0x69,0x73,0x20,0x74

0x6F,0x72,0x20,0x74,0x65,0x78,0x74,0x69,
0x6F,0x67,0x2C,0x20,0x69,0x73,0x20,0x 74

0x68,0x65,0x20,0x61,0x63,0x74,0x20,0x6F,
0x66,0x20,0x63,0x6F,0x6D,0x70,0x6F,0x73

0x68,0x65,0x20,0x61,0x63,0x74,0x20,0x6F,
0x66,0x20,0x62,0x6F,0x6D,0x70,0x6F,0x73

0x69,0x6E,0x67,0x20,0x61,0x6E,0x64,0x20,
0x73,0x65,0x6E,0x64,0x69,0x6E,0x67,0x20

0x69,0x6E,0x67,0x20,0x61,0x6E,0x64,0x20,
0x73,0x64,0x6E,0x64,0x69,0x6E,0x67,0x20

0x65,0x6C,0x65,0x63,0x74,0x72,0x6F,0x6E,
0x69,0x63,0x20,0x6D,0x65,0x73,0x73,0x61

0x65,0x6C,0x65,0x63,0x74,0x72,0x6F,0x6E,
0x69,0x63,0x20,0x6F,0x65,0x73,0x73,0x61

0x67,0x65,0x73,0x2C,0x20,0x74,0x79,0x70,
0x69,0x63,0x61,0x6C,0x6C,0x79,0x20,0x63

0x67,0x65,0x73,0x2C,0x20,0x74,0x79,0x70,
0x69,0x63,0x61,0x6C,0x6C,0x79,0x22,0x63

0x6F,0x6E,0x73,0x69,0x73,0x74,0x69,0x6E,
0x67,0x20,0x6F,0x66,0x20,0x61,0x6C,0x70

0x6F,0x6E,0x73,0x69,0x73,0x74,0x69,0x6E,
0x67,0x20,0x6F,0x66,0x20,0x60,0x6C,0x70

0x68,0x61,0x62,0x65,0x74,0x69,0x63,0x20,
0x61,0x6E,0x64,0x20,0x6E,0x75,0x6D,0x65

0x68,0x61,0x62,0x65,0x74,0x69,0x63,0x20,
0x61,0x6E,0x64,0x20,0x6C,0x75,0x6D,0x65

0x72,0x69,0x63,0x20,0x63,0x68,0x61,0x72,
0x61,0x63,0x74,0x65,0x72,0x73,0x2C,0x20

0x72,0x69,0x63,0x20,0x63,0x68,0x61,0x72,
0x61,0x23,0x74,0x65,0x72,0x73,0x2C,0x20

0x62,0x65,0x74,0x77,0x65,0x65,0x6E,0x20,
0x74,0x77,0x6F,0x20,0x6F,0x72,0x20,0x6D

0x62,0x65,0x74,0x77,0x65,0x65,0x6E,0x20,
0x74,0x77,0x6F,0x21,0x6F,0x72,0x20,0x6D

0x69,0x6C,0x65,0x20,0x64,0x65,0x76,0x69,
0x63,0x65,0x73,0x2C,0x20,0x64,0x65,0x73

0x69,0x6C,0x65,0x20,0x64,0x65,0x76,0x69,
0x63,0x65,0x73,0x2C,0x22,0x64,0x65,0x73

0x6B,0x74,0x6F,0x70,0x73,0x2F,0x6C,0x61,
0x70,0x74,0x6F,0x70,0x73,0x2C,0x20,0x6F

0x6B,0x74,0x6F,0x70,0x73,0x2F,0x6C,0x61,
0x70,0x74,0x6F,0x70,0x73,0x6C,0x20,0x6F

0x66,0x20,0x63,0x6F,0x6D,0x70,0x61,0x74,
0x69,0x62,0x6C,0x65,0x20,0x63,0x6F,0x6D

0x66,0x20,0x63,0x6F,0x6D,0x70,0x61,0x 74,
0x69,0x62,0x68,0x65,0x20,0x63,0x6F,0x6D

0x70,0x75,0x74,0x65,0x72,0x2E,0x20,0x54,
0x65,0x78,0x74,0x20,0x6D,0x65,0x73,0x73

0x70,0x75,0x74,0x65,0x72,0x2E,0x20,0x54,
0x65,0x79,0x74,0x20,0x6D,0x65,0x73,0x73

0x61,0x67,0x65,0x73,0x20,0x6D,0x61,0x79,
0x20,0x62,0x65,0x20,0x73,0x65,0x6E,0x74

0x61,0x67,0x65,0x73,0x20,0x6D,0x61,0x79,
0x20,0x62,0x65,0x20,0x72,0x65,0x6E,0x 74

0x20,0x6F,0x76,0x65,0x72,0x20,0x61,0x20,
0x63,0x65,0x6C,0x6C,0x75,0x6C,0x61,0x72

0x20,0x6F,0x76,0x65,0x72,0x20,0x61,0x20,
0x63,0x65,0x6C,0x6C,0x7D,0x6C,0x61,0x 72

0x4A,0x7F,0xE2,0x91,0x3D,0xB6,0x58,0x0A,

0x8C,0xD4,0x2F,0x5E,0x70,0x9B,0x13,0xA6

0x4A,0x7F,0xE2,0x91,0x3D,0xB6,0x58,0x0B,
0x8C,0xD4,0x2F,0x5E,0x70,0x9B,0x13,0xA6

0x26,0x18,0xEC,0x7F,0x49,0x05,0xB2,0xD8,0

xF3,0x81,0xA7,0x6D,0x2C,0x40,0x9E,0x5B

0x26,0x18,0xEC,0x7F,0x49,0x05,0xB2,0xD9,0
xF3,0x81,0xA7,0x6D,0x2C,0x40,0x9E,0x5B

0x7A,0x3E,0x59,0xC1,0x20,0x8D,0xF7,0x64,
0xB9,0x1F,0x46,0x35,0xD2,0x87,0xAE,0x02

0x7A,0x3E,0x59,0xC1,0x20,0x8D,0xF7,0x65,
0xB9,0x1F,0x46,0x35,0xD2,0x87,0xAE,0x02

0xE4,0xC7,0x10,0x9A,0x53,0xF8,0x6B,0x24,
0x68,0xDB,0x8E,0x15,0xA0,0x7C,0x34,0xF9

0xE4,0xC7,0x10,0x9A,0x53,0xF8,0x6B,0x25,
0x68,0xDB,0x8E,0x15,0xA0,0x7C,0x34,0xF9

0x97,0x2D,0x5A,0x0B,0xES8,0x14,0xFC,0x36,

0x50,0x1C,0xB3,0x76,0xCA,0x29,0x8F,0xEO

0x97,0x2D,0x5A,0x0B,0xA8,0x 14,0xFC,0x36,
0x50,0x1C,0xB3,0x76,0xCA,0x29,0x8F,0xE0

0x6E,0xA5,0x38,0xFD,0x80,0xD7,0x0C,0x94,

0xC2,0xF6,0x73,0x22,0x5D,0x09,0xB8,0x4F

0x6E,0xA5,0x38,0xBD,0x80,0xD7,0x0C,0x94,
0xC2,0xF6,0x73,0x22,0x5D,0x09,0xB8,0x4F
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0xAF,0x72,0x01,0xCD,0x98,0x54,0x2B,0xE6,
0x31,0x6A,0xD5,0x88,0x07,0xBB,0x42,0xFC

0xAF,0x72,0x01,0xCD,0x98,0x55,0x2B,0xE6,
0x31,0x6A,0xD5,0x88,0x07,0xBB,0x42,0xFC

0x4D,0x83,0xEE,0x19,0xB6,0x50,0xA2,0x0F,
0x9F,0x24,0x6B,0xC8,0x15,0xFA,0x37,0xD0

0x4D,0x83,0xEE,0x19,0xB6,0x50,0xA0,0x0F,
0x9F,0x24,0x6B,0xC8,0x15,0xFA,0x37,0xD0

0x62,0x3C,0x7F,0x58,0xA4,0xE9,0x01,0xD6,
0x8B,0xF0,0x44,0x9E,0x3D,0x70,0xC2,0xA6

0x62,0x3C,0x7F,0x58,0xA4,0xE9,0x00,0xD6,0
x8B,0xF0,0x44,0x9E,0x3D,0x70,0xC2,0xA6

0x11,0x6D,0xB8,0x5F,0xE0,0x23,0xCA,0x97,
0x75,0xA9,0x30,0xFE,0x46,0x8B,0xD2,0x0C

0x11,0x6D,0xB8,0x5F,0xE0,0x23,0xCB,0x97,
0x75,0xA9,0x30,0xFE,0x46,0x8B,0xD2,0x0C

0xDB,0x16,0xC9,0x5E,0xA3,0x7F,0x20,0x84,
0x5F,0x82,0x3A,0xE7,0x48,0x0D,0xB4,0x69

0xDB,0x16,0xC9,0x5E,0xAB,0x7F,0x20,0x84,
0x5F,0x82,0x3A,0xE7,0x48,0x0D,0xB4,0x69

0x9C,0x42,0xFD,0x35,0xBA,0x67,0x 1 E,0x80,
0xE2,0xAF,0x71,0x0A,0xD5,0x28,0xFC,0x43

0x9C,0x42,0xFC,0x35,0xBA,0x67,0x1E,0x80,
0xE2,0xAF,0x71,0x0A,0xD5,0x28,0xFC,0x43

0x3E,0x50,0x9D,0x06,0xB3,0x7C,0xA1,0xEF,
0x89,0xC7,0x2A,0xF4,0x51,0x1E,0xD0,0xB3

0x3E,0x50,0x9D,0x06,0xB2,0x7C,0xA1,0xEF,
0x89,0xC7,0x2A,0xF4,0x51,0x1E,0xD0,0xB3

0x27,0x79,0xB4,0x63,0xDC,0x01,0xAE,0xES,
0xF1,0x2C,0x98,0x43,0xAE,0x65,0x37,0xD0

0x27,0x79,0xB4,0x63,0xDC,0x01,0xAE,0xEQ,
0xF1,0x2C,0x98,0x43,0xAE,0x65,0x37,0xD0

0x5A,0x84,0xD1,0x3E,0xE9,0x47,0x2F,0xBO0,
0x76,0xBB,0x20,0x8D,0xC1,0x94,0x5E,0x3A

0x5A,0x80,0xD1,0x3E,0xE9,0x47,0x2F,0xB0,
0x76,0xBB,0x20,0x8D,0xC1,0x94,0x5E,0x3A

0xCA,0x15,0x68,0xB7,0x02,0xDF,0x94,0x3E,
0x0F,0x53,0x8E,0x21,0xD4,0x7B,0xA6,0xC0

0xCA,0x15,0x68,0xB7,0x03,0xDF,0x94,0x3E,
0x0F,0x53,0x8E,0x21,0xD4,0x7B,0x A6,0xC0O

0x4B,0x96,0x21,0xEC,0x37,0xD8,0x0F,0xAS,
0x83,0xDE,0x57,0x2A,0xB1,0x0C,0xF4,0x69

0x4B,0x96,0x21,0xEC,0x37,0xDC,0x0F,0xAS,
0x83,0xDE,0x57,0x2A,0xB1,0x0C,0xF4,0x69

0x2D,0x71,0xAC,0x03,0xC6,0x59,0x94,0xES,
0xE9,0x34,0xFB,0x46,0x81,0xCC,0x17,0xAD

0x2D,0x71,0xAC,0x03,0xCE,0x59,0x94,0xES,
0xE9,0x34,0xFB,0x46,0x81,0xCC,0x17,0xAD

0x40,0x7E,0xA3,0x1C,0xD8,0x52,0x9F,0x 6B,
0x74,0xC8,0x25,0xFA,0x5B,0x90,0x0D,0xE6

0x40,0x7E,0xA3,0x3C,0xD8,0x52,0x9F,0x6B,
0x74,0xC8,0x25,0xFA,0x5B,0x90,0x0D,0xE6

0xAE,0x61,0x8C,0x30,0xF5,0x4B,0x97,0x02,
0x19,0x55,0x8A,0xF1,0x3E,0x60,0xBD,0xC7

0xAE,0x61,0x8C,0x30,0xF5,0x4B,0x97,0x22,
0x19,0x55,0x8A,0xF1,0x3E,0x60,0xBD,0xC7

0x45,0x98,0x2F,0xE3,0x78,0xA1,0xD4,0x0C,
0x91,0xDC,0x01,0x7B,0x56,0x2A,0xC3,0xFE

0x45,0x98,0x2F,0xE3,0x78,0xA1,0xD4,0x04,0
x91,0xDC,0x01,0x7B,0x56,0x2A,0xC3,0xFE

0x2B,0x76,0xC9,0x14,0xA0,0x5D,0xE3,0x80,
0xF6,0x38,0x87,0xDA,0x14,0x61,0xBC,0x59

0x23,0x76,0xC9,0x14,0xA0,0x5D,0xE3,0x80,
0xF6,0x38,0x87,0xDA,0x14,0x61,0xBC,0x59

0x52,0x9D,0xE0,0x3F,0xA7,0x6A,0x14,0xCS,
0x8A,0xD4,0x01,0x5F,0x30,0x6E,0xB2,0xC7

0x52,0x9D,0xE0,0x3F,0xA7,0x6A,0x10,0xC8,
0x8A,0xD4,0x01,0x5F,0x30,0x6E,0xB2,0xC7

0xC5,0x20,0x9F,0x74,0xDB,0x01,0xA8,0x3E,
0x10,0x4E,0x93,0x65,0xB8,0x2B,0xD7,0xFA

0xC5,0x20,0x9F,0x70,0xDB,0x01,0xA8,0x3E,
0x10,0x4E,0x93,0x65,0xB8,0x2B,0xD7,0xFA

0x3B,0x84,0xC1,0x5E,0xA9,0x70,0xFE,0x26,
0x67,0xBA,0x0F,0x52,0x8D,0xE1,0x34,0xC8

0x3B,0x84,0xC3,0x5E,0xA9,0x70,0xFE,0x26,
0x67,0xBA,0x0F,0x52,0x8D,0xE1,0x34,0xC8

0x95,0xD9,0x24,0x6F,0xB0,0x8A,0x 1 E,0xC7,
0xDF,0x21,0x7C,0xA9,0x54,0x0E,0xB3,0x68

0x95,0xD1,0x24,0x6F,0xB0,0x8A,0x 1 E,0xC7,
0xDF,0x21,0x7C,0xA9,0x54,0x0E,0x B3,0x68

0x0A,0x56,0x89,0xD3,0x2E,0xF1,0xB7,0x4C,
0x47,0x9B,0xC4,0x2F,0xE1,0x1A,0xB0,0x56

0x0A,0x56,0x09,0xD3,0x2E,0xF1,0xB7,0x4C,
0x47,0x9B,0xC4,0x2F,0xE1,0x1A,0xB0,0x56

0x83,0xDC,0x29,0x74,0xB9,0x01,0xF6,0x5E,
0x2F,0x65,0xB8,0x13,0xCE,0x04,0x97,0xDA

0x83,0xDC,0x29,0xF4,0xB9,0x01,0xF6,0x5E,
0x2F,0x65,0xB8,0x13,0xCE,0x04,0x97,0x DA

0xEA,0x25,0x9B,0x47,0x72,0xDF,0x06,0xC8,
0xBC,0xF1,0x4E,0x83,0x1A,0xD7,0x60,0x2F

0xEA,0x25,0x9B,0x47,0x72,0xDF,0x06,0x48,0
xBC,0xF1,0x4E,0x83,0x1A,0xD7,0x60,0x2F
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0x6D,0xA1,0x34,0xC8,0x 1 F,0xF6,0x5B,0x80,
0xAB,0x16,0xC0,0x7F,0x58,0x82,0xD4,0x29

0x6D,0xA1,0x34,0xC8,0x1F,0xF6,0xDB,0x80,
0xAB,0x16,0xC0,0x7F,0x58,0x82,0xD4,0x29

0xF0,0x2A,0x9D,0x57,0x8B,0xC4,0x11,0xE6,
0x45,0x7E,0xB3,0x08,0xD1,0x6C,0xA9,0x20

0xF0,0x2A,0x9D,0x55,0x8B,0xC4,0x11,0xE6,
0x45,0x7E,0xB3,0x08,0xD1,0x6C,0xA9,0x20

0x90,0xDC,0x15,0x6A,0xBF,0x40,0xE7,0x82,
0x3D,0x61,0xBE,0x24,0xC8,0x97,0x50,0xAF

0x90,0xD8,0x15,0x6A,0xBF,0x40,0xE7,0x82,0
x3D,0x61,0xBE,0x24,0xC8,0x97,0x50,0xAF

0x88,0xD3,0x0E,0x72,0x5F,0xA1,0xC4,0xB9,
0x2A,0x74,0xDF,0x01,0x95,0x6B,0xC8,0x30

0x88,0xD3,0x0E,0x72,0x5F,0xA1,0xC6,0xB9,
0x2A,0x74,0xDF,0x01,0x95,0x6B,0xC8,0x30

0xES5,0x38,0x8B,0xD4,0x01,0x76,0xC2,0xAF,
0x0C,0x53,0x9E,0x20,0xD7,0x68,0xB1,0xFC

0xE5,0x28,0x8B,0xD4,0x01,0x76,0xC2,0xAF,
0x0C,0x53,0x9E,0x20,0xD7,0x68,0xB1,0xFC

0x41,0x85,0xF0,0x3E,0xBA,0x56,0x29,0xD4,
0x95,0xCA,0x17,0xF3,0x4E,0x80,0xDB,0x62

0x41,0x85,0xF0,0x3E,0xBA,0x52,0x29,0xD4,
0x95,0xCA,0x17,0xF3,0x4E,0x80,0xDB,0x62

0x1a,0x2b,0x3¢c,0x4d,0x5¢,0x61,0x80,0x91,0xa
2,0xb3,0xc4,0xd5,0xe6,0xf7,0x08,0x19

0x1A,0x2B,0x3C,0x45,0x5E,0x6F,0x80,0x91,0
xA2,0xB3,0xC4,0xD5,0xE6,0xF7,0x08,0x19

0x2a,0x3b,0x4c,0x5d,0x6¢,0x71,0x90,0xal,0xb
2,0xc3,0xd4,0xe5,0xf6,0x07,0x18,0x29

0x2A,0x3B,0x4C,0x5D,0x6A,0x7F,0x90,0xA1,
0xB2,0xC3,0xD4,0xE5,0xF6,0x07,0x18,0x29

0x3a,0x4b,0x5¢,0x6d,0x7e,0x8f,0xa0,0xb1,0xc
2,0xd3,0xe4,0xf5,0x06,0x17,0x28,0x39

0x3E,0x4B,0x5C,0x6D,0x7E,0x8F,0xA0,0xB1,
0xC2,0xD3,0xe4,0xF5,0x06,0x17,0x28,0x39

0x4a,0x5b,0x6¢,0x7d,0x8e,0x9f,0xb0,0xc1,0xd
2,0xe3,0xf4,0x05,0x16,0x27,0x38,0x49

0x4A,0x5B,0x6C,0x7D,0x8E,0x9F,0xB0,0xCO0,
0xD2,0xE3,0xF4,0x05,0x16,0x27,0x38,0x49

0x5a,0x6b,0x7¢,0x8d,0x9¢,0xaf,0xc0,0xd1,0xe
2,0x13,0x04,0x15,0x26,0x37,0x48,0x59

0x5A,0x6B,0x7C,0xCD,0x9E,0xAF,0xC0,0xD
1,0xE2,0xF3,0x04,0x15,0x26,0x37,0x48,0x59

0x6a,0x7b,0x8¢,0x9d,0xae,0xbf,0xd0,0xel,0xf
2,0x03,0x14,0x25,0x36,0x47,0x58,0x69

0x6A,0x3B,0x8C,0x9D,0xAE,0xBF,0xD0,0xE
1,0xF2,0x03,0x14,0x25,0x36,0x47,0x58,0x69

0x7a,0x8b,0x9¢c,0xad,0xbe,0xcf,0xe0,0xf1,0x0
2,0x13,0x24,0x35,0x46,0x57,0x68,0x79

0x72,0x8B,0x9C,0xAD,0xBE,0xCF,0xE0,0xF1
,0x02,0x13,0x24,0x35,0x46,0x57,0x68,0x79

0x8a,0x9b,0xac,0xbd,0xce,0xdf,0xf0,0x01,0x 1
2,0x23,0x34,0x45,0x56,0x67,0x78,0x89

0x8A,0x8B,0xAC,0xBD,0xCE,0xDF,0xF0,0x0
1,0x12,0x23,0x34,0x45,0x56,0x67,0x78,0x89

0x9a,0xab,0xbc,0xcd,0xde,0xef,0x00,0x11,0x2
2,0x33,0x44,0x55,0x66,0x77,0x88,0x99

0x98,0xAB,0xBC,0xCD,0xDE,0xEF,0x00,0x 1
1,0x22,0x33,0x44,0x55,0x66,0x77,0x88,0x99

Oxaa,0xbb,0xcc,0xdd,0xee,0x1f,0x10,0x21,0x3
2,0x43,0x54,0x65,0x76,0x87,0x98,0xa9

0xAA,0xBB,0xCC,0xDD,0xEC,0xFF,0x10,0x2
1,0x32,0x43,0x54,0x65,0x76,0x87,0x98,0x A9

0xba,0xcb,0xdc,0xed,0xfe,0x0f,0x20,0x31,0x4
2,0x53,0x64,0x75,0x86,0x97,0xa8,0xb9

0xBA,0xCB,0xDD,0xED,0xFE,0x0F,0x20,0x3
1,0x42,0x53,0x64,0x75,0x86,0x97,0xA8,0xB9

0xca,0xdb,0xec,0xfd,0x0e,0x1£,0x30,0x41,0x5
2,0x63,0x74,0x85,0x96,0xa7,0xb8,0xc9

0xCA,0xDB,0xEC,0xFF,0x0E,0x 1F,0x30,0x41,
0x52,0x63,0x74,0x85,0x96,0xA7,0xB8&,0xC9

0Oxda,0xeb,0xfc,0x0d,0x1e,0x2f,0x40,0x51,0x6
2,0x73,0x84,0x95,0xa6,0xb7,0xc8,0xd9

0xDA,0xEB,0xEC,0x0D,0x 1E,0x2F,0x40,0x51
,0x62,0x73,0x84,0x95,0xA6,0xB7,0xC8,0xD9

Oxea,0xfb,0x0c,0x1d,0x2¢e,0x3£,0x50,0x61,0x7
2,0x83,0x94,0xa5,0xb6,0xc7,0xd8,0xe9

0xEA,0xFB,0x0C,0x1D,0x2E,0x3F,0x50,0x69,
0x72,0x83,0x94,0xA5,0xB6,0xC7,0xD8,0xE9

0xfa,0x0b,0x1¢,0x2d,0x3e,0x4f,0x60,0x71,0x8
2,0x93,0xa4,0xb5,0xc6,0xd7,0xe8,0xf9

0xFA,0x0B,0x3C,0x2D,0x3E,0x4F,0x60,0x71,
0x82,0x93,0xA4,0xB5,0xC6,0xD7,0xe8,0xF9
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Appendix D: Decryption Code of MPRESENT

#include <stdint.h>

#include <string.h> // Include this for memcpy
#include "cipher.h"

#include "constants.h"

#include "rotate.h"

#include "rot.h"

void IP_layer(uint16_t *state){
state[1] = ROTR I (state[1]);
state[2] = ROTR12(state[2]);
state[3] = ROTR13(state[3]);
}
uint64 _t shiftback(uint64 t value) {
return ((value >> 12) | (value << 52));

}

void Decrypt(uint8_t *block, uint8 t *roundKeys)
{
uint64 t state = *(uint64_t*)block;
uint64_t temp;
uint32_t subkey lo, subkey hi;
uint8 t keyindex =31;
uint8 ti, k;

for 1=0;1<31;i++)
{
/* addRoundkey */
subkey lo=READ ROUND KEY DOUBLE WORD(((uint32_t*)roundKeys)[2 *
keyindex]);
subkey hi=READ ROUND KEY DOUBLE WORD(((uint32_t*)roundKeys)[2 *
keyindex + 1]);

state "= ((uint64_t)subkey lo) | (((uint64 t)subkey hi) <<32);
keyindex--;

uint64_t reversedState = shiftback(state);

state = reversedState;

IP_layer((uintl6_t*)&state);

/* sBoxLayer */
for (k =0; k < 16; k++)
{

uintl6_t sBoxValue = state & 0xF;
state &= OxFFFFFFFFFFFFFFFO;
state |= READ_SBOX BYTE(invsBox4[sBoxValue]);
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state = rotate4] 64(state);

}

}

subkey lo=READ ROUND KEY DOUBLE WORD(((uint32_t*)roundKeys)[2 *
keyindex]);
subkey hi=READ ROUND KEY DOUBLE WORD(((uint32_t*)roundKeys)[2 *
keyindex + 1]);

state "= ((uint64_t)subkey lo) | (((uint64 t)subkey hi) << 32);
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