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Abstract

Android malware prediction based deep learning approaches: dimensionality reduction
and data transformation

Prepared By: TagiEddin Fathi Ahmad Algam

Supervisor By: Dr. Yousef Draghmeh

Android is free, open-source and the most popular mobile operating system. Android's
worldwide market share was 72.22% in the fourth quarter of 2020, and although it dropped to
71.8% by the end of 2022, it is still well in front. Recent Android malware defenses, which
detects dangerous data of malware based machine learning, have become a significant issue in
information security research due to their importance in keeping devices secure. Traditional
machine learning approaches are limited in their ability to learn complicated representations in
high-dimensional domains. Furthermore, the success of machine learning models relies heavily
on training data, and as Android apps evolve and software engineering advances, these trained
models are likely to become outdated. This research develops a hybrid Android app
classification model into benign and harmful based Convolutional Neural Networks. The
model combines dimensionality reduction and data conversion into images using Image
Generator for Tabular Data algorithm. To evaluate the model, the CICMalDroid 2020 data set
was used. The proposed model achieved a high accuracy of 94.38% in the binary classification
(benign and harmful) and 95.83% in the multiple classification.

Keywords: Android, Android malware, CICMalDroid 2020, dimensionality reduction,

data transformation, Image Generator for Tabular Data (IGTD), Convolutional Neural
Network (CNN)
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Chapter 1
Introduction

1.1 Overview

Android, empowered by Google, the free and open-source operating system has the biggest
market share among smartphone operating systems[1]. According to [2], Android topped the
market in the last quarter of 2020, with 72.22% of the global market share, and although its
share declined at the end of 2022, it maintained its lead by 71.8%. Due to Androids openness,
popularity, and the massive evolution in the mobile world [3], it has been widely adopted as
the operating system of choice for smartphones, tablets, and even Internet of Things (IoT)

devices.

The Android operating system is organized in a hierarchical fashion, and its construction
included the use of software packages that were based on the Linux kernel. These software
packages included the hardware abstraction layer, C and C++ libraries, and the Android
Runtime environment. Each layer is composed of a large number of subsystems that are

connected to one another through system calls.

Android applications are accessible from potentially malicious third-parties software besides
the official Android Market due to the current evolutionary process, wide distribution, and the
open-source nature of Android operating system [4]. This third-party software is called
malware or malicious software, and it is a program or a file that hurts the system of a device.
These malignant programs can steal, encrypt, change, corrupt user data or delete sensitive data,

or even monitor user activities without authorization.

Researchers at Kaspersky [5] have discovered a trend in the last years about a large number of
malignant applications downloaded from google play store, which is the main app store for

android mobile devices. Also, according to another research, anti-malwares was able to find



almost five million malignant Android applications in 2020-21[6]. Hence, we find that the main
goal of protection experts is to keep devices safe for use and protect them from hackers and
malicious programs, and therefore, malware detection programs are developed to find and

reject it before downloading.

Due to the development of the Android operating system and the issuance of new versions of
it, many of the systems that were trained using data extracted from the Android operating

system become outdated and ineffective due to the development of malicious programs.

Therefore, in this research, we will propose to build a new model and train it using new data,
as it is effective in terms of training time and accuracy. It depends on data transformation and
deep learning techniques such as Convolutional Neural Network (CNN), VGG16, Resnet50

and Deep Automatic Encoder (DAE).

1.2 Objectives

The objective of this thesis is to develop an efficient model for binary and multiclass malware
classification. This will be achieved by using a new and reliable dataset to train the model. The
aim is to obtain the highest possible accuracy while minimizing training time. To achieve this

objective, the following specific goals will be pursued:

1.To conduct a comprehensive review of the literature on malware classification and identify

the current state-of-the-art techniques and models.

2.To use a new dataset of malware samples that is representative of current malware threats

and is suitable for training and evaluating the proposed model.

3. To design and implement a new malware classification model that is based on deep learning

techniques and is optimized for efficiency and accuracy.



4.To evaluate the performance of the proposed model using standard metrics for binary and

multiclass classification, and compare it with state-of-the-art models and techniques.

5.To analyze the trade-offs between accuracy and training time, and identify strategies for

optimizing the model for specific use cases.

The objective of this thesis is to make a significant contribution to the field of malware
classification by developing a new model that is efficient, accurate, and capable of handling

both binary and multiclass classification tasks.
1.3 Research problem

The use of Android devices has increased exponentially in recent years, making them an
attractive target for cybercriminals. Android malware is a significant threat to the security and
privacy of users, as it can compromise sensitive information and cause financial losses. Prior
research in android malware classification has mostly focused on dividing data into two
categories: malicious and benign. While this approach has helped in detecting malware
samples, it has not been effective in correctly categorizing them. As a result, appropriate

precautions to protect Android devices may not be taken.

Moreover, many of the existing methods for android malware classification have low accuracy,
with some achieving almost high accuracy, but at the expense of consuming significant time
and resources. Furthermore, the data set used in many related studies is outdated (2010-2015)
and extracted from old Android versions that are no longer in use. Therefore, there is a need to
improve the accuracy of android malware classification by utilizing a more diverse and updated
dataset and developing a new method that achieves high accuracy while minimizing the

consumption of time and resources.



To address this problem, the thesis will explore the following research questions:

1. How can we develop a new classification method that achieves high accuracy while

minimizing the consumption of time and resources?

2. How does the proposed method compare with existing methods in terms of accuracy, time,

and resource consumption?

3. How effective is the proposed method in detecting and categorizing android malware

samples in real-world scenarios?

This thesis aims to contribute to the development of more effective and efficient methods for
android malware classification, which can help in improving the security and privacy of

android users.
1.4 Proposed solution

Deep learning with its various structures such as recurrent neural networks, deep belief
networks and convolutional neural network has achieved promising results in many
applications, such as speech recognition, image recognition, face recognition, and natural

language understanding [7].

Convolutional neural networks (CNN) have the best performance in image recognition among
deep learning models [8]. CNN has a significant advantage over classical machine learning and
other models in its capacity to extract higher-level image data. There are input layers,

convolution layers, pooling layers, and fully linked layers in a CNN.

So, we use the power of convolutional deep learning in image analysis in malware detection,
because the visualization technology has been introduced in malware detection in recent years
[9]. Malware visualization technology refers to converting some elements of malware into an

image form for detection.



In this work, we investigate building a new model based on data transformation and deep
learning techniques such as Convolutional neural network (CNN), VGG16, Resnet50 and Deep

Auto encoder (DAE).

We created a model that reduces the dimensionality of the data using DAE. Then, IGTD is used
to convert the data into images that are used to train an ensemble of CNNs to be able to classify
malware binary and multiclass. To the best of our knowledge no one has proposed this
methodology for classifying Android malware, and most researchers have focused their

research on binary classification only.

This work uses public real data generated from high reputation lab [10]. The data were collected
from December 2017 to December 2018, and the dataset is intentionally spanning between five
distinct categories: Adware, Banking malware, SMS malware, Riskware, and Benign. Also,
the methodology will be applied using binary classification and multiple classification with
comparison between them for reducing the data dimensions and minimizing the prediction

process time while keeping the accuracy as high as possible.

1.5 Contribution

The contribution of this work is using the IGTD for data transformation and deep learning
approaches to reduce the dimensionality of Android malware data, which achieves the

following benefits:

1. Reducing the dimensionality of the data means less training time and less computational
resources and increases the overall performance of machine learning algorithms, and this

agrees with the work in [11].

2. Reducing the dimensionality of the data avoids the problem of overfitting and takes care of

multicollinearity between the features, and this agrees with the work in [12].



3. Using the IGTD, we can rearrange similar features next to each other which enables us to

visualize the data.

4. to the best of our knowledge, the proposed model which depends on reducing dimensions
and converting data into images using IGTD and then classifying them using a set of CNN is

a new model.



Chapter 2
Literature Review

2.1 Overview

In this part of the thesis, we provide an overview of the research that has been done on the
Android system as well as the methods to identify the used features in analyzing Android
malware. We also identify the literature that addresses the topics of machine learning and deep
learning in identifying Android malware, in addition to visualizing the behavior of Android

malware and comparing it with the current work.
2.2 Android

The 14-year-old Android operating system is the most widespread in the world, and given that
it is an open-source operating system [13], and by the end of 2022, the number of applications
has reached more than 2.7 million on Google Play, but 37% of them are considered low quality

according to AppBrain [14].

The Android system consists of a hierarchical structure, and software packages were used to
build it based on the Linux kernel, in addition to the hardware abstraction layer, C and C++
libraries, and Android Runtime environment. Each layer contains many subsystems, which are

linked using system calls.

Android applications are often written using the Java programming language and then
compiled and placed in APK file (Android package) using “aapt” (Android Asset Packaging

Tool).

Android uses virtual machine called Dalvik, which employs unique bytecode. On Android,
regular Java bytecode cannot be executed. So, Android’s “dx” utility converts Java Class files

into Dalvik executable files [15]



2.3 Android Applications

The Application framework is an abstract layer that serves as a basis for building apps that

make use of the underlying reusable libraries and packages to facilitate user interaction with

the device. Android Package (APK) files are used for distribution [16].

Each application may consist of one or more of the four sorts of components that make up an

APK, and these components exchange data with one another by means of messages called

Intents [17]. Specifically, the four components that make up the Android application

framework are:

1.

Content Providers: Components that enables application to share data and access the data
of other applications

Activities: It manages the lifecycle of applications and provides an interface for users to
use the application, as each activity deals with a single user action. For example,
WhatsApp application might have one activity that shows a list of chats, another activity
to the list of calls, and another activity for showing the new status, and each activity
consists of extensible set of Views to build user interface, including lists, buttons, text
boxes...etc.

Broadcast receivers: Broadcast receivers are a quiescent component of an Android app that
does not display a user interface and runs in the background even when the app is closed.
Broadcast receivers are activated when a specific event occurs, such as receiving calls or
amessage, or even the battery is about to run out, and its effect is shown to the user through
a notification that appears on the screen.

Services: Services in Android are a special component that facilitates an application to run
in the background in order to perform long-running operation tasks. The prime aim of a
service is to ensure that the application remains active in the background so that the user

can operate multiple applications at the same time, like playing songs or uploading and



downloading files. Android apps may utilize services for inter process communication

(IPC) [15].

Using the Application framework, developers create apps in Java or Kotlin and then bundle all

of their code, data, and resources into a single ZIP file called APK, which consists of:

1. AndroidManifest.xml file: This describes and provides information about the capabilities of

the Android application, also declares Various application components like services,
broadcast receivers, ...etc.

. Classes.dex file: It contains application code usually written in Java or Kotlin, which
compiled into Dalvik Executable format to execute on Dalvik Virtual Machine (or Android
Runtime for Android newer versions).

. Resources.arsc file: which is XML file for precompiled application resources.

. Resources folder(/res): directory of application resources that the application will use in
runtime like icons, layout, images etc.

. Libraries(/lib) file: An optional directory that contains executed code intended to run the
application on a specific processor type.

. META-INF: file containing the app’s certificate, APK signature and some required

resources.

2.4 Android Malware

There is a very large number of malicious applications in android OS, and their number has

exceeded 4.18 million applications [18], but in this section we only explain a set of harmful

applications, which will be also covered in our dataset. The set of the harmful applications are

as follows:

1. Adware: Adware is a sort of software that displays a barrage of advertisements to users

based on their online activities (browsing history, search terms entered, etc.), and these
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advertisements persist even after the user has stopped the application. Additionally,
Adware allows attackers to steal sensitive information about users.

2. Banking malware: Mobile banking malware is a subset of Trojan-based malware that
imitates legitimate banking software or a website interface in order to steal login
credentials. Where this malware attacks devices and steals sensitive banking information
such as the account number, user name, and password for the banking application and
transmit stolen data to a command and control (C&C) server [19].

3. SMS malware: Malware that sends text messages uses the service that sends text messages
as its medium of operation in order to steal text messages and use them in assaults. The
malicious code is first uploaded to the hosting sites used by the attackers and then
associated with the SMS. They utilize the command and control (C&C) server to manage
the attack instructions, which include sending malicious SMS messages, intercepting
legitimate SMS messages, and stealing data.

4. Riskware: The term “riskware” is used to describe legal software that might be used
maliciously. As a result, it may mutate into another kind of malware, such adware or
ransomware, which adds additional features via the installation of infected programs.
These programs aren’t made with malicious intent, but they do have components that
might be exploited for harm. The Riskware software may be classified as malware if it

were used maliciously.

2.5 Malware analyses

Previous studies have used different types of analyses to identify malicious android
applications and these analyses can be categorized into static analyses, dynamic analyses and

hybrid analyses.
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2.5.1 Static analyses

Static analysis is used to detect malicious applications without executing them in an Android

device or emulator, as it scans parts of the application by analyzing code segments [16].

Three strategies are used in this type of analysis where distinct tags are placed to identify
malicious applications and this is called signature-based strategy, and then permission requests
are used to distinguish malicious applications that have not been identified from the signature-
based strategy and this is known as signature-based strategy Permission and finally it uses a
component-based strategy that disassembles the application and examines its critical

components to determine if it is malicious or not [20][21].

The advantages of static analysis are the low computation cost, less time consuming and low
resource consumption [16]. Despite these advantages, the absence of genuine execution routes
and appropriate execution circumstances are the primary downsides of using static analysis. In
addition to this, there are issues with the incidence of code obfuscation as well as dynamic code

loading [22].

There are many malwares detection approaches that use machine learning models based on
static analysis. Some research focuses on Manifest file and combine static analysis using
Android Asset Packaging Tool to extract features from Manifest file and machine learning
model. The study [23] achieved 93.90% accuracy in malware prediction in system named
DREBIN, which was trained offline and then transferred to smartphones for direct predicting.
The study [24] demonstrated a technique based on machine learning (One- Class Support
Vector Machine) using manifest file for offline training, although the cost of the analysis was
low, the accuracy was also low. Another lightweight approach was realized in paper [25] , by
combining static analysis for some manifest file (permissions and intent filters) to train basic

machine learning for malware detection with total accuracy 90%.
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Also, researchers in[26] proposed a model based on the use of basic machine learning models
such as (Random Forest, Decision Tree, Kneighbors, etc.) and training them with APK files
after converting them into audio files. This approach achieved an average accuracy among the

different models of up to 97.9%.

The researchers[27] used an approach based on three parallel machine learning models (KNN,
random forest, and J48) named Mlifdect, and they obtained an accuracy of up to 99.7% in
distinguishing between benign and malicious Android apps. In the same way in paper [28],
three machine learning models (SVM, J48 and Random Forest) were used in to detect malicious

applications, and the random forest achieved the highest accuracy, reaching 92.4%.

using Non-Negative Matrix Factorization (NMF) for reducing the dimensionality of features
from API Calls to train basic machine learning models, the researchers [29] found that K
Nearest Neighbors (KNN) classifier achieved the highest accuracy 98.87% in this approach.
And some research has focused on classifying one type of malware as the approach proposed
in the paper [29] to detect Ransomware, their approach was based on one of the powerful
machine learning models (SVM) using swarm algorithm to tune model hyperparameters and

they were able to achieve high performance in terms of G-mean (97.5%).

Other researchers depended on deep learning based on static analysis features in order to
achieve more robust models for malware detection and family classification [30].
Convolutional neural network based on several datasets was used in study [31] to detect
malware and they achieved an accuracy of 99%. Also, Authors [32] used convolutional neural
network based on static analyses of the opcode sequence from the dex class in the APK file.
They passed the result from CNN to a multi-layer perceptron (MLP), which is the final
classification layer and the result is the prediction if that record is a malware. The authors try

three different datasets; the highest accuracy was 98% but the accuracy mean was 88%. A study
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[33] proposed an approach based on converting the features extracted from the APK file into
images, and then used the convolutional neural network to classify the malicious files, and this

approach obtained an accuracy of up to 97.7%.

The researchers [34] obtained a mean accuracy 83.56%, using a model that integrates Natural
Language Processing (NLP), biLSTM, and Convolutional Neural Network (CNN). The model
detects malware using opcode sequences, and by utilizing CNN and a lightweight classifier to
examine common API call graph patterns that can result in data leaks, the researchers [35] were

able to achieve an accuracy of 91.27 percent.

Researchers [36] used permissions and API function calls features in their proposed approach,
which relies on deep web beliefs in discerning whether applications are malicious or not and
achieved about 93.96% accuracy. Also, in research [37], a DBN-based deep learning model is
used to train features, and SVM algorithm is used for classification, Accuracy ranged between
92 and 97.5% where models from static analysis and deep learning are combined, and using
features extracted from API call blocks the researchers [38] proposed a model based on Deep

Belief Network for android malware detection with accuracy of 96.66%.

Using static and dynamic features the researchers[39] implemented malware detection model
using deep learning and ensemble classifiers, which classify the app for only two categories
(benign & malicious). Mean, while the researchers [40] used features extracted from APK file
in balanced datasets from 2015 & 2016 to build multimodal deep learning model for two classes

(benign & malicious) malware detection and this approach achieved 98% accuracy.

Although graph-based deep learning is vulnerable to fraud by adding dummy relationships that
prevent malware detection, the researchers [41] proposed a model based on graph neural
networks (GNN) and generative adversarial network (GAN) and achieved an accuracy of

nearly 98% in classifying Malware can be divided into two categories, benign and malicious.
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Table 1: Summary of the researches that used static analysis using machine learning
and deep learning, and the methodology used in each of them.

Static Analysis (deep learning)

Paper

Year

Methodology

Features

Result

Review

[32]

2017

CNN

Opcode Sequence

Three
datasets
High 98%, mean
88%

different

The Authors [32]
used
convolutional
neural network
based on static
analyses of the
opcode sequence
from the dex
class in the APK
file, they passed
the result from
CNN to a multi-
layer perceptron
(MLP), which the
final
classification
layer and the
result is the
prediction if that
record is a
malware.

The authors try
three different
datasets; the
highest accuracy
was 98% but the
accuracy mean
was 88%.

[31]

2020

CNN

Opcode Sequence

Using multi—data
set comparison
99%

A convolutional
neural network
based on several
datasets was used
in study [31] to
detect malware
and they achieved
an accuracy of
99%.

[34]

2021

model was built
that integrates
Natural
Language
Processing
(NLP), biLSTM,
and
Convolutional

Opcode Sequence

mean accuracy
83.56%

the researchers
[34] obtained
mean accuracy
83.56%, using a
model was built
that integrates
Natural Language
Processing
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Neural Network
(CNN)

(NLP), biLSTM,
and
Convolutional
Neural Network
(CNN) to detect
malware using
opcode
sequences.

[35]

2022

CNN and a
lightweight
classifier

API Calls

91.27%

By utilizing CNN
and a lightweight
classifier to
examine common
API call graph
patterns that can
result in data
leaks, the
researchers[35]
were able to
achieve an
accuracy of 91.27
percent.

[39]

2022

Deep learning
and ensemble
classifiers

Static & dynamic
features

98%

using static and
dynamic features
the
researchers[39]
implement
malware
detection model
using deep
learning and
ensemble
classifiers, which
classify the app
for only two
categories
(benign &
malicious)

[41]

2022

graph neural
networks (GNN)
and generative
adversarial
network (GAN)

Permission and
Intent & graph
impeding

98%

Although graph-
based deep
learning is
vulnerable to
fraud by adding
dummy
relationships that
prevent malware
detection, the
researchers[41]
proposed a model
based on graph
neural networks
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(GNN) and
generative
adversarial
network (GAN)
and achieved an
accuracy of
nearly 98% in
classifying
Malware can be
divided into two
categories,
benign and
malicious.

[36]

2016

Deep Belief
Network

Static Features of
Permission & API
calls

93.96%

researchers
[36]used
permissions and
API function
calls features in
their proposed
approach, which
relies on deep
web beliefs in
discerning
whether
applications are
malicious or not
and achieved
about 93.96%
accuracy

[40]

2019

deep learning

Features from APK
like manifest file, a
dex file, and a .so
file

98%

the
researchers[40]
use features
extracted from
APK filein
balanced datasets
from 2015 &
2016 to build
multimodal deep
learning model
for two classes
(benign &
malicious)
malware
detection and this
approach
achieved 98%
accuracy

[37]

2016

Deep Belief
Network

features selected
from Requested
permissions-used

92 - 97.5%

In this
research[37], a
DBN-based deep
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permissions-
sensitive API calls-
Actions-app
components

learning model is
used to train
features, and
SVM algorithm is
used for
classification,
Accuracy ranged
between 92 and
97.5% where
models from
static analysis
and deep learning
are combined.

[33]

2018

CNN

Extract features
from the transferred
images

97.7%

A study [33]
proposed an
approach based
on converting the
features extracted
fromthe AP K
file into images,
and then used the
convolutional
neural network to
classify the
malicious files,
and this approach
obtained an
accuracy of up to
97.7%.

[42]
compare

2019

DAE+CNN

Permissions-
requested
permissions-filtered
intents-restricted
API calls-hardware
features-code related
features-suspicious
API calls

99.82%

The
researchers[42]
proposed a model
based on the
combination of
deep autoencoder
(DAE) for
dimensionality
reduction and a
convolutional
neural network
(CNN) for app
classification, and
this approach
achieved an
accuracy of
99.82%.

[38]

2016

DBN

Static Features from
API call blocks

96.66 %

using features
extracted from
API call blocks
the
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researchers[38]
proposed a model
based on Deep
Belief Network

for android
malware
detection with
accuracy of
96.66%
[26] 2022 | basic machine APK files after 97.9%. The
learning models | converting them into researchers[26]
audio files proposed a model

based on the use
of basic machine
learning models
such as (Random
Forest, Decision
Tree, Kneighbors,
etc.) and training
them with APK
files after
converting them
into audio files.
This approach
achieved an
average accuracy
among the
different models
of up to 97.9%.
[43] 2021 | basic machine permissions and APl | 97% The research[43]
learning models | calls employs
permissions and
API calls and a
genetic algorithm
for features
selection. The
Features are then
fed to several
machine learning
(ML) algorithms,
including J48,
decision tree,
random forest,
and naive Bayes.
The highest
accuracy
achieved was
around 97%.
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[44]

2021

Try basic
machine learning
models an SVM
achieved the best
performance

APK files for
Ransomware and
benign apps

G-mean (97.5%)
Accuracy is not
indicated

Some research
has focused on
classifying one
type of malware
as the approach
proposed in the
paper [44]to
detect
Ransomware,
their approach
was based on one
of the powerful
machine learning
models (SVM)
using swarm
algorithm to tune
model
hyperparameters
and they were
able to achieve
high performance
in terms of G-
mean (97.5%)

[27]

2017

KNN,
randomforest,
and J48

Features selected
from decompress
APK files to
AndroidManifest.xml
and dex files

99.7%

The
researchers[27]
used an approach
based on three
parallel machine
learning models
(KNN, random
forest, and J48)
named Mlifdect,
and they obtained
an accuracy of up
t0 99.7% in
distinguishing
between benign
and malicious
Android apps.

[28]

2015

SVM,
randomforest,
and J48

APIs Class feature

92.4%

[28] Three
machine learning
models (SVM,
J48 and Random
Forest) were used
in to detect
malicious
applications, and
the random forest
achieved the
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highest accuracy,
reaching 92.4%.

[23]

2015

Basic machine
learning

Manifest file

93.9%

by combining
static analysis
using Android
Asset Packaging
Tool to extract
features from
Manifest file and
machine learning
model, the study
[23] achieve
93.90% accuracy
in malware
prediction in
system named
DREBIN, which
was trained
offline and then
transferred to
smartphones for
direct predicting.

[25]

2013

Basic machine
learning

some manifest file
(permissions and
intent filters

90%

a lightweight
approach realized
in paper [25] , it
also combines
static analysis for
some manifest
file (permissions
and intent filters)
to train basic
machine learning
for malware
detection with
total accuracy
90%.

[24]

2012

One- Class
Support Vector
Machine

manifest files

Low accuracy
Recall 85%
F1-score 30%

the paper[24]
demonstrate a
technique based
on machine
learning (One-
Class Support
Vector Machine)
using manifest
file for offline
training, although
the cost of the
analysis was low,
the accuracy was
also low.
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[29] 2020 | Basic machine
learning (SVC,
LR, RF, KNN)

features from API
Calls

98.87%

using Non-
Negative Matrix
Factorization
(NMF) for
reducing the
dimensionality of
features from API
Calls to train
basic machine
learning models,
the
researchers[29]
found that K
Nearest
Neighbors (KNN)
classifier
achieved the
highest accuracy
98.87% in this
approach.

2.5.2 Dynamic analyses

Unlike static analysis, dynamic analysis gives an insight into the behavior of Android
applications at runtime [45], by observing application behavior to detect malicious applications

by performing actions on applications using a virtual device or a real device [22]

Although the output is less abstract than static analysis, the main advantage of this type of
analysis is detecting dynamic code load detection and knowing the behavior of the application
during runtime. The code paths that are executed are a subset of each path that runs and can
Access it and every event that can occur must be activated to monitor any harmful behavior of

the application [46].

There are many drawbacks in this type of analysis due to the overhead and large resources
required to perform it compared to static analysis. In addition, there is a possibility that the

malicious part of the application will not run during its analysis at runtime, as recently malware
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is trying to identify this. Type of analysis and avoid running malicious code and therefore this

analysis may be vulnerable to evasion [47].

To overcome the shortcomings of static analysis, the researchers tried to use basic machine
learning models based on dynamic analysis, so we find that the researchers [48] proposed
ServiceMonitor that Detects mobile malware dynamically. This approach uses Markov chain
model to find out how system services access resources and build features to identify the
application behavior with 96% accuracy using random forest classifier. Also [49] [50] relies
on Android malwares behavior like CPU, battery, memory and network traffic, where an open-
source tool named “MIET” was the proposed approach by [49] , this tool collects Android
malwares behavior data like CPU, battery, memory and network traffic. The data was used in
machine learning detection models (KNN, SVM, Random Forest, AdaBoost and Naive Bayes)

and achieved 85.4% accuracy.

Also, the authors in [50] proposed C4.5 algorithm which is an optimized decision tree [51] to
analyze android application network traffic and identify android malwares. The model was
built based on Drebin dataset [52] and achieved high accuracy of 97.89%. The study [53] used
random forest classifier on features extracted in run time of android applications like features
in CPU, battery, memory, network traffic and permissions. With good tuning for the model

hyperparameters, their model achieved over 99 percent in general accuracy.

In addition, some researchers depend on dynamic permissions features and base machine
learning. For instance, the researchers[54] extract 123 dynamic permissions features and
evaluate base machine learning models including Naive Bayes (NB), Decision Tree (J48),
Random Forest (RF), Simple Logistic (SL), and k-star using it and they find out that SL got

the highest accuracy of 99.7% among classifiers in detect android malwares.
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The paper [55] proposed a dynamic approach using emulator to run Android application and
collect features of malware in runtime to fed base machine learning models for malware
detection and Family Classification, where the KNN in malware detection and the DT in family

Classification and accuracy rates was 85% and 72% respectively.

Few researchers depended on deep learning based on dynamic analysis features in order to
achieve more robust models for malware detection and family classification. For instance,
using static and dynamic features the researchers[39] implement malware detection model
using deep learning and ensemble classifiers, which classify the app for only two categories
(benign & malicious). And Component Traversal is a dynamic analysis method proposed by
[56], which based on extract features Linux kernel system calls from android applications and
build a directed graphs to fed it into deep learning framework to classify it into benign and

malware categories with 93.6% accuracy.

Table 2: Summary of the researches that used dynamic analysis using machine learning
and deep learning, and the methodology used in each of them.

Dynamic Analysis (deep learning)

[39] 2022 | Deep learning Static & dynamic | 86% using static and dynamic
and ensemble features features the
classifiers researchers[39]

implement malware
detection model using
deep learning and
ensemble classifiers,
which classify the app
for only two categories
(benign & malicious)
[56] 2017 | ANN system calls 93.6% Component Traversal is
a dynamic analysis
method proposed by
[56], which based on
extract features Linux
kernel system calls from
android applications and
build a directed graphs
to fed it into deep
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[49]

2018

KNN, SVM,
Random Forest,
AdaBoost and
Naive Bayes

Android malwares
behavior data like
CPU, battery,
memory and
network traffic

85.4%

learning framework to
classify it into benign
and malware categories

with 93.6% accuracy.
Dynamic Analysis (Classical Machine Learning

An open-source tool
named “MIET” was the
proposed approach by
[49] , this tool collects
Android malwares
behavior data like CPU,
battery, memory and
network traffic. The data
was used in machine
learning detection
models (KNN, SVM,
Random Forest,
AdaBoost and Naive
Bayes) and achieved
85.4% accuracy

[50]

2019

C4.5 algorithm

android
application
network traffic

97.89%

another approach in
paper [50] was proposed
using C4.5 algorithm
which is an optimized
decision tree[51] ,to
analyze android
application network
traffic to identify
android malwares. The
model was built based
on Drebin dataset[52]
and achieved high
accuracy of 97.89%

[48]

2017

Markov chain,
random forest

device
performance such
as CPU and
Memory behavior

96%

Researchers [48]
proposed
ServiceMonitor that
Detects mobile malware
dynamically. This
approach uses Markov
chain model to find out
how system services
access resources and
build features to identify
the application behavior
with 96% accuracy
using random forest
classifier.

[54]

2017

Naive Bayes,
Decision Tree

dynamic
permissions

99.7

the researchers[54]
extract 123 dynamic
permissions features and
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(J48), RF,
Simple
Logistic

evaluate base machine
learning models
including Naive Bayes
(NB), Decision Tree
(J48), Random Forest
(RF), Simple Logistic
(SL), and k-star using it
and they find out that
SL got the highest
accuracy of 99.7 among
classifiers in detect
android malwares

[55]

2022

Base machine
learning models
KNN & DT

dynamic
permissions

85 and 72%
respectively.

The paper [55] proposed
a dynamic approach
using emulator to run
Android application and
collect features of
malware in runtime to
fed base machine
learning models for
malware detection and
Family Classification,
where KNN in malware
detection and DT in
Family Classification
and accuracy rates was
85 and 72%
respectively.

[53]

2013

random forest

dynamic features

99%

the study [53] used
random forest classifier
on features extracted in
run time of android
applications like
features in CPU, battery,
memory, network traffic
and permissions. With
good tuning for model
hyperparameters their
model achieved over 99
percent in general
accuracy

2.5.3 Hybrid analyses

The hybrid analysis method combines the advantages of static analysis and dynamic analysis

in order to cover the shortcomings in the two methods. The static analysis cannot detect
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complex codes, and malicious applications have developed themselves recently, as they can
discover the default environment used by dynamic analysis to find malwares and hide its

malicious properties about it.

The use of hybrid forensics will improve the efficiency and accuracy of forensics and
increase the ability to identify malicious applications [57], [58], and it can detect even the

most complex malware threats, but it is a costly and time-consuming approach[15].

Researchers tried to use basic learning models based on hybrid analysis. As researchers[59]
proposed hybrid model combines between malware genome and Drebin for static analysis
and CICMalDroid dataset for dynamic analysis to fed machine learning model (gradient
boosting (XGB)), which achieved 99% detection accuracy. While the researchers [60]
proposed a hybrid malware detection mechanism “TAN” (Tree Augmented naive Bayes)
based on static and dynamic features (API calls, permissions and system calls). Their method

was effective with 97% accuracy, but it takes a long time.

The paper [61] proposed an Android malware detection engine named ~"DroidBox’’ based on
hybrid analysis technique to extract features from each app, which fall under one of three
types: required permissions, sensitive APIs, and dynamic behaviors and employ deep belief

network for malware classification with high accuracy of 96.76%.

Also, the researchers [62] used the Hybrid technique for malware detection, which mixes
static and dynamic features and fed DNN with different features separately. Their results

prove that their model delivered high accuracy.

The study [63] suggested a hybrid method for detecting malware variants that combines
many sorts of characteristics (static & dynamic) and utilize deep learning models for android

malware detection and family classification, which achieved 95% and 90%, respectively.
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Table 3: Summary of the researches that used hybrid analysis using machine learning
and deep learning, and the methodology used in each of them.

Hybrid Analysis (deep learning)

[61]

2016

DBN

permissions,
sensitive APIs,
and dynamic
behaviors

96.76%.

paper [61]
proposed an
Android malware
detection engine
named
“DroidBox”’
based on hybrid
analysis technique
to extract features
from each app,
which fall under
one of three types:
required
permissions,
sensitive APIs, and
dynamic behaviors
and employ deep
belief network for
malware
classification with
high accuracy of
96.76%.

[62]

2020

DNN

Static feature (API
Calls) & dynamic
features (Manifest
Permission,
System Command
and Intent-Filter)

96.1 for dynamic
88.9 for static

researchers [62]
used the Hybrid
technique for
malware detection,
which mixes static
and dynamic
features and fed
DNN with
different features
separately. Their
results prove that
their model
delivered high
accuracy

[63]

Compare

2019

CNN

API calls, opcodes

95% for
malware
detection and
90% for family
classification

Study [63]
suggested a hybrid
method for
detecting malware
variants that
combines many
sorts of
characteristics
(static & dynamic)
and utilize deep
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learning models for
android malware
detection and
family
classification,
which achieved

95% and 90%,
respectively.
Hybrid Analysis (Classical Machine Learning)
[59] 2020 | gradient boosting | Dynamic and 99% Researchers[59]
(XGB) static features, 311 proposed hybrid
application model combine
samples (165 between malware
benign & 146 genome and
malware) Drebin for static
analysis and
CICMalDroid
dataset for

dynamic analysis
to fed machine
learning model
(gradient boosting
(XGB)), which
achieved 99%
detection accuracy.

[60] 2020 | «“ (Tree static and dynamic | 97% the
Augmented naive | features (API researchers[60]
Bayes) calls, permissions proposed a hybrid
and system calls). malware detection
mechanism “TAN”
(Tree Augmented

naive Bayes) based
on static and
dynamic features
(API calls,
permissions and
system calls).
Their method was
effective with 97%
accuracy, but it
takes a long time

2.6 limitations

The aforementioned research has shortcomings. For example, we find that the data set that was

used in a number of the related studies is considered old 2010-2015 and was extracted from
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old Android versions and is no longer used now, in [23] [24] [25] [28] [36], and it is strange

that some of the new research came back and used it again such as [43] in 2021.

An additional limitation is that prior research has only divided data into two categories:
malicious and benign. While this has helped in detecting malware samples, it has not helped in
correctly categorizing them such as [23][25] [37] [41] [54], which in turn has reduced the

likelihood that appropriate precautions will be taken to protect Android devices.

Many of the methods that were used had low accuracy (below 90%), especially in the

classification of malicious application, such as in [24] [34] [39] [49] [55] [62].

Some research has relied on one type of feature, which is considered insufficient to classify
malware, such as [32] [31] [34] which relied on Opcode Sequence, or [35] which relied only
on API Calls. The study [60] achieved almost high accuracy results, but the proposed method

consumes much time and resources.
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Chapter 3
Methodology

3.1 Overview

This chapter introduces the methodology that will be used to achieve the goal of this thesis.
The chapter explains the data set that is used in the research and the preprocessing steps in

terms of data cleaning, data integration, and data reduction.

Also, this chapter includes the process of converting the data after reducing it to images using
IGTD, and then we reach the final stage, which is the using ensemble of CNNs in order to
classify the data. Figure 1 shows the mechanism used in the research, and each step will be

explained extensively in this chapter.

- Data preprocessing Data preprocessing
ﬂ—b Data cleaning o d Data reduction ey 4 Transform data
~ i . features and ing Dee| Dimensions reduced to images
wr & integration [y using Deep : g
android datasst consists I sutoencoder [l using IGTD
of 470 features and

11,558 APK files

Classification model

Classification model Using CNIN to
classify the image

Classification model Using CNM to for benign or
dlassify the image malicious {binary

| Classification model Using CHMN to for Adware or classifier}
classify the image Other Malwares
for Banking or
Other Malwares

Using CHN to
classify the image
for 5M5 Malware

or Riskware.

Ensemble of CNNs

Figure 1: The main structure for the methodology
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3.2 Dataset

This work uses public real data [10] generated from high reputation lab. The data were collected
from December 2017 to December 2018. With the help of the VirusTotal service, the Contagio
security blog, Advanced Micro Devices, MalDozer, and other datasets utilized by recent
research contributions, the researchers were able to compile a collection of more than 17,341
Android samples. The researchers analyzed the collected data dynamically using CopperDroid,
a VMI-based dynamic analysis system. The final remaining successful 11598 Android samples

were published.

Specifically, we make use of one of the published csv files that includes 470 extracted features
for 11,598 APK files, such as the frequency of system calls, bindings, and composite behaviors.
The dataset is intentionally spanning between five distinct categories: Adware, Banking

malware, SMS malware, Riskware, and Benign as figure 2 shows.

The dataset is designed to be used for research purposes, particularly in the development of
machine learning models for Android malware detection. It is released under the Creative
Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0)
license, which allows for the dataset to be used and shared for non-commercial purposes as
long as proper attribution is given and any derivative works are released under the same

license.

Overall, the CICMALDROID 2020 dataset provides a valuable resource for researchers and
practitioners in the field of cybersecurity, specifically in the development of machine learning

models for Android malware detection and classification.
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1 1795 samples

1253 samples

e S—— | 3 oo s ]

Total samples:

11,598

1904 saomples

Figure 2: The total number of records in the dataset and number of records in each
class.

3.3 Data Preprocessing

The dataset should be examined before starting to try the proposed approach, because it may
contain problems that may affect accuracy in detecting and classifying malware, such as
missing values, redundancy, and uneven distribution [64]. With these problems still in the
dataset, machine learning cannot be relied upon to give us a reliable, high-accuracy model for
malware detection and classification. So, in order to get rid of these problems, we will follow

these steps in preparing the dataset:

3.3.1 Data cleaning: In this step, the data set will be checked if it contains missing values
and deal with it either by repairing or deleting it.

3.3.2 Data integration: It means putting together data from different sources, getting rid of
duplicate data, and doing correlation analysis.

3.3.3 Data reduction: In this step we aim to get much smaller representation than the size of
the original data, and we will use an autoencoder to achieve this goal.

Auto encoder:
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The auto encoder neural network is an algorithm for unsupervised learning that uses
backpropagation to use the same input as a target output [65].

Auto encoder has a symmetric structure consists of two parts: the encoder and the
decoder. The encoder part converts high-dimensional data to low-dimensional data,
while the decoder part converts low-dimensional data to high-dimensional data. Figure

3 shows the structure of an autoencoder used in this thesis.

Output

Compressed
Features

Figure 3: Structure of autoencoder with input and output size 470 and 7 hidden
layers including the compressed 50 features

Training the auto encoder model is a bit tricky. During the training phase, the whole
encoder-decoder section is trained against the same input as an output of decoder [64].
Features will be compressed in the intermediate layer as we go through the convergent
and divergent layers in order to obtain the desired output.

After the encoder has been trained enough, as measured by a decrease in error values
throughout a sufficient number of repetitions, the trained encoder section is used to
generate the latent features for visualization and utilizing in the next stage of the model

[66].
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3.3.4 Data transformation:

This part is about converting or structuring the data into a more convenient form that
can be utilized for further processing. For this section, we use Image Generator for
Tabular Data (IGTD) algorithm[67]. This algorithm transforms tabular data into
pictures by allocating features to pixel coordinates such that comparable features are
near together.

The method seeks an optimal assignment by minimizing the difference between the
ranking of distances between features and the ranking of distances between their
assigned picture pixels, to overcome the hurdle of assuming no spatial relationship
between features in tabular data. Thus, we can overcome the hurdle that assumes that
there is no spatial relationship between the features in the tabulated data.

let’s point to our dataset with size M by N, using symbol X, with xi point to the i"" row
and x; point to the feature. our goal is to transform each sample of X into N * N image
(2D Array and Nr * Nc = N)). To do that, we calculate the pairwise distance between
features using distance measures like Euclidean distance and ranked the pairwise
distances ascendingly. So, we gave the small distance a small rank & the large distance
a large rank and put the diagonal equal zeros to create a symmetric rank matrix R.
Then, we calculate distance between pairs of pixels i and j using distance measures and
rank these distances ascendingly to form a distance matrix called Q and set the diagonal
to be zeros, so Q will be symmetric pixel rank matrix. The pixels in the image are
concatenated row by row to form the order of pixels in Q.

In order to convert tabular data into images, each feature must be allocated a pixel
location in the image, by assigning each ith feature (the i"" row and column) in R to i

pixel in Q.
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To overcome the difference between the two matrices we used an error function in
equation (1) that measures the difference between rij and gij, such as the absolute
difference in equation (2) or the squared difference in equation (3).

error(Q R) = XiL, MiZ1diff (ri,j,qi)) (1)

absolute difference = |r; ; — q; | (2)
squared difference = (r;; — q;;)° (3)

So, we reorder the features synchronously by swap the positions of features to reduce

the error iteratively by searching for suitable feature swaps [67].

3.4 ML model fitting and Evaluation

3.4.1 Introduction

A significant development has occurred in the field of machine learning after the emergence of
biologically inspired computational models called the artificial neural network (ANN), and
with the continuation of development in this field, the convolutional neural network (CNN)
appeared, which relies on (ANN) in Its structure was created with the aim of finding difficult

patterns in images.
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Artificial neural network (ANN)

An artificial neural network (ANN) is a computational model that was inspired by the neural
networks in the human brain. It consists of many interconnected computational nodes (neurons)
[68].

Inputs Layer Hidden Layer Output Layer

Input 1

— Output

Input 3

Imnput 4

Figure 4: the basic structure of the forwarded artificial neural network

Figure 4 shows the basic form of the artificial neural network, which consists mainly of three
layers (inputs, hidden and outputs). The input layer distributes the inputs to the hidden layer
and finally to the output layer through the edges that connect the neurons in each layer. Where
edges and neurons have a weight and an error value that is modulated during the learning

process.

Convolutional neural network (CNN)

A convolutional neural network (CNN) is a sort of artificial neural network with a similar
structure, consisting of neurons that strive for self-improvement via learning [69]. CNNs are
especially good for recognizing objects, classes, and classes by identifying patterns in images

[70].

The main significant distinction between CNNs and conventional ANNs is that CNNs are

predominantly used in the area of image pattern recognition. This enables us to embed image-
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specific characteristics into the network'’s architecture, making it more suited for image-centric

tasks, while also lowering the number of parameters necessary to build up the model.

3.4.2 CNN Architecture

As mentioned earlier, the inputs to CNN are images, and the CNN structure is designed to best
suit this type of data. The neurons that compose the layers of the CNN are organized in three
dimensions, according to the spatial dimensionality of the input (height and breadth) and the
depth. The depth is not the entire number of layers inside an ANN, but rather the third
dimension of an activation volume [70]. Unlike conventional ANNS, the neurons in each layer

will only connect to a tiny portion of the layer below.

CNNs consist of three distinct sorts of layers. These layers are convolutional, pooling, and
fully-connected. When these layers are stacked, CNN architecture is generated, as shown in
Figure 5, the structure of CNN consists of two convolutional layers, two max pooling layers,

one flatten layer and final fully connected layers.

Convolutional Layer Convolutional Layer Flatten layer
Inputs Filter: 16, kernal: (3,3), Filter: 32, kernel: (3,3),
padding: same padding: same r‘-\

-
B B B dind N

o

- Pooling Layer
Poaling Layer . . Fully-connected Layer
Max Pooling(2,2) stride:2 Max Pooling(2,2) stride:2 100-25-2

{_k_‘
i

Figure 5: CNN structure of two convolutional layers, two max pooling layers, one
flatten layer and final fully connected layers

The above example CNN's fundamental functioning can be split down into four important

parts:
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1. The input layer is at the beginning like other (ANN) and contains the values of the
pixels in the image.

2. The Convolutional layer plays an essential role in CNN, as the parameters use a
learnable kernel that contains filters [71], (Filters are explained later in this section).
Mathematically, convolution is the sum of the products of two matrices. As we can see
in Figure 6, supposing we have image X and filter Y, the output of the process of

converting image X using filter Y is output Z.

2 |5 |1 o |4 |7 2*0=0 |5%*4=20|1*7=7
4 o |7 * 3 |2 lo = 4*3=12 | 0*2=0 |7*0=0
8 |9 |o 1 |15 |6 B*1=8 |9*5=45|0% =0

X Y / = 0420+7+12+0+0+8+45+0 = 92

Figure 6: Convolve the image ‘X’ using filter ‘Y’ example

Filters are arrays with n dimensions and typically square or cubic matrices, which used
to quantify how closely an input patch or area matches a feature is [72]. The filter
functions as a single template or pattern that, when convolved over the input, identifies
similarities between the stored template and various locations/regions in the input
image and identify spatial patterns like edges by identifying variations in the image's
intensity levels.

So, the values in the output matrix show the intensity change with respect to the input
image's columns along the horizontal axis. For example, if the value of the output
image is 0, this means that there is no change in the density between the columns in the
input image, but if there is a numerical value for the output, this means that there is a

change in the density between the columns as we see in Figure 7.
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5 5 5 0 0 0

5 5 5 0 0 0 0 15 | 15 0
1 0 -1

5 5 5 0 0 0 0 15 15 0

* 1 0 -1 -

5 5 5 0 0 0 0 15 | 15 0
1 0 -1

5 5 5 0 0 0 0 15 15 0

5 5 5 0 0 0

6 * 6 image 3 * 3 filter

Figure 7: Vertical edge detection of 6*6 input image using 3*3 filter
To find out the size of convolved output, we make use the formula in equation (4),
where | represent the input image size, F represent the filter size, which usually an odd
size to get a central position.

(I — F)+2P
S+1

The size of convolved output =

(4

P represent the padding size and we use padding, because every time we apply a
convolution operator the input image shrinks[73]. And by continuing the convolution
process, a lot of information will be lost because of image shrinking. Figure 8 shows

the result after padding the image missioned in Figure 7.

3 * 3 filter

6 * 6 image =———p 8 * 8 image —dEfle = 6 * 6 image

Figure 8: Padding the input 6*6 image to avoid shrinking in the output
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There is another problem that will appear without padding, as during the convolution,
the pixels in the corners and edges are deemed only once. Thus, it is used much less in
the output. Thus, we have lost a lot of information in the edge of the image.

S refers to the stride, which describes the speed at which the filter traverses the pixels
of the input image both horizontally and vertically during convolution [74]. If the result
of the previous equation is not a whole number, the stride has been improperly adjusted,

and the neurons will not fit neatly across the input.

Pooling Layer
Pooling layers try to progressively lower the dimensionality of the representation by
determining whether or not a given image area has the desired feature, hence reducing

the number of parameters and computing complexity of the model [75].

The pooling layer acts over every input activation map, scales its dimensionality, and

collects aggregate data (min, max, average & global) [76].

The "max™ and the "average" are the two most prominent aggregate functions used in
pooling [77], where Max pooling means in a simple language if any of the patches say
something firmly about the presence of a particular feature, then the pooling layer
counts that feature as ‘detected’, while Average pooling means If one patch asserts
something emphatically, while the others disagree, the average pooling determines the

average. Figure 9 shows an example that illustrates how the two methods work.
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we take the largest pixel
value in the segment.

we take the average of the
pixel values in the segment

Figure 9: Difference between Max pooling and Average pooling.

4. Fully-connected layer

The fully-connected layer comprises neurons that are directly linked to the neurons in the
two neighboring layers, but are not connected to any layers within those layers. This is

comparable to how neurons are placed in conventional ANNs Figure 4.

3.4.3 VGG16 Algorithm

The VGG16 (Visual Geometry Group 16) algorithm is a deep learning architecture that was
proposed by researchers from the Visual Geometry Group at the University of Oxford in 2014
[78]. It is a type of convolutional neural network (CNN) that has achieved state-of-the-art
performance on various computer vision tasks, such as image classification, object detection,
and segmentation. The VGG16 algorithm is widely used in both academia and industry due to

its high accuracy.

The VGGL16 architecture consists of 16 layers as figure (10) shows, including 13 convolutional
layers, and 3 fully connected layers. The convolutional layers are divided into 5 blocks, where
each block contains one or more convolutional layers followed by a max-pooling layer. The
first two blocks have 2 convolutional layers each, while the last three blocks have 3

convolutional layers each. All the convolutional layers in the VGG16 architecture have a filter
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size of 3x3, a stride of 1, and are padded with 1 pixel on both sides to maintain the spatial

resolution of the input image.
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Figure 10: VGG16 algorithm structure

The fully connected layers in the VGG16 architecture have 4096 neurons each, followed by a
final softmax layer with 1000 neurons, which corresponds to the number of classes in the
ImageNet dataset, on which the algorithm was trained [78]. The VGG16 algorithm uses the

cross-entropy loss function to optimize the model parameters during training.

The VGG16 architecture is characterized by its depth and the use of small filters, which allows
it to learn more complex features from the input image. The architecture also uses a large
number of parameters, with a total of about 138 million parameters, which makes it
computationally expensive. However, the use of small filters allows the VGG16 architecture

to have fewer parameters than other deep learning architectures, such as AlexNet [79], while

achieving higher accuracy.

Compared to traditional CNNs, the VGG16 algorithm has several advantages. First, the use of
small filters and a large number of layers allows it to learn more complex features from the
input image, which can improve the accuracy of the model. Second, the VGG16 architecture
is highly modular, which makes it easy to modify and adapt to different tasks. Finally, the

VGG16 algorithm has achieved state-of-the-art performance on various computer vision tasks,

which demonstrates its effectiveness [78]
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However, the VGG16 architecture also has some disadvantages. First, it is computationally
expensive due to the large number of parameters, which can make it difficult to train on low-
end hardware. Second, the VGG16 algorithm requires a large amount of training data to
achieve high accuracy, which can be a limitation in some applications. Finally, the VGG16
algorithm is highly sensitive to overfitting, which can occur when the model is trained on a

small dataset [78]

3.4.4 Resnet Algorithm

The ResNet50 algorithm is a deep convolutional neural network architecture developed by
Microsoft Research Asia in 2015. It is one of the most popular and widely used deep learning
models for image classification tasks. The ResNet50 architecture consists of 50 layers, hence
its name, and uses residual connections to mitigate the problem of vanishing gradients, which
can occur in very deep neural networks. In this section, we will provide a full explanation of
the ResNet50 algorithm, including its architecture, mathematical equations, and advantages

and disadvantages.

The ResNet50 architecture, as shown in figure (11), is based on a series of residual blocks,
which are composed of convolutional layers, batch normalization, and rectified linear units
(ReLU) [80]. The residual block introduces a shortcut connection that bypasses one or more
convolutional layers and adds the output of those layers to the input of the block. This residual
connection allows the network to learn the residual mapping, or the difference between the
input and output of the block, rather than the full mapping. This approach helps to alleviate the
vanishing gradient problem and allows for deeper networks to be trained. The architecture also

includes global average pooling and a fully connected layer for classification.
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Figure 11: ResNet50 algorithm structure

One of the main advantages of the ResNet50 algorithm is its ability to train very deep neural
networks. The residual connections enable the network to learn the residual mapping and
bypass the vanishing gradient problem. This allows for the training of deeper and more accurate
models. Another advantage is that ResNet50 has achieved state-of-the-art results on various

benchmark datasets for image classification, such as ImageNet and CIFAR-10 [81].

However, the main disadvantage of the ResNet50 algorithm is its high computational cost and
memory requirements. The deep architecture and large number of parameters require
significant computational resources, which can limit its practical applications. Additionally,
the use of residual connections can also make the network more difficult to interpret and

visualize

Recent research has focused on improving the efficiency and effectiveness of the ResNet50
algorithm. For example, the ResNeXt architecture introduced by Facebook Al Research in
2017 uses a group convolutional layer instead of a regular convolutional layer, which can
improve the model's accuracy and efficiency. Other research has explored the use of ResNet50

for transfer learning, object detection, and other computer vision tasks.

The ResNet50 algorithm is a powerful deep learning model for image classification tasks. Its
use of residual connections enables the training of deeper and more accurate models, but its

high computational cost and memory requirements can limit its practical applications. Ongoing
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research is focused on improving the efficiency and effectiveness of the algorithm, and its use

is likely to continue to grow in the field of computer vision [82].

3.4.5 Model Evaluation

To evaluate our model, we will use:

1.Confusion matrix, which is a summary method for model prediction result on a
classification problem, which is in our case benign or malicious app. The matrix shows the

actual result versus the prediction result of the model [83].

Predicted: Yes Predicted: No
Actual: Yes TF FlM
Actual: No EP TM

Figure 10: confusion matrix

As Figure 10 shows the confusion matrix has many terms, which we will explain using our

data as an example.

a. True positives (TPs): True positives are cases when the model predict the app as benign
and it is actually a benign app.

b. True negatives (TNs): Cases when the model predict the app as malicious and it is actually
a malicious app.

c. False positives (FPs): When the model predict the app as benign and it is actually a
malicious app.

d. False negatives (FNs): When the model predict the app as malicious and it is actually a

benign app.
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e. Precision (P): When yes is predicted, how often is it correct, and it can be calculated using
equation (5).
f. Recall (R): Among the actual yeses, what fraction was predicted as yes, and it can be

calculated using equation (6).

Precision = ——........ 5)
TP+FP
Recall = ———......... (6)
TP+FN

2. Roc Curve

A ROC (Receiver Operating Characteristic) curve is a graphical representation of the
performance of a binary classification model, which shows the relationship between the true
positive rate (TPR) and false positive rate (FPR) at different classification thresholds. The TPR
is the proportion of true positives (i.e., correctly predicted positive instances) among all actual
positive instances, and it can be calculated using equation (7), while the FPR is the proportion
of false positives (i.e., incorrectly predicted positive instances) among all actual negative

instances, and it can be calculated using equation (8).

TP

True Positive Rate (TPR) = e SRR (7)
i FP
False Positive Rate (FPR) = PRI (8)

In a ROC curve, the x-axis represents the FPR and the y-axis represents the TPR. The curve is
created by plotting the TPR against the FPR at various threshold settings. The ROC curve can
then be used to determine the optimal threshold for a given model by identifying the point on

the curve that is closest to the top-left corner, which represents perfect classification.

One common metric derived from the ROC curve is the area under the curve (AUC), which

ranges from 0.0 to 1.0 and provides a measure of the overall performance of the model. An
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AUC value of 1.0 indicates perfect classification, while an AUC value of 0.5 indicates that the

model's performance is no better than random guessing.
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Chapter 4
Results and Discission

4.1 Data preprocessing results

4.1.1 Data cleaning: In this step, the data was checked for missing values and we found out

that there are no missing values.

4.1.2 Data integration: as we mentioned before in chapter 3, the data was a single csv file
that contains 471 features (including dependent target) and 11526 records divided into
five classes. In this part, we check for duplicate records and drop 72 duplicated
records.

4.1.3 Data reduction: by using the structure in figure 3, we trained our autoencoder model
to reduce the data dimensionality from 470 to 50 features.

As we can see in Figures 11 (a, b), the model maintains its stability even with the increase in
the number of epochs. The loss continues to decrease gradually and smoothly and the

accuracy reached 97.57%.
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Figures 11: (a) autoencoder loss function comparing with 100 epochs, (b)

autoencoder loss function comparing with 50 epochs.

4.1.4 Data transformation: figure (12 a) shows Rank matrix of Euclidean distances
between 50 features. The rank value is indicated by the grey level. The 50 features with
the largest variations are included for calculating the matrix, figure 12 b shows the
Rank matrix of Euclidean distances calculated between all pairs of pixels in a 5 by10
image based on their coordinates. To generate the order of pixels in the matrix, the

pixels from the image are concatenated row by row.
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Figure 12 c shows the distance rank matrix for features after optimization and rearrangement,
while figure 12 d shows the decrease in the error value in the optimization process compared

to the number of iterations.

1ed

15

10

R

d
Figure 12: (a) Rank matrix of Euclidean distances between 50 features. (b) Rank
matrix of Euclidean distances between all possible pixel pairs in a 5x10 image. (c)
Distance rank matrix for features after optimization and rearrangement. (d)
decrease in the error value in the optimization process compared to the number
of iterations.

Figure 13 shows an example of the resulting images from this part, and we notice a
difference in the intensity of the gray scale according to the value of the feature, and the
features have been arranged according to their proximity depending on the Euclidean distance

between them and to obtain the lowest value of error.
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Figure 13: (a) example of benign image, (b) example of Adware image, (c) example

of Banking malware image, (d) example of SMS Malwares image, (e) example of
Riskware image.

4.2 Model evaluation (CNN, VGG16, Resnet50):

As table 5 shows, our model achieved high accuracy, where the accuracy was 94.38% for
binary classification (benign and malware), and 95.83% as an average accuracy for our

hybrid model for multiclassification.

Also, the average precision and the average recall were high with values 94.75% and 98%,
respectively. This means that among the actual and predicted target values, our model was
able to predict it correctly with high percentage accuracy, comparing with other algorithms
like VGG16 and ResNet50 which achieved lower accuracy with values 88.32% and
82.45%, respectively, and the reason is that these algorithms have big structure and contains
many parameters to learn and this won’t be possible with small size dataset which causes

underfitting situation.

The training time was low for each model and even the total time was low 1150 sec (almost
20 min) comparing with VGG16 with total time 2319 sec and ResNet50 with total time

2338 sec, using a device have the characteristics shown in table 4.
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Table 4: characteristics of the device used to train the model.

Characteristic Value
Type Hp workstation
0S windows 10 pro-64
CPU Intel(R) Core i5-6500 CPU at
3.20 GHz
RAM 24 GB
Storage 256 SSD

Table 5: The training and testing size of each model and classification report details

Model Training | Testing | Precision | Recall | Accuracy | F1 Training
score Time
(Benign, 9220 2306 90 98 94.38 94 447 sec
Malware)
(Adware, Other | 1714 429 95 99 94.64 97 69 sec
Malwares)
(Banking, Other | 3202 801 97 98 97.13 98 84 sec
Malwares)
(SMS Malwares, | 2107 527 97 99 97.15 99 73 sec
Other Malwares)
average 94.75 98 95.83 97
Total training time 1150 sec
VGG16 (Benign, | 9220 2360 89 87 88.32 88 2319
Malware)
Resnet50 (Benign, | 9220 2360 84 78 82.45 81 2338
Malware)

Figure 14 shows, the loss in the four models continues to decrease gradually and smoothly,

which shows the stability of the models and non-existing of overfitting, while figure 18 shows

the ROC curve with the performance of a classification models(CNN, VGG16, and ResNet50)

at all classification thresholds and the CNN achieved the highest performance of 94.
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Figure 14: (a) loss curve of the CNN classifies for (Benign, Malware), (b) loss curve of
the CNN classifies for (Adware, Other Malwares) (c) loss curve of the CNN classifies for
Banking, Other Malwares) (d) loss curve of the CNN classifies for (SMS Malwares,

Other Malwares).

During our attempt to train the model to reach the best structure for classifying malicious

software, we used more than one structure as shown in Table 6, and we found that with the

increase in the number of convolutional layers, number of filters and the increase of layers in

the fully connected layer all lead to an increase in training time and it also yielded an inverse

result in terms of accuracy, as the number of layers increases, the accuracy decreases because

we need a larger volume of data to teach the model.

Table 6: Different approaches of CNN classification model, accuracy and training

time for each approach

Approach

Accuracy

Training time(sec)

Original model: Conv 16 — Max pooling — Conv 32
-Max pooling -Flatten layer — Fully connected
layer (100 — 25 - 2)

94.38%

447

Conv 8 — Max pooling — Conv 16 -Max pooling -
Conv 32 -Max pooling - Flatten layer — Fully
connected layer (100 — 25 - 2)

92.97%

756

Conv 8 — Max pooling — Conv 16 -Max pooling -
Conv 32 -Max pooling - Flatten layer — Fully
connected layer (400 — 200 - 100 — 25 - 2)

92.84%

886

Conv 32 — Max pooling — Conv 32 -Max pooling -
Conv 64 -Max pooling - Flatten layer — Fully
connected layer (100 — 25 - 2)

89.33%

1341

Conv 32 — Max pooling — Conv 32 -Max pooling -
Conv 64 -Max pooling - Flatten layer — Fully
connected layer (400 — 200 - 100 — 25 - 2)

89.1%

1507
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Figure 17: ROC curve for CNN, VGG16 and ResNet50 algorithms

4.3 Discussion

When comparing the methodology used in this thesis, we find that there is no other research
used the same methodology on the topic of Android malware. The part related to the use of
IGTD to convert data into images and then classify it using CNN was used for the first time in
the classification of genes [67] As for the part of reducing the dimensions using the autoencoder
and then classifying the data using CNN, it was used by [42] and got a high accuracy of up to
99.82%, but only for the binary classification and the multiple classification was not
mentioned.

There are many researchers who used CNN in static analysis of Android malware, such as [32],
and it combined CNN with MLB and achieved 98% accuracy on binary classification, and did

not address multiple classification either.

There are also [33] where they converted data extracted from the APK file into color images
and classified them binary using CNN and obtained an accuracy of 97.7 and did not apply the

multiple classification.
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By integrating Natural Language Processing (NLP), biLSTM, and Convolutional Neural

Network (CNN), the researchers [27] obtained mean accuracy 83.56% in malware distinction.

We noticed that the researchers [42] achieved high rates in the classification of the data binary
into harmful and benign, but they did not address the multiple classification. How much there
are researchers such as [27] have achieved lower rates in accuracy than the methodology used
in this thesis, as it is according to the best of our knowledge None of the researchers addressed

this methodology in classifying Android malware.
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Chapter 5

Conclusion

Android is the most popular platform for those who want a high-performance operating system
that can operate on today's most popular mobile devices. According to [2], Android dominated
the market in the fourth quarter of 2020 with 72.22% of the worldwide market share, and
despite a fall in market share towards the end of 2022, it maintained a 71.8 percent dominance.
Android applications are accessible from potentially malicious third parties besides the official
Android Market due to the current evolutionary process, wide distribution, and open-source
nature of Android, so this will bring malware designed with adaptive and success-based
learning to improve the efficacy of attacks. As a result, developing efficient tools to assess and

detect malware application risks is critical.

Based on the aforementioned problem, this thesis proposes a hybrid model that integrates
dimensionality reduction, data transformation, and the use of ensemble of CNN for binary
classification and multiple classification. The model achieved a high accuracy of 94.38% in
binary classification (benign or malicious) and multiple classification. (Benign, Adware,

Banking malware, SMS Malwares and riskware) achieved an accuracy of 95.83%.

In future work, we will extract useful features to generate a database of Android malware using
dynamic analysis and investigate more successful algorithms to evaluate and identify more

complex Android malware.
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