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Abstract

The security of online financial transactions has emerged as a crucial concern in an era where
financial services are becoming increasingly digital. The increasing use of digital platforms for
banking, payments, and investment has given rise to a new wave of opportunities for both
customers and cybercriminals. To address this problem, the present research offers a unique system
that integrates machine learning (ML) with multifactor authentication (MFA). Using two levels of
protection is the foundation of our system. The first layer uses two authentication factors, and the
second layer is an embedded layer that asks for facial recognition from the user to successfully
continue the purchase process if the ML model determines that the present transaction is

fraudulent.

To select the best classifier for constructing the ML model, four supervised ML classifiers were
put into practice. After testing many classifiers, including Random Forest (RF), Decision Trees
(DT), Logistic Regression (LR), and Naive Bayes (NB), the accuracy of each was 96.717%,
97.881%, 97.938%, and 92.354%, respectively. A front-end screen for an Android e-commerce
application was created to demonstrate how the framework functions. You may configure our
framework to operate on any digital e-commerce platform. A thorough analysis of the body of
research on the subject and various methods for securing online transactions reveals that the
integration of MFA and ML has great potential for providing the greatest level of security and a
system that is easy to use. In future research, it could be useful to examine other authentication

factors using a different dataset.
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Chapter 1

Introduction

1. Introduction

1.1. Overview

The majority of essential societal functions in the twenty-first century have grown reliant on digital
infrastructure, especially the financial sector, whose operations are largely based on customer trust
in the financial system as a whole. Nowadays, the majority of clients manage their accounts and
make most point-of-sale payments using Internet banking, which has replaced banks as the main
means of transferring money between institutions. Users store their personal and sensitive
information on touch-screen devices such as smartphones and use them for online banking, E-

commerce sites, and online bill payment processes [1].

Financial cybercrimes are trying to hack banking accounts, credit cards, or any other data
associated with payment cards for financial purposes [2]. The hackers use a variety of techniques
to target the security credentials, including Man-in-the-Middle attacks, secure socket layer attacks,
impersonation attacks, password discovery attacks, session hijacking, eavesdropping, and Denial
of Service (DoS) attacks. They were successful in accessing the database resources by using
authentication credentials that were obtained illegally [3], [4]. Cybercriminals try to get access to
bank employees' and consumers' confidential data and credentials to steal it and use it to access
accounts and make illegal payment requests. Even the most inexperienced thieves can profit from

the low risk and low expense of phishing attacks. Financial services can be turned disabled by
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distributed denial of service attacks, which prohibit users from accessing their accounts

and processing payments [5], [6].

A wealth of highly valuable personal data can be found in the reams of sensitive consumer data
that banking institutions hold. The impacts of extensive data breaches, like the one that occurred
in 2017 when Equifax stole the financial records of over 140 million individuals, destroy the
confidence and trust that support the financial system. The cost of this lost trust means that, despite
being hard to measure, the real cost of cyber robberies goes beyond just financial losses [7]. The
banking industry is currently facing a significant cyber danger from hackers acting on state orders.
With the support of state governments' resources, they possess the capacity to seriously damage
the financial sector. North Korea maintains specialist teams dedicated to financial institution
cyberattacks. Teams like the "Lazarus Group," whose famed "WannaCry" ransomware attacks led
to losses in billions, attacks on the Association for Worldwide Interbank Financial
Telecommunication (SWIFT) network have resulted in losses of over one billion dollars, with clear

attempts to target national banking institutions [8], [9].

Securing these transactions from fraudulent actions becomes an issue in the light of rise of
cybercrimes. Profit-driven cybercriminals find Canada's financial industry to be a lucrative target
since it experiences millions of daily intrusion attempts and is more vulnerable to crimes made
possible by technology, such as credit card fraud. The financial sector is the most vulnerable to
cybercrime, with losses estimated to be three times higher than those of any other industry.
According to a recent International Monetary Fund (IMF) assessment, banks might lose an average

of US$97 billion a year, or nine percent of their total revenue, due to cybercrime [10].



1.2. Problem Statement and Motivation

Financial transactions through the internet become familiar in recent years, and over the preceding
three years, the volume of phishing attacks aimed at stealing identities or accounts has risen to
over triple [11]. Hackers gained access to internet users' accounts worldwide in the 3rd quarter of
2022, resulting in fifteen million privacy violations [12]. Because of this, it is more crucial than
ever to protect them. Because of this, the study provides a framework to protect financial
transactions over the Internet by merging machine learning (ML) techniques with multi-factor
authentication (MFA). This adds extra security layers that can assist in shielding confidential data

and stop fraud.

As a cyber security master’s student, exploring the effectiveness and feasibility of these
technologies in securing online transactions is both interesting and relevant to my field of study.
Furthermore, it provides an opportunity to aid the creation of more advanced security solutions in
the area of online transactions, which will have practical applications for businesses, individuals,

and society as a whole.

1.3. Study Objectives

This study offers a framework to secure Internet financial transactions using MFA and ML. The

goals of this research are: -

e Choose the suitable authentication factors to implement in the MFA model.

e Download a dataset of online credit card transactions to build the ML model.



e Data pre-processing phase consists of data cleaning, exploration, visualization, and feature
selection.

e Investigating different supervised ML classifiers and choosing the best performer to build
the ML model.

e Learning, evaluating, and creating the ML model.

e Test the result of the ML model using different metrics to improve the accuracy.

e Combine the ML model as a part of the MFA framework to gain the highest possible
security and user-friendly model.

e Design an Android e-commerce application front-end screens.

1.4. Significance of the Study

The study's importance stems from its ability to:

e First, offering a model that can be implemented in the banking sector, E-commerce
purchasing websites, and online payment systems.

e Second, using ML as part of MFA will achieve the highest possible security for securing
financial transactions.

e Third, it shows the best way to use MFA in a convenient and user-friendly way.

e Fourth, provide a thorough examination of the most appropriate ML algorithms and
training methods to use in combination with MFA for online transactions.

e Fifth, the possibility of modifying the ML algorithm to comply with the requirements of
any electronic system and integrating this algorithm with MFA to provide secure, and user-

friendly access to data.



1.5. Contribution

e Address a critical problem in the field of cyber security.

e Improve the safety of Internet financial transactions.

e Provide an evaluation of the feasibility and effectiveness of such a system.

e Build a robust understanding of the best practices for combining these technologies.

e Showing the best way to use MFA in a convenient and user-friendly way.

This will highlight the importance of using MFA and ML in Internet financial transaction security

and help advance the state-of-the-art in this critical area.

1.6. Ethical Issues

In the current digital era, the widespread usage of internet-based financial transactions has
fundamentally altered how people do banking and commerce. However, protecting these
consumers from fraud is a significant issue that comes along with this ease of use. Financial
institutions use a variety of methods, including ML, to analyze user behavior and prevent fraud.
Financial institutions' usage of financial data as security solutions brought up moral issues that

need to be addressed. Some of these issues are: -

e Data Privacy and Consent

In the world of online financial transactions, protecting users' privacy and getting their informed
consent for data collection and processing are fundamental values. For users, to continue to have

faith and confidence in the MFA and ML framework, there must be transparency about the usage



of personal data. Financial organizations should respect moral principles and safeguard users'

privacy rights by highlighting the significance of informed consent and data transparency.

e Fairness and Bias

If ML algorithms are not properly controlled and minimized, they could worsen existing biased
and discriminatory practices. Fairness in the training data used for ML models and the MFA
system's decision-making processes must be ensured to mitigate this danger. Ensuring equal
treatment of all users requires strategies for identifying and resolving prejudice, such as varied

representation in training datasets and algorithmic fairness assessments.

e Safety and confidence

It is of the highest ethical importance to protect users' financial information against online attacks.
It is essential to have policies in place to stop illegal access to or improper use of private data,
building consumer confidence in financial institutions. Institutions can fulfill their ethical
obligation to safeguard users' financial assets and data by giving security measures the highest

priority and following best practices in cybersecurity.

e Social Impact

Using cutting-edge security measures in Internet banking can have a significant impact on society
as a whole, especially for fraud-affected groups. It is critical to address adoption or access
restrictions for vulnerable populations and consider the possible impact on financial services
accessibility. Financial institutions can show their dedication to social justice and ethical

responsibility by proactively addressing societal issues and fostering inclusivity.



In summary, maintaining the values of privacy, justice, security, autonomy, openness,
responsibility, and societal effect requires addressing the ethical issues raised by MFA and ML
technologies. Financial institutions can encourage confidence, improve user satisfaction, and
promote the integrity of online financial transactions for all parties involved by placing a high

priority on ethical behavior.

1.7. Thesis Arrangement

The following Figure 1.1 shows how the thesis is organized.

Thesis
Structure

Overview

Problem Statement

Study Objectives
Definition and Benefits 1 ; ntro 7 / Significance of the Study

E-commerce Types h @458\ | contribution

E-commerce Digital Platforms Ethical issues
E-commerce Obstacles Z | Thesis Structure

E-payment Methods
Authentication Factors Categories

Authentication Factors Approaches
ML Approaches

System Architecture MFA Related Studies

Research Methodology ML Related Studies
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As shown in Figure 1.1, the thesis consists of six chapters which are: -

Chapter Two: Explores the E-commerce concept landscape.

Chapter Three: provide an overview of authentication factors categories and approaches,
ML approaches. To address the research gap, this chapter will discuss ML and MFA related
work.

Chapter Four: shows the system architecture, the methodology used to perform the study,
ML and MFA model building steps, illustrates the proposed framework which combines
MFA and ML, and discusses the explainable ML techniques.

Chapter Five: shows the ML model results.

Chapter Six: Summarizes the overall thesis, discusses the obstacles that faced this study

with the mitigation strategies, and suggests future work.



Chapter 2

E-commerce Landscape

2. E-commerce Landscape

2.1. Introduction

This chapter will discuss briefly the E-commerce concept from different perspectives such as
definition, types, benefits, and challenges. An overview of the most common E-commerce
platforms will be stated. Finally, this chapter will survey the common electronic payment

techniques.

2.2. Definition and Benefits

Electronic commerce is a modern trading strategy that includes digital avenues for Internet
shopping and the trading of products and services. In contrast to traditional trading, E-commerce

runs online, made possible by any online platforms [13].

The potential of e-commerce to go beyond national boundaries and connect companies with a
worldwide customer base is what makes it so inconvenient. This is in sharp contrast to the localized
strategy of traditional trading, which requires clients to visit stores in person. The ease of use and
accessibility of e-commerce is one of its main benefits. Clients can shop whenever and wherever

they want, without being restricted by real store hours [14].
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From a business owner's perspective, E-commerce also helps companies cut expenses by
simplifying procedures and lowering overhead related to operating physical stores. E-commerce
transactions' digital format also makes data-driven insights easier to obtain, enabling companies
to customize customer experiences and sell products based on unique desires. Furthermore, e-
commerce's worldwide scope creates new opportunities for companies to grow their market share
and establish connections with a wide range of customers. E-commerce is a crucial tool for
contemporary enterprises because of its convenience and capacity to execute payments safely over

the Internet [15].

2.3. E-commerce Types

The literature has several categories for different forms of e-commerce, but the four primary

categories are shown in Figure 2.1.

Figure 2.1. E-commerce Types
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As shown in Figure 2.1, the main e-commerce types are B2C, C2B, B2B, and C2C which will be

illustrated separately to highlight the differences between each type.

e Business-to-Consumer (B2C)
Electronic business partnerships between companies and their final clients; business-to-consumer
e-commerce. This is the part of the website dedicated to online shopping, where traditional retail
transactions usually occur. These types of partnerships can be ended, made easier, more complex,
or sporadic. Ever since the Internet was created, this business model become more popular. There
are now a lot of online stores and marketplaces that provide consumers with a huge landscape of
things, including devices, technology, textbooks, and supplies. In contrast with conventional
commerce's retail sales, buyers are usually more aware of the available educational material and it
is widely acknowledged that buying something less expensive doesn't mean that the end-

user experience is any less tailored or that manufacturing and shipping are any simpler [16].

e Consumer-to-Business (C2B)
In C2B, the trade of products is inverted. People also sell their goods or services to companies that
specialize in particular categories. These events include venues where artists seek multiple logo
concepts, to select and purchase just one successful submission. In this business sector,

marketplaces that offer images, media, and design components for free are another well-liked

format [17].

e Business-to-Business (B2B)

This kind of e-commerce is more concerned with the interchange of products and services between

businesses than it is with individual customers. Companies using the Internet to purchase raw

materials from vendors are one example [18].
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e Consumer-to-Consumer (C2C):

Via online platforms, consumers can sell to other consumers directly in C2C e-commerce. A third
party offers a digital platform that handles this type of exchange. These platforms make it easier
to exchange goods and services. Examples include websites where people may purchase and sell

secondhand goods, such as eBay [19].

2.4. E-commerce Channels

To enable smooth transactions and interesting consumer experiences, E-commerce utilizes a range

of digital channels, some of which can be seen in Figure 2.2.

Online
Marketplace

Mobile Apps

E-commerce
Platforms

Search Engines Social Media

E-mail
Marketting

Figure 2.2. E-commerce Digital Channels
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Figure 2.2 shows some E-commerce platforms which are [20], [21], [22], [23]: -

e  Websites
websites, which act as companies' online shops. These websites are thoughtfully created to
highlight goods or services, give comprehensive details, and have an easy-to-use interface for
users. A carefully planned and easy-to-use website can serve as an online shop with many benefits

for both customers and businesses [20].

e Online Marketplace
Digital marketplaces such as Amazon, eBay, and Etsy provide a venue for companies to promote
and market their goods to a wide client group. These markets manage distribution and payment

processing and offer an already-prepared client base [20].

e Search Engines
A major factor in bringing customers to e-commerce websites is search engine traffic. Companies
use search engine optimization (SEO) tactics to make sure they show up widely in search results,

which increases publicity and pulls in potential clients [21].

¢ E-mail Marketing
One popular digital avenue for connecting with current consumers and bringing in new ones is
email marketing. Companies notify clients about new products, sales, and events by sending out

e-newsletter emails with promotions, and customized offerings [21].

e Social media platforms
These channels are important to e-commerce because they give companies a direct line of

communication with potential customers benefitting from the large number of users for each
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platform. Social media networks such as TikTok, and Facebook allow businesses to display their

items, target customers with ads, and even conduct payments [22].

e Mobile Applications
Another important digital channel is mobile applications, which give companies the ability to
interact with clients on their smart devices and phones. To improve the overall shopping
experience, these apps frequently include extra features like push notifications, customized

suggestions, and easy payment alternatives [23].

2.5. E-commerce Obstacles

The E-commerce industry faces an enormous amount of challenges, some of these challenges are

[24], [25], [26], [27], [28], [29]: -

e Security Issues
Preserving the confidentiality of consumer data and Internet transactions is a recurring problem.
Cybersecurity concerns put customers and organizations at risk, especially, in light of the rise in

fraud and data breaches [24].

e Payment Gateway Problems
Electronic payment gateways play a major role in e-commerce. Issues with these gateway's
security, payment processing mistakes, and technical difficulties can affect user trust as well as

experience and overall the E-commerce industry [25].

e Multinational competition
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Due to the internet's extensive international scope, firms must contend with strong competition on
an international scale. Adapting to varied consumer tastes and standing out in a crowded market

become a huge challenge [26].

e Management and Transportation
Efficient and efficient shipment is vital for client satisfaction. Shipping expenses, delivery

schedules, and guaranteeing that goods arrive to clients unaltered are among the difficulties [27].

e Returning and Refunds
It can be difficult to handle returns and refunds in a way that minimizes losses while satisfying

customers. Achieving the ideal harmony between cost control and customer happiness is essential

[28].

e Various cultural practices and traditions
Traditional negotiating is hampered by the fixed pricing schemes used by e-commerce platforms.
Online price negotiating may be tough for people who are used to disputes face-to-face. For
individuals who prefer the dynamic and engagement aspects of in-person negotiations, the lack of

direct negotiation possibilities may prove to be a barrier [28].

e Examination Challenges
Another barrier to online shopping is still being unable to visually check things before making a
purchase. While technology has made it easier to evaluate products virtually using pictures,
descriptions, and evaluations from customers, the lack of a physical experience can raise questions.
Without physical confirmation, customers could be reluctant to make a purchase, especially for

commodities where physical characteristics like touch, smell, or size are important [29].
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To get past these barriers, companies need to implement a well-thought-out plan, adapt constantly,

and be dedicated to providing a safe and easy online purchasing experience.

2.6. E-payment Methods

In the world of technology, companies aim to give their customers a hassle-free buying experience
by offering quick and simple checkout processes E-commerce payment platforms give customers
a wide range of options, and grant them the freedom to select the payment method of their choice

[30].

Electronic or E-commerce payment systems, allow transactions to be completed via an electronic
method without requiring the presence of cash when conducting a payment. E-commerce employs
E-payment methods to get paid for products. E-commerce payment systems have significantly
transformed the process of conducting business online by simplifying it for both consumers and
organizations [31]. In an E-payment system, a payment method connects an internet-based shop

to the payment processing system of customer choice, see Figure 2.3.
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Consumers have several safe e-commerce payment choices to choose from which work with banks

to clear business cash. Many payment methods exist as Figure 2.3 shows which are: -

e Credit Cards

Typically provided by a bank, a credit card is a card that enables its owner to make purchases of

goods or services or make cash withdrawals on credit. By using the card, you acquire debt that you

must repay later. Among the methods of payment that are most often used worldwide are credit

cards. Credit cards enable users to accrue a continuous debt load, which is subject to interest

charges. A charge card only delays the customer's payment until a later time; in contrast, a credit
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card typically entails a third-party business that pays back the seller when the buyer repays their

purchase. [32].

e Debit Card
A debit card is an identity card connected to the user's bank account. What separates the debit card
from the credit card is that the debit card takes money directly out of funds from the user at the

moment of the transaction [32].

e Smart Card
Credit cards, debit cards, and smart cards have somewhat similar appearances. On the other hand,
smart cards have an integrated microprocessor chip. Account balance and a customer’s personal

data can both be stored on it. Smart cards provide for faster processing at reduced rates [32].

e E-Wallet
One way to define the E-Wallet is as an account that allows users to perform payments without the
need to provide E-payment method details, allowing them to securely store multiple payment
method details. Every day, the number of users is growing. people who use e-wallets can speed up

the checkout process by avoiding having to enter their card information every time [32].

e E-Check
An electronic check, or e-check, is a payment made electronically from your checking account.
An e-check functions similarly to a traditional check, except rather than removing a sheet of paper
from your checkbook, you submit payment details. Via an e-check approval form. This gets your

payment ready for electronic processing [33].
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e ACH Transfers
A bank-to-bank electronic money transfer is called an Automated Clearing House (ACH) transfer.
Money is taken out of one account and put into another. These transactions are typically less
expensive than bank transfers and take advantage of the ACH network. Similar to how regular bills
or subscription payments are made, ACH debit transfers involve taking money out of an account.
Money can be transferred (pushed) to other accounts via ACH credit transactions. This kind of

transfer can take the form of an agreement between a company and its workers or customers [33].

¢ Online banking
Direct bank account payments are a handy way for clients to make transactions. The customer
must sign up with their bank account without needing to acquire any type of card to use this
payment method. When making a purchase, the client simply must give their PIN and net banking

ID and the payment will be processed from the user’s bank account directly [34].

e Transactional QR Code
The popularity of using QR codes to make payments has increased dramatically. It is a square grid
of rectangles or squares aligned to form a pixel pattern code. The data contained in every part is
the code. This data may include transactional information, retailer information, and other

information. Using a smartphone or tablet to scan the QR code is necessary to make payments

[34].

e Mobile Payment
Shoppers may use mobile devices to make purchases quickly and conveniently with mobile
payments. All that is required is to install a payment application. After that, to make purchases, the

user must link his bank account to the installed application. The app gets a payment request when



20

a customer decides to use it to purchase from an internet retailer, and it has to authorize it to

complete the transaction successfully [35].

In summary, e-commerce payment methods have become essential for various reasons, including
ease of use, safety, accessibility from anywhere in the world, user experience, and flexibility in
response to emerging technology. Businesses engaged in e-commerce that prioritize payment
options and do it thoroughly and user-centric will be more likely to succeed in the competitive and

ever-changing digital marketplace [36].

2.7. Summary

This chapter covered the exploration of the many aspects of e-commerce briefly, revealing the
subtleties that form the online market. It began by providing a precise description and outlining
the many advantages of e-commerce, demonstrating how it exceeds traditional trading and

provides numerous benefits for users and enterprises.

A variety of interconnections within this continually changing environment were revealed by the
unfolding of the different types of e-commerce kinds, which included B2B, B2C, C2C, and C2B
models. A thorough exploration of digital platforms revealed how essential they are to enabling
Internet payments and creating outstanding user interaction. The chapter overcame the obstacles
that customers and businesses face, including safety issues, restricted bargaining opportunities,
trust-related concerns, the difficulties of virtual examination of products, and the unique

characteristics of E-payment systems.
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Finally, the information that has been synthesized from the chapter’s various sections sheds light
on the complex and ever-changing environment of e-commerce, giving readers a general
understanding of its definition, complex nature, and the challenges that may affect the ongoing

expansion.

The next chapter will explore the authentication factors categories and approaches, ML

approaches, and discuss the MFA and ML related work to address the research gap.
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Chapter 3

Literature Review

3. Literature Review

3.1. Introduction

FinTech is defined as an emerging financial technology company that improves and mechanizes
financial services. The shortcomings of stringent laws governing conventional banking systems
are largely responsible for the growth of financial innovations such as mobile wallets, banking,
payment gateways, etc. The increased acceptance of financial services is a result of the
technological advancements that offer quick, affordable, and user-friendly financial services [37].
Generally speaking, financial technologies like online transactions also called wireless
transactions; allow wireless-based retailers to handle and enable payments powered by E-
commerce platforms. Internet financial transactions can be made using a credit card, smart card,

or mobile device [38], [39], [40], [41], [42].
This chapter will offer: -

e Exploring authentication factors categories.

e Discuss the authentication factors approaches.
e Survey the ML different approaches.

e Review the MFA related work.

e Review the ML related studies for securing financial transactions.
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e Discuss the combination of MFA and ML in the literature.
o Identify the research gap in the literature.

e Summarize the main points and goals of this chapter in brief.

3.2. Authentication Factors Categories

Authentication factors are the crucial components that ascertain the validity of an individual's
identification during the sign-in procedure, acting as the core components of today's security
frameworks. The authentication techniques can be one of three categories; something you know,

something you have, and something you are [43]. See Figure 3.1

Knowledge Possession Inherence
Factor Factor Factor
(something you know) (something you have) (something you are)
I,

% X % %
Q@
Password Smartphone Fingerprint
u
C_1
oog
u
Security Question Smart Card Retina Pattern
[ j r g L
S L J
PIN Hardware Token Face Recognition

Figure 3.1. Authentication Factors Categories [198]
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There are different factors examples to authenticate users as shown in Figure 3.1, which will be

discussed in different sections.

3.2.1. Something You Know

This category includes factors that are knowledge-based also called "memorized factors." The
conventional username and password combination is the most used example. Users must provide
information, like a password or personal identification number (PIN), that should only be known
to them. There are some problems with passwords. A violent person may easily rob, crack, shoulder
surf, or predict the password. Another method of this type of authentication is a security question.
Users can set security questions in certain systems. Security questions ask for responses to things
like car type and favorite hoppy that are easy for someone else to know from a discussion through

clever manipulation (social engineering) [44].

3.2.2. Something You Have

This category includes elements of a particular physical form item that an individual owns. To
satisfy the Possession Factor, a user must show that they have a tangible object, such as a SIM
card, smartphone, smart card, or hardware OTP token. The Possession Factor was much simpler
to use with the development of contemporary technologies. Many authentication techniques are
considerably more simple and more secure than the traditional user name and password. Unlike
the Knowledge Factor, which is easy to hack, the Possession Factor verifies if a person possesses
hardware or not. An intruder can gain access to this hardware remotely, carry out a successful
swapping assault, or steal the hardware. All of these tasks are still far more challenging than

executing a straightforward brute-force attack [45].
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Using this kind of authentication factor carries the danger of allowing hostile actors to access your
device. When all communication takes place over a network in the modern world, the hostile actor
does not even need to take the device. To persuade users to let them remotely access your device,
they may employ social engineering techniques. Occasionally, the malevolent party need not even
have any kind of access to the user’s phone. Certain authentication techniques are exposed to Man-
in-the-Middle (MITM) assault, wherein cybercriminals can get a user's identity by intercepting the
exchange between the user and the security system. An attacker's task of breaking into the device
is considerably more difficult when using a robust authentication mechanism based on the

possession factor [43].

3.2.3. Something You Are

These components come from the individual biological or behavioral characteristics of the user.
They include actions like typing speed and movement, biometric characteristics like fingerprints,
facial and voice recognition, retina pattern scan, and facial recognition. Because biometric
identification is accurate and convenient, it has become more and more popular. Nevertheless, its
implementation may need additional resources and give rise to privacy and data security problems

[46].

3.3. Authentication Factors Approaches

The amount of information users must provide to verify their identity often varies depending on
how sensitive the data and digital resources are. For instance, to access their online accounts,

customers of online retail sites frequently just need to submit one reliable credential like a
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password. Although anyone may see what users bought on a specific website, the user’s private
information is safe. However, since financial institutions deal with far more valuable data, such as
account balances and payments, they frequently demand that users give a minimum of two pieces

of authenticated information to gain access to their online accounts.

3.3.1. Single-Factor Authentication

Users can verify themselves with SFA by providing just one piece of confirmed data. This data
might be anything from a biometric (like a fingerprint) to a knowledge factor (like a password).
Because single-factor authentication (SFA) is a simple and easy method to use, it has been widely
utilized to secure communication between two entities, such as the use of a PIN code [47]. Keep
in mind that SFA isn't always less safe than MFA or 2FA. SFA does not relate to the method of
authentication employed, but rather to the number of factors required. Due to its great exploratory
potential, SFA is the least reliable authentication method [48], [49]. The account is instantly
compromised when the password is shared. Additionally, a dictionary attack [50], a rainbow table
[51], or social engineering techniques [52] can be used to get illicit access. After it was shown that,
due to several security flaws, single-factor authentication is inappropriate for offering adequate
protection [53]. But fingerprints are another kind of SFA, and as they are hard to forge, they are
considered one of the safest techniques available. See Figure 3.2 which illustrates the working

principle of SFA.
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Figure 3.2. Single-Factor Authentication Workflow [199]

As shown in Figure 3.2, users of SFA must authenticate with one piece of verifiable information.

The system will verify the user's identity in three steps: -

e Users input the necessary data, which may include their fingerprints, a PIN, or a password.

e The online facility verifies that the data it has received matches the authentication data it
has on record.

e Users get access if the information they gave for authentication matches the data in the

system's database. Otherwise, the access will be rejected [54].

3.3.2. Two-Factor Authentication

Two-factor authentication (2FA) was created to provide additional protection for sensitive data in
which a user must provide two identification data to confirm identity [55], [56], [57]. Since primary

login credentials and passwords are frequently lost or stolen, 2FA may be used to help make sure
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that private data is protected. Based on the European Union Regulation (EU) 2015/1502 [58], a
robust authentication system necessitates the utilization of a minimum of two elements related to
separated categories. Similar requirements are addressed in NIST papers [58], [59], which also
provide a high-security level authentication method based on two authentication elements. For
instance, for users who want to access their systems, sign-on procedures may ask for their
usernames and passwords, which are pieces of information about what users know, in addition to
a fingerprint which are pieces of information about what users are [60]. Alternatively, sign-in
procedures may ask users to provide their passwords and usernames (something users know) as
well as information proving they own stored in their smartphones (something users have) [61].

Users that utilize 2FA must authenticate with two pieces of verified information, see Figure 3.3.

Figure 3.3 shows the steps to verify user identity using 2FA which are: -

Access
Request

NO
(@) Request
1st factor OK? @ Denied
lYES
2nd factor OK? % Request )
& Denied
\LYES
O Request
v Approved

Figure 3.3. Two-Factor Authentication Workflow [199]
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e Users enter the first needed piece of data.

e The online resource verifies the data by comparing it with the authentication data it has on
file.

e If the authentication data they gave corresponds to the data in the system, users are
prompted to submit the second identification data, which may be a face recognition or a
one-time password (OTP).

e Users successfully log in, if the authentication information meets the information in the

system. Otherwise, users are not allowed to access the system [55], [56], [57].

3.3.3. Multi-Factor Authentication

Verification mechanism at which users must deliver multiple authentication credentials (more than
two) when requesting access to an online system [62]. MFA was recommended to significantly
raise security levels and add effective protection against account theft. MFA greatly increases the
difficulty for to expose information systems, even if passwords or personal identification numbers
(PINs) are compromised by using a layered architecture. Similar to 2FA, distinct categories must
include the bits of verifiable information that are sought. In addition to requiring users to enter
their usernames and passwords (something users know), sign-in procedures may additionally ask
for a smartphone or hardware token (something users have), and biometrics, like a fingerprint or
retinal scan (something users are). Typically, MFA requires more than two certifications to

authenticate, see Figure 3.4.
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Figure 3.4. Multi-Factor Authentication Workflow [199]

As shown in Figure 3.4, the steps to verify user identity using MFA are: -

e Users enter the first needed piece of data.

e The online resource verifies the data by comparing it with the authentication data it has on
file.

e [f the authentication data they gave corresponds to the data in the system, users are
prompted to submit the second identification data.

o Ifthe user passes the second factor successfully, users will be requested to submit the third
identification data.

e Users are given access if the submitted data meets the data in the system. Otherwise, users

are not allowed to access the system [63], [64].
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3.4. Machine Learning Approaches

The study of computer algorithms that learn on their own based on practice and a specific data set
is known as ML [65]. Without the requirement for programming, ML algorithms use training data
to build a model that produces predictions or judgments [66]. Numerous systems utilize ML
including speech recognition, computer vision [67], email screening [68], and medicine [69]. ML

systems fall into four main types based on the decision provided: -

3.4.1. Supervised Learning

This approach relies on supervision. This implies that the "labeled" data is used to make the
algorithm learn from it, and then the algorithm will predict the output [70]. Mapping the input data
to the output data is the main aim of the supervised ML [71]. Systems that use the supervised ML
approach include fraud detection, risk assessment, spam filtering, and more. The main tasks of
supervised ML are regression and classification. Classification algorithms are employed to manage
classification issues that require categorical results, like "Yes" or "No", “Male” or “Female”, “cat”
or “dog” etc. The groups of data that have been identified in the set of data are estimated by the
classification algorithms. Applications that use this approach include email filtering [72] and spam
detection [73]. The Random Forest, Decision Tree, Logistic Regression, and Support Vector
Machine algorithms are a few well-known classification techniques [74], [75]. Regression is
utilized to tackle issues where there is a linear connection between the input and output features.
These algorithms are used in the prediction of continuous output variables, including market
movements [76] and weather forecasts [77]. Several well-liked regression techniques include

Decision Tree, Lasso, Multivariate, and Simple Linear regression [78].
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3.4.2. Unsupervised Learning

This approach doesn't require supervision, as the name implies. It denotes that unsupervised ML
uses an unlabeled dataset to train the system, which then makes output predictions on its own
without human oversight [79]. Unsupervised learning involves training models using unlabeled
and unclassified data, and letting the model make decisions on its own without any external
oversight. Separating data into groups based on patterns, and differences is the main objective of

this approach.

Two further categories of this approach are Clustering and Association. If we want to identify the
innate groups within a dataset, we employ the clustering methodology. It is a method of clustering
where similar items are put together into one group. Grouping customers according to their
shopping behavior is an illustration of the clustering algorithm in action [80]. Principal component
analysis, mean-shift method, K-Means clustering, and independent component analysis are a few

of the well-liked clustering techniques.

Association algorithms can be employed to find unique correlations between elements in a large
dataset [81] and this is the main goal of the association algorithms. This approach is used in many
applications such as online usage analytics [82], market basket analysis [83], and others. “Eclat”
and “FP-growth” algorithms are examples of “association rule” learning methods [84]. Famous
applications of Unsupervised Learning; Singular Value Decomposition [85], Network Inspection

[86], Suggestions Systems [87], and Identification of Anomalies [88].

3.4.3. Semi-Supervised Learning

This approach uses both labeled and unlabeled data during the training stage [89]. Semi-supervised

learning employs mostly unlabeled data, but it may also work with some labeled data [90]. This
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approach was suggested to bypass the issues of “supervised, unsupervised learning” [91]. The
objective of this approach is to make efficient use of all data “labeled and un-labeled”. As opposed
to the exclusive use of labeled data in supervised learning, data that share the same characteristics
are grouped using an unsupervised learning approach, which subsequently helps to label the
unlabeled ones and finally gains a labeled dataset. This is because obtaining labeled observations

is comparatively more expensive than obtaining unlabeled ones [92].

3.4.4. Reinforcement Learning

Through a feedback-based approach, reinforcement learning enables an artificial intelligence (AI)
“agent” to automatically investigate its environment by striking and trailing, acting, picking up
lessons from past mistakes, and enhancing its performance. Maximizing rewards is the aim of a
reinforcement learning agent, as they are rewarded for good actions and punished for negative
ones. Unlike supervised learning, which uses labeled data, the reinforcement approach depends on
the agent learning experiences [93]. Information theory [94], game theory [95], [96], operation
research [97], and multi-agent systems [98] are examples of fields that use this type of ML. The
“Markov Decision Process” (MDP) is employed to formalize an issue involving reinforcement
learning. The agent in MDP engages with the surroundings and takes actions continuously; the
surroundings react to every action and create a new state. There are two basic categories for
reinforcement learning: Positive Reinforcement Learning, which focuses on adding elements to
make the preferred pattern of behavior more likely to happen. The processes of positive and
negative reinforcement learning are opposed. It increases the possibility that a preferred activity

will happen again by avoiding the undesirable event [99].
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3.5. Multi-factor Authentication Related Studies

Using a combination of the user's global positioning system (GPS), one-time password (OTP), and
personal identification number (PIN), the study [100] suggested an MFA architecture to protect
transactions via the Internet. By a predefined separation distance between the current transactional
device and the user's smartphone, their framework seeks to accept or reject the transaction based
on that distance. The transaction is accepted if the distance is less than or equal to the predefined

distance. The transaction is rejected in any other case.

In [101], they put out another architecture for secure wireless payment systems; it makes use of an
MFA mechanism depending on “short message service SMS”, “transaction identification code
TIC”, and username-password combinations. TICs are distinct transaction identification numbers
that clients of banks or other financial institutions get. This code offers more secure transaction
authentication than OTP. TIC codes are stored as secret codes on mobile phones and are only used
once before being encrypted and decrypted. With mobile phones, the user may initiate safe online
transactions quickly by selecting a TIC from a stored list, eliminating the need to memorize and

input a complex TIC code for each payment.

The study of [102] paired multi-layer authentication methods with MFA authentication based on
risk assessment principles to offer layered MFA architecture. Five levels make up the established
model, and every level has one or more aspects of authentication, such as possession, knowledge,
or biometric-based criteria. To satisfy layering requirements, the model was enhanced by adding

control information components in the last two levels.

To protect the MPESA mobile money application, the study [103] suggested an MFA architecture

based on PIN, employing device-specific abbreviation for identification (ID), and voice
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recognition. When a user requests access to an application to complete a transaction, the system

utilizes the credentials they have stored in a database to authenticate their identity.

To provide an MFA schema, a password, OTP, and fingerprint were utilized in the research of
[104], [105] to protect electronic payment systems. After entering the system using the password,
the user is prompted to provide a fingerprint for verification when they reach the transfer page.
The system sends an OTP after the transaction details are complete to ensure a successful

completion of the operation.

An MFA framework that included biometric verification, OTP, and username-password
authentication was utilized in [106], [107] to protect mobile banking apps. The user first logs in
using his pre-registered credentials. Next, an OTP is given to his phone, and finally, fingerprint

verification completes the transaction.

Another research with a similar design was put out by [ 108], who used a facial recognition schema,
an OTP, and a PIN. First, the bank obtains personal data from the individual, including their phone
number, PIN, and facial photo. Second, the user needs to provide his face photo and PIN to log in.
Following authentication of the PIN and face photo, the user is shown a menu to choose a service,
such as making a deposit, paying bills, or checking their balance. To complete the procedure, the

system creates an OTP and transmits it to the user's mobile device for validation.

Adding additional levels of authentication is done by [109]. Four factors were deployed to secure
the grid environment which are password, user ID, biometrics, and the user's current location
which can be obtained through the GPS. The addition of the fourth component (user location)
improves the security standards necessary for large distributed systems such as Banking Grid

settings.



36

All mentioned studies in this section implemented an MFA approach without addressing the
importance of whether the system is user-friendly or not, which affects the usability and attitude
toward using such a system. The user's negative feelings towards MFA were mentioned and proved
by many studies in the literature [110], [111], [112], [113]. Because of that, this study aims to

implement a user-friendly MFA system.

3.6. Machine Learning Related Studies

The ML model used in this study is related to the classification of in-progress purchase transactions

to avoid financial fraud. So, this section will discuss credit card fraud detection using ML.

Classifying credit card activities is usually a binary problem [114]. In this case, a credit card
transaction can be classified as either legitimate (positive class) or fraudulent (negative class). The
main characteristic that sets credit card transaction data apart is an uncommon occurrence. Often,
the features of fraudulent and authorized transactions are similar. Fraudsters are always coming up
with new ways to mimic the behavior of real credit card holders. As a result, the characteristics of
honest and dishonest behavior are always evolving. This intrinsic characteristic causes a
distribution that has a large bias towards the negative class (legal transactions) since fewer truly
fraudulent incidents are discovered in credit card transaction data. For instance, the dataset that
was analyzed by [115], [116], and [117] includes fraud cases in all transactions that account for

20%, 0.025%, and 0.172%, respectively.

There are several ways to sample the highly unbalanced data. The experimental results shown in
[118] demonstrate that an algorithm with the greatest TP rate and the smallest FP rate is created by

consciously splitting learning data in a fifty percent to fifty percent ratio between fraud and



37

legitimate data, using a random sample methodology similar to that used in [115]. Stratified
sampling is used in the study of [117] to under-sample non-fraud transactions to obtain the best
ratio to gain the best performance. An experiment was conducted by examining 50:50, 10:90, and
1:99 fraud variations in real cases. As a result, the 10:90 distribution performs better when it comes

to performance comparisons with the 1:99 distribution.

To maintain important patterns in the data, stratified sampling was utilized in [119]. During this
research, stratified sampling is combined with under- and oversampling of the positive cases.
Classifying credit card data as legitimate or fraudulent is a common data mining classification

problem that forms the basis of fraud detection [120], [121].

In the actual world, credit card fraud is typically detected in two different methods. First, the costly
and unreliable manual fraud detection method of employing data mining. Second, is the application
of rule-based or expert systems, which are employed to retain and alter fraud awareness to
meaningfully understand the data and prevent fraud incidents. These expert systems can be divided
into three groups.: supervised, unsupervised, and semi-supervised. In unsupervised fraud
detection, transactions from outliers are recognized as possible cases of fraudulent activity. In
contrast, supervised fraud detection techniques use data of legal and illegal transactions to classify
new data as illegal or legal [116]. A semi-supervised technique, however, combines both

supervised and unsupervised approaches.

Many algorithms were examined to resolve the current problem. For instance, quick research by
[122] claims that their classifier can identify transactions that are fraudulent or not with an

accuracy of 90% and 98.6%, respectively.
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In the study by [123], two distinct types of random forest algorithms with different foundational
classifiers are used to train the behavioral characteristics of legal and illegal payments. The best
algorithm achieves 96.77% accuracy, precision, recall, and F1 score of 89.46%, 95.27%, and

96.1%, respectively.

The authors examine several methods for fraud detection in the study [124]. The findings reveal
that the precision, recall, F1 score, and accuracy of the random forest classifier for class 1 were all

99.7%, meaning that 31%, 89%, and 46% of the transactions were fraudulent.

A different study [125] looks into several classification techniques for severely unbalanced
datasets, including ‘“naive Bayes, logistic regression, random forest, and decision trees”.
According to their results, the RF classifier performs the best, with 96.77% accuracy, 100%

precision, 91.11% recall, and 95.43% F1 score.

A study was conducted by [126] who examines many supervised ML algorithms. The researchers
assess their algorithm's performance using average precision and “area under the curve AUC”.
According to findings, the best algorithms gain an average precision of 84.83% and an AUC of

91.48%.

The effectiveness of “decision trees, random forests, logistic regression, k-nearest neighbor,
support vector machines, and random forests” is examined in another comparative study [127].
With an accuracy of 88%, the random forest algorithm was the most effective one after the five

were put into practice.

The unbalanced dataset, in which most of the payment data are legal, is the primary issue of credit
card fraud detection. Because of this problem, supervised learning systems can predict payments

that are not fraudulent.
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All mentioned studies in this section even the implemented algorithm results were not good nor
they don’t evaluate their results using different metrics. Because of that, this study builds an ML
model for financial fraud detection that deals with the fact of an unbalanced dataset. This study
examined different ML algorithms and the better performer was chosen. To improve the model’s
performance, many indicators such as accuracy, precision, recall, F1-score, and ROC curve were

employed to assess each algorithm’s performance.

3.7. The Combination of MFA and ML in the Literature

One type of MFA that adjusts to the risk profile of the users is called risk-based authentication. To
determine the user's degree of risk, the study [128] determines the authentication techniques that
may affect user confidentiality by designing a risk engine that integrates with the system. This
engine looks at the user's historical login logs and deploys machine-learning techniques to create

an appropriate pattern and risk level for authentication factors for every user.

The study of [129] also utilizes risk-based authentication and MFA to establish safe and easy
authentication methods. They developed two separate libraries, one for backend servers and one
for Android applications. The server-side library of the study included an ML risk engine. The
choice of authentication elements was informed by the risk levels that this ML engine determined
using user-specific information including Internet Protocol (IP) addresses, device types, and access

times.

The study by [130], for instance, suggested a 2FA system where the user first logs in with his

username and password before employing neural networks to recognize faces.
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In [131], they use two ML classifiers to examine user actions as an authentication framework.
Following user login, they apply K-nearest Neighbor and random forest to evaluate player actions
when playing a particular game with two fingers. They then use the information that they collect

to verify the user's authenticity as a continuing authentication schema.

For the attendance system, another 2FA strategy that utilizes Radio Frequency Identification
(RFID), 10T, and ML was carried out by [132]. An RFID tag, an RFID reader, a microcontroller,
and a “global system for Mobile communication (GSM)” module was used in the first stage of
authentication. A camera equipped with the “Multi-task Cascaded Convolutional Network
(MTCNN)” model (using ML) was used for the second authentication. If both are acceptable,
attendance will be awarded to the students. Parents will be informed about their child's attendance

if it does not work.

3.8. Research Gap

The research gap is the shortage of knowledge on the potential of merging ML techniques with
MFA to raise the safety of Internet financial transactions. The utilization of MFA schema without
addressing the fact of users' negative feelings toward MFA systems is not the best way to secure
financial transactions. To enhance security, ML techniques have been extensively employed in

isolation, but integrating their applications with MFA has not received much attention.

Some studies talk about this possible combination, for example in [128], [129], ML was used for
ranking the authentication factors denoting which one may be vulnerable. In [131], ML was used

for continuous checking for user authenticity by evaluating user actions when using the system, so
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the detection of fraud access will be after the user logs in to the system and this is not sufficient

way too. In [130], [132] They used ML to enhance the face recognition quality of the users.

Because of the promised power of ML techniques in financial fraud detection and prevention [133],
[134], [135], [136], this research uses an ML model as an embedded layer of security in the MFA
framework to classify the current process into fraud or legitimate and asking for additional
authentication factors in the scene of fraud. In this way, legitimate users will interact with a 2FA
system without being annoyed by many factors to complete a purchase. Therefore, this research
will bridge the gap in the literature by offering a framework that combines MFA with ML to gain

the highest possible security along with a user-friendly system.

3.9. Summary

This chapter surveyed the different authentication factors types and approaches, offered an
overview of the different ML approaches, and discussed the differences between them. Moreover,

to address the research gap, ML, and MFA related studies were discussed.

The chapter's primary role was to identify and draw attention to significant research gaps in the
body of current literature. By highlighting the shortcomings of the previous work in the field of
financial transaction security, the author was inspired to present a novel framework that not only
raises the security level but also provides a user-friendly system. This will guide future research
endeavors in this dynamic field and a link between the theoretical and practical components of the

possible combination of ML and MFA.
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As the dissertation progresses, the proposed framework, approaches, and solutions meant to
strengthen digital security while also improving user experience will be discussed in the next

chapter.
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Chapter 4

The Proposed Framework

4. The proposed Framework

4.1. Introduction

The previous chapter illustrated the authentication factors types and techniques, explored the ML
algorithms categories, and stated the research gap by discussing the related studies in the literature.

This chapter aims to: -

[lustrates the general system architecture.

e Shows the study approach that was employed.

e Discuss the dataset, data preprocessing, and the justification for ML classifier choice.
e Presents the authentication factors that are utilized to build the MFA model.

o [llustrates the proposed MFA framework working principle.

4.2. System Architecture

This study suggests a framework for safe online transactions. This framework can be used with
any e-commerce platform, such as a website where customers can make purchases using laptops
or an application where customers can use tablets or mobile devices. Figure 4.1 displays the

components of the system. These elements consist of:
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e An e-commerce platform (website or application).
e Authentication factors for the user's identity verification.

e ML model to classify purchase processes.

N,

Authentication
Factrors

Secure & -
user-friendly 8 Vodel
system

E-commerce
platform

Figure 4.1. System Architecture

Figure 4.1 shows the components of our proposed framework, to gain a secure and user-friendly
system. An E-commerce application or website must exist, choose the suitable authentication
factors, train the ML model, and finally combine ML as an embedded part of the MFA system.

Further illustration of the system workflow will be provided in the next sections.
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4.3. Research Methodology

The study's methodology depends on integrating ML with MFA to build a system that is both

highly secure and easy to use. Refer to Figure 4.2 for an overview of the research methodology.

Integrating

ML Model MFA Model ML & MFA

Dataset acquisition

Mobile application
design to illustrate
the workflow for the
system

Choose the suitable
factors to
authenticate users

Data preprocessing

Test multiple

classifiers Regular review and

Implement the MFA maintainance for the

model in a user-

Adopt the best friendly way
classifier to the model

system based on user
behaviour

Figure 4.2. Methodology

The methodology is divided into three primary categories, as Figure 4.2 illustrates:

1. To begin with, the ML portion involves downloading an open-source credit card fraud dataset,
cleaning the dataset, testing various classifiers, and finally adopting the best performer into the

ML model.
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2. In the MFA section, the appropriate elements for user authentication were selected and the model
architecture was established to produce an MFA implementation that is easy for users to comply

with.

3. application screens for e-commerce applications were designed to make it easy to understand

the proposed framework.

4.4. Machine Learning Phase

This section will illustrate the journey to build the ML model. Figure 4.3 shows the steps in general
terms. The dataset, data preprocessing, and a justification for the used ML algorithms will be

discussed in different sections.

Check and
delete duplicate Split datainto Improve the
rows training and testing accuracy

Dataset
acquisition

_——— e ——

________ ML Model is
ready to adapt

Perform SMOTE Test four Choose the best
oversampling Supervised ML one to use inthe
technique classifiers model

4

Figure 4.3. Roadmap for Machine Learning Model
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The roadmap as seen in Figure 4.3 starts with the dataset acquisition, after performing the dataset

cleaning, different classifiers were tested and the best one was chosen to build the model.

4.4.1. Dataset

The Kaggle website is where the dataset was located wusing the URL
[https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud]. It includes September 2013 credit
card purchases made by cardholders across Europe. The 31 characteristics in the dataset are “V1—
V28, Time, Amount, and Class”. The features from “V1- V28 are numeric values and have been
treated with principal component analysis (PCA). The dataset owner clarified in the data card that
they cannot provide any further explanation or metadata about these variables (V1-V28) because

of the user’s confidentiality issues.

Principal component analysis, or PCA, is an established approach to analyzing big datasets with
many dimensions or characteristics per observation, improving data interpretability while retaining
as much information as possible, and facilitating multidimensional data visualization. Technically
speaking, PCA is a statistical method for reducing the dimensions of a dataset. To achieve this, the
data are converted linearly into new arrangement systems where most of the data variation is
explained by dimensions that are less than the original ones [137]. See Table 4.1 which shows a

screenshot of the dataset.

Table 4.1 Dataset sample

Time V1 V2 V3 v V5 A%3) v7

0.0 -1.359807 -0.072781 2.536347 1.378155 -0.338321 0.462388 0.239599
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0.0 1.191857 0.266151 0.16648 0.448154 0.060018 -0.082361  -0.078803
1.00 -1.358354  -1.340163 1.773209 0.37978 -0.503198 1.800499 0.791461
1.00 -0.966272  -0.185226 1.792993 -0.863291  -0.010309 1.247203 0.237609
2.00 -1.158233 0.877737 1.548718 0.403034 0.407193 0.095921 0.592941
v8 V9 e V26 v27 v28 Amount Class
0.098698 0.363787 . -0.189115 0.133558 -0.021053 149.62 0
0.085102 -0.255425 e 0.125895 -0.008983 0.014724 2.69 0
0.247676 -1.514654 e -0.139097 -0.055353  -0.059752 378.66 1
0.377436 -1.387024 e -0.221929 0.062723 0.061458 123.5 0
-0.270533 0.817739 e 0.502292 0.219422 0.215153 69.99 0

Table 4.1 displays a sampling of the dataset. The features that have not been modified by PCA are
the amount and time features, as seen in the table. The seconds that elapsed between transactions
are represented by the “Time” feature. The feature “Amount” is a representation of the transaction

amount. The feature "Class," is set to 1 in fraud situations and 0 in legal transactions.

4.4.2. Data Preprocessing

There are 285,299 transactions in the dataset. With 492 frauds out of 284,807 transactions, or
0.172% of all transactions in the positive class, the sample is extremely skewed. Since the
imbalanced dataset may cause no preferred actions, it is inappropriate to analyze it directly in the
model. The classifier will be skewed only to identify the negative (legitimate) class, while positive

samples (the fraudulent class) are very likely to be false [138].
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A preprocessing method called the “Synthetic Minority Over-sampling technique (SMOTE)”, is
used to rectify a class imbalance in a dataset. In the real world, when training a model on a dataset
that contains few samples of a certain class (e.g., manufacturing failures, fraudulent transactions,
diagnosis of rare diseases), it leads to insignificant performance [139]. It is not always practical to
collect more data because of this problem. The majority class should be under-sampled as one
method of resolving this problem. But in the process, we will lose a lot of data that would have
helped us train the model [140]. Another solution is to oversample the minority class. Stated
differently, we replicate observations of the minority class. The criticism of the oversampling
method is the overfitting problem since the model keeps learning from the same examples [141].

SMOTE is useful in this situation.

The SMOTE algorithm can be summarized as follows at a high level [142]: -

e Determine how a sample differs from its closest neighbor.

e Take an arbitrary value between 0 and 1 and multiply the difference by it.

e Include this variation in the sample to generate a new simulated example in the space of
features.

e Proceed to the next closest neighbor until the user-specified number is reached.

“SMOTE” is the method most commonly used in the literature [143], [144], [145], [146], [147],
[148], [149], [150]. Before performing the oversampling technique, a total of 1081 duplicate rows
were found and deleted from the dataset. After cleaning the dataset, the SMOTE oversampling
technique was implemented to get a balanced dataset. Figure 4.4 displays the dataset's distribution
before and after oversampling. A further illustration of SMOTE and PCA techniques is provided

in the Appendix part.
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Distribution of fraud Before Oversampling Distribution of fraud After Oversampling
0

Figure 4.4. Dataset Distribution (not-fraud is ‘0°, fraud is 1°)

Figure 4.4 makes it obvious that 283253 transactions with a 50:50 distribution were counted for
each class following the SMOTE oversampling approach. Ultimately, the dataset was separated
into training and testing subsets (20% of transactions with a count of 113302 and 80% of
transactions with a count of 453204). Finally, the dataset becomes ready for testing various

supervised ML classifiers.

4.4.3. The Choice of Machine Learning Classifiers

A range of “ML” techniques are essential for locating fraudulent payments in the field of credit

card fraud detection. The frequently employed techniques are: -

1. Random Forest (RF)

RF is an ensemble learning technique that blends several decision trees. A random subset of the

features and data are chosen to create each tree. A new transaction is input, it is routed through
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each tree, and the individual trees' majority vote determines the outcome. RF is resistant to

overfitting and efficient in identifying intricate patterns in transaction data [133].

2. Decision Trees (DT)

Decision trees sequentially create a tree-like structure of decisions by creating subgroups of the
dataset depending on attributes. The algorithm chooses the feature at each node that best divides
the instances into separated classes. The transaction is classified as legal or fraudulent based on

how it moves through the tree [143].

3. Logistics Regression (LR)

A statistical approach called logistic regression calculates the probability that a payment is
fraudulent. A logistic function, shaped like an S, is employed to associate input features with a
probability score. The transaction is categorized as fraudulent if the probability score is higher than

a certain point; otherwise, it is categorized as legal [144].

4. Naive Bayes (NB)

Based on the Bayes theorem, It is assumed that characteristics, given the class, are conditionally
independent. It determines how likely it is that a transaction's characteristics will appear in both
authentic and fraudulent transactions. The transaction is assigned to the class with the highest

chance [145].

5. Support Vector Machines (SVM)

This algorithm aims to locate the hyperplane that divides transactions into the most distinct classes.
To optimize the margin between the classes, the hyperplane is selected. After that, transactions are

categorized according to which side of the hyperplane they are on [146].



52

6. Neural Networks (Deep Learning)

Layers of networked nodes, or neurons, process transaction data in neural networks. Through the
process of learning hierarchical representations from the data, deep learning models; such as CNNs

and deep neural networks can identify intricate patterns[147].

7. K-Nearest Neighbors (KNN)

By calculating the degree of similarity between a transaction and its k nearest neighbors in feature
space this algorithm categorizes transactions. The transaction is categorized based on the vast

majority class [148].

8. XGBoost and Gradient Boosting Machines (GBM)

These ensemble techniques enhance classification accuracy by combining several decision trees.
They create trees iteratively, concentrating on fixing mistakes from the earlier trees to produce a

very accurate model [149].

9. K-Means Clustering

K-Means uses feature similarity to divide transactions into clusters. Transactions that do not belong

to any cluster or that are part of a small, separate cluster can be used to identify outliers [150].

10. Isolation Forest

Isolation Forest effectively isolates anomalies by using random partitioning. Because anomalies
require fewer divisions to be isolated from the bulk of transactions, they can be isolated in fewer

steps [151].

The mentioned algorithms, each with distinct operating principles, provide a variety of methods

for spotting and stopping credit card fraud by examining transaction data and looking for odd
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trends or anomalies. Several criteria, including the size and complexity of the dataset and the trade-
off between computing efficiency and model truthfulness, influence the choice of algorithm [152].
To determine the best strategy for a particular credit card fraud detection issue, researchers

frequently test out various algorithms and ensemble approaches [153], [154], [155], [156].

Tackling the problem of fraud detection, which often involves binary classification (0 for
transactions that are not fraudulent and 1 for fraudulent transactions) four supervised “ML”
methods were selected which are: Naive Bayes (NB), Logistic Regression (LR), Decision Trees

(DT), and Random Forest (RF).

Interestingly, Random Forest (RF) was chosen due to its ensemble-based approach, which is a
favored technique for detecting fraud because of its capability to manage complex, high-
dimensional data without overfitting [133]. Because of their interpretability, Decision Trees (DT)
help understand the mental processes that result in fraudulent behavior [143]. Because logistic
regression (LR) provides modeling simplicity and efficiency and completely aligns with binary
classification jobs, its incorporation was made possible [144]. Naive Bayes (NB) has proven
effective in managing categorical data, which is commonly encountered in fraud detection

scenarios, despite its simplicity [145].

This study investigates many classifiers to determine which model works best for fraud detection.
To successfully identify legitimate fraudulent transactions, MFA systems in the real world must
strike a balance between security and usability, which is why finding the classifier with the best
accuracy was the goal. These classifiers are also possibly more straightforward and practical to

integrate with an MFA system.
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4.5. Multi-Factor Authentication Phase

In many systems, authentication factors are essential for confirming users' identities. Each
component has advantages and disadvantages that may affect which use cases they are appropriate
for. An outline of the benefits and drawbacks of popular authentication factors is provided below

[157], [158], [159].

4.5.1. Knowledge-Based Authentication (Something You Know)

Advantages:

e Relatively Simple to Reset: When a password is lost, it can be reset or altered.
e Low Cost: Implementing it usually does not cost much

e Widespread: The majority of users are accustomed to and frequently utilize knowledge-
based authentication.

Drawbacks:

e Phishing: Phishing attacks can fool users into disclosing their passwords
e Password Guessing Vulnerability: Brute-force attacks and password guessing can target

weak or widely used passwords.

e Reusing Passwords: People are used to using identical passwords across various accounts,

this will make it simpler to be hacked [160], [161], [162].

4.5.2. Possession-Based Authentication (Something You Have)

Advantages:
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Phishing-resistant: Possession-based factors are more resilient to phishing attempts than
knowledge-based factors.

Enhanced Security: An extra layer of resistance is offered by possession-based
considerations, such as a tangible token or a mobile device.
Two-Factor Authentication (2FA): To improve safety, it is frequently used in conjunction

with two-factor authentication.

Drawbacks:

Loss Risk: Physical tokens are susceptible to theft or loss, which could jeopardize security.

Additional Cost: Putting real tokens into use and distributing them can be expensive.

Inconvenience: Carrying and using actual tokens may be inconvenient for users [163],

[164].

4.5.3. Biometric Authentication (Something You Are)

Advantages:

Sharing: It is challenging to copy or distribute biometric data.
Convenience: There is no need for users to carry physical tokens or memorize passwords.
High Security: Because biometrics are personal to each person, they provide a high level

of security.

Drawbacks:

Complexity and Cost: Putting biometric authentication systems into place can be costly,

and they could need specific technology.
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e Privacy Issues: Privacy concerns arise from the use and storage of biometric data.
e False Positives and Negatives: Biometric systems can result in false positives, which
authenticate the incorrect individual, or false negatives, which prevent the authorized user

from accessing the system [165], [166].

4.5.4. Behavior-Based Authentication (Something You Do)

Advantages:

e Hard to duplicate: It is challenging to duplicate user activity, such as typing patterns.
e Ongoing Authentication: Behavior-based authentication can watch users continuously and

adjust to their actions.

Drawbacks:

e Privacy Issues: Privacy concerns may arise from the ongoing observation of user activity.
e False Positives: If a user's behavior drastically changes, behavior-based systems may

generate false positives [167].

The particular security needs and system usability elements must be considered when selecting
authentication factors and how to combine them. In the real world, a lot of systems employ MFA

to minimize the drawbacks of each element while utilizing its advantages.

During the MFA stage of this study, the selection of authentication factors to strengthen the safety
of Internet financial payments was carefully considered. Username-password, fingerprint, one-

time password (OTP), and face recognition were used to create a robust security architecture.
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These standards were selected due to their unique benefits and ability to provide a multi-tiered
security solution. Username-password combinations are mostly used in online accounts and
provide a basic level of security. A further degree of dynamic security is additionally provided by
using OTPs, which guarantee that a time-sensitive code is needed to access the system [168]. By
verifying the user's identity using particular facial features, face recognition, the third
authentication element, uses biometric technology to increase security and reinforce the system's

resistance to unauthorized access [169].

This new approach not only increases system security but also facilitates a more user-friendly MFA
implementation. By making use of modern biometric authentication technology, the study attempts

to find an acceptable balance between enhanced security and user comfort.

4.6. Combining Multi-Factor Authentication with Machine Learning

After building the ML model and determining the authentication factors to use in the final MFA
model, both models will be combined in the final MFA framework. This section will discuss the
workflow of the proposed MFA framework and the application screens that have been designed to

make the idea easy to understand.

4.6.1. The Proposed Framework

This section shall talk about the system's operation. To authenticate users, the suggested system
uses four factors: username and password, one-time password, ML classification, and face

recognition. Refer to Figure 4.5 which shows the functionality of the proposed system.
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User name & Brows E-commerce
password login application

Go to my cart page OTP verification

ML Insert Credit card
Classifier information

Complete the process
successfuly

Face
recognision

Cancel the process
( Fraud detection)

Figure 4.5. Workflow of the Proposed System

As seen in Figure 4.5, the user will first login to the application using the username and password.
After exploring the various products and selecting what to buy, the user will proceed to the cart
page to complete the transaction. The user must then complete the OTP verification before being
forwarded to the credit card information page. Currently, the ML model will assess and categorize
this payment as either legal or illegitimate. To successfully finish the purchasing process, the user
would be prompted for facial recognition identification if the classification has been determined

to be fraudulent; if not, the procedure would be terminated.
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In this way, the user will interact with two factors to verify the identity as a first layer of security
to complete his transaction. The ML model will work as an embedded layer of security without
bothering the user and evaluate the current transaction, asking the user for face recognition if the
classification is fraud and asking for no more authentication factors if the classification is
legitimate. In the end, by utilizing “ML” capabilities and integrating them with the “MFA”, the

proposed model will offer both a high level of security and a user-friendly system.

4.6.2. Application Screens Design

Screens for Android e-commerce applications were created to make the concept simple to
understand. The application interfaces' layout made it possible to properly deploy the ML and MFA
solutions. To ensure user-friendliness and ease of use, a user-centered approach was adopted during
the design phase. Creating a user interface that is both visually beautiful and flexible, with a logical

and clear screen flow during the purchasing process, is part of the design approach.

An HP laptop with an “Intel(R) Core (TM) 15-10210U CPU @ 1.60GHz 2.11GHz” served as the
development environment for this investigation. The processing power needed for the phases of
application design and development was supplied by this hardware setup. The "Adalo" website

was the key piece of software used to customize the application displays.

Adalo is an empowering no-code platform that lets people and companies create web and mobile
applications without requiring a deep understanding of coding. Adalo makes it simple for users to
visually build and customize app components with its drag-and-drop functionality and user-
friendly interface, similar to putting together a puzzle. The main features of Adalo are [170], [171],

[172]:
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e No-Code Creation

Coding complexity is less important while using Adalo. Without having to learn a lot of
programming, users browse a visual environment, choosing and organizing elements. This method
democratizes the process of creating apps, enabling a large number of users to realize their ideas

[178].

e Design Tools

Atoolbox for creating app screens and user interfaces is provided by the platform. Users can design
and personalize every element, including buttons, input fields, and navigation parts, to create a

unique and visually appealing user experience [178].

e API Integrations

Through API integrations, Adalo provides access to external features and services. This increases
the app's potential by making it possible to seamlessly integrate identity confirmation services,
MFA systems, or even ML capabilities, which improves the app's security and user experience

[179].

e Data handling

Its ability to import and export data makes working with outside sources easier. To ensure an
efficient and effective system, this feature is essential for integrating ML models, MFA data, and

other crucial components into the app [179].

e Cooperation and compatibility

The platform promotes cooperation, enabling smooth connections with various services, design

tools, and platforms. By allowing users to work together with outside tools or integrate other
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services, this collaborative capability improves the design process and improves the functionality

and appearance of the app [180].

Adalo's methodology is centered on facilitating the method of developing applications by offering
a link between the accessibility of user-friendly design tools and the complex nature of coding
procedures. Without requiring a deep understanding of coding, a broad range of users may
construct visually beautiful, technically sound, and useful apps thanks to its feature-rich set and

collaborative possibilities [180].

A clear visual depiction of the safety measures needed to successfully conduct a purchase through
the application can be found in Figure 4.6, Figure 4.7, and Figure 4.8. This graphic aid makes it

easier to comprehend the security procedures that are part of the procurement process.
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A

Welcome!

Alsharif Electronics is a simple application
created for study purposes

+ siGN up

Playstation 5 Consol
650%

+ ADD TO MY CART

FORGOT PASSWORD?

| phone 14 Pro Max 256 GB
150%

+ ADD TO MY CART

Figure 4.6. Application Screens (A-D)
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OTP Verification

shopping Cart
Please Enter the verification code

RESEND BY SMS
Subtotal (1 item): 1150%
Shipping cost: 10$ RESEND BY email >
Total: 1160%

Shipping address
aABc

5

phone number 8

0

Credit Card Information Finish Page

Your purchasing process was completed
Payment Method successfully.

YA c Thank you for beeing one of our commity.

Expiration Date

Card Number ° .
Payment Successful! : ‘
.

a1

-+ PRODUCTS PAGE
+ siGN ouT

Figure 4.7. Application Screens (E-H)
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8:47

= Face Recognition Page Face Recognition Page

Please wait untill we verify your Identity..
Please wait untill we verify your Identity..

Welcome Alsharif Hasan
Your Identity was verified successfully

We were unable to verify your Identity
Purchasing proccess cancelled!! Goodbye

Figure 4.8. Application Screens (I-J)

Figure 4.6, (A) shows the application welcome page, the user must select between going to the
sign-up or login screen. The user will create an account by entering some details in the sign-up

screen Figure 4.6, (B), including their address, mobile number, password, and email address.

Upon creating an account, the user has two options for logging in Figure 4.6, (C): either use their
email address (user name) and password to access the application, or use their fingerprint to access
it. This is the first authentication factor. The products available in the e-commerce application are

displayed in Figure 4.6, (D) where users can look over and add any item to their cart.
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Once browsing is complete, the user will go to the My Cart page Figure 4.7, (E) to edit the products
he has selected and the total amount of the transaction. To get in touch with the delivery firm, the
user needs to input the shipping address and mobile number. One Time Password (OTP) will be
delivered to the user's mobile device after completing this step and selecting Proceed to Check
Out. The user must input the sent number into the screen shown in Figure 4.7, (F) (second
authentication factor). After successful OTP verification, the user will be taken to the credit card

details page Figure 4.7, (G).

While the user fills in the credit card information, the ML model will evaluate the purchasing
process. Based on the training and model covered in Chapter 3, the ML model will determine
whether the purchase process is legitimate or fraudulent. If it is determined to be legitimate the

purchase process will be finished successfully as shown in Figure 4.7, (H).

If the ML model classifies the current process as fraud, the user will be prompted to provide their
face recognition, which is the third authentication factor. If face recognition is successful Figure
4.8, (I), the purchase process will be finished successfully Figure 4.8, (H), if the user fails in face
recognition Error! Reference source not found.,(J) the transaction is considered fraudulent and

the purchasing process is canceled.

4.7. Explainable ML Techniques for Fraud Detection Feedback

The term "explainable ML" is defined as the ability of ML models to offer easy-to-
comprehend justifications for their interpretations or predictions. Explainable ML algorithms
provide many advantages to financial organizations, clients, and regulatory agencies when it

comes to detecting fraud in online financial transactions.
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Explainable ML is an effective technique for informing parties involved in online financial

transactions about fraud. This approach provides stakeholders with more clarity, accountability,

and transparency, allowing them to make better decisions and successfully stop fraudulent activity.

Consider a bank that employs ML techniques to identify fraudulent transactions within its online

banking platform. The organization wants to provide information about how the ML model makes

decisions and which features are most important in spotting fraudulent behavior with its fraud

detection team and other relevant stakeholders. Some of the explainable ML techniques are: -

4.7.1.

4.7.2.

Feature Importance Analysis

The ML model can shed light on the characteristics or factors that matter most in
detecting fraud. As important indicators of possible fraud, the model might note unusual
transaction amounts, transaction frequency, geographic regions, or times of day.

Based on these crucial characteristics, the fraud detection team can utilize this data to
prioritize their investigations and concentrate on transactions that have the highest chance
of being fraudulent.

Local Interpretable Model-Agnostic Explanations (LIME)

The LIME approach offers local interpretations for each prediction the ML model makes.
For example, LIME can produce an explanation indicating which indicators were most
important in predicting a given transaction that the model flagged as possibly fraudulent.

Stakeholders can confirm the predictions made by the model and take suitable action, like
accepting or rejecting the transaction, by looking over these clarifications to understand the

reasoning behind the model's choice for each transaction.
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Shapley Guidelines

Shapely values consider all potential feature combinations to assign each feature's
contribution to the model's output. Shapley values, for instance, can be used to measure
how various features (like transaction amount, account balance, or transaction history)
affect the model's conclusion when a transaction is reported as fraudulent.

Stakeholders can increase the accuracy of the ML model over time by refining their fraud
detection techniques and gaining a thorough grasp of how different aspects influence the

chance of fraud by using Shapley values.

Visualization tools

User-friendly displays of the ML model's decision-making process can be achieved
through interactive visualization tools. Stakeholders, for example, can easily see patterns
and anomalies by examining a dashboard that displays the feature ratio between
fraudulent and non-fraudulent transactions.

With the use of these visualization instruments, stakeholders may make responsible choices
about risk management and fraud prevention tactics by gaining practical insights from the

ML model's predictions.

Through the use of explainable ML techniques like feature importance analysis, LIME, Shapley

values, and visualization tools, the financial institution can provide stakeholders with

comprehensive feedback regarding fraud detection judgments. As a result, stakeholders can

confirm the correctness of the model, understand the reasons driving its predictions, and take

proactive steps to successfully avoid and minimize fraudulent activity.
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4.8. Summary

This chapter aimed to dig deeply into the creative solution to enhance the security of online
financial transactions. The system architecture, which gave a summary of the components
supporting the framework was revealed at the beginning of the chapter. The study process was
examined in detail, and the methodical strategy used to look into and create the framework was
clarified. After that, the chapter broke down the ML stage, covering important elements including
dataset selection, data preprocessing, and the reasoning behind the machine learning classifier

selection.

Subsequently, the phase of MFA was implemented, showing the comprehensive strategy for user
verification. The study came to a critical point when investigating the intersection of MFA and
ML. The chapter broke down the proposed system's workflow, outlining the steps involved in user

interactions and security checks.

It also looked at the application design, which serves as the foundation for an intuitive user
interface and guarantees that the framework blends in smoothly with the user's experience. The
mobile application design demonstrated the usefulness of combining MFA processes with ML. It
was carefully built through the combination of hardware (HP laptop) and the adaptable "Adalo"
software. The application panels showed an easy-to-use interface that led users through a safe
transaction procedure, from choosing a product and creating an account to implementing multi-

layered authentication during transactions, which included facial recognition and OTP verification.
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Additionally, this chapter discussed the importance of using explainable ML techniques which
helps humans to understand the ML decisions and try to adapt the model’s inputs to enhance

results.

Finally, this chapter formed the foundation of the research and stated the groundwork for the in-

depth examination. Findings will come in the next chapter.
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Chapter 5

Results and Discussions

5. Results and Discussions

5.1. Introduction

The previous chapter showed the system components, methodology used to secure financial
transactions, discussed the ML model-building steps, determined the factors to authenticate users,
and finally illustrated how the MFA framework will communicate with the users in a friendly and

safe manner.
This chapter will show: -

e ML model results.
e Experimental environment.

e Metrics and measures used to improve the efficiency of the applied ML model.
5.2. Machine Learning Results

This study tested many classifiers on a well-selected dataset that was covered in the dataset section,
such as “Naive Bayes (NB), Logistic Regression (LR), Random Forest (RF), and Decision Trees
(DT)”. The findings show how well these classifiers perform in comparison when it comes to
detecting fraudulent transactions. Each model's efficacy was assessed using assessment measures

such as ROC-AUC, F1-score, accuracy, precision, and recall.
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5.2.1. Experiment

The same device that was used to design the application screens (HP laptop) was utilized to
maintain the results. The experiment's code was written in Python, and an Anaconda Jupyter

Notebook V3 was used to conduct it.

The experiment aimed to construct a trustworthy detection model with precise classification and
identification capabilities for fraudulent transactions. Data for testing and training were taken out
of the dataset. To overcome the imbalanced dataset issue and avoid bias when implementing
multiple classifiers, the SMOTE oversampling technique was employed. Finally, to find the
optimal settings, a grid search, and standard scaler were performed to achieve the best precision

feasible.

e Anaconda
Comparable to a scientist's toolbox, Anaconda comes with many pre-installed libraries, packages,
and tools that are essential to our ML. We can coordinate different libraries using Anaconda such
that they function as a unit. We can concentrate on the main findings of our research rather than
tinkering with software setups because of this capacity to manage dependencies and package
versions. Anaconda is a powerful tool that offers libraries for statistical analysis, ML, data
processing, and visualization. Our research environment is complete as it guarantees that we have
all the resources we require at our disposal. In addition, the “Conda package manager” provided
by Anaconda makes library installation simple and flexible, allowing us to keep up with the rapidly
changing field of data science. Our study can be replicated and our code is protected from the

unexpected effects of library updates [173].
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e Jupyter
In terms of data exploration and code creation, Jupyter is a vital component of our research
technique. We can experiment and iterate with ease thanks to Jupiter's collaborative and interactive
environment. Jupyter Notebook serves as a canvas that unites code, information, justifications, and
graphics. Our research workflow is improved by Jupiter’s interactive features, which allow us to

run code cells, view findings, and make quick changes to the code.

Another distinguishing feature of Jupyter is collaboration. Sharing Jupyter Notebooks allows users
to share their research with collaborators and coworkers, making it a shared resource. This
collaborative tool facilitates the exchange of ideas and best practices, peer review, and information
sharing. Because Jupyter is dynamic and interactive, it guarantees that this study is a collaborative

effort in which insights from all viewpoints enhance the final product [174].

e Python
The Python programming language is the foundation of our investigation. We made a deliberate
decision to use Python as the principal language for our ML model. Python is the perfect language
for our research needs because of'its reputation for elegance, readability, and versatility. The simple
syntax of the language makes documentation, readability, and code maintenance easier. Another
strength of Python is its adaptability. The language has a large ecosystem of ML and data science-
specific libraries and packages. Python gives us the tools we need to create our model easily, with
libraries like “NumPy” for mathematical procedures, “Pandas” for modification of data, “Scikit-

Learn” for ML, and “Matplotlib and Seaborn” for visualization.
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Additionally, our code can run on several operating systems because of Python's cross-platform
compatibility, which enhances the usability and scalability of our research. The language is a great
option for research and development because of its vibrant and sizable community, which offers a

multitude of resources and assistance [175].

To offer transparency and reproducibility, the ML model used in this study has its source code
available on “GitHub” for the general public to view. Readers and researchers who are interested
in looking into the specific implementation can access the source code repository at

https://github.com/Alsharif-hasan/Credit-Card-Fraud-Detectio-Model/tree/main.

e Essential Libraries Used in the Research

The collection of libraries that have been painstakingly incorporated to solve certain problems is

a crucial component of the study process.

1. Matplotlib and Seaborn: With the help of data visualization packages like Matplotlib and
Seaborn, researchers can visualize data and make intricate patterns easier to understand. Pie charts
that show the distribution of fraud incidents before and after oversampling can be created more
easily with Matplotlib. Seaborn enhances the visuals' readability and beauty by working in tandem
with Matplotlib. These libraries are really helpful in understandably providing the study results

[176].

2. SMOTE and Imblearn: Handling class imbalances in the dataset is a common ML difficulty.
The 'imblearn' library offers SMOTE as a solution. SMOTE is an essential method to enhance the
accuracy of our classifiers since it rebalances the data. Making certain that our model is trained on

a 50:50 dataset, this oversampling strategy helps to avoid biases [177].


https://github.com/Alsharif-hasan/Credit-Card-Fraud-Detectio-Model/tree/main
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3. Pandas: Pandas are an essential tool for data manipulation that helps with loading, cleaning,
and analyzing datasets. By efficiently managing duplicate rows, extracting essential features, and
getting the data ready for modeling, it supports data preparation. Pandas make data preparation

more efficient and less prone to errors by streamlining the process [177].

4. Scikit-Learn: It provides a large array of tools for reducing dimensionality, and selecting
models for clustering, regression, and classification. Scikit-Learn is essential to the
implementation of ML model code, including RF, NB, DT, and LR. It makes the ML model
creation, training, and evaluation simple with its intuitive interfaces, which makes it an essential

component of our research [178].

5. Standard Scaler: The feature data is normalized or standardized using “StandardScaler”, an
element of the “Scikit-Learn” preprocessing package. The features of zero mean and one standard
deviation are guaranteed by standardization. For many ML methods, this preprocessing stage is
crucial in ensuring that every attribute contributes similarly to the model's performance.
“StandardScaler” is utilized in this research code to enhance model accuracy by scaling the input

data before feeding it into ML classifiers [179].

6. Confusion Matrix and Classification Report: These are crucial components of research
implementation. An evaluation of the effectiveness of ML classifiers was performed with the help
of these tools, which are a component of the “Scikit-Learn” metrics module. TP, TN, FP, and FN

predictions are broken down in confusion matrices, and complete statistics including precision,
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recall, F1-score, and support are provided in classification reports for each class. These resources

are essential for assessing the accuracy and instance classification accuracy of the model [180].

7. Receiver Operating Characteristic (ROC) curve and the Area Under the Curve (AUC): To
figure out the efficacy of the implemented ML model, ROC curves and AUC values are computed
and visualized in the code. ROC curves and AUC are important metrics for evaluating binary
classification models, even though they are not stand-alone libraries. While the AUC measures the
classifier's efficiency to distinguish between categories, the ROC curve illustrates the relationship

between the TP rate and the FP rate. These metrics are used to investigate the ML model efficiency

[180].

8. ROC Curve and AUC Plotting: To measure the model’s performance in classification, the
code generates ROC curves, and AUC values are used. This demonstrates how to depict these
important metrics using tools like Matplotlib, even though it isn't specifically credited to any one
library. Researchers can effectively communicate the study findings by using Matplotlib to create

graphical representations of model performance that are easy to understand and instructive [181].

In conclusion, combining these tools and libraries creates a rich ecosystem that makes it possible
to apply, assess, and visualize ML models. Their crucial role in evaluating the safety of online

financial transactions allows them to conduct comprehensive and significant research.



5.2.2. Metrics and Results

Because the dataset is skewed, the model’s dependability cannot be demonstrated by testing it and
only proving its accuracy. The confusion matrix, precision, recall, F1 score, and ROC curve

examinations were implemented to assess the results.

e Confusion Matrix
Confusion matrix is a measure that shows information about correctly and incorrectly identified
classes. An output matrix (2 by 2) measuring that displays the values of TP, TN, FP, and FN is the

confusion matrix [182]. See Figure 5.1.

True Class
Positive Negative

Positive

Predicted Class

Figure 5.1. Confusion Matrix [182]

Negative

Figure 5.1 represents the values of the confusion matrix, True Positive (TP) indicates that the
positive prediction made by your model is correct. A True Negative (TN) indicates that your
prediction of a negative was accurate. False Positive (FP) denotes a false positive prediction. It is

incorrect to predict a negative result when you make a False Negative (FN). The confusion matrix
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results of the implemented algorithms are shown in Figure 5.3, Figure 5.2, Figure 5.4, and Figure

5.5.

Confusion Matrix - Decision Tree

True Labels

Predicted Labels

Figure 5.2. Decision Trees Results
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Confusion Matrix - Random Forest

True Labels

Predicted Labels

Figure 5.3. Random Forest Results

Confusion Matrix Logistic Regression

True Labels

Predicted Labels

Figure 5.4. Logistic Regression Results
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Confusion Matrix - Naive Bayes

True Labels

Predicted Labels

Figure 5.5. Naive Bayes Results

Figure 5.2, yielded the Decision Tree classifier results: TP=55785, TN=55117, FP=678, and FN=
1722. Figure 5.3 presents the Random Forest classifier results, the accurate estimates (TP=56170;
TN=53413), and the wrong estimates (FP=1564; FN=3426). As shown in Figure 5.4, the Logistic
Regression results are TP = 55949, TN = 55017, FP =514, and FN = 1822. In contrast, the findings
of the Naive Bayes classifier shown in Figure 5.5 are TP = 55139, TN = 49500, FP = 1324, and

FN = 7339.

e C(Classification Report
The percentage of accurately predicted outcomes is called accuracy. Calculating the number of
TPs and TNs, and then dividing the result by the overall predictions, is the way to determine the

classifier's overall accuracy (Equation (1)) [183].
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(TP + TN) (1)
(TP + TN + FP + FN)

Accuracy =

But accuracy is not necessarily the best indicator of a classifier's effectiveness; especially when
there is an imbalance in the classes. To have a deeper grasp of the classifier's performance, various
measures such as accuracy, recall, and F1-score should be used to evaluate its performance. The
number of outputs that are correctly identified serves as a measure of precision (Equation (2))
[183].

TP 2)

Precision = m

The proportion of True Positives that the model successfully detected is known as recall (Equation

(3)) [183].

TP (3)

Recall = —————
el = TP+ FN)

On the other hand, the F1 score can be described as the balanced mean of precision and recall
(Equation (4)) [184].

Table 5.1 shows the outcomes for every classifier.

recision X recall 4
Flscore=2><(p ) )

(precision + recall)

Table 5.1. Classification Report Results (all classifiers)

Classifier Accuracy Class Precision Recall Fl-score support

0 0.94 0.99 0.97 56463



Random

Forest

Decision

Tree

Logistic

Regression

Naive

Bayes

96.717

97.881

97.938

92.354
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.99

.97

.99

.97

.99

.88

.97

.94

.99

.97

.99

.97

.98

.87

.97

.98

.98

.98

.98

.93

.92

Decision Tree and Logistic Regression achieved nearly equal levels of accuracy, as

56463

56463

56463

56463

56463

56463

56463

Table 5.1 illustrates. Decision Tree achieves an accuracy of 97.881%. With precision, recall, and

F1 score of 97%, 99%, and 98% for class 0 (legal transaction) and 99%, 97%, and 98% for class

1 (fraud transaction) respectively. Logistic Regression gains an accuracy of 97.938%, with

precision, recall, and F1 score of 97%, 99%, and 98% respectively for class 0 (legitimate

transaction), precision, recall, and F1 score of 99%, 97%, and 98% respectively for class 1 (fraud

transaction).

e The ROC Curve

A graphical representation that indicates the degree to which a binary classifier algorithm can

identify issues depending on its ability to differentiate levels. Plotting the “true positive rate TPR”

and recall, sometimes called sensitivity relative to the “false positive rate FPR”, also referred to as
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the likelihood of false alerts, is one way to do this [185]. Refer to Figure 5.6, which displays the

ROC curve findings for the classifiers that were put into use.

Receiver Operating Characteristic (ROC) - All Classifiers

3
1]
4
0 °
2
=
&
[
=
=

02 ol —— Naive Bayes AUC = 0.92

el —— Logistic Regression AUC = 0.98
—— Decision Tree AUC = 0.98
2 Random Forest AUC = 0.97
®%5% 02 04 06 08 10

False Positive Rate

Figure 5.6. The ROC Curve Results (all classifiers)

AUC values range from 0 to 1, where 0.5 denotes a classifier that is no more successful than a
wild guess and 1 denotes perfect performance. Figure 5.6 shows that the random forest classifier's
AUC was 0.97. It shows that the classifier successfully classifies 97% of positive cases as such
and 97% of negative cases as such. It also shows that the classifier has a low false positive rate, or
the percentage of cases in which it incorrectly labels negative cases as positive. Decision Tree,

Logistic Regression, and Naive Bayes have AUCs of 0.98, 0.98, and 0.92, in that order. Lastly, the
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ML section results do not conflict with previous research in the field [125], [136], [154], [186],

[187], [188].

5.3. Summary

The integration of ML and MFA to protect Internet financial transactions was discussed and put
into practice in this chapter. The investigation made an experimental setup that included an HP
laptop, and Python language was used to write the code in the Anaconda Jupyter platform. This
potent combination made it easier to design and assess ML models, guaranteeing a reliable and

effective procedure.

The accuracy of the implemented classifiers; Random Forest (RF), Decision Trees (DT), Logistic
Regression (LR), and Naive Bayes (NB) were 96.717%, 97.881%, 97.938%, and 92.354%
respectively. Other metrics and measures were utilized to evaluate the ML model results which

are; recall, precision, F1-score, confusion matrix, and ROC curve.

This way provided a thorough assessment of the models' discriminating ability between both
classes (1 1s fraud, O is legitimate), and provided significant insight into the predictive power,

accuracy, and error rates of the models.
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Chapter 6

Conclusion and Future Work

6. Conclusion and Future Work

6.1. Conclusion

The pressing need to improve Internet financial transaction security justifies the study's
significance. The dangers of internet-based transactions have grown more noticeable in an era
where financial services are becoming more and more digitally engaged. Users and financial
institutions are in danger from cyber threats such as identity theft, data breaches, and fraudulent
operations. The existing dependence on single- or dual-factor authentication techniques is showing
itself to be inadequate in the face of the constantly changing cyber threat environment and the
implementation of MFA faces the truth of user annoyance and therefore affects the usage of such

systems.

Because of that, this study offered a novel framework to safeguard Internet financial transactions
and overcome the previous work in the literature by adding more layers of security, while offering
a user-friendly system. Taking advantage of ML ability and making it work as an embedded and
additional layer of security within an MFA framework, was the strength and distinction of this
study. The proposed framework can be deployed in any e-commerce website, application, or

platform where the user creates an account and needs to perform a payment process.
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During the thesis journey, every chapter in this study explored a different aspect of enhancing the
security of Internet financial transactions. Chapter One established the foundation by outlining the
importance of safe online financial transactions. It discussed the rise of cyber dangers and the
necessity of protecting financial data to explain why the digital banking industry needs stronger
security measures. The chapter also provided an overview of the problem statements, study
objectives, significance of the study, contribution to the body of knowledge, ethical issues, and

thesis general organization.

The second chapter offered a thorough analysis of the e-commerce environment, explaining its
importance and various facets in the digital sphere. The chapter started with an introduction that
places e-commerce's evolution in perspective. From there, it defined the term's scope and outlined
the advantages it provided for both consumers and enterprises. By examining different e-
commerce models and digital platforms, the chapter sheds light on the range of channels that are
available for conducting online transactions. The chapter additionally looked at some of the
obstacles to e-commerce adoption and illuminated the difficulties that companies face in this ever-
changing landscape. Finally, it explored e-payment techniques and examined the variety of choices

for enabling safe and practical online transactions.

An in-depth review of the state of the art of ML and authentication factors about financial security
was provided in Chapter Three. It carefully covered the entire range of authentication factors,
including possession and knowledge-based, biometric, and behavior-based authentication. The

chapter also covered the field of ML by highlighting the working principle of the different ML
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algorithm categories and discussed the related work. Finally, the chapter discussed other studies

that tried to combine ML and MFA and identified gaps that the current work seeks to fill.

Chapter Four, which served as the study's core, provided an in-depth analysis of the techniques
developed to support Internet financial transactions. It walked through the chosen research
approach while introducing the architecture of the suggested framework. This includes building
the ML model by acquiring a dataset, preprocessing the data, testing many ML classifiers, and
choosing the best performer. Notably, it also highlighted the use of authentication factors by
classifying various authentication techniques and how they work together. The climax of this
chapter was the integration of ML and MFA into an application architecture, which offered a

comprehensive and realistic example of this integration.

The study results were shown in Chapter Five. This chapter detailed the results of ML, and
carefully analyzed measures including ROC curves, confusion matrices, and classification reports.
It highlighted the pressing need to utilize different metrics to improve ML results, especially when

working with unbalanced datasets.

6.2. Obstacles and Mitigation Strategies

6.2.1. Obstacles

Authentication factors: Potential user resistance or discomfort with the chosen methods presents

one challenge when choosing the MFA for security purposes. Sometimes people feel that MFA is
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too complicated and annoying to use, which can cause resistance or lower user acceptance of such
systems. The challenge is to choose a secure factor to authenticate users along with taking into

consideration the ease of use.

Data availability: One major obstacle is the absence of necessary data. Organizations may choose
to hide financial transaction data according to privacy and security considerations, and the needed
datasets may not be publicly accessible due to the sensitivity of this data. One of the main

challenges is getting access to representative and comprehensive databases.

Data quality: The study may be greatly impacted by the quality of the accessible data. Data that
is missing, incorrect, unbalanced, or inconsistent can make ML models and authentication systems
less effective and possibly produce biased or incorrect results. In particular, most of the available
datasets are transformed using the PCA transformation technique to satisfy the user’s privacy

policy.

Technical limitations: Technical barriers, such as compatibility issues or limited storage capacity,
and processing speed may restrict the ability to handle, process, and store large volumes of data
efficiently. These limitations might impact the implementation of the proposed MFA and ML

framework.
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6.2.2. Mitigation Strategies

To address the challenges mentioned in Section 6.2.1, the research implemented the following

strategies: -

Suitable MFA implementation: a user-centric strategy was used to gain adaptable, secure, and
user-friendly system implementation. The adaptive implementation of the MFA system led to
interaction with only two factors when put into practice. A third factor is required if the ML
algorithm classifies the transaction as fraud. This preserves strong security standards while

simultaneously improving usability.

Data cleaning and preprocessing: Using techniques to remove errors and deal with unbalanced
datasets that could affect the models' accuracy in cleaning and preparing data. This was done

successfully and discussed in Section 4.4 (ML phase).

Replication: Conducting the ML analysis at different times to confirm and guarantee the reliability

and consistency of the results while reducing the influence of anomalies or errors.

Algorithm and analysis suitability: Using the right statistical techniques and ML algorithms to
analyze the data while taking hardware constraints into account. Identifying and evaluating the
best algorithms for the particular use case of safe financial transactions was done carefully. The
implemented ML algorithms were simple and accurate to overcome the hardware limitations and

facilitate the integration of ML and MFA into one model.

6.3. Future Work

Future work on the integration of improved biometric recognition systems is a promising option,

in addition to increasing the range of authentication elements and improving the dataset. Working
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on a dataset of customer purchases with full knowledge about these data will enhance the ML
model's accuracy. While some technologies, like fingerprint scanning and facial recognition, are
currently widely used, there are many more opportunities due to the ongoing advancements in
biometric authentication. This could entail using behavioral biometrics like keystroke dynamics or
gait analysis, as well as voice recognition and iris scanning. The MFA system may be strengthened
even further by these cutting-edge biometric authentication techniques, increasing its resilience

and usability.

Moreover, the framework of the study might be modified and applied in other fields outside of e-
commerce, like online banking, healthcare, or government services, where user authentication and
safe transactions are critical. Adapting the framework to these diverse domains' unique security
and usability needs could produce beneficial outcomes and advance online security in a variety of

industries.

Last but not least, keeping up with the most recent advancements in cyber security and ML is
essential as technology keeps on developing. To keep the framework at the top of security
technology, future research might concentrate on combining cutting-edge ML algorithms and
cyber security measures. Also, keeping up with evolving cyber threats and vulnerabilities can help
with proactive security measures and preemptive defense mechanisms that keep possible cyber-

attacks away.
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Appendix

7. Appendix
7.1. Appendix A. SMOTE

The category distribution of the skewed dataset is equalized by applying the SMOTE oversampling
approach. The less frequent instances are chosen [139]. Next, at each point along the line
connecting the instances, a new instance is created. In other words, the method uses K Nearest
Neighbors to select a random neighbor and select a random instance from the minority class. In
the feature space, the synthetic instance is built between two instances. Using SMOTE has a
disadvantage in that it does not take the majority class into account when generating synthetic
instances. When the classes significantly overlap with one another, this may lead to problems
[189]. This study performed the SMOTE technique to balance the dataset, see Figure 7.1 which

illustrates how this technique works.
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Figure 7.1. The Distribution of Data before and after Performing SMOTE
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A scatter plot was used to visualize the data distribution for two features in the dataset, as seen in

Figure 7.1, the fraud data “class 1”” was very little before performing the SMOTE technique.

The Python code that was used to do this is provided in Figure 7.2.

import matplotlib.pyplot as plt

import seaborn as sns

from imblearn.over sampling import SMOTE
import pandas as pd

# Load the dataset

df = pd.read csv(r'C:\Users\Ms
# Check for duplicates and remov:
duplicate rows = df.duplicated()
num _duplicates = duplicate rows.sum()

print ("Number of duplicate rows is:", num duplicates)

df = df.drop_duplicates()

# Visualize the distribution before SMOTE using a scatter plot
plt.figure(figsize=(12, €))

plt.subplot(l, 2, 1)

plt.title('Distribution Before SMOTE')

sns.scatterplot (x='V1', y='Amount', hue='Class', data=df)

# Select the features and target

X = df.drop('Class', axis=1)

y = df['Class’']

# Create the SMOTE oversampler

oversampler = SMOTE ()

# Oversample the data

X_over, y_over = oversampler.fit resample (X, y)

\Des} top\New folder\creditcard.csv')

# Convert the oversampled data back to a DataFrame for visualization
df over = pd. concat([pd DataFrame (X_over, columns=X.columns), pd.DataFrame({'Class': y over})], axis=l)
# Visualize the distribution after SMOTE using a scatter plot

plt.subplot(l, 2, 2)

plt.title('Distribution After SMOTE')

sns.scatterplot (x='V1', y='Amount', hue='Class', data=df over)
plt.tight_layout ()

plt.show()

Figure 7.2. Python Code to Perform the SMOTE Oversampling

7.2. Appendix B. PCA

A statistical method called “principal component analysis (PCA)” aids the dimensionality
reduction of big, complicated datasets by identifying the main elements with the most information
and eliminating noise or less significant data while keeping all the essential features [190]. With
this method, a big set of information is reduced in size while preserving almost all of the original

data.
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As reducing the size of an image removes certain features you could see in the larger version,
lowering the data's variable count will certainly shrink its accuracy. The reduction of dimensions
aims to simplify things by harming some degree of accuracy, Anyway, Shorter datasets are easier
to interpret. This facilitates the examination of data points by ML algorithms. [191]. See Figure

7.3.

Before 7 s After

Figure 7.3. Data before and after Performing the PCA [200]

As seen in Figure 7.3, the main goal for PCA is to reduce the dimensionality by reducing the input
data while preserving its main characteristics “primary component PC”. These primary

components have the qualities listed below [192]:

e The linear arrangement of the initial attributes must match the primary feature.

e These components have a vertical nature. This suggests that there is no correlation between
the two variables.

e Each component's importance decreases from 1 to n. This suggests that the PC with a value

of "n" is the least significant and the PC with the value "1" is the most important.



112

The PCA can performed by applying the steps in Figure 7.4.

" Principal Component Analysis Steps

Perform standardization on the initial set of
continuous variables
n Find out the covariance matrix

Calculate the eigenvectors and eigenvalues of the
covariance matrix to arrive at the PCs
m Figure out which PCs to retain
m Replot the data on your original axes

Figure 7.4. Steps to Perform the PCA Technique [201]

As shown in Figure 7.4, which illustrates how PCA works. First, before using PCA, standardization
of continuous variables is essential to remove biases and variances. Subtracts each variable with
the mean and divide the result by the standard deviation. The covariance matrix is then calculated
to determine any redundancies and comprehend the connections between the variables.
Subsequently, the principal components (PCs) of the covariance matrix are then found by
computing the eigenvectors and eigenvalues of the matrix. The greatest variation in the data set is
captured by these additional variables, called PCs. By classifying the eigenvectors according to
their eigenvalues, the importance of every PC is determined. A feature vector is used to determine
which components should be kept or discarded. Lastly, the transposition of the feature vector is
multiplied by the transposition of the initial dataset to reposition the data onto the axes of the major
components. Dimension reduction and a more readable data representation in a smaller feature

space are made possible by this method.
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PCA is utilized in many applications such as healthcare and biology, recognizing faces, financial

sector, and Image compression.

However, the related application to this study is the financial sector. In a complex financial
situation, PCA minimizes the number of dimensions. Assume for the moment that 200 products
are included in the investment banker's portfolio. The problem is made much more complicated
by the fact that a 200-by-200 correlation matrix is required to properly assess these stocks.
However, PCA can help identify the 20 primary components that best characterize the volatility in
the stock. This would provide a simplified solution while also providing information on the

movements of all 200 stocks [193].

7.3. Appendix C. Publication in Peer-Reviewed Journal

This thesis has been published as a peer-reviewed paper in the “Al” Journal, underscoring the
significance of its contributions to the field of Internet financial transaction security. The paper,
titled [Secure Internet Financial Transactions: A Framework Integrating Multi-Factor
Authentication and Machine Learning], digs further into the complexities of enhancing security
measures in online financial transactions, a topic of increasing importance in today's digital
landscape. By undergoing rigorous peer review, this publication validates the relevance and impact
of the research presented in this thesis. The dissemination of this work in a respected academic
journal not only advances scholarly discourse but also contributes to practical solutions for

addressing the evolving challenges of cyber threats in financial services.
Interested readers can access the published paper online via its DOI:

[https://doi.org/10.3390/a15010
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