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ABSTRACT

Given the rising use of electronic wallets for financial transactions and their potential
misuse in illicit activities (e.g., money laundering, extortion, and tax evasion), the challenge lies
in tracking and regulating these transactions due to their global and relatively anonymous nature.
This prompts the inquiry into the feasibility of identifying electronic wallet presence and usage

on mobile devices, particularly in digital forensics and security.

This study presents a framework for validating e-wallet artifacts in mobile forensics. The
framework comprises three phases: data collection, feature selection, and validation. Using e-
wallet artifacts from an Intrusion Detection System, we assess their validity through stochastic
modeling.

Furthermore, after repeatedly acquiring data when deleting the application from the phone,
it was revealed that it retains all user movements and information. This is unacceptable in

cybersecurity as it facilitates embezzlement and the transfer of illicit funds.

The research employs both deductive (questionnaire) and inductive (forensic analysis)
approaches. The statistical analysis results for a sample of 70 users of electronic wallets in
Palestine have shown that local e-wallets demonstrate an acceptable level of security. We
recommend Implementing a robust strategy to counter electronic wallet threats and enhance their
competitiveness on the global stage and adopting the model proposed in this research when

establishing electronic wallet systems.
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Results indicate that the Reflect NeoBank application is not adequately secure. It retains
user data even after deletion, posing cybersecurity risks, including embezzlement and illicit fund
transfers. We also compare local and global electronic wallets, highlighting security disparities.

This research will contribute to the knowledge recommending future research topics and
methods in which digital forensic examiners might apply the findings to instances involving local

e-wallet use on mobile devices or any illicit e-wallet transactions.

Keywords. electronic wallet, digital wallet, payment, neo bank, wallet, bank, digital

forensics, acquisition, data analysis, los mobile wallet, android mobile wallet
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Chapter 1

Introduction



1.1 Introduction

Recently, after the spread of the COVID-19 pandemic, people resorted to converting their lifestyles
to digital electronics to continue and lead their normal lives. For example: In shopping for daily
necessities, purchasing clothes online, ordering their favorite food, planning for travel and
conducting all banking transactions via the Internet. This shift led all institutions to convert their
services from tangible to electronic, prompting companies to transition their systems into
electronic systems. Consequently, electronic wallets have become instrumental in facilitating the
digital payment process[1]. The nationwide lockdown imposed in India due to the Coronavirus
(COVID-19) pandemic resulted in a 44% surge in e-wallet usage[2]. However, this increase in
digital transactions accompanied an 86% rise in cybercrime attacks. Because of the large number
of electronic wallets for stores and institutions makes them vulnerable to hacking and theft. It has
an increased attack surface since data can be accessed anywhere and anytime.

As the COVID-19 pandemic spreads, government officials in an increasing number of nations are
taking steps to promote contactless payments. The World Health Organization's (WHO) physical
distancing policy has urged consumers to engage in contactless activities, including financial
transactions. People are concerned that tangible currency could be used to spread a novel
coronavirus (SARS-Cov2). It prompts them to switch to an e-wallet, and the study proved that
COVID-19 may influence customers' desire to use e-wallets [2].

Using electronic wallets for COVID-19 By combining government backing, the perception of risk,
and societal impact as possible influencing elements, the Pandemic has been interested in bridging
a knowledge gap. Moreover, to aid in developing efficient tactics that can accurately capture
consumers' intents to utilize e-wallets by policymakers. Data was gathered via a Google Forms
survey and covariance-based structural equation modeling (CB-SEM). It was found that attitudes
regarding the use of e-wallets are positively correlated with perceived utility, government backing,

perceived danger, and social impact.



A favorable relationship exists between attitude and the user's desire to use the wallets.
Additionally, it suggests that the government boosts incentives to hasten the transition to a cashless
society. The associated organizations ought to raise public awareness of the value of electronic
wallets in reducing the spread of viruses [3]. E-Wallet effects on community behavior are
evaluated with various facilities offered. It is generated that e-wallets are readily accepted in the
community because social life cannot be separated from information system technology, where
technology has entered into all aspects of social life [4].

In today's tech-driven era, electronic terminologies can sometimes overlap, so it's important to
distinguish between a mobile wallet, an e-wallet, and a Digital Wallet.

A digital wallet is a technology created to hold the data required for online transactions. Although
some digital wallets can also operate through mobile applications, most are primarily utilized for
internet purchases. One of the best examples is Google's e-commerce platform, which works
flawlessly on computers, mobile devices, and tablets. Others are more specialized and are
frequently accessed through specialist applications that cater to particular businesses or services.
Mobile Wallet: Only mobile applications are used in a mobile wallet. These virtual wallets are
found on portable electronics like smartphones and tablets, where they safely hold credit card data.
Mobile wallets have a tight relationship with a device's capabilities. Mobile wallets include names
like Apple Pay and Android Pay, for instance. They are becoming increasingly popular as practical
payment options for a range of services, including in-store purchases, transportation, and more.
Although an Electronic Wallet has several features, its main function is the ability to save a
balance. It may be used for many things, including offline and online purchases, sending money,
and paying bills. Because of their adaptability and capacity for a range of financial activities, e-

wallets are a popular choice among customers.



By distinguishing between these words, we may more clearly comprehend the unique functions
and roles that digital wallets, mobile wallets, and e-wallets each play in the current digital
environment. Keeping up with development and the continuation of the work of traditional banks,
NEOBANK, an innovative concept, emerged as a smart and personal banking digital platform that
was specially designed to provide a simple and integrated banking experience through

smartphones. It is the first digital bank in Palestine called REFLECT]S5].

In unbanked regions, prepaid wallets offer a practical solution. Likewise, for vendors seeking
guaranteed payment, e-wallet transactions are a secure choice. To maintain a positive balance,
users can fund their e-wallets through a bank account, in cash, or even with cryptocurrency. E-
wallets can serve as digital wallets, enabling users to access payment information for transactions.
Due to their versatile nature, the term 'e-wallet' has become a catch-all phrase, even though various

types of e-wallets exist.

A neobank is a type of financial institution that operates exclusively online without any physical

branches and generally offers services such as digital wallets, money transfers, and debit cards.

Neobanks are often designed to be more user-

friendly and cost-effective than traditional brick- Tiaditlenal be dtich

locations

Traditional Banks

and-mortar banks, with a strong focus on mobile bl el
financial institutions

banking and providing a seamless user experience Digital Banks m”:;:“;::l':c':'in )
through intuitive apps and interfaces[1]. Figure 1
Neobanks
shows the most significant differences between

traditional banks, digital banks, and neobanks.

Figure 1 Traditional bank to neobank [6]



Despite the absence of physical branches, neobanks are licensed and regulated like traditional
banks and frequently collaborate with established financial institutions to offer services such as
deposit insurance and access to payment networks. Neobanks are gaining popularity, particularly
among younger generations, prioritizing convenience and digital accessibility. However, it's
important to note that certain services, such as cash deposits and in-person customer support, may
be limited or unavailable due to the lack of physical branches. Although neobanks may provide
competitive interest rates and fee structures, they might not offer the same level of security and
stability as traditional banks, which boast a long history and a well-established reputation in the

financial industry [6].

NEOBANK Reflect

Reflect is a startup that has been offering financial services to consumers since 2012. They
specialize in simplifying consumer financial management. Reflect is a digital financial institution
with a clear mission: to make banking easier, more engaging, and accessible to everyone. As a
digital bank, they enable consumers to bank from the comfort of their homes, providing an entirely
new banking experience that empowers you to take control of your finances. Reflect represents a
fresh approach to banking, making it distinctive and competitive in the digital financial industry.
They are committed to enhancing the accessibility and convenience of banking services for all
customers. Their product is not only convenient but also tailored to meet individual needs. Reflect

NeoBank empowers you to manage your finances on your terms.



In recent times, there has been substantial growth within the Neobank ecosystem, marked by a
significant rise in both the quantity of Neobank entities and their customer populations. This
expansion was particularly striking during the period spanning from 2018 to 2020, when the
worldwide presence of digital-only challenger banks surged dramatically, surging from
approximately 60 to well over 250 Neobanks. Europe played a pivotal role in driving this trend,
with nearly half of these 256 Neobanks being based in the region. This growth was significantly
fueled by substantial investments aimed at advancing their business operations.|[6]

Neobanks, like any other financial institution, have their own set of limitations and vulnerabilities,
such as restricted physical presence where Neobanks exclusively function in the digital realm or
via mobile applications, resulting in the absence of physical brick-and-mortar branches. This may
pose a constraint for customers who favor face-to-face engagements or require access to tangible
services such as depositing cash, and its heavy reliance on technology makes it vulnerable to
technical glitches, cyberattacks, and outages.

Additionally, numerous neobanks are limited to specific regions, implying that they may not be
available to customers residing outside of particular countries or geographic areas. Furthermore,
despite neobanks' emphasis on security, their digital infrastructure renders them appealing targets
for cybercriminals. Security breaches have the potential to lead to financial losses and harm the
neobank's reputation. One of the most important vulnerabilities is that Neobanks handles vast
amounts of customer data, including personal and financial information. A data breach can occur
if security measures are not robust enough. In such incidents, customer data may be exposed,

leading to identity theft, financial fraud, and legal repercussions for the neobank.



Distributed Denial of Service (DDoS) Attacks: Cybercriminals may launch DDoS attacks against
neobanks online systems, overwhelming their servers and causing service outages. These attacks
disrupt customer access to accounts and services and can lead to financial losses. Neobanks handle
vast amounts of customer data, including personal and financial information. A data breach can
occur if security measures are not robust enough. In such incidents, customer data may be exposed,

leading to identity theft, financial fraud, and legal repercussions for the neobank.

Distributed Denial of Service (DDoS) Attacks: Cybercriminals may launch DDoS attacks against
neobanks' online systems, overwhelming their servers and causing service outages. These attacks
disrupt customer access to accounts and services and can lead to financial losses.

This research aims to ascertain the ability of a digital forensic investigator to identify potential
threats that may compromise the security of Neobank applications. We intend to extract artifacts
from two distinct e-wallet and Neobank applications operating on the Android and 10S platforms.
Given the increasing popularity of e-wallets, the likelihood of malicious actors exploiting
vulnerabilities is anticipated to rise. Our research is driven by the theory that an e-wallet, being a
digital system, leaves traces of its presence and activities in the memory of a mobile device,
detectable through forensic investigation. This study includes a comparative analysis of a local
and an international e-wallet application. The artifacts within an e-wallet application primarily
comprise user-entered data, such as shipment addresses, billing details, and payment methods,
including credit card numbers, expiration dates, and security codes. Our investigation will evaluate
the security measures implemented in devices utilizing the application, and we will extract this
data in various operating modes, including when the application is active and when the devices are

rooted.



Our interest in this study stems from the growing prevalence of electronic wallets and the
increasing adoption of digital wallet payment methods. Personal experiences with these
technologies, including encountering unwarranted discounts from a local e-wallet application and
assessing the sense of security associated with international digital wallets, have inspired our
research. Furthermore, this study aims to contribute to the existing body of knowledge by offering
recommendations for future research avenues. It also seeks to guide digital forensic examiners in
applying the study's findings to scenarios involving the use of local e-wallets on mobile devices

and potential illicit e-wallet transactions.

1.2 Statement of the Problem and Research Question

In line with Worldpay's Global Payments Report[7], e-wallets constituted 48.6% of the total value
of global e-commerce transactions in 2021. Projections indicate that this share is set to rise to
52.5% by 2025. In contrast, traditional payment methods such as bank transfers, credit cards, and
debit cards accounted for 7.4%, 13.2%, and 21%, respectively. It is anticipated that the usage of
these conventional payment methods will decline by 2025 while e-wallets continue to gain
prominence.

Given the rapid evolution of the digital landscape, many banks and institutions now offer e-wallets
for easy bill payments. With the increasing availability of products and services online, fraudsters
exploit the vulnerabilities of local online app users for financial gain. Therefore, my research
focuses on evaluating the most common wallet programs on Android and 10OS mobile systems for
potential criminal evidence. Data was retrieved from both Android and i10OS devices using various
forensic extraction techniques, and all data that could potentially be linked to the digital wallet,
whether active or removed from the mobile device, was analyzed.

Research questions:

1- Is your mobile wallet application truly secure? Despite the rapid shift from physical currency

to digital wallets, significant security issues arise with the use of a mobile wallet.



2- Can we extract forensically relevant data related to mobile wallet usage, such as transaction
history? If possible, what is the duration of data retention in memory? What specific data
can be retrieved? In the event of data modification, is it possible to recover the previous
unaltered log?

3- In cases of data deletion in mobile wallet , is it retrievable? If so, is it identified as deleted?"

1.3 Hypotheses

To formulate a solution for our thesis problem, we will proceed with the following hypotheses:
HI1. E-wallet transactions can’t be retrieved from deleted e-wallet applications, IOS Backup,
or connected devices such as I0S and Android mobile systems.

H2. E-wallet data is secure on mobile.

And sub hypotheses from H2:

H2.1. The chance of users' data being stolen, destroyed, or tampered with grows as the number
of mobile applications installed rises. (Not integrity).

H2.2. The increasing rate of mobile app installation raises the possibility of watching and
eavesdropping on user data, as well as privacy breaches. (Not confidentiality).

H2.3. The high rate of mobile app installation may lead to the user being unable to access his

personal information, such as encryption keys. (Not availability).

1.4 Research objectives

The research aims to achieve the following objectives:
1- Evaluate the Security of Mobile Wallet Applications
Assess the perceived security of mobile wallet applications among local users and gauge user

confidence in the security features of their mobile wallet applications.

2- Investigate Forensic Data Extraction from Wallet Applications



Perform practical experiments using digital forensic techniques to assess the security of electronic
wallet applications. Determine the feasibility of forensically extracting data related to wallet usage,
particularly transaction history, and investigate the duration of data retention in the memory of
mobile devices and identify specific types of data that can be forensically retrieved from mobile
wallet applications and then Explore the possibility of recovering previous unaltered transaction

logs in the event of data modification.

3- Assess Data Retrieval and Deletion in Mobile Wallets
Examine the retrievability of data in cases of intentional data deletion from mobile wallets and
determine if deleted data is identifiable and distinguishable, evaluate the success rate of

retrieving deleted data, and understand its implications on user security perceptions.

4- Measure User Security Perceptions
Conduct statistical analysis on user surveys to measure the extent of security felt by users of
local electronic wallets and correlate statistical findings with practical experiments, specifically
in the context of forensic data analysis. Identify patterns and trends in user perceptions of

electronic wallet security.
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1.5 Significance of research

As technology progresses, cybersecurity threats continue to evolve. This research endeavors to
keep pace with these advancements by shedding light on emerging threats and proposing proactive
security measures to prevent fraud. E-wallets are vulnerable to various forms of fraudulent
activities, such as unauthorized transactions and identity theft. By assessing the security of e-wallet
applications, the research aims to contribute to the prevention and mitigation of financial fraud,
safeguarding both users and financial institutions. Additionally, the study seeks to bolster user
confidence in e-wallet applications by identifying security gaps and recommending necessary
enhancements. A more secure environment can potentially foster greater user adoption of these
technologies. Ultimately, the research focuses on evaluating the security of these applications to
safeguard users' financial assets from potential threats and cyberattacks.
In all technical and electronic systems, there must be protection for the security of the data
contained in the system by the CIA[S8], as
shown in Figure 2, as it ensures data security
from all of the following security elements
that are required for electronic payment
systems: clients will not trust an e-payment
system that is not secure. And, in order for
clients to accept you, you must have their

Figure 2 CIA of security
trust. Because they rely on basic ICT
frameworks, e-banking and e-payment applications have security difficulties. This creates
weaknesses in economic organizations and firms and can potentially harm clients, so we'll

determine how to verify the safety and protection of the e-wallet application by the CIA:

11



1-

Confidentiality: any data transmission over the Internet makes it more vulnerable and
introduces security risks to the process. Therefore, data privacy and confidentiality must be
secured in the case of migration over the Internet or to the cloud. In electronic payment
systems, recent statistical reports[9] showed that in the year 2021, the highest rate of violation
of e-wallets and their exposure to the risk of theft from hackers and thieves on the Internet,
and therefore, it became necessary for specialists to address this gap by following the approach
of security, privacy and risk management in the use of e-wallets [10]

Integrity, which is just as important for the confidentiality of information as its integrity and
integrity changing and maintaining it. The emergence of blockchain technology can be clearly
verified because it’s one of the integrity standards of electronic wallets[11], as it helps verify
their authenticity and prevents them from being changed or playing with the data.

Availability: Electronic wallet data is sensitive and personal data and should be preserved

only for the people authorized to access the data. If this is not the case, the consequences of
the availability of data at all times and for users who are not authorized to obtain information
will constitute an obstacle and a major security breach in the protection and security of the

application of electronic wallets.

To secure digital transactions effectively, several security measures and precautions must be taken

in addition to the CIA principle (Confidentiality, Integrity, Availability). Here are some measures

needed to achieve this goal:

1.

Data Encryption, Identity and Access Management (IAM), Use of Digital Certificates,
Security Policies Implementation, Security Monitoring, Software and Hardware Updates,
User Education, Containment Strategy, Data Recovery, Compliance with Laws and

Regulations

These are some of the fundamental measures that can be taken to secure digital transactions, which

we will discuss in detail later. Achieving digital security requires a comprehensive strategy that

encompasses technology, processes, education, and continuous monitoring.
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2.1 Introduction

This chapter is dedicated to evaluating the security, reliability, and availability of electronic wallet
applications. The initial focus will be on a comprehensive review of the literature pertaining to
electronic wallets.

A study focused on assessing the security, reliability, and availability of electronic wallet
applications. The methodology involves two main approaches:

Surveys and Questionnaires: The study is designed to collect data on the perceived security among
users of local electronic wallets in Palestine. This will be accomplished through the distribution of
surveys and polls, with the primary objective of gauging user opinions and attitudes regarding the
security of electronic wallet applications.

Technical Analysis on Mobile Phones: Experiments will be conducted on mobile phones under
various conditions, both with and without the electronic wallet installed. Subsequently, digital
forensic techniques and digital extraction tools will be employed to examine the electronic wallet
applications. The safety of these applications and the analysis of data extracted from the phones
will be assessed. After these two main approaches, the study aims to:

Use statistical analysis tools to evaluate the collected survey data, then compare the results of the
technical analysis with the statistical analysis results, and finally match the findings from a
technical perspective with the perspectives of users regarding security and protection.

Overall, the study is comprehensive, combining both user perception through surveys and
technical analysis through experiments and digital forensics. This multi-faceted approach aims to

provide a holistic understanding of the security landscape of local electronic wallet applications.

2.2 Literature Review
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In previous research delves into the worldwide expansion of mobile wallets and their increasing
prevalence in emerging economies.[12] It utilizes a comprehensive research framework that
combines different elements like beliefs, social elements, quality, and trust to bridge gaps in earlier
studies. The study highlights the importance of trust and perceived utility in influencing the
adoption of mobile wallets, underscoring the requirement for financial service providers to

concentrate on establishing trust and improving perceived utility.

Additionally, it stresses the necessity of educating potential users about mobile wallets to

encourage broader adoption.

With a big data analysis its purpose is to find and group similar e-wallet use themes. They used
text mining to examine the actions of e-wallet users. Big data analytics of actual e-wallet usage
results in a more pertinent and precise understanding of the mobile payment system. It exhibits the
intricacy of relationships between people and computers. Additionally, it is advised that
governments modernize and change the monitoring framework to account for the rise of payment
systems. [13]

In previous research conducted in Bangkok, Thailand[14], the influence of various factors on the
intention to use E-Wallets was examined. The findings revealed that E-Wallet usage is gaining
popularity not only in developed economies but also in developing economies. This trend can be
attributed to the convenience, safety, and efficiency it offers for everyday financial transactions.
Furthermore, the global digitization of monetary transactions is a significant driving force behind

the adoption of E-Wallets, leading to an anticipated increase in the number of users in the future.
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A previous study indicates [15] that E-payment is in a revolutionary stage of the global economic
industry. "Information and Communication Technology (ICT) and Digital technologies have made
great evolutionary development in finance, economics, operational costs," and improved
organizational performance. Where People's everyday lives are increasingly moving online, their
purchasing habits have changed as they move from physical shops to online retailers, and the
payment process has become more seamless thanks to in-app (e-Payment) electronic payment
experiences, including cash transfers to cards and QR codes at the point of sale (POS). The societal
ramifications were enormous. Accordingly, the motives for the existence of the neobank
technology emerged.

The rise of e-wallets has been substantial, driven by the increasing prevalence of payment-enabled
devices and their acceptance by retailers.[16] However, this surge in usage has also made e-wallet
users susceptible to cyberattacks. This research concentrates on providing security advice
specifically designed for the Android platform, which is a primary target for mobile malware.
These security recommendations are grounded in established guidelines and industry standards.
The results indicate that the e-wallet applications examined, associated with Canadian banks,
display vulnerabilities when subjected to diverse security assessments. This underscores the
necessity for enhanced security measures within this realm.

According to a recent study[17], E-wallet is a software-based system that stores users’ payment
information and passwords for numerous payment methods and websites. By using a digital wallet,
users can complete purchases easily and quickly with near-field communication technology and
can be used in conjunction with a mobile payment system that allows customers to pay for
purchases with their smartphones. A digital wallet can also be used to store loyalty card

information and digital coupons.
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Figure 3 CIA of Security

This study compares factors influencing consumer acceptance of SMS, NFC, and QR mobile
payment systems and explores the key factors affecting their adoption. It develops a behavioral
model based on an extensive review of scientific literature to explain users' intentions to use mobile
payments. The research reveals that user behavior varies depending on the payment tool chosen.
It emphasizes the importance of perceived usefulness and security in driving the adoption of these
systems. Companies should prioritize developing payment tools that offer greater perceived
usefulness and security, surpassing traditional payment methods. This research underscores the
significance of addressing perceived security as a critical factor in designing strategies for the
adoption of new payment systems.

The results of another study [18] showed that the level of use of ISA, as shown in Figure 3 in terms
of passwords, is relatively average, as participants use the same passwords for several different
accounts, and sometimes, they may share their passwords with their other friends on the pretext
that they may forget the passwords and be reminded of them by others, and about mobile devices,

the participants have a good understanding of how to physically secure mobile devices.
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The research emphasizes the significant role that users' behavior plays in cybersecurity threats. It
highlights how users' lack of awareness and concern regarding security issues can lead to
vulnerabilities that attackers exploit. This observation aligns with a common trend in cybersecurity
research where human factors are increasingly recognized as crucial elements in overall security.
The study's findings highlight the overall carelessness of internet users concerning security
measures, knowledge, and practices. Notably, a significant portion of respondents did not seek to
enhance their security awareness through educational means, such as attending awareness courses.
It is crucial to note that those with a higher level of security awareness demonstrated more
professional behaviors in dealing with cyber threats.

The research concludes by emphasizing the critical importance of information security awareness,
particularly within educational environments. It calls for a focus on the human aspect of
cybersecurity, recognizing that users' knowledge, behavior, and attitudes significantly impact
security. The study identifies areas where participants showed lower awareness, such as social
engineering and password best practices, suggesting the need for targeted awareness campaigns
and educational interventions.

They do, however, have an average degree of security awareness when it comes to sending
sensitive information over public Wi-Fi and a relatively high level of conduct when it comes to
making sure outsiders can't see their laptop screens if they're working on highly confidential
material.

In today’s fast-moving lifestyle, people use the development of information technology with
smartphones; most organizations make applications for smartphones to enable customers to deal
and access all the services of the institution to manage accounts, buy and sell, and make all
financial services by its private e-wallet, this makes cybercrime to try hack and access data
increased, in this research, we’ll show the artifact of e-wallet on a mobile device, and how to
decrease the risk of cybercrime and detection of the motives and mechanisms for hacking

electronic wallets.
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E-wallets use a specialized technology called Blockchain[19], which prevents double-spending.
A chain is an encrypted and decentralized ledger of transactions available for each and every peer
in the network. The findings of this study may help law enforcement agencies identify the
individuals and devices involved in unauthorized transactions employing these Bitcoin wallets on
mobile devices and forensically extract wallet application data from the devices.

As criminals began to penetrate and attack, targeting financial markets, electronic and personal
digital wallets, and carrying out illegal actions on individual systems, digital forensics has become
increasingly popular in combating electronic crimes around the world. This development
necessitated the need to safeguard electronic and digital wallets.

The study showed the effectiveness of employing blockchain technology[20] in electronic wallets
and how to protect them from potential attacks, such as Phishing attacks, social engineering for
corporate employees, attacks on personal digital wallets, distributed denial-of-service attacks on
marketplaces, and even coins can be used in these attacks as criminals attack financial markets to
reduce the market value of a particular coin, which increases its monetary value and is a quick way
to make money when digital criminals attack financial markets to reduce the market value of a
particular coin, which increases its monetary value and is a quick way to make money when digital

criminals attack financial markets to reduce.

2.3 Neobanks Architecture

A Neobank architecture's essential components are hosting infrastructure, core platform, and
application front end. Neobanks use emerging technologies such as biometry, chatbots, and Al to
enhance their remote customer interaction model. A neobank consists of three primary
components: an API for connecting payment gateways to the neo-banking app, a Card Processing
app for transactions, and a core banking system. Neobanks leverage microservices architecture at
their heart on cloud platforms such as AWS4 to overcome the drawbacks of conventional banks'
large, slow-moving monolithic ecosystems [21]. Hosting all services on the public cloud is not
practical for the new banks since they operate in an environment that is highly regulated and data-
sensitive. The majority of new banks, whether they are digital platforms or subsidiaries, choose a
hybrid cloud infrastructure. A hybrid cloud architecture enables new banks to operate and store
data in the private cloud for service development and third-party integration, as well as in the
public cloud for third-party integration.

20



Building platforms that are future-proof is essential in the cloud computing environment because
it gives developers the flexibility to quickly construct, test, deploy, and discontinue services.

It makes it possible for new banks to give an improved platform experience and regularly assess
their customer experiences since all data and services are kept and hosted on internal or external
cloud infrastructure[22] shown in Figure 4, the neobanks incur no capital charges for maintaining

the local servers, allowing the banks to cut their capital expenditures and operating costs.

public cloud

AWS private cloud

hybrid cloud

il

Figure 4 Neobank cloud platform
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2.4 Main Components of Neobank Frameworks

Digital strategy: Neobanks places a high priority on digital channels, providing their services via
online platforms or mobile apps. By utilizing cutting-edge technology and design ideas, they
concentrate on offering a smooth and simple user experience.

Infrastructure: Neobanks frequently base their business operations on cloud-based technologies
because they provide scalability, flexibility, and cost-effectiveness. As a result, they can easily
adjust to shifting market conditions and rising user populations.

API-driven architecture: Application programming interfaces (APIs) are frequently utilized by
Neobanks in order to link with external service providers and supply a variety of financial goods
and services. Neobanks can provide services like account aggregation, payments, and
collaborations with other fintech platforms thanks to APIs, which facilitate simple connections
with other systems.

Innovative features: By providing innovative products and services, neobanks set themselves
apart. These might include individualized financial insights, automatic savings, spending
categorization, real-time transaction notifications, planning tools, and investment possibilities.
Enhanced user experience: Neobanks promote user-friendliness, efficiency, and accessibility
while emphasizing customer-centric interactions. To customize suggestions and boost user
engagement, they frequently use sophisticated data analytics and machine learning algorithms.
Regulation conformity: Neobanks must abide by the regulatory frameworks that control the
financial sector, including know-your-customer (KYC) and anti-money laundering (AML) rules
using blockchain technology. Compliance with these rules is essential to guarantee the integrity
and security of consumer data.

Strategic alliances: To improve their product offerings, neobanks typically work with other fintech
firms, conventional banks, or technology suppliers. These collaborations could entail adding new

financial products to their platforms, including loans or insurance.

2.5 e-wallet architecture
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An Android e-wallet is a digital platform that enables users to store, access, and manage their
financial transactions. These platforms are often embedded in mobile devices, allowing users to
make purchases and pay bills without having to carry cash or a payment card. The app runs on the
user's mobile device and provides an interface for the user to interact with the wallet. The server
component manages the user accounts and the transaction history. The BLE device acts as a token
generator and communicates with the server. It also stores the encryption keys. When a user wants
to carry out a transaction, he opens the app on his mobile device. Then, the BLE device generates
a token and sends it to the mobile app. The mobile app uses this token to authenticate the
transaction with the server, where it is processed and stored [23].

Bluetooth Low Energy (BLE) is a wireless personal area network technology that uses an
asymmetric key exchange protocol, Elliptic Curve Digital Signature Algorithm (ECDSA), and a
secure Hashing Function known as Secure Hash Algorithm-2 (SHA-2). This type of
communication protocol is safer and more efficient than traditional Bluetooth protocols because it
does not require pairing between the devices involved. In addition, it makes use of a physical
security mechanism called Encryption of Basic Response (EBR) to ensure the integrity and
confidentiality of the communication between devices[24].

In order to provide a simple, mobile, and essentially safe payment experience, digital wallets make
use of a number of technologies, including mobile applications, mobile devices, near-field

communication (NFC) [25], and security techniques like tokenization.

23


https://developers.google.com/wallet/tickets/open-loop/setup/technical-architecture
https://developers.google.com/wallet/tickets/open-loop/setup/technical-architecture

To utilize the electronic wallet, the user must enter their card information into the website or
mobile application. The data is encrypted, and the wallet is available for usage after the device has
been unlocked and the user has granted authorization for the wallet. To make a mobile payment,

the user must keep their smartphone close to the contactless payment terminal; the steps to make

a payment through an e-wallet application are shown in Figure 5.
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Figure 5- The steps to make a payment through an e-wallet application

The ease of payment through QR code scanning has led to a noticeable and widespread adoption
of electronic wallets, as indicated by previous studies. Quick response (QR) codes are among the
technologies that electronic wallets employ most frequently. To start the payment, the user can
scan these barcodes with their smartphone camera or their electronic wallet system, which decodes
the information into a black-and-white pattern. Information such as the transaction amount and the
intended recipient can be encrypted by payment applications. For instance, a QR code that enables

customers to use their account to pay for things in the store may be made in a PayPal app.
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2.6 Mobile OS. architecture

2.6.1 Android architecture

Android, the world's most popular mobile
operating system, is renowned for its robust and
flexible architecture. This architecture serves as
the foundation for the development and execution
of Android applications. Understanding the android

intricacies of Android's architecture is crucial for

Applications

both developers and enthusiasts, as it provides

.. . . . . Application
insights into how Android applications are created, Framework

managed, and run. In this exploration, we will
Figure 6 Android architecture

delve into the key components and layers that

comprise the Android architecture; as shown in Figure 6, android architecture is as follows: Linux
Kernel covers key services such as memory, network, and process management, as well as
security, Libraries and android Runtime It consists of a set of original code libraries that are
written in C and C ++ and most of the libraries of this layer are open source for the possibility of
modification[26].

Application Framework Provides an application programming interface and higher-level
services to us. These high-level services are also used by Android developers to construct apps.
Applications This layer is made up of native Android applications as well as third-party installed

apps. They come as part of an Android package, and all of the apps that need to be installed, such

as contacts, games, settings, and messages, are developed in this layer alone.
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In a forensic investigation, it helps to comprehend the underlying functions, file structures, and
capabilities of an Android device. In contrast to i0S, there are many different versions of the
Android operating system, and each one may have a different file system and special features. [27]
The openness and adaptability of Android also alter the playing field for digital forensics. When

handling an Android device, a forensic examiner needs to be ready for the unexpected.

2.6.2 10S architecture

i0S architecture, as shown in Figure 7, forms the foundation of
cocoa touch layer

Apple's mobile devices, defining how hardware and software interact
Media service layer

LY

to deliver a seamless user experience. This sophisticated operating
Core service layer

system powers iPhones, iPads, and other Apple products. In this
Core OS layer

overview, we'll explore the key components and layers of iOS

architecture, providing insights into its design and functionality[28]. Figure 7 I0S architecture
The cocoa Touch layer includes the Ul Kit Framework, the Map Kit Framework, Push
Notification Service, Message Ul Framework, Address Book UI Framework, the Game Kit
Framework, the Event Kit UI Framework, the Accounts Framework, and the Social Framework.

The Media layer is considered one of the most important layers in the iPhone, as it consists of
graphics, audio, and video. And the core services, which include the functions to manage the
fundamental system services_for native iOS applications. The Core OS is mainly responsible for
all the tasks of other operating systems and management of the device's memory, file system, and

networks, which is the layer of direct interaction, as shown in Figure.

2.7 e-wallet in Palestine
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According to studies that show[10], [27], although the existence of electronic wallets in Palestine
is considered a recent topic for the Palestinian user, it can be relied upon as a payment method
approved by many users, as 70% of electronic wallet users are users of Jawwal Pay in Palestine,
which is affiliated with Jawwal, which has effective and influential advertising tools to use the
application. Cash payment is used on a daily basis, whereas the other payment methods (E-wallet
and Debit/Credit Card) are used more frequently on a monthly and weekly basis. This is because
debit cards and e-wallets have issues when people use them. Palestine recently began using 3G
service, which is still new to users, does not cover all areas, and faces problems spreading due to
obstacles posed by the occupation[29].

Arabi Wallet is a new electronic wallet from Arab Bank that allows you to receive and send money,
deposit and withdraw cash, and complete all of your purchases at merchant POS terminals,
delivering an easy and smooth digital experience for all Arab Bank customers. MaalChat, which
is still a new application on the market, was the second and third company, respectively.
According to the report of the Palestinian Monetary Authority, table 1 shows the electronic wallet
companies licensed by the Monetary Authority and active in the local market in the State of
Palestine[30].

Note: the numbers in the Table 1, Until the moment of preparing this research

Table 1 E-wallets in Palestine and Downloads number

Download number

E-wallet company name Acronym Website Android 108
National Electronic Payment Company JAWWAL PAY www.jawwalpay.ps Above 100K = 78.2K
Pal Bay Advance Payment Company PalPay www.palpay.ps Above 10K
Middle East Payment Services MEPSPay WWW.mepspay.com Above 10K
Malchat Electronic Payment Company Maalchat www.maalchat.ps Above 50K
Your online payment company eFAWATEERcom  https://madfooat.com/ar/ = Above 500K
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2.8 e-wallet in worldwide

In Table 2, the seven best electronic wallets in the world are with the country of origin, according
to previous studies, and according to the highest number of downloads.

Table 2 Best e-wallet application in the world by its countries

Boost Malaysia https://www.myboost.com.my 78.2K
DANA Indonesia https://www.dana.id/en +50M
MOMO Vietnam https://momo.vn + 10M
United No
APPLE
PAY States and https://www.apple.com/apple-pay/
international
United + 10M
VENMO States and https://venmo.com

international

South https://www.samsung.com/us/samsung-pay/ + 100M No
SAMSUNG
Korea and
PAY ) )
international
United https://pay.google.com/gp/w/u/0/home/signup?sctid=819930063902  +100M
GOOGLE ps://pay.goog gp gnup
States and 4387
PAY )
India
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2.9 Summary comparison between e-wallet in Palestine and worldwide

BOOST, Malaysia’s mobile payment app, officially launched in 2017 as a platform that digitized
one of the telco’s core services — the way prepaid users top up their mobile credit. Boost allows
users to pay via their mobile device at participating locations without the hassle of using physical
cash or cards; to date, they have 8.8 million Boosties and more[3]. DANA is an Indonesian e-wallet
that provides clients with simple services for paying for services and goods. Customers may use
DANA to pay their monthly power and water bills and a telephone data plan. Vendors who accept
DANA as a form of payment are easily identified by their blue QRIS scanners. Vendors can simply
match a customer's DANA QR code with their scanners for a fast e-wallet payment procedure.
DANA does not charge a fee for transactions to or from any bank or between DANA accounts.
MOMO is the best one in Vietnam, and it’s an e-wallet and mobile payment software developed
by a Vietnamese company. Users can pay bills online, conduct peer-to-peer transfers, acquire
gaming credit, and top up their accounts[31] presently integrated with 24 domestic banks as well
as foreign payment networks like Visa, MasterCard, and JCB, and supports payments to
approximately 100 service providers and online enterprises. The program had around 10 million
subscribers on both i0OS and Android as of October 2020.

APPLE PAY is a mobile payment and digital wallet service. It’s an international E-wallet and it’s
developed in the United States by Apple Inc. It is a simple, streamlined digital wallet app for
iPhone and Apple Watch users only. It allows you to participate in both in-store and online
transactions. In-store, simply use your smartphone's PIN number or FacelD to verify your identity,
then hold your handset near a compatible Point of Sale (POS) system to complete the transaction.
One of the most appealing features of Apple Pay is its simplicity, which allows you to make
payments quickly and securely. That allows users to pay in person, via i0OS applications, and on

the web using Safari.
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It runs on Macs, iPads, Apple Watches, and iPhones. It cannot be utilized on any client device that
is not an Apple product, including any Android devices and browsers that are Windows-based. It
digitizes and can take the place of a credit or debit card chip and PIN transaction at a point-of-sale
terminal that supports contactless payments. Apple Pay is an NFC-based wireless payment system,
NFC is a catch-all phrase for wireless data transfer across short distances of less than 10 cm.
Smartphones can connect with anything, having an NFC interface via peer-to-peer communication,
allowing them to receive information from the payment terminal and make transactions. PAYPAL
was one of the first digital wallet companies to emerge in the United States and internationally. it
is a tried-and-true, trustworthy organization; look no further than it is one of the oldest prominent
digital payment companies. The software allows you to send money or make payments faster than
usual by bypassing the login screen and the time-consuming process of inputting your password.
You may enjoy this experience on your desktop, tablet, or laptop as well. The disadvantage is that
PayPal (PYPL) - Get PayPal Holdings, Inc. Report still charges a fee when transferring funds from
a credit card or converting a transaction to another currency, and it has steadily evolved into a
platform based on customer feedback. Consequently, users may make and receive payments in
over 25 currencies worldwide using a single browser platform, making it ideal for personal usage.
VENMO is the best e-wallet in New York, and it’s an international peer-to-peer (P2P) payment
service. It's a smartphone app that makes it simple to send money to pals. There's no need for a
credit card, a wallet, fees, or nagging about overdue beverages. Simply link the app to a debit card
and start spending. SAMSUNG PAY is a South Korean and international e-wallet mobile payment
and digital wallet service by Samsung Electronics that allows customers to pay with compatible
phones and other Samsung-made devices. By combining magnetic secure transmission, the service
allows contactless payments through near-field communications (NFC), as well as magnetic strip—
only payment terminals. It also facilitates bill payments in India.[32] it’s one of the most popular
digital wallet apps on the market. They've been in business since 2011. It's highly adaptable, even

though it's only for Samsung (SSNLF) users. You can pay in person, on the app, or online, and
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you can earn unique perks and cash back at key stores along the way. This results in a potent
combination that is impossible to ignore. Make sure your preferred banking institutions are
covered before committing to Samsung Pay. Though they support the majority of large financial
institutions as well as a slew of smaller ones, it's always a good idea to double-check. GOOGLE
PAY is a Google-developed Users of Android smartphones, tablets, or watches can utilize the
digital wallet platform and online payment system to do contactless in-app, online, and offline
transactions. In India and the US, iOS smartphones are also usable, albeit with fewer capabilities.
Furthermore, the program supports coupons, boarding passes, campus ID cards, auto keys, event
tickets, movie tickets, public transportation tickets, shop cards, health records, and loyalty cards.
JAWWAL PAY is a leading company in the field of electronic payment and electronic wallet
services in Palestine. It was established as a private limited joint stock company in February 2018
and was licensed by the Palestinian Monetary Authority (PMA) as a PSP payment service provider
to provide electronic payment services and electronic wallet services. The company was
established to develop services for electronic payment and its provision to the Palestinian
community, especially citizens who do not have bank accounts or who do not benefit from current
banking services. Among the company’s services: transferring funds locally, paying bills,
recharging the balance, online shopping, and paying via QR code for merchants, the company
came to fill the gap in the absence of electronic payment services that the Palestinian market
desperately needs, through innovative electronic payment systems, to transform the national
economy to an advanced digital economy and control the Coronavirus crisis and the many ways
of infection of the disease.[33] Pal Pay was established in 2010 in partnership with the Bank of
Palestine, the First National Bank, and PCNC IT Solutions to create a new electronic collection
system in Palestine in particular and the region in general. By dealing with Pal Pay services and
paying his bills, charging his mobile device, paying his dues, or paying a friend easily and safely
without waiting in queues and wasting time and going to the nearest collection center to pay his

dues with the companies he deals with. It also reduces the cost of collection on billing companies
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and introduces new and innovative collection mechanisms that serve the interests of these
companies and institutions substantially and provide them with cash very quickly, which gives
them the ability to grow and develop.[34]

MEPS is a mobile payment service provided by the Middle East Payment Services Company -
MEPS, and licensed by the Central Bank of Jordan under the umbrella of the national mobile
payment gateway JoMoPay; it has been present in Palestine since 2009 and is now a licensed party
to undertake the activities of issuing and providing payment cards in the Palestinian markets, where
the demand for electronic payment services is increasing. The company provides a variety of

services to several banks, including card issuance services, ATM management, and point-of-sale
management services.[35]

Maalchat is an electronic wallet that guarantees you a safe and easy way to organize your financial
priorities in one place through your smart device connected to any network of licensed Palestinian
cellular telecommunications companies (Jawwal and Ooredoo). With an escrow account with a
working bank under the supervision of the Palestinian Monetary Authority, a secure chat system
provides instant communication with your friends and customers, exchanging photos and files and
sharing sites. [36]

eFAWATEERcom is an integrated instantaneous system that replaces paper bills and traditional
payments with an easy-to-use electronic payment service system on the Internet and mobile
devices, accelerating the adoption of this payment system. It was established in partnership with
the Central Bank of Jordan and licensed by the Palestinian Monetary Authority. It provides
electronic cash collection services, facilitating payments, reducing costs, and collecting payments

efficiently [37]

32



2.10 Comparative

Prior research revealed a significant increase in interest in e-wallets and online payment. This,
combined with the prevalence of people using various types of wallets for electronic payment,
calls for researchers to concentrate on the security features of e-wallets to close the significant
gaps. Electronic payment offers several security features, including confidentiality, availability,
authorization, integrity, and non-repudiation[38].

In Palestine, Jawwal Pay, Pal Pay, and eFAWATEERcom are leading the way in providing
efficient and secure electronic payment services. Jawwal Pay, licensed by the Palestinian Monetary
Authority, offers services like fund transfers, bill payments, and online shopping to bridge the gap
in electronic payment services within the Palestinian market. Pal Pay, established in partnership
with local banks, enables easy bill payments and reduces business collection costs. MEPS, licensed
by the Central Bank of Jordan, facilitates card issuance and management services, catering to the
increasing demand for electronic payment services in Palestine. Maalchat, with its secure chat
system and diverse financial services, offers a comprehensive digital experience for users.

On the global front, e-wallets like BOOST in Malaysia, DANA in Indonesia, and MOMO in
Vietnam have gained popularity for their user-friendly interfaces and versatile payment options.
BOOST provides a convenient way to top up mobile credit, while DANA simplifies bill payments
and offers QR-based transaction services. MOMO, integrated with multiple banks and foreign
payment networks, allows users to pay bills, transfer funds, and make online purchases seamlessly.
Apple Pay, known for its simplicity and secure transactions, is exclusive to Apple devices and
facilitates in-store and online transactions. PayPal, a trusted digital payment platform, offers fast
and efficient money transfers, although it may incur specific transaction fees. Venmo, an easy-to-
use P2P payment service, allows users to send money effortlessly. With its adaptable payment
options and perks for Samsung device users, Samsung Pay has become popular. Google Pay, a
Google-developed digital wallet, provides a versatile payment system for Android users, with

support for various coupons and loyalty cards.
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Both the e-wallets in Palestine and those in the global market offer unique features and cater to

specific user needs, contributing to the growth of the digital payment landscape.

In this context, security concerns the risk of fraud and the level of protection against fraudulent
activities. Mobile payments ensure secure transactions through advanced technological techniques
like encryption, reducing the likelihood of theft. However, user concerns about security and
technical measures remain widespread. Some users may hesitate to adopt electronic payments due
to their apprehensions about sharing personal data and their lack of trust in e-wallet application

providers [39]. Table 3 below presents a comparative analysis of the automation features between

a local e-wallet in Palestine, Jawwal Pay, and the global e-wallet, Apple Pay:

Table 3 compares e-wallets in the world and Palestine.

e-wallet in worldwide

e-wallet in Palestine

Geographic Reach A globally recognized e-wallet is accepted in
numerous countries, making it suitable for
international travelers.

Device Compatibility:

Primarily serves customers in
Palestine and may have limited

international acceptance.

Device Compatibility | Apple devices like iPhones, Apple Watches,

iPads, and Macs.

Android and i10S

Currency multiple global currencies

Palestinian currency (NIS)

Security security  features, including tokenization,
biometric authentication (Face ID/Touch ID), and

device-specific security.

Standard security measures, but

their level of security may vary.

Developer Ecosystem | provides a robust developer ecosystem for
integrating payment functionalities into various

apps and services

limited third-party app integrations

Example Apple pay

Jwawal pay, Reflect Neobank
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In the Apple Pay Wallet, Apple assigns a unique account number to each approved payment card
to be authenticated and stored in the secure element of iPhone phones, where these account
numbers are used by coding schemes in addition to the security code instead of using the credit
card details, whether the card number or the C number In the card's VV, this guarantees the
consumer higher protection and security, as he does not have to reveal his credit card details when
making payments. One of the advantages of the Apple Pay Wallet is also the ability to add the
payment card to the Apple passbook through the iTunes application [39]

The prosperous electronic wallet market's future depends on how satisfied consumers are. To
combat hackers and fraud that are starting to appear in Palestine, e-wallet security should be
established. To improve customer satisfaction with e-wallets and boost consumers' confidence in
what competes with global wallets, wallet providers may utilize this to strengthen system security
and concentrate on crucial security elements. [40]

The neobank framework and the cloud payment framework are two separate ideas that have to do
with various facets of the financial sector. Let's see how they differ from one another:

Cloud payment framework: The infrastructure and technology needed to facilitate payment
processing and related services using cloud-based systems are referred to as the cloud payment
framework.

Cloud payment frameworks take advantage of cloud computing's capabilities to offer scalable,
secure, and adaptable payment processing solutions. With this architecture, data, and transactions
pertaining to payments are stored, processed, and sent via cloud servers. It eliminates the need for
expensive on-premises equipment by enabling companies and financial institutions to delegate the
management of payment systems to cloud service providers.

Cloud-based payment systems can be used by a variety of organizations, such as conventional
banks, fintech firms, payment processors, and other financial service providers. Peer-to-peer
transfers, internet transactions, mobile payments, and other types of digital payments are all

handled more efficiently, thanks to these frameworks.
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The cloud payment framework places a strong emphasis on the technological side of payment
processing, enabling quick and safe transaction processing. This framework is on the PAYPAL
wallet.

Neobank framework: as was previously mentioned, neobanks are exclusively online financial
institutions that provide banking services primarily through digital channels. The neobank
framework relates to the operational and technological framework used by neobanks. Neobanks
strive to offer a technologically advanced, user-friendly banking experience, generally via mobile
applications or web platforms, because it includes more services than just payment processing. In
addition to checking and savings accounts, budgeting tools, investment possibilities, loans, and
other specialized financial services, neobanks also provide a variety of additional financial goods
and services that as REFLECT Neobank. To supply these services, they frequently make use of
cloud-based infrastructure, API connections, data analytics, and cutting-edge features.

The neobank framework covers every aspect of a digital bank's operational structure, including
customer acquisition, account management, financial products, user experience, compliance, and
partnerships, in contrast to the cloud payment framework, which focuses specifically on the
technology and infrastructure for payment processing.

In summary, the cloud payment framework primarily focuses on the technical aspects of payment
processing via cloud-based systems. In contrast, the neobank framework is more comprehensive,
encompassing the entirety of operations and technology within an online-only bank. This broader

framework extends beyond payments, encompassing a wide range of financial services.
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Chapter 3

Research
Methodology and
Experiment Setup



3.1 Introduction

The main objective of the research is to measure the security and reliability of local electronic

wallets. In designing the research, the researcher distributed a questionnaire to electronic wallet

users to assess the level of security they perceive, comparing it with the security level observed

by the researcher in the practical aspect of digital forensics for electronic wallets as shown in

Figure 8. The research also explains the details of the data acquisition process on Android and

10S operating systems, in addition to the research tools that were used.
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Figure 8 Research methodology: a detailed flow chart of actions performed during forensic analysis.

38



The ease of digital payment methods attracts people, but they fear the extent of their exposure to
these sites. According to recent statistics [2] 69% of digital payment users are worried about
security issues, but the majority still use the platforms monthly because security concerns increase
with the use of e-wallets; for example (41%) of people fear hacking because it the most common
security concern followed by fraud (16%) and theft (12%). The research indicates that despite
security precautions such as two-factor authentication, encryption, and tokenization, users are still
suspicious of these sites.

We conducted a survey and statistical analysis by selecting a sample of 90 participants to determine

the level of security experienced by e-wallet users in Palestine. Figure 9 illustrates the axes used

to  measure e-wallet transaction history
' ‘ Integrity -
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— privacy
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> : T password
research. After compiling g Confidentiali
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Figure 9 SECURITY axes in the electronic wallet according to the questionnaire for this research.

and processed using the statistical analysis program (SPSS) version 27.

This section of the study utilized an empirical research methodology. Participants who met the
requirements for using any electronic wallet platform, including mobile applications and web-
based systems, were given access to a quantitative online survey. A total of 90 responses were
received. The survey had two components. The first component collected demographic
information, such as gender, age, employment, and the frequency of e-wallet transactions, while
the second part involved respondents rating their agreement with each statement on a five-point

Likert scale.
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To ensure the research's credibility, we will implement measures to control for potential
confounding variables and data errors. Utilizing SPSS analysis, I will evaluate the logical alpha
value of the questionnaire data. A satisfactory alpha value surpassing 70 will validate the data,
while any value falling below this threshold will prompt the collection of new data for further
validation.

To ensure the integrity of the analysis, it is imperative to clean the mobile devices thoroughly and
eliminate any potential interference from other applications. Furthermore, employing a diverse
range of mobile forensics tools for data acquisition will be essential to validate the accuracy and

consistency of the data obtained from multiple sources.

3.2 Statistical Analysis

Respondents used a five-point Likert scale to indicate their level of agreement with each statement
in the second section. The degree of agreement is considered in the study's evaluation process. The
22 questions in the second section were grouped into four categories, each comprising four
questions. Ten questions were designed to assess the use and safety of the e-wallet, while six
questions were dedicated to evaluating the proposed framework's confidentiality and availability.
Factor analysis and reliability analysis were performed using the collected questionnaires. IBM's
Statistical Package for Social Science (SPSS) version 27.0 software was employed for statistical
significance determination.

Given the limited sample size and the novelty of the topic in Palestine, it was necessary to assess
the reliability of the respondents using a reverse question in the questionnaire. The statistical
analysis results revealed that out of the initial 91 surveys, 70 were considered valid, while 21 were
excluded due to providing random responses to two reverse questions, indicating an unreliable

completion of the questionnaire. These findings are presented in Table 4.
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Table 4 case processing

Case Processing Summary

N %
Cases Valid 70 76.9
Excluded® 21 231
Total 91 100.0

a. Listwise deletion based on all
variables in the procedure.

As shown in Table 5, the majority of respondents use a JawwalPay wallet and a Palpay wallet,

which are popular with young people.

Table 5 CHARACTERISTICS OF RESPONDENTS

Indicator Total cell Accuracy (%)
Gender male 56.7
female 43.33
Age 15-24 14.44
25-34 46.67
UP 35 38.89
Job student 11.11
government employee 45.67
special officer 25.44
not working 17.78
It knowledge | very high 26.88
high 33.22
neutral 32.11
weak 6.44
Very weak 1.35
Payment Jawwalpay 44.22
method Palpay 23.43
Reflect neobank 20.11
Apple pay 10.11
Efawateer 1
Maalchat 1.13

41



The internal consistency of the dataset was evaluated through a reliability test conducted using the
SPSS program. The reliability coefficient yielded a value of 0.76, which is considered acceptable.
This result suggests that the questionnaire administered to the study participants is statistically
reliable. The study findings can be confidently interpreted based on this coefficient, providing

insights into the level of security perceived by the users. Table 6 presents the reliability coefficient.

Table 6 Reliability statistics

Reliability Statistics

Cronbach's
Alpha Based
on
Cronbach's Standardized
Alpha ltems M of ltems
760 916 22

In testing the second hypothesis concerning the safety and impenetrability of the electronic wallet
application, it was observed that 66.67 percent of the respondents viewed electronic wallets as safe and
impenetrable, while 33.33 percent expressed doubts about their security. This confirms the users'
perception that electronic wallets are secure, as indicated by our study. Furthermore, to evaluate
hypothesis H2.1, which suggests a lack of integrity in the local electronic wallet, the responses to the
guestionnaire on the third axis were considered. It was noted that Paragraph No. 3, which asserts that
users can easily view and verify their account transaction log, received the highest percentage. In
contrast, Paragraph No. 2 and Paragraph No. 4, highlighting the provision of accurate details of fees and
commissions and technical support for financial transaction issues, respectively, obtained the lowest
percentage, as illustrated in Table 7. This contradictory data confirms that the e-wallet maintains a
sufficient level of integrity, according to user perspectives, with variations observed in the performance

of technical support and user follow-up for e-wallets.
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Table 7 Integrity levels

b1.5 4.0429 1.10906 70
b2.7 40714 1.14615 70
b3.8 41000 1.15658 70
b4.9 3.7571 1.20909 70
b5.10 3.9286 1.10757 70

In assessing hypothesis H2.2, which suggests the lack of confidentiality in the local electronic
wallet, the responses to the questionnaire on the third axis were considered. It was noted that
Paragraph No. 2, emphasizing the use of strong passwords for the electronic wallet, received the
highest percentage. In contrast, Paragraph No. 6, which highlights the activation of the wallet by
an authentication code via the mobile phone, and Paragraph No. 5, mentioning the practice of
recording passwords in a notebook, obtained the lowest percentage, as indicated in Table 8. This
data contradicts the hypothesis, demonstrating that the e-wallet is indeed reliable, according to

user perspectives.

Table 8 Confidentiality level

c1.11 3.3429 1.50252 70
c2.12 4.3000 1.05432 70
c3.13 40429 1.16016 70
c4.14 3.0286 1.51295 70
£5.15 2.8286 1.55080 70
c6.16 41143 1.21038 70

Examining hypothesis H2.3, which suggests the unavailability of the local e-wallet, based on
responses to the questionnaire's fourth axis, it was observed that Paragraph No. 1, highlighting
the ease of dealing with the e-wallet application, received the highest percentage. In contrast,
Paragraph No. 2 immediately follows it and emphasizes the presence of a dedicated guide
provided by the e-wallet company for facilitating transactions, along with Paragraph No. 6,
which mentions the lack of awareness about a dedicated assistance number within the e-wallet

company, obtained the lowest percentage, as depicted in Table 9. This finding contradicts the
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hypothesis, suggesting that the electronic wallet is indeed available, according to user

perspectives.

Table 9 Availability level
d1.17 42714 1.03450 70
d2.18 3.8857 1.161489 70
d3.19 3.8571 1.17073 70
d4.20 3.5571 1.25843 70
d5.21 3.5000 1.31601 70
d6.22 2.9857 1.47926 70

The results of the statistical analysis demonstrate the users' sense of security, reliability, and
accessibility in Palestine. The findings indicate that the limited use or non-use of e-wallets,
particularly for transferring significant amounts, could be influencing their perceived level of
security. Additionally, users might be content with their restricted interactions with local electronic

wallets due to their lack of familiarity or experience with such platforms.

3.3 Tools & Methods

By using the SPSS program is a software platform that includes advanced statistical analysis, a
large library of machine learning algorithms, text analysis, open-source extensibility, big data
integration, and seamless application deployment. Ad hoc analysis, hypothesis testing, spatial
analysis, and predictive analytics are used to solve commercial and research challenges, and this
requires checking the alpha value of the SPSS result and ensuring that all data is valid before
analysis. Make Data acquisition for android mobile in many modes, first one when application is
installed, second application deleted, third when make reset factory of mobile, and fourth when
application turn on, and finally with rooted, make these steps with Android and IOS mobile. Will

extract all artifacts of e-wallet application on mobile by many mobile forensics tools:
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Belkasoft Evidence Center program, Software Belkasoft Evidence Center also has the
ability to automatically perform all the analysis and analysis. Support for Windows, Linux,
macOS, i10S, Android, Windows Phone, Blackberry OS, including a variety of smart
devices. The performance of this program is less evidence, which will be ignored. This
means that the software will not remove data corrupted and broken by looking for unusual
locations and analyzing deleted data.

MOBILedit forensics express is a tool to extract phone data analysis and create reports. A
powerful application that uses both methods to collect physical data and logic, Forensic
Express is great for process analysis, application, advanced recovery, and deleted data.
Many types of phones are supported, including most of the feature phones, report, refine,
handle the mobile device at the same time and easy to use user interface, and it collect all
application info standard and deleted are installed via phone and displayed as a timeline.
ibackup viewer pro this program Extract all things on 10S device, and the most important
feature of an iPhone backup extractor is recovering applications.

FINAL MOBILE FORENSICS4 provides our forensic community with the most cutting-
edge data-carving tool. FINALMobile can transform unstructured data into understandable
data with a few easy clicks thanks to our in-depth understanding of file systems and data
patterns. Specific file formats are used to store data on mobile devices, and the data is
frequently left behind. These "deleted entires," or buried treasures, can be recovered
together with the entirety of the "live" material by looking for precise patterns.
Additionally, as numerous gadgets follow the same pattern, we could already have a fix for
phones in the future. We can still evaluate data by examining each sector for certain data
even if the file system fails to fill. To make it simpler for the user, the data may be arranged

in a number of different ways.
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Our research methodology uses mixed methods: the quantitative approach to measure the safety
of the application and the qualitative approach to know the improvements that must be developed
to improve the security and safety of the application[41]. Information can be collected through
questionnaires for e-wallet users to measure the security of e-wallet application and the most used,
and through data-set by acquisition of e-wallet application on two mobiles with different operating
systems on many modes. The research population is users of electronic wallets in Palestine and

compared with international feedback users of electronic wallets.

3.3.1 Extract Data - Acquisition stage:

To extract data from devices, we need to conduct acquisitions from the mobile. Table 10
provides details about the tools and devices that have been used in the practical forensics for

this research.

Table 10 Hardware forensics details

DEVICE SPECIFICATION

FORENSIC WORKSTATION MSI laptop

Window 11 Pro OS

Processor intel core i5- 2.40GHz
Memory 8 GB

IPHONE DEVICE iPhone 11

Storage 128 GB

I0S 16.4.1

Redmi Note 8 -rooted phone
Storage 64

Android 11 RKQ1.201004.002
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3.3.2 Extract Android data

The rooting technique must be employed in this study because it grants us complete access to the
user data area and the device file system, which house the most crucial forensic evidence.
Additionally, it makes it possible to retrieve additional beneficial data at a later stage of the

research.

3.3.2.1 Android Rooting

To enable root process in mobile we need to open developer mode on MI mobile device via
settings, find about phone section, and tap on MIUI version several times to enable a developer
and use secret options Android. After that must unlock the MI device and open the bootloader as
follows:

1- disconnect wifi and connect 3G

2- login to mi cloud account

3- install MI UNLOCK

4- Shutdown the mobile

5- Open fast boot mode by press volume down and power button to 30sec, or enter fast boot

by using ADB tools as shown in Figure 10.

E:\platform-tools>adb reboot-bootloader
* daemon not running; starting now at tcp:5037

* daemon started successfully

Figure 10 adb fastboot mode

6- After that, open MI unlock, connect the device by cable, and Click on UNLOCK button
as shown in Figure 11 (A valid MI Account, associated with the phone used to

certification in the bootloader unlocking procedure. (Via official MI UNLOCK)

47



Ml Unlock Tool L3

No. SN " Product Status Message

1 17b8b2ee ginkgo Locked  <*Unlocking...

2

3

4

5

e

Refresh(F5) Unlock(F6)
@8 sign out 5522424

Figure 11 MI phone unlocking
7- And after at least a week’s duration, the message appears on MI UNLOCK TOOL when

the phone is rooted. Unlocked Bootloader (new devices usually have a 7-day waiting

period)

3.3.2.2 MOBILedit forensics express

Reflect application on Android mobile:
I took a backup copy from my Android mobile device and made an acquisition for the reflect
application, and this was made by activate the developer option and USB Debugging; after

several attempts to perform a forensic analysis of the application it failed as shown in Figure 12.
-

Connector installation

Install Cancel

Figure 12 Unsuccessful attempts to acquire for android mobile

48



Another tool of mobileEdit is Mobile Edit Phone Manger V10.7 - Enterprise, which makes sure
the forensic connector is available for the acquisition, as shown in Figures 12-a and 12-b, and it

turns out that the problem is not in the analysis tool.

{4 MOBILedit Phone Manager o

&« Developer options
¢ [J Xiaomi Redmi Note 8 (Connector not running)

Files

USB debugging

Switch to debugging mode when USB is o
connected

Revoke USB debugging authorisations

Wireless debugging

Debug mode when Wi-Fi is connected

Install via USB 0
Allow installing apps via USB

EE] Install Connector lm Screenshot
————————————————

Wt oo nos

USB debugging (Security
settings)

Allow granting permissions and simulating
input via USB debugging

Figure 12-b Mobile-edit phone manager shows the phone but is not able to

Disable adb authorisation timeout make a connector.

Disable automatic revocation of adb
authorisations for systems that have not
reconnected within the default (seven
days) or user-configured (minimum one
day) amount of time.

Select mock location app
No mock location app set

Figure 12-a Solved connection between xiaomi
phone and forensics tool

So, it turns out that there's a problem with connecting the phone to the forensic tool, and after many
attempts to solve it, it turns out that so that the analytical tools can access Xiaomi devices, it
requires activating Install via USB from developer option and deactivated USB debugging

security setting as shown in Figure 13 and make acquisition.
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& MOBILedit Phone Manager 10.7

Unable to install connector, following error has occured:
x User cancelled the install request. (00003CF8)

Figure 13 Same error of connection with Mobileedit phone manger tools
After solve the problem by available install via USB and Ensure that the crack is activated for
the analysis tool, Data acquisition is possible through the analysis tool, and the communication

issue between the phone and the analysis tool has been resolved, as shown in Figure 14
Latest Version:  10./.0.2921/
¢ Phone Activator
In order to start working with the phone, please activate it.

Activate Phone

Xiaomi Redmi Note 8

861312048980129

Dffline Phones

Activate

Activation Details Cancel

Figure 14 Connected mobile device by mobileedit phone manager forensic tool

50



And make acquisitions for reflect application by mobile phone manager, as shown in Figure 15

MOBILedit

¢ @ Applications (378) - Xiaomi Redmi Note 8

~/ | AliExpress

Avrab Islamic
Bank

Bank of Palestine

Doc Scanner

Facebook

FormsApp

a Gallery Editer
Google Play
Movies & TV

Google Play
Music
Google Play
Services for AR

a Google Wallet

®  Health

® | Jawwal Pay
P

Lens

Meet

MetaTrader 4

MetaTrader 5

Mi Doc Viewer
(Powered by WPS

Mi Remote

MiDrive

MOBILedit!
Connector

MP3 Cutter and
Ringtone Maker

Qoredoo- b=

Opera

Photos

Pinterest

Reflect

Samsung Pay

Signal

®
=
py
a
(<]
r 3
o
@
0
O,
[}
- ]
R

@ Snapchat
s soundCloud
SuperVPN
Teams
@ Telegram
Ga Translate
‘WEcontrol
B WhatsApp

0m | Zoom

K]

iyl assaall

Navigation Bar
. Android R Easter

Egg

Android Services

Library

Figure 15 Mobile-edit Enterprise tool

And make a copy acquisition for reflect application by mobileedit forensics tool, as shown in

Figures 16, 17, and 18, after resolve the connection problem, and Figure 19 shows the result of

Android Setup
a Android Setup

8

Android Shared
Library

Android System

android.aosp.ove
rlay
android.miui.over
lay
android.overlay.c
ommon

android.overlay.t
arget

android.qvaoverl
ay.common

Assemble test

Autotest

Backup

Basic Daydreams

Battery and
performance

Black

Blocked
Numbers Storage

Bluetooth

the reflect application using mobile edit tools.

< ff &

Select

Deselect All

App Backup

Data Backup

Data Restore
Uninstall

Install Application

Reread




MOLo Forersc Gprss - o x

[ o

MOBILedit

MOBILedit
R0 1at to extract

Full content

Application analysis v

nly

Parental check

[— B

Figure 16 Forensic tool make connection between xiaomi phone

Figure 17 Make acquisition by mobile edit forensics tool

T — a x

MOB\LedﬂEt

MOBILedFL_t

Starting export... OK

Communication type: ADB Connector

Preparing report oK

Processing application descriptions... OK (3 apps, 10 files copied) Xiaomi Redmi Note & - 99%
Reading backup ... 6.0 M8

Reading fles...

Reading fle; [Dumpeys/usagestats.iog.. OK

Al 278 XML files were successhully extracted
All 781 other files were successfully extracted
ADB backup was successfully procassed

All 3 applications were suecessfully extracted

Preparing main data for analysis... OK

Preparing data for analysis... OK

Preparing applications for anahyss... OK
oK

MS Excel report created
All processing done

Figure 18 Mobile edit forensics acquisition

With this tool, I found many artifacts, such as verified documentation of reflect applications on
Android mobile. This result shows the extent of insecurity in e-wallets even if they are on modern

technology Neobanks.

3.3.2.3 Final mobile

By making an acquisition to reflect Neobanks application by final mobile forensics tool, as shown
in Figure 20, found Wi-Fi mac address for which the electronic wallet has been logged in, as shown

in Figure 21.
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L
Folderkit J
E"E android_ANDROID BACKUP.mef

E-gg Mediall
|4 com.arabbank.neobank
- i@ property
{ g sdcard

Figure 20 Backup copy for Android with final mobile

| ———,

i | /property/ro.ril.oem.wifimac | @) Text (7} Binary 059 Find | & |l -

'”_"" poooooes I 38 30 35 51 38 38 42 3A 43 39 30 43 3B 34 46 [E8:5A:8B:CY:CE:F
=1 |eooope1s
00000020
00000030
00000040
00000050
00060060
onaaaeF e
onoaaeRe
opaaaeYe
apaaaBne
00060080

................

sEsmsmsssssEsE=s

Figure 21 Wi-Fi mac address

Another artifact is many properties as stop snapshot serves as shown in Figure 22

F Y | /property/init.svc.apexd-snapshotde @ Text () Binary 059 Find | & |l -

ooooooon [EE] 75 6F 70 70 65 64 00 00 00 00 @0 08 o0 00 o0 Etopped.........
00000010 00 B0 8O 08 00

00000020 @0 OB 8O O8 B0 OO B0 00 OO 00 DO 00 00 00 BB B0 ....eeeenraen..
00000030 OO OO B0 B0 B0 0P B0 0D OO 00 OO 00 00 PO PO B0 ......eeenuar...
0000DO4D @0 OO GO OO 0O 0D DO 00 OO 06 OO 00 00 00 VO B0 .......eeeuae...

Figure 22 Snapshot serves
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3.3.2.4 Android Data Extraction in Briefly
Finally, Table 11 will briefly describe the purpose of each tool that was used, the results that

emerged, and the difficulties that I encountered in each experiment.

Table 11 Summary of the process of extracting data from an Android phone.

TOOL NAME PURPOSE RESULTS DIFFICULTIES
MI UNLOCK allows users to Mi Note8 phone The waiting period before a
bypass the bootloader | rooted and Unlocked .
restriction and unlock | Bootloader phone is approved for
the device for jailbreaking is typically
customization and
other advanced seven days.
operations
ANDROID DEBUG Data Acquisition, extract various types | Compatibility issues with
Device Information of information from | some older devices or the
BRIDGE (ADB) Extraction, Android devices, base system.
Application Analysis, | including device
File System specifications,
Examination system logs, and
configuration
details.
MOBILEDIT Data Extraction, a verified failed connector installation
Deleted Data documentation of
FORENSICS . 8
Recovery, Analysis reflect application
EXPRESS and Reporting, on Android mobile.
Device Imaging, - personal ID
Application Analysis
MOBILEDIT phone management application data
and data extraction
PHONE MANAGER
FINAL MOBILE allows forensic WiFi mac address, | compatibility with certain
investigators to properties as stop device models or operating
access and extract a snapshot serves, systems,
wide range of time of logging in technical issues or software
information, such as errors during the data
and out .
call logs, text extraction process.
messages, multimedia
files, application data,
and other types of
digital evidence
stored on the device
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3.3.3 Extract IOS data:

Reflect application on IOS mobile, make acquisition analysis by many tools as:

3.3.3.1 MOBILedit forensics express

After make an acquisition for reflect application on IOS mobile device by mobile edit forensics
tool, all information about my iPhone, on the pdf report viewed in pdf report as shown in Figure

23 and sorted by filter as the database table

IF\AOI_3IIEedit

reflect case

Case Evidence Number: v0.01

Manufact Apple -
e PP Case Information

Product iPhone 11

N104AP, Model:MWM42 W CaseLabel reflect case

Apple M Case Evidence Number v0.01

16.4.1_Firmware:iBoot-8422. B Case Evidence Details mary theises
100.650_Baseband:
‘ 4.01.02_Build:20E252

Device Name Mary iphone
F4GDC12)N73H
123

ESN 35681211473183
IME! 356812114731837
IMEI 2 356812114674250
Jailbroken No

SIM Card No

Figure 23 10S mobile information- reflect case

Result for artifacts of reflect app: the base artifact is a picture of documents we verified the
account of reflect with it as personal ID and housing proof document as shown in Figures 24 and
25. It helps the cyber analyzer know who the owner of the original application is since the

application cannot be activated without the official documents of the person.
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Images @

nationald-back-page.png

B Filename nationald-back-page.png
Path phone/applications0/com.arabbank.neobank/backup/Documents/nationald-back-page.png
Size 925 KB
© Created 2023-03-05 11:25:31 (UTC+2)
© Modified 2023-03-20 12:22:24 (UTC+2)
© Accessed 2023-03-20 12:22:24 (UTC+2)
~ Width 966 px
1 Height 566 px
Format png
© nationald-front-page.png
B Filename nationald-front-page.png
Path phone/applications0/com.arabbank.neocbank/backup/Documents/nationald-front-page.png
Size 1.24 MB
0 Created 2023-03-05 11:25:14 (UTC+2)
© Modified 2023-03-20 12:22:11 (UTC+2)
© Accessed 2023-03-20 12:22:11 (UTC+2)
~ Width 966 px
1 Height 566 px
Format png

Figure 24 Personal ID uploaded to activate Reflect account

proof-of-work-decument-page.png

B Filename proof-of-work-document-page.png
Path phonefapplications0/com.arabbank.neobank/backup/Documents/proof-of-work-document-
page.png
Size 1.45 MB
© Created 2023-03-20 12:27:36 (UTC+2)
© Modified 2023-03-20 12:27:36 (UTC+2)
© Accessed 2023-03-20 12:27:36 (UTC+2)
« Width 966 px
1 Height 1110 px
Format png

Figure 25 Housing proof document uploaded to document Reflect account

3.3.3.2 BelkaSoft

By this tool many problems were encountered during the installation of the app because the tool
is not free, and we used another copy of the tool; with the use of another version of the tool, an

error appeared after activating, and the tool did not respond as shown in Figure 26.
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a License activation

Your trial is not yet activated. Please activate it online or offline to finish the trial registration.

3 Error occurred

® Obsolete Guardant drivers. Please uninstall them

Next Exit

Figure 26 Error of belkasoft installlation

3.3.3.3 iBackup viewer
With make backup by iTunes application, view the backup by iBackup viewer tool as shown in

Figure 27, and choose view as the row file to show data and artifacts.

'@ iBackup Viewer - Free Version
Q @llr oo

T—_-. Unique ID- 00008030-000825C41AB8402E

QiPhone -

Monday

:

21 files ODevices @

278 domains

® 42720

Figure 27 iBackup viewer front
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For Reflect Noebank application, show on a folder (com.arabbank.neobank) as shown in Figure

@ iBackup Viewer - Free Version = (m] X

DiPhone- % 356812114731837 Q u = Export~ =

Domain File Count # Path Created Modified Size Domain Key
com.apple.tv z “ 1 = Library/Web.  3/21/2023 5/29/2023 12.00 KB AppDomain-.. f87fbd8c20...
com.apple.weather 6 2 = Library/Appl. 3/20/2023 3/29/2023 2.17 KB AppDOmain-... 283d68615..
com.arabbank.necbank 2L 3 = Library/com... 5/29/2023 5/29/2023 136 Bt AppDomain-... c18fac70caa...
com.atebits. Tweetie2 <3 4 gm Library/FBS... 5/29/2023 5/29/2023 977 Bt AppDomain-... 1a048126f0...

mam atlas b1 Inatframa s c o P ciarann2 TR L] T2 OA KB Amanammnin ~CAnFAARACE

Figure 28 Reflect neobank folder in iphone backup

In folder — com.mobile-messaging.user as shown in Figure 29, we found many artifacts such as
(the email of user, username, and mobile phone number, as shown in Figure 30

Email: marytareql@gmail.com, username: marytareq, phone number: 970592252056

* @ Library/WebkKit/WebsiteData/Detault/BpGTAStSDe_muCjugVPpxksug.. = 2/<i/evel 2 LT e Le Uy nb
2 = Library/Application Support/com.mobile-messaging.user 3/20/2023 3/29/2023 2.17 KB
3 = | ihranslramofarahanlbocAloAnnEuanteTimaCnant ienn 5/29/2023 5/29/2023 136 Bt

Figure 29 Artifacts file director

JuuuulLly oI bd 41 /4 (4 [Z ©Y bZ| /D /4 B /3 Do b/ ©H be OomATTIrlbutesvgen
JO000120 64 65 72 80 04 80 03 80, 0d 80 05 80 00 80 28 80 der........... (.
20000130 35 80 11 80 Oa 80 02 80 13 80 10 5f 10 14[fYe1 5.......... ﬂa
20000140 T2 79 74 61 72 5 71 31 40 &7 ed 61 €9 &6c 2e &3 Lytaleql@jmall
20000150 6f 6d 54 4d 61 72 79 55 54 61 72 65 71 d2 29 13 umeMaryUI‘are[.j ) -
20000160 2a 2c 5a 4e 53 2e 6f 62 6a 65 63 74 73 al 2b 80 *, ZNS.objects. +.
J0000170 06 80 09 d3 2e 13 2f 30 31 32 56 6e 75 6d &2 €5 .. .... /O0l2Vnumbe
J0000180 72 59 70 72 €5 €6 €5 72 72 &5 €4 80 07 80 08 08 rY¥preferred.....
J0000190 5c 39 37 32 35 39 32 32 /35 32 30 35 36 d2 35 36 \NG72592252056.56
J00001a0 37 38 ba 24 63 6c 61 73773 6e 61 6d 65 58 24 &3 78ZSclassname¥sc
J00001b0 6c 61 73 73 65 73 5f 10 17 4d &6f €2 €9 €c €5 4d lasses ..MobileM
]OOOOlcO 65 7.3 73 61 €7 €9 6e ©7 2e 4d 4d 50 68 6f ce €5 essaging.MMPhone

Figure 30 Email address, user name and phone number artifacts

And wallet activated date and time: 20-03-2023, 8:23, and the list of wallet open date and time is
shown in Figure 31 This confirms that the electronic wallet has sufficient abundance to obtain its

information and all payment movements that take place through it, which reflects the impression
that the modern wallet is unsafe, and this is what is proven by the fourth hypothesis that the e-

wallet is not integrity.
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22 80 21 80 24 5f 10 11 69 73 57 61 6c ecf74 ".!.$_..iswalllfc
41 63 74 69 76 61 74 65 64 5f 10 17 77 61 6c 6¢c Activated ..wall

6cC
65 74 41 63 74 69 76 61 74 €5 64 44 €1 74 65 54 etActivatedDateT
©9 ed 65 54 5f 5f €9 €4 5f 10 13 77 €1 6¢c 6c €5 imeT id ..walle
74 4f 70 65 6e €4 44 61 74 65 54 ©9 6d 65 5e 69 tOpendDateTime™i
73 57 €1 6c 6c €5 74 4f |70 65 6e &5 64 09 5f 10 sWalletOpened. .
14 32 30 32 33 2d 30 33 2d 32 30 54 31 31 3a 31 .2023-03-20T11:1
38 3a 32 33 5a 5f 10 24 38 34 33 62 31 34 66 34 8:23Z .$843bl4f4
2d 33 €3 30 €3 2d 34 30|36 39 2d €2 63 34 30 2d -3c0c-4069-bcd40-

Figure 31 Activated and open wallet date- artifacts

On folder /group.com.arabbank.NewBank.plist, as shown in Figure 32

TEEa Lpialy/roounACITIfRSpUl LLala. wunny T T T T TETTr T T -t T

5 g Library/Preferences/group.com.arabbank.NewBank. plist 5/2/2023 5/2/2023 73.90 KB
6 mm | ihrarv/l naDatahaca ealita 3/5/2023 3/20/2023 100.00 KB
Figure 32 File

found a list of Contacts have reflect application on his phone, as shown in Figure 33

000002e0 | 6e 61 6d 65 22 3a 22 20 48 61 73 73 61 6e 20 53 name"”:" Hassan S ~
00000210 | 68 61 74 61 74 22 2c 22 6d 6f 62 69 6C 65 22 3a hatat”,"mobile":
00000380 | 22 39 37 32 35 39 37 36 35 35 37 34 32 22 2c 22 "972597655742","
0000310 | 74 79 70 65 22 3a 22 4e Af 4e 45 22 7d 2c 7b 22 type":"NONE"},{"
00000320 | 6e 61 6d 65 22 3a 22 20 33 61 73 65 66 22 2c 22 name":" 3asef","
00000330 | 6d 6f 62 69 6Cc 65 22 3a 22 30 35 39 39 34 37 36 mobile": "@599476
00000340 | 37 33 35 22 2c 22 74 79 70 65 22 3a 22 4e Af 4e 735", "type": "NON
00000350 | 45 22 7d 2c 7b 22 6e 61 6d 65 22 3a 22 20 33 6¢ E"},{"name":" 31
0000360 | 6T 6f 73 68 22 2c 22 6d 6f 62 69 6¢C 65 22 3a 22 oosh","mobile":"
00000370 | 39 37 3@ 35 39 38 36 39 31 35 35 36 22 2c 22 74 970598691556" , "t
00000380 | 79 70 65 22 3a 22 4e Af 4e 45 22 7d 2c 7b 22 6e ype”:"NONE"},{"n
|

AAAAATANA £4 £d £ A9 234~ a9 an £ IC TAa e T o £A £a 70 AmAaT . T Cinn e

Figure 33 Contacts list from the application

Time of login and out from the application as shown in Figure 34

©
oY ----- U5 - - 199€-@LECD2987-8E9F-4AB1-889F - AB7DEDSD18B62823-03-28 12:24:29:60880 Instan

.LogRequest.getLogData Message: Method Start

-9 ... S - - 199€-51ECD2987-BE9F-4AB1-889F-AB7DEDBD18B62023-83-2@ 12:24:29:5998 I
ZID.MetaDataltilities.addSessionToMetaData Message: Method End

o-ou ... UU - - 1@9&-"1ECD2987-8E9F-4AB1-889F-AB7DED8D18B620823-83-2@ 12:24:29:5978 I
ZID.MetaDataltilities.addSessionToMetaData Message: Method Start

ooy - U@S - - 199¥ - - LECD2987-8E9F-4AB1-889F-AB7DEDBD18B62023-03-28 12:24:29:5958 I
ZID.MetaDataltilities.getfAppMetaDataConfig Message: Method End

o9 .- LW - - 199 - - 1ECD2987-8BEOF-4AB1-889F-AB7DEDSD18662023-03-20 12:24:29:5948 I
ZID.MetaDataltilities.getAppMetaDataConfig Message: Method Start

Figure 34 Login and logout history.
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The found documents of the activated application are shown in Figure 35 — nationID back and

front page photo.
2 Documents/nationald-back-page.png 3/5/2023 3/20/2023 924.82 KB
2 Documents/nationald-front-page.png 3/5/2023 3/20/2023 1.23MB

Figure 35 Artifacts document activated neobank application

By this tool, Despite the high level of security for modern iPhone devices and their good reputation
in level of protection, however, after the acquisition of private data in the e-wallet application, it
is easy to access all the wallet data and movements made in all the details. This is what we said
earlier, which underscores the invalidity of the first hypothesis of this research. All data can be

recovered on iPhone after downloading and activating the wallet app.

3.3.3.4 FINAL MOBILE

After making a payment via the reflect neobank app, as shown in Figure 36, delete the app from
the mobile device and then make an acquisition for IOS mobile after delete reflect neobank
application; shows the emergence of several valuable artifacts. After analyzing the acquisition
results via the Final Mobile tool and searching by word for "Reflect", several results emerged, as

shown in Figure 37,
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Figure 37 reflect payment movement

Hexviewer

X} /AFC/PhotoData/Caches/search/psi.sqlite ©) Text () Binary | reflect Find <2 |
08617158 ©1 FD OF D3 OF BE OF AA BF 97 BF 83 BF 6F BE A7 ... .ccecccenns 0..
086171680 OE 94 OF 5C 08 45 B84 B3 00 45 00 00 00 00 06 06 T N N .
086171780 00 13 OF 39 OF 28 00 45 04 B3 00 45 00 08 00 06 ee9.(.E...E....
08617180 OO0 00 60 13 06 1D B2 OF B8 082 72 65 70 6C 61 63  .......... replac
08617198 65 00 04 B3 0O 46 06 15 86 21 82 OF B8 02 72 65 e....F...*'....re
086171A8 70 68 72 61 73 65 72 060 04 B3 00 46 65 15 66 21 phraser....F...t
0B6171BB ©2 OF 08 092 72 65 74 72 69 65 76 65 64 00 64 B3 .-..Fetrieved...
BB6171CH 00 45 F6 13 06 1D 62 O6F 08 02 Fre I IS FN T N refleg
00617100 L) 00 04 B3 00 45 D6 63 E1 60 14 00 00 00 00 00 E....E ..........
0B6171EG OO0 OO0 00 OO0 OO OO0 OO OO0 OO 60 B0 11 86 19 02 F ... .ecccceannnes
0B6171FB 08 B2 72 65 63 61 70 00 04 B3 80 4E 7C 14 66 1F ..Frecap....N]...

Figure 36 Search by word on hexviewer of 10S with deleted reflect neobank application.
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After searching, see the payment movement I made in Figure 36, this is shown in Figure 38,

Beneficiary Name, and amount sent: 5nis as shown in Figure 39.

886D7C58 @F 86 15 82 8F 88 82 61 73 68 80 84 B3 80 86 82  _...... ash......
8a6D7C68@ 15 86 21 82 BF B8 B2 61 73 63 65 6E 64 69 6E 67 ..t....ascendin
886D7C78 @0 84 B3 80 86 5B 10 86 17 82 OF 68 2R ENEN Y ----- [------4 ﬁ
8a6D7CEA 88 84 B3 08 88 AD 16 86 23 B2 OF B8 B2 61 73 E ........ #....as
8a6D7C?8 34 2C 32 30 31 2C 31 30 80 B4 B3 80 14 64 11 86 4.201,18..... d..

Figure 38 Beneficiary Name of Payment Movement

And total balance credit after payment movement, as shown in Figure 39

88735608 35 I3V AEE] 90 84 B3 80 17 5D BF 86 15 82 OF 88 ﬂ ..... |
88735618 82 31 35 6D 80 84 B3 80 22 31 OF 86 15 82 OF 88 e 1Y | PR
88735628 82 31 35 68 80 84 B3 80 10 8F 13 86 1D 82 OF B8 B Y 1
88735638 82 31 35 39 39 2E 32 30 80 B4 B3 80 85 B3 14 86 -1599.28........
88735648 1F 82 8F 88 82 31 35 39 36 34 2E 35 38 80 84 B3  ..... 15964 .58 ..
88735658 @0 3C 53 13 86 1D 82 BF 88 82 31 35 39 35 2E 32 LSl 1595.2
88735668 30 80 84 B3 80 85 A0 13 86 1D B2 BF B8 B2 31 35 5 15
88735678 39 34 2E 30 30 80 84 B3 80 36 F7 10 86 17 82 OF oy 88....6......
00798A00 02 OF 08 62 32 31 2C 32 30 31 00 04 B3 80 35 AB s.e221,201....5.
08798A18 6D 66 13 62 OF B8 81 32 31 60 64 B3 00 52 11 86  ....... 21....R..
00798A20 19 02 OF 08 02 ErEElNISPENE] 00 04 B3 00 17 66 ... Pk, .. .. f
00798A380 OF 66 15 62 OF 068 B2 32 30 6D 00 04 B3 080 24 81 ....... 20m....$%.
AR79RA4A 13 AA 1D A> AF AR A2 22 A 29 29 2F 21 35 AR AW _____ .. 2099 _15_.
886D7C58 @F 86 15 82 8F 88 82 61 73 68 80 84 B3 80 86 82  _...... ash......

Figure 39 Total balance credit after payment movement
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These results answer the first research question: since all movements made through the Neobank

app can be obtained even if the app is deleted from the mobile device, this is one of the most

important solutions to cybersecurity challenges and money transfer problems, and embezzlement,

as all transfers made through electronic payment can be obtained via the Reflect app.

3.3.3.5 10S Data Extraction in Briefly

Table 12 Summary of the process of extracting data from an 10S device

TOOL NAME PURPOSE RESULTS DIFFICULTIES
MOBILEDIT extracting and documents we verified the account | Use the trial
FORENSICS analyzing dgta from | of reflect as personal ID and version
mobile devices housing proof document
EXPRESS enables the
examination of
deleted or hidden
data
BELKASOFT collect and examine | Several attempts to download the tool | the tool is not free,
digital evidence and | failed and it is very
recover deleted or difficult to use the
hidden data trial version
IBACKUP analyze data from | - The email of user verified the
VIEWER iPhone backups reflect account
and extract app - username
data from 10S - and mobile phone number
devices - list of wallet open date and
time
- all payment movements that
take place through it.
- list of Contacts has reflect
application on his phone.
- documents of activated
application
FINAL access and extracta | This results in deleted reflect
MOBILE Wide range of application:
information, - payment movement [ made It
examination of - Beneficiary Name and amount
deleted or hidden sent
data,

total balance credit after
payment movement
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3.4 Reverse Engineering

The reverse-engineering procedure is unique to the object being reverse-engineered. Regardless of
the situation, all reverse-engineering efforts follow the same three steps. Here are a few examples:

Data extraction that the thing being reverse-engineered is evaluated, design information collected,

and that information reviewed to see how the components fit together. This may entail acquiring
source code and related design documentation for analysis in software reverse engineering. It
might also entail the use of tools like a disassembler to break the software down into its component
elements.

Building a model or modeling that the gathered data is abstracted into a conceptual model, with

each component describing its role in the broader framework. The goal of this stage is to abstract
particular information from the original into a general model that may be used to guide the creation
of new items or systems. This might be a data flow diagram or a structure chart in software reverse
engineering.

Review. This entails looking at the model and putting it through its paces in different settings to
ensure that it is a true representation and realistic abstraction of the original object or system. This
might take the shape of software testing in the software engineering world. The model may then
be used to reengineer the original thing once it has been thoroughly tested.

Reverse engineering, to put it simply, is the process of extracting source code from an executable.
Reverse engineering an Android app 1s done to figure out how the app works, where data is stored,

what security methods are in place, and so on.
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Figure 40 shows the basic understanding of the Android application source.

when make APK extraction
by reverse engineering

.apk files

images, DB, assets and - -
readable XML resource .dex files mainfest

convert dex >> class by .
. .calass files
(dex2jar program)

convert class >> java IEVERILES

Figure 40 Basic understanding of the Android application source

Extract APK

In reverse engineering for Jawwalpay wallet, on mobile Redmi Note 8, this mobile uses Android

operating system, so we make the following steps: ((this step gives the same result in rooted and

nonrooted mobile))

NOTE: reverse engineering is not available for IOS operating system.
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1- Extracting an APK file from the rooted mobile by platform tools, as shown in Figure 41

by code: Adb.exe shell pm list packages and, take name of the application packages, and

focus of a required application as shown in Figure 42

- (8 - al L [ - (DAY ue S .
:ps.jawwalPay . customer

S aTalat: i P O T

Figure 42 JawwalPay application package name

Finally by following command adb.exe shell pm pathps.jawwalPay.customer, find the entire
pathname of the APK file for the requested package as shown in Figure 43:

H:\platfc m path ps.je

package UHmoLn1k ' mvAmB(

Figure 43 Code of extract the pathname of APK file and result of code

2- Using the adb.exe pull command, transfer the APK file from the Android smartphone to the

forensic workstation, as shown in Figure 44.

~mx1XUHmoLn1WScO mvAmBQ==/ps . jawwalPay.customer-NvwF]jSg

'ps.jawwalPay.customer...le pulled, @ skipped.

Figure 44 Transfer APK file from mobile to forensic workstation
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3- Rename the APK extension to ZIP to see the contents of the file, base.apk to base.zip,
and extract the file using archive application in Figure 45. The screenshot shows the files

extracted from the original APK file YT6

assets 3/19/2022 545 PM File folder

com 3/19/2022 5:45 PM File folder

kotlin 3/19/2022 5:45 PM File folder

lib 3/19/2022 5:45 PM File folder

META-INF PM File folder

okhttp3 PM File folder

org PM File folder

res 3/19/2022 547 PM File folder
D AndroidManifest 2/15 M XML Document 34 KB
=| androidsupportmultidexversion 1/1/ Text Document 1KB
D classes.dex 1/1/1981 1.01 AN DEX File 8,398 KB
D classes2.dex 1/1/1981 1.01 AN DEX File 9,313 KB
D classes3.dex 1/1/1981 1:.01 AM DEX File 3454 KB

Figure 45 The file extracted from original file (ps.jawwalPay.customer)
4- after install dex2jar tool [42] drag the file classes. dex on folder of tools, and by CMD code,

write d2j-dex2jar classes. dex, as shown in Figure 46; after that, we found a new file,

classes.jar, in the tools folder, but with file classes-error.zip, as shown in Figure 47!

vy if possible.

Figure 46 Code of convert dex to jar file and its results.,

MO O

D classes.dex 1/1/1981 1:01 AM DEX File

©
| classes-dex2jar jar ©)
©

Executable Jar File

ﬂ classes-error 372772022 12:17 AM WinRAR ZIP archive 55 KB

Figure 47 The classes file

5- Make all of the steps to convert the three classes files we found in the base folder,

classes2.dex, and classes3.dex
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6- Finally, to view the content of classes jar file, can use JD-GUI tools [43] and import files

to view content by the tool, as shown in Figure 48.

v W PULLLL SLALAL LANGL JLLLIUY UARAML CALGUUUR iU LUNGimns = UGl
+-Hf javax public static final String JAWWAL IN ANT = "l
5. kotlin public static final String JAWWAL MESSENGER ID CO) "h
+tﬂ kotline.coroutines public static final String JANWAL X1 LINK _CONSTANT "h'
; &8 okhttp3.internal.annotations public static final String K UPLOAD MODE = "UFLOR
P public static final S5tring K "FULL_NRME";
f't’d org public static final String K = "gender";
f 'BE\‘ public static final String K = "OBJECTI";
i j-:ﬁ constatns public static final String K TEL = "PALTEL";
[J] Constants public static final String KEY STORE NAME = "keystore.bks";

-3 data.offlinedatasource public static final String LAl

: 'lJ. RealmMigrations public static final int LANG

i.&j fingerprint public static final int LANG

i - [4] FingerPrintDialogSFingerprintDialoginter: public static final String LAl

’ public static String MAIN L ewallet.jawwalpay.)
£ preference public static final String MALE = "Mal

. [J] AppPreferenceManager public static final int MAX LENGTH MOBILE NUMBER FIELD = 20;

* .'.‘H ul public static final int MAX LIMIT MERCHANT RECENT = 20;

o H arkile rihlir efatir Final int MAY T.TMNTT MWNEV TRANCFER DREENT = S.

Figure 48 The content of classes.jar file by JD-GUI tools

After extensive investigation, we uncovered the open-source code of Jawwalpay wallet, as
depicted in Figure 49. The code's susceptibility to modifications underscores one of the primary
reasons highlighting the inherent weaknesses of the mobile wallet application. The need to
discontinue its services within the community became imperative, especially after encountering
evasion from the technical support team during our visit to the company's exhibition to activate
the application. This incident served as compelling evidence, indicating the illicit nature of the
wallet and its significant operational challenges [45]. The structure of the wallet application
comprises multiple libraries integrated into a single code, lacking the specific security measures
typically associated with electronic wallets, thereby rendering the application more susceptible to
breaches and privacy violations. Although the application has been replaced by the newer banking
application Reflect, as previously examined in this research, it remains active for users who had
utilized it previously. This perpetuates the users' exposure to the risks associated with unauthorized
money transfers, potentially leading to theft and illicit financial activities. Our reverse engineering

efforts throughout this research have validated these concerns.
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f) Java Decompiler - ULong.class
file Edit Navigate Search Help

- AREK

classes2-dex2jar.jar ¢

=T
-8 com
@83 dagger
@ ﬁ de.adorsys.android.securestoragelibrary
$ io

-8 javax

-8 kotlin

B -f3 collections

@ comparisons

(-3 concurrent

8 contracts

@3 coroutines

-3 experimental

v internal

@ f3 random

-3 ranges

(- reflect

-3 sequences

(- system

[ text

[+-E3 time

-.[J] ArrayIntrinsicsKt

- [J] AutoCloseablekt

[J] DeepRecursiveFunction
[J] DeepRecursiveKt

- [J] DeepRecursiveScopelmpl

- [§] Exceptionskt

[J] HashCodekt

—.[J] InitializedLazylmpl

-.[J] KetlinNothingValueException
] KotlinNullPointerException
- [J] KotlinVersion

[1] LateinitKt

L T p—

NotImplementedError.class KotlinNothingValueException.class ULong.class ¢

package kotlin;

3

import kotlin.internal.InlineOnly;

@Metadata(bv={l, 0, 3}, dl={""}, d2={"Lkotlin/Ulong:", "", "", "hashCode", "()I", ", "other”, ™"
@ExperimentalUnsignedTypes
@SinceKotlin(wersion="1.3")
public final class UlLong
implements Comparable<ULong>
{

@NotNull

public static final Companion Companion = new Companion(null);
public static final long MAX VALUE = -1L;

public static final long MIN VALUE = OL;

public static final int SIZE BITS = &4;

public static final int SIZE BYTES = 8;

public final long a;

@InlineOnly
public static int b(long paramLongl, long paramLong2)
{
return UnsignedKe.ulongCompare (paramlongl, paramlong2):
1

@PublishedRpi
public static long constructor-impl(long paramlLong)
{
return paramlong;
}

public static boolean esquals-impl(long paramLong, Object paramObject)
{

return ((paramObject instanceof Ulong) s& (paramlong == ((ULong)paramObject).unbox-impl())):
1

public static final boolean =quals-impl0O(long paramlongl, long paramLong2)
{

return (paramLongl == paramLong2);
}

rhlin etatis int haehfada—imml ilana naramlanal

Figure 49 Jawwal pay wallet- open-source code
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Chapter 4

Suggested model

MOBILE APPS ENGINEERING FOR
E-WALLET DESIGN, SECURITY and
TESTING (MAEE)



4.1 Suggested mobile application model MAEE ((MOBILE APPS ENGINEERING FOR E-
WALLET DESIGN, SECURITY and TESTING)) MAEE-dst

The MAEE model is a useful tool for academics and developers of mobile applications who want

to raise the overall standard and security of e-wallet applications, as shown in Figure 50.

In order to safeguard user information and stop illegal access, MAEE-dst includes cutting-edge
authentication procedures, encryption techniques, and secure data storage technologies. In order

to find and fix such vulnerabilities, the testing process also involves thorough functional,

performance, and security testing that adheres to industry best practices.

Mobile Apps
Engineering For

E-wallet

MAEE
o

Mitigation .
Reaction Detection

Figure 50 Suggested Mobile Application Model (MAEE-dst)
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4.1.1 Design

The creation of a user-friendly user interface and the integration of crucial functionality, such as
payment processing, transaction history, and account management, are the main goals of the design
phase. The approach places a focus on agile development techniques, guaranteeing iterative
improvements and quick distribution of updates, as shown in Figure 51, which displays the

application permission workflow. /
Can you

. . ety 0 Declare permissions o o b
Android has a permission structure @RS — Qe —— @
declaring " permission?
jpermissions? . /
in place to protect its vulnerable No Y
Yes ¢ ————————————
components, but many users are T 4 ! ‘
QUi - Mol am - - @ -
unaware of the permissions that are " -
being requested or may not even Figure 51 Application permission work flow [11]

know what they are for. Most users don't refrain from using unsecured public Wi-Fi networks, and
more than half of those who took part in the security study had never thought about the security
risk that accessing an unsecured Wi-Fi network represents. Droid was designed to enable apps to
become more dynamic and autonomous in their operation. The permissions were established to
assist apps in retrieving certain information from a user's device and then using that information
to assist the user in carrying out transactions and services in the background to benefit the user and
update their account.

Excessive usage of mobile application permissions has resulted in severe information and data
security breaches for many users, and it continues to present difficulties for mobile phone users.
Android permissions may be used for a variety of activities, including spying, stealing information
and data, altering data, monitoring users, and even collecting personal information and
passwords.[44] Android developers can exploit application permissions to follow users, wipe their
data, steal personal and private information such as passwords and emails, steal money from users,
and drain money from users through unnecessary service fees. They can also listen in on and view
the user through the gadget, as well as monitor the user's whereabouts.

There are four categories of permissions:
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Normal permissions are required when a program wants to access data or resources outside of
its sandbox, but they pose no danger to user privacy or the functionality of other apps[45].
Dangerous permissions when an app needs data or resources that include the user's private
information or might potentially damage the user's stored data or the operation of other
applications.

Signed permission is a permit given by the system to an application that shares the same
certificate category as the one that requested it. If the certificate categories match, the system
grants authorization automatically.

Signature or system permission: the system only grants this permission to programs that are
part of the Android system image or have the same certificate category as the declarer. Is
permission is only used in exceptional circumstances, such as when many vendors have

applications that must explicitly share resources while being constructed jointly.

By leaving location services on all the time and publishing their location on social media, Users

expose themselves to attackers who may seek to damage them physically or benefit from their

presence in a certain spot, allowing them to participate in burglary, robbery, or theft.

In order to cause damage, attackers frequently aim to exploit either technical flaws in operating

systems or a person's inexperience or generosity in completing tasks for them. Malicious software

may infiltrate mobile devices in a variety of ways presented in the following Figure 52:
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social engineering

eHarmful code is included in a legal program; false installers that look like well-known application
installers; malicious updates are issued with a legitimate application.

SMS / MMS

*SMS architectural faults are exploited, and they may be used to send malicious code or keep in touch with
the attacker.

bluetooth

eleverages this type of radio connection to transfer malicious code from one device to another. A hacked
device may pair with other devices using default passwords, then send virus / malware copies to the
target device.

internet access

e|t allows them to access services like email, social media, and online browsing, but it also exposes them to
the same hazards.

USB propagation

eutilizes the ability to install applications over a data cable connection. On Android smartphones, for
example, the permission system may be circumvented via the adb shell, allowing a malicious app to be
loaded with full access to all rights.

Near- Field communication NFC

eexploits NFC, which may be used in a drive-by attack to cause an Android smartphone to visit a website
where malicious code is executed.

Figure 52 Malicious Software ways
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4.1.2 Security

Prevention is the earliest step of the security life cycle, and it is also the least invasive, minimizing
resource waste such as mobile device battery use. Several protection mechanisms have been
included in mobile devices as a precautionary step to reduce the quantity of potentially destructive
malware programs that enter the device or that exploit established attack routes. The following are
the most often utilized preventative methods:

1- installation of malware to prevent attacks

2- monitor application and mobile device behavior, such as applications sending frequent

data to remote sites without user permission

3- reduce potential threats such as malware accessing personal data.
The evolution of mobile devices as their complexity increases allows users to perform more
complex tasks and creates significant challenges for application developers to create secure and
reliable applications. Modern mobile devices are capable of performing tasks that were never
thought possible.
It does not impose any restrictions on the movement of the carrier or the host. By facilitating the
movement of people, the characteristics of these devices are limited in dimensions and weight, as
they can be easily lost, they can connect to other devices without any awareness of the user, and
they can connect to unsecured networks without the consent of the user or trusted authority. In
addition to all of the functions already stated, the connection often consists of 3G/4G, Wi-Fi,

Bluetooth, NFC, airdrop, and GPS capabilities.
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One of the most important risks that users fall into is the user’s belief that all applications in the
official application stores are safe, and this is a misconception, and their lack of awareness of the
extent to which their devices and the security of their information are at risk due to the behaviors
with which they interact and authorize such as credit card details or electronic wallets details that
They use it, this confirms that users have a very poor awareness of privacy and security. Also, the
user's lack of interest in protection permissions when downloading applications on mobile devices,
and this, if anything, indicates the user's lack of awareness of the extent of the security risk that
the user is exposed to when accessing an unsafe Wi-Fi network, also running the location service
from the permissions that display the user at risk, and permission to allow access to private photos
in the gallery.

Recent reports show that most of the cyber-attacks on mobile devices are malware, key logging,
credential and phishing attacks, and software permissions.

The life cycle of Security for Mobile Devices is shown

in Figure 53

1- Prevention, which is preventing danger

before it occurs [
2- Monitoring and detection, which is the BEISCHON
continuous analysis to follow up on the _
Prevention
behavior of the device
3- Reacting or mitigating the precautionary

measure to protect against danger, even if that
action causes damage to the device , _ , _ ,
Figure 53 Life cycle of security for mobile devices

The following are the preventative strategies most

frequently employed to system security from being compromised:
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1- Sandboxing is a cybersecurity approach where code is executed on a network that
resembles end-user operating systems, watched, observed, and analyzed. To examine
untried or untrusted programs and prevent threats from accessing the network, sandboxing
is frequently utilized.

2- Policies Matching: A detailed analysis to match all security policies before distributing the
application. This procedure is available in the App Store application for IOS Mobile
devices, and the same procedure is available in Windows Phones, although it is not
available in Google Play on Android mobile devices. This is what makes Android mobile
devices more vulnerable to threats.

3- Code and database Enforce the behavior of app stores by linking them to unique signatures
database of malware so that potential threats to the system can be identified

4- Fragmentation Separation of the personal space of the device from the workspace, with
limited permissions available in the personal space of the device user

5- Permission system Phone companies should explicitly clarify system features or the
capabilities of devices that (the user may) need access to measure risk when granting access
to sensitive features, such as camera access or SD storage.

Monitoring enables detection and corroboration of malicious activity within the system during
runtime as the logs are periodically sent to a trusted supervising server to delegate the heavier,
more resource-intensive analysis burden out of the mobile device, albeit some minor analysis can
still be performed on-site, and help to detect unnecessary use of mobile device resources such as

cameras or microphones.
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What was presented in the previous sections are some of the preventive techniques from the
occurrence of any attack and mitigate the possibility of a threat, and the reaction in the event that
the device is exposed to danger or attack, what will be done to reduce the damage and repair it, as

shown in Figure 54

.ePrecautionary measure for devices that connect to the

‘ Security policies. infrastructure and access sensitive data
v

‘ Patch support eupdating programs to patch vulnerabilities.

/

eLong-term support A longer length of time is spent

LTS maintaining reliable releases of software.
4

.eThe ability to control the vulnerable device remotely and
Remote control stop it, or take a procedure to reduce the risk or theft of
-/ data

.eDetermine the location of the device, if it is stolen and the
Location tracking data is stolen, it can be stopped

v

ethat looks at a project, program, or system's good and bad
Documentation points as well as dangers that were recognized, how they
~ were handled, and how they may have been prevented

Figure 54 Mitigation Reaction techniques
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Talking about security may take a long time and needs continuous follow-up in order to keep pace
with threats, their updates, and their evolution with time, so it is necessary to tighten security and
preventive techniques in more ways than the previously mentioned methods by encrypting
applications with encryption algorithms, and protection environments as they isolate applications
from each other and from The system, the use of modern cloud services to store data and not easily

access physical data.

4.1.3 Testing

There are several degrees of testing in software development shown in Figure 55, particularly in
the context of mobile applications. Unit testing, integration testing, system testing, and acceptance
testing are the various testing tiers. A software module's smaller sections or components are the
primary focus of unit testing. Integration testing examines the interrelationships between linked
application components and detects coupling-related errors. System testing looks for flaws in the
underlying hardware and the actual environment in which the mobile app will operate as a whole.
To ascertain if the system satisfies user demands, requirements, and business procedures,

acceptance testing is carried out.

functional
testing

Performance security
testing testing

" 4

Figure 55 Testing levels
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Testing presents a variety of difficulties in the mobile app space, like the continual updating,
refactoring, and maintenance requirements brought on by the regular changes in business
expectations. The goal of mobile app testing is to find flaws or identify problems in several areas
of the app's quality, including its content, function, navigability, how well it performs,
compatibility, accessibility, and security [46]. Designing testing activities with specific objectives
is necessary for validating each aspect of the mobile app quality. In other words, it calls for various
testing methods. Functional testing, testing for efficiency, security testing, connection testing, and
testing for usability are the key forms of testing in the context of mobile apps.

UI Testing In order to provide users of mobile payment applications with a seamless and user-
friendly experience, the user interface (UI) of the app is essential. To enable effective engagement
with the payment app, the UI design should put an emphasis on readability, clarity, and
straightforward navigation. The panels for starting transactions, entering payment information, and
verifying transactions should be simple and straightforward in a well-designed user interface for a
mobile payment application. It should provide simple tools, such as menus, buttons, and forms, to
let consumers complete the payment procedure without difficulty. Users can better understand the
status of the payment process by using visual cues like progress bars or loading animations. In
order to increase user confidence in the payment app, the user interface should place a high priority
on security measures. This entails adding security measures including encrypted sensitive data,
secure login procedures, and obvious secure connection signs while processing payments.
Performance testing Software testing, known as performance testing, checks to see how well the
program performs under demand. Performance testing's objective is to remove performance

bottlenecks rather than uncover flaws. It evaluates the characteristics of the system's quality.

Performance testing attribute: the speed to establish the application's react responsiveness and
scalability to establish the maximum load that the software program is capable of handling. And

scalability to evaluate the stability of the application under changing loads.

We can do this testing using many tools, such as jMeter, webLoad, and LoadRunner.
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Functional testing avoids a component or system's core mechanism in favor of focusing on the
functionality requirements. It only focuses on the results produced in response to chosen inputs
and circumstances of execution. Functional evaluation verifies Uls, external system behaviors,
mobile web application programming interfaces (APIs), service functionalities, and system-based
intelligence in mobile apps [47] Testing numerous features and capabilities such as account setup,
fund transfers, payment processing, balance checks, transaction histories, and security measures
like authentication and encryption would be included in functional testing for an electronic wallet
mobile application.

Compatibility testing is a test that determines if a software program is compatible with a variety
of hardware, operating systems (OS), mobile devices, networks, and databases. Compatibility
testing is a type of non-functional software testing that is used to assure reliable applications and

client satisfaction. It examines elements including usability, dependability, and performance.
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Chapter S
Results



5.1 Results.

5.1.1 Result of Statistical Analysis

The result of the statistical analysis shows that the local electronic wallets in Palestine enjoy
integrity, confidentiality and availability from the point of view of users. However, there is a
consensus among the users of the wallets that they are not satisfied with the technical support of
electronic wallets. This reduces the percentage of the wallets enjoying integrity in exchange for
availability and confidentiality. In addition, the results of statistical analysis were a sufficient
answer to the main research question, Is e-wallet secure?

The results of the analysis underscored that the users of e-wallet feel safe in their use of the e-
wallet, and with regard to the sub-search question regarding the integrity of the e-wallet, the users
of the e-wallet also emphasize that there is a somewhat acceptable abundance of local e-wallets.
with regard to the second sub-question concerning the confidentiality of the e-wallet, e-wallet users
also confirm and demonstrate users' answers that local e-wallets enjoy a high level of
confidentiality and protection. and finally, with regard to the recent sub-research question, which
tests the abundance of local electronic portfolios, Users' answers show that portfolios have a fairly

acceptable level,

5.1.2 Result of Reverse Engineering

Once we have access to the code, we may examine how the program keeps values, permissions,
and other data that may be useful in bypassing specific constraints. When malware is discovered
on a device, this approach of decompiling and analyzing the program may be beneficial in
revealing what the virus is accessing and providing indications as to where the data is being
transferred. The parts that follow go through Android malware in depth.

One of main results, found three files with name [classes], this may be the based difference

between the local and international applications.
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It is possible to modify the open-source code of a Jawwalpay wallet, as in the process of reverse
engineering, its code was accessed in all details, and it turned out that it is several libraries
interconnected with each other, which makes it easier for users to hack it and tamper with its
contents and makes the application an unsafe application for its users According to the results of

the current study and analysis of the application.

5.1.3 Result of Acquisition analysis

After conducting acquisitions of private data in the Reflect application on mobile devices that
operate with the Android system and the IOS system, our results showed that it is easy to obtain
data and information related to the e-wallet settings on the mobile, such as the documents through
which the wallet was activated, such as a card Personal identity, proof of residence, also the
payment movements that you had made on the e-wallet application were obtained and deleted later.
This confirms that the wallet application is not secure and keeps all payment movements on the
phone. For active e-wallet applications on Android devices, the Android Debug Bridge (ADB)
pull command-line tool was able to effectively retrieve a lot of useful transaction data. The ADB
pull might retrieve information showing both previous and present wallet existence on the mobile
device in addition to transaction data.

The ADB pull was also capable of retrieving information indicating current and previous wallet
existence on the mobile device[41], in addition to transaction data and the database file contains
information, while the wallet data file contains keys, transaction metadata, and all file logs of the
e-wallet. The results of this research indicate that it serves to aid law enforcement in connecting
unlawful transactions involving these e-wallets on mobile devices to implicated individuals and

devices.
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5.2 Discussion

The current study found that users have faith in the well-known local mobile portfolio; given that
people tend to remember and recover negative attitudes more readily than positive, [48] confirms
that there is a noticeably positive perception of the local portfolio; and a greater percentage of
study participants chose to describe a positive experience with the portfolio's electronic payment
options.

Mobile payment features and conveniences can be used to explain the trend toward contentment.
Mobile payments, which may be performed on the same mobile devices used for other daily duties
in both the professional and personal spheres, simplify and accelerate time-consuming payments.
Additionally, it does away with the need to type passwords and carry about extra codes like cash
or credit cards. In general, mobile payments satisfy the needs and wants of contemporary customer.
The incidence distribution and the high a susceptibility towards positive perception are probably
influenced by sample characteristics. Participants in the study ranged in technological
preparedness from average to below average. which is a constrained indicator of technological
satisfaction [49].

Finally, the trustworthiness of the domestic portfolio is a favorable perception that may be
influenced by the age of study participants. Younger people tend to be more comfortable learning
and utilizing new technologies.

In this study, digital forensic examination of electronic payment apps was the primary cause of
unacceptable accidents. According to the survey results, respondents believe that mobile payments
are secure and reliable enough to prevent the theft of data from electronic wallets, which is at odds
with the findings of digital forensic analysis. In addition, respondents' refusal to use electronic
payment methods is a sign that the data they provide is unreliable. Due to the continued use of
traditional payment methods, particularly card payments, any issues with mobile payment are

likely to cause the client to switch to card payment. Another choice is to go with a different mobile

payment company.
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Due to the limited amount of data, only two groups of unsatisfactory sources emerged; however,
individual occurrences demonstrate that some consumers have additional issues as a result of
utilizing the payment solution and feel uneasy while using mobile device payments. Although the

impacts of technological failure on customer discontent have been studied, complexity and security

have not yet been the subject of any previous research.

5.3 Conclusion and Recommendations

This thesis presented a forensic analysis of the Android and IOS operating system and the
remaining (digital) evidence in electronic wallets (Jawwal B and Reflect application) while the
applications were on the phones and once the electronic wallet applications were uninstalled. The
results showed that while the wallet application is on the phone, we can obtain valuable artifacts
such as the email address through which the wallet was activated, and all the special documents
that were uploaded to confirm the activation of the application and the possibility of using it. It is
proven that when downloading/uninstalling e-wallet applications; Leave traces in the phone. This
research proved that artifacts of forensic interest can be found in various locations within the
Android and 10S systems, where all transactions made through the New Bank wallet are identified
as plain text stored in the private log files in each wallet.

Based on the results obtained from the acquisitions of private data in the Reflect application on
Android and 10S mobile devices, the research draws the following conclusions:

Lack of Security in E-Wallet Applications: The research demonstrates that the Reflect e-wallet
application lacks sufficient security measures to protect sensitive user data. This includes personal
identity documents, proof of residence, and payment transaction details.

Data Retention on Mobile Devices: The study reveals a concerning practice where the e-wallet
application retains and stores payment transaction data on the user's mobile device. This data could

potentially be accessed and exploited by unauthorized parties.
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Effectiveness of ADB Pull Tool: The research highlights the effectiveness of the Android Debug
Bridge (ADB) pull command-line tool in retrieving a significant amount of transaction data from
active e-wallet applications on Android devices. This tool can access both historical and current
wallet-related information.

Security Concerns for E-Wallet Users: These findings raise significant security concerns for e-
wallet users, as their sensitive information and transaction history may be at risk of unauthorized
access and potential misuse.

In conclusion, the research underscores the urgent need for e-wallet application developers to
prioritize and enhance security measures to protect users' sensitive data. It is imperative that e-
wallets implement robust encryption, data retention policies, and access controls to ensure the
confidentiality and integrity of user information. Additionally, users should be educated about the
potential security risks associated with e-wallet applications and be encouraged to adopt best
practices for safeguarding their digital financial assets.

The recommendations of this research are to adopt a sound approach to overcome any threats to
electronic wallets, and their ability to compete with international wallets, and to follow the
proposed model in this research to establish electronic wallets in order to overcome all the
challenges faced by cybersecurity in the world of electronic payment, theft of electronic wallets
and embezzlement of funds

Based on the findings of your research regarding the security vulnerabilities in the Reflect e-wallet

application, here are some recommendations:

Enhance Data Encryption: The e-wallet application should implement stronger data encryption

protocols for both data in transit and data at rest. This will help protect sensitive user information

from unauthorized access.
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Secure Storage Practices: Implement secure storage practices within the application to ensure that
user data, including personal identity documents and transaction details, is not stored locally on
the mobile device. Data should be securely stored on remote servers with stringent access controls.
Data Retention Policies: Develop and enforce data retention policies to specify how long
transaction data should be stored and when it should be automatically purged. This will reduce the
risk of data exposure.

Access Controls: Implement robust access controls to limit who can access sensitive user data.
Users should only be able to access their own information, and unauthorized access attempts
should trigger security alerts.

Regular Security Audits: Conduct regular security audits and penetration testing to identify and
address vulnerabilities in the application. This should include thorough testing of data extraction
methods.

User Education: Educate e-wallet users about the importance of safeguarding their personal
information and practicing good security hygiene. Encourage them to set strong, unique passwords
and enable two-factor authentication where available.

Transparency and User Consent: Clearly inform users about what data is collected, how it is used,
and for how long it will be retained. Obtain explicit consent from users for data collection and
processing.

Continuous Monitoring: Implement continuous monitoring of the application for any suspicious
or unauthorized activities. Set up alerts to detect and respond to potential security breaches in real-
time.

Collaboration with Security Experts: Collaborate with cybersecurity experts and consultants to
assess and improve the security of the e-wallet application.

Compliance with Regulations: Ensure that the application complies with relevant data protection

and privacy regulations, such as GDPR or CCPA, to avoid legal and regulatory issues.
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Regular Updates: Regularly update the e-wallet application with security patches and
improvements to stay ahead of emerging threats.

Consider Third-Party Security Tools: Explore the use of third-party security tools and services to
bolster the application's security posture.

By implementing these recommendations, the Reflect e-wallet application can significantly

improve its security, protect user data, and enhance user trust in the platform.

5.4 limitation

One significant limitation of this study is the potential impact of new technology updates for e-
wallets, which might restrict access to the required data by mobile forensic tools. The available
mobile forensic tools, often limited in their trial versions, may not allow comprehensive data
extraction, as compared to the more expensive premium versions, which could provide crucial data

required for the study.

Furthermore, the methodology employed is expected to incur higher costs compared to previous
research. This is primarily due to the necessity of conducting experiments on relatively new and
expensive models of mobile phones. The inherent risks associated with these experiments, such as

the potential need for jailbreaking or rooting the devices, add an additional layer of complexity.

Additionally, providing detailed explanations of electronic wallet procedures and functions will
require trial requests, especially when investigating discrepancies related to discounts offered by
local electronic wallets. These factors contribute to the overall challenges and complexities

involved in the study.
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