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Abstract 
 

This study highlighting the most pressing challenges and areas of research interest. A 

review of various lightweight encryption algorithms is conducted and a modified version of a 

hybrid AES algorithm combined with the Huffman compression algorithm is proposed. These 

algorithms and their implementation are thoroughly presented. 

In addition, the effectiveness of the master AES algorithm in encryption and decryption is 

evaluated through 100 tests with different text sizes. The obtained results indicated that the 

proposed algorithm exhibits improved execution time, with an average improvement of 18.75% 

across all test rounds.  As an illustration, the performance of the algorithm is compared where an 

8-byte text is encrypted and decrypted. The results show an 18.31% improvement over the master 

AES algorithm.  

100 tests of encryption only were conducted using texts of varying sizes. The obtained 

results indicate that the proposed algorithm consistently outperforms the master AES algorithm 

in terms of speed across all test rounds. Subsequently, 100 rounds of decryption only are 

performed using the same texts as in the previous encryption rounds. The results show that the 

proposed algorithm also outperforms the master AES algorithm in terms of execution speed. 

The security of the algorithm was evaluated making use of two tests namely, the 

Avalanche Effect and the Key Sensitive Attack. The obtained results indicated which results in a 

53.54% difference in ciphertext for the proposed algorithm and 51.56% for the AES algorithm. 

Additionally, the results of the Key Sensitive Attack test demonstrated convergence in terms of 

security and protection of 99% between the two algorithms, as a substantial difference in 

ciphertext was observed when a single letter in the key was altered. 

Keywords: IoT, IoB, WBAN, LWC, Cryptography, AES, Lightweight 
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1. Chapter One 
 

 

1.1   Introduction 

Industry 4.0, also known as the Fourth Industrial Revolution, is a popular subject of study 

that encompasses the integration of cutting-edge concepts and technologies. This encompasses 

technologies such as RFID, big data analysis, cloud computing, intelligent sensors, machine 

learning, robotics, 3D printing, AI, augmented reality, IoT, and IoB. These advancements are 

transforming traditional, centralized production systems into modern, digital, and decentralized 

ones by seamlessly integrating people, machines, and data [1]. 

The IoT refers to a network of interconnected devices that communicate with each other. 

These "Things" are smart devices that have basic computing abilities and can react to their 

environment. The IoT has greatly impacted our lives by providing convenience and versatility 

through applications such as home automation, connected cities, vehicles, health monitoring, and 

many other services [2]. 

The IoT is rapidly growing, with projections of billions of interconnected devices in the 

near future. As IoT expands, it is also producing large quantities of data that are being collected 

and analyzed in real time across these devices. However, many IoT devices are constrained by 

limited computational resources such as processing power, memory, battery capacity, and 

connectivity capabilities [3]. 

The Medical IoT, which integrates the Internet of Things with medical technology, is 

advancing rapidly. A key part of this is the wireless body area network (WBAN), which is a 

network of wireless wearable or implantable devices. These devices monitor and transmit 
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physiological data to a server that can be accessed by medical professionals for remote diagnosis 

or treatment, improving the efficiency of medical services and promoting healthy living. 

However, these devices often rely on intermediate nodes due to their limited resources and can be 

vulnerable to unauthorized access or tampering, making it important to have a secure 

authentication and key agreement mechanism in place to protect sensitive data [4]. 

IoBs is a growing aspect of IoT, where devices worn, implanted, or in close proximity to 

the human body are connected to create a network. This technology has the possibility of offering 

a variety of benefits and uses in industries like healthcare, security, wellness, and entertainment. 

The IoBs have the potential to impact public health and safety greatly. To make the most of the 

benefits of IoBs, it's crucial to address and minimize the potential risks, limitations, and concerns 

associated with it [5]. 

1.2   Motivation: 

With the advent of the technological revolution, an increasing number of devices, 

including medical and health devices, have become connected to the Internet. However, this 

connectivity has also led to an increased risk to patient health as these devices are vulnerable to 

attacks. This has prompted researchers and specialists to focus on enhancing the communication 

of information security of these devices to mitigate the potential dangers they pose.  

In the healthcare sector, IoT sensors and devices are utilized to gather various health-

related data from patients, including blood pressure, pulse rate, heart rate, temperature, oxygen 

saturation, and more. Prior to establishing a healthcare infrastructure model, it is crucial to ensure 

the security and privacy of this data. For instance, patients may employ smart IoT devices to 

collect their data, which is then outsourced to the cloud or other remote storage systems due to 

storage limitations. However, there exists a risk of exposing patients' sensitive information to 
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malicious entities or organizations aiming to derive commercial or economic advantages. 

Moreover, during the transmission of data, potential attacks such as eavesdropping, 

impersonation, man-in-the-middle attacks, collusion, and others can also occur. 

The integration of IoT in healthcare service delivery is effectively tackling various data-

related challenges, including seamless data transfer over the internet and the utilization of short-

range wireless technologies. It is imperative to ensure robust protection of this data throughout its 

lifecycle, encompassing collection, storage, communication, and transmission. Additionally, strict 

control measures must be implemented to safeguard against unauthorized access, all while 

preserving the security of medical data. Moreover, the continuous and rapid growth of data plays 

a pivotal role in enhancing the accessibility of health information and services, facilitating 

advancements in this domain.  

1.3   Problem statement 

Data security is of paramount importance when transmitting information over a public 

network, where it may be vulnerable to malicious attacks. There are various types of attacks that 

can disrupt data transmission over a wireless channel. While unencrypted data transmission may 

be acceptable in certain scenarios, such as naturalistic observation. In many other cases, secure 

and dependable data transmission is imperative. For instance, in a natural living environment, 

health insurance companies may be interested in health-related data, whereas burglars may be 

interested in personal activities. There are numerous situations in which data security is crucial, 

making it a major concern in wireless data transmission [6]. Wireless Body Area Networks require 

security services like other systems, however, due to the hardware constraints of the devices in 

these networks, These services can be provided through the use of lightweight cryptography 

algorithms [6][7]. 
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Securing IoT devices, particularly those implanted within the human body, such as those 

used for monitoring and regulating heartbeats, insulin levels in the blood, and electrical currents 

in the brain, is crucial. These devices are susceptible to a range of threats, including hacking, 

tracking, service disruption, forgeries, and tampering, and their failure can have severe 

consequences on the health and well-being of patients. Additionally, IoT and IoB devices have 

limited energy, resources, and computing power [7]. 

1.4   objectives of study  

In order to enhance the security and efficiency of communication between these sensitive 

devices, this research is proposed: 

• A lightweight and secure encryption algorithm that is computationally efficient and has 

fewer encryption cycles, and lower execution time compared to other algorithms. 

• An additional code that compresses the algorithm, which results in fewer calculations, and 

lower consumption of resources. 

The thesis is organized as follows: While chapter one briefly presents a smooth background 

to various related topics, chapter tow reviews and summarizes related research works. Chapter 

three presents the methodology. Chapter four present the result and discussion.  Chapter five 

briefly concludes and proposes future works that can be conducted based on the obtained 

results. 
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1.5  Background  

This section introduces the concepts of the fourth industrial generation, the IoT, Wireless 

body area network, internet of bodies, Introduction to security, LWC, lightweight cryptography, 

and Compression coding.  

1.5.1 The fourth-generation revolution (Industry 4.0) 

 

Several scholars and professionals have identified four major industrial revolutions 

throughout history, as depicted in Fig. (1). The latest and current revolution is known as Industry 

4.0 and it represents a continuous and ongoing transformation of the industry. This revolution 

marks a significant shift in the way businesses operate, leveraging technology and data to improve 

processes, enhance customer experience, and drive innovation. The rise of Industry 4.0 is driven 

by the convergence of digital, physical, and biological systems, bringing about a new level of 

interconnectedness and automation in the industrial sector. As a result, Industry 4.0 is expected to 

have far-reaching impacts on the economy, society, and the way people work, live, and interact. 

 

Fig.1: Diagram depicting the fourth industrial revolution[8]. 

 Table (1) lists types of technologies frequently associated with the industry 4.0 concept.[9]. 
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Table 1: Technologies of fourth generation [9]. 

Technologies Definition 

Computer-Aided Design and Manufacturing  
“It is suggested that using computerized systems to create project and work 

plans for products and manufacturing will enhance efficiency and efficacy “ 

Integrated engineering systems  

“Proposal to enhance efficiency and collaboration through the integration of IT 

support systems for exchanging information in product development and 

manufacturing “. 

Digital automation with sensors  
“Automation systems with embedded sensor technology for monitoring through 

data gathering “ 

Flexible manufacturing lines  

“Using sensor technology, particularly RFID, to digitize manufacturing 

processes can help implement reconfigurable manufacturing systems (RMS) 

efficiently and cost-effectively by allowing for seamless integration and 

rearrangement of products within the industrial environment “. 

Manufacturing Execution Systems (MES) 

and Supervisory control and data acquisition 

(SCADA)  

“The use of SCADA technology and real-time monitoring for data collection 

enables remote control of production and the transformation of long-term 

schedules into short-term orders with improved efficiency, made possible by 

considering restrictions through the use of an MES. 

Simulations/analysis of virtual models  

Using techniques like finite elements and computational fluid dynamics in 

engineering projects allows for the creation of model-based designs, which can 

be simulated using synthesized models to test the properties of the design “. 

Digital Product-Service Systems  

“Proposal to improve capabilities and functionality of products through the 

integration of digital services using IoT platforms, embedded sensors, 

processors, and software “. 

Additive manufacturing, fast prototyping, or 

3D impression  

“Versatile manufacturing machines enable flexible manufacturing systems 

(FMS) to turn digital 3D models into physical products, allowing for flexible 

manufacturing processes “. 

Cloud services for products  

“Cloud computing utilizes internet-based services such as databases, analytics, 

and storage to boost product capabilities and services. It offers on-demand 

access and cost savings, and has advantages over traditional systems including 

resource flexibility, cost-effectiveness, and faster innovation “. 

Big Data 

“Big data refers to a massive, fast-growing data set analyzed using data mining, 

storage, and visualization tools. It encompasses both the data and the processing 

tools, and is essential in making decisions at both operational and managerial 

levels “. 

Internet of Things (IoT) 

“IoT is a network of interconnected objects using sensors, software, and smart 

devices to communicate and exchange data over the internet. It offers various 

business and personal applications, including customizable industrial uses such 

as fraud detection, predictive maintenance, CRM, supply chain optimization, 

and healthcare sensors “. 
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1.5.2   IoT (internet of things) 

 

The IoT refers to the interconnected network of physical devices, such as sensors, 

appliances, and vehicles, which can communicate and exchange data with each other and with the 

internet. This concept builds upon the idea of Machine-to-Machine (M2M) communication, which 

was developed in the 1970s to describe the communication between devices using wired or 

wireless connections. The widespread adoption of the internet in the 2000s enabled the expansion 

of M2M communication to a broader range of applications, leading to the emergence of the IoT. 

In this context, "Things" can refer to any type of device or object that is connected to the internet 

and can communicate with other devices, automatically sending and receiving data without the 

need for human intervention [10] [11]. The concept of the IoT is closely related to the idea of 

ubiquitous computing, which refers to the presence of computers in all aspects of life, and 

encompasses other concepts such as wearable computing and tangible computers [12][13][14]. 

The IoT is a rapidly growing field that connects physical devices with the digital world 

through the use of smart objects that have unique identification. Its objective is to provide a 

seamless connection between people and things at any time and place through any network 

service. According to recent research, the number of IoT devices was 22 billion in 2018 and is 

projected to reach 41.6 billion by 2025, resulting in the generation of 79.4 zettabytes of data [15]. 

This significant growth and ambitious goals make the IoT a major trend in the advancement of 

ICT [16][17]. The IoT incorporates various traditional telecommunications and networking 

technologies to enable a comprehensive approach to digitization and connectivity. This has the 

potential to bring about significant changes across various industries such as business, energy, 

media, education, public health, transportation, and logistics[18][19]. The IoT can be categorized 

into different fields like Internet of Industrial Things, Internet of Medical Things, Internet of 

Defense and Public Safety Things and more [20]. 
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In this research, we will focus on the Internet of Bodies, which refers to the body centric 

IoT. The IoT is a network of devices that can be controlled using smartphones, smartwatches, and 

other devices [21]. 

The IoT ecosystem is comprised of web-enabled smart devices that are equipped with 

components such as processors, sensors, and communication hardware. These devices are capable 

of collecting, transmitting, and acting upon data. The sensor data generated by these devices is 

conveyed to an IoT gateway or another edge device for analysis, either in the cloud or locally. 

Additionally, these devices have the ability to communicate with other interconnected devices 

and take actions based on the information received from their counterparts. [22]. While people 

can interact with these devices, such as configure them or access data, they typically function 

independently without human intervention [23][24]. The connectivity, networking, and 

communication protocols used with these web-enabled devices depend on the specific IoT 

applications being implemented [25]. IoT can also be integrated with machine learning, a form of 

artificial intelligence that improves the efficiency and dynamic nature of data processing [26][27]. 

Fig. (2) shown the flow of data from collection to processing in the IoT. 

 

Fig.2:   processing in the IoT [34] 
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1.5.3 Layers of IoT 

It can be difficult to determine which technology will play a pivotal role in shaping the 

future, given the numerous innovations and advancements that are currently being made. 

Nevertheless, a comprehensive understanding can be gained by dissecting it into four distinct 

layers that contribute to the formation of the IoT, Fig.(3) shown the IoT layers ٍ[28][29].  

 

Fig.3: layers of IoT 

1.5.4  Wireless body area network (WBAN) 

WBAN is a type of Wireless Sensor Network that is designed to monitor vital signs of 

patients. It is composed of small bio-medical devices known as nodes, which are placed on or 

inside the human body to gather information. WBANs are designed to overcome the challenges 

of miniaturization, reliability, and security. The primary focus of WBAN research is to develop a 

framework for tracking healthcare and biomedical devices, allowing for earlier diagnosis and 

treatment through continuous monitoring of patients. WBANs offer greater flexibility and 

mobility for patients and provide doctors with a comprehensive view of a patient's status. The 

Sensors and the positions of a WBAN are shown in Table (2). [31][7].  
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 As illustrated in Fig. (4), a WBAN, is a specialized network that serves to track, regulate, and 

exchange various crucial physiological signs of the human body. Such physiological signs, 

including temperature, pulse rate, and electrocardiogram (ECG), can be monitored using sensors 

that are attached to the body or embedded in wearable clothing. The network may also include 

actuators for the administration of medication. [32][31].  

 

Fig.4: general view in WBAN 

Issues and Challenges in WBAN 

Table 2: Sensors and their functionalities[30] 

Sensors Positions 

Implant node “They are positioned below a sink node in the human body “. 

Body surface node  “It is located on the surface of human skin “. 

External node “No interaction takes place with the skin “. 
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The rapid growth of the WBANs has presented significant challenges for the research 

community, despite the numerous applications and advantages it offers. Some of the most pressing 

research issues and difficulties associated with WBANs are listed as follow: 

1. The efficiency of WBANs can be affected by their network topology. A well-designed 

network architecture is crucial for WBANs due to the limitations imposed by body 

movement, limited transmission range, energy restrictions, and various types of sensor 

nodes [33]. 

2. Energy efficiency and network lifetime are important considerations in a WBAN system. 

Each sensor node has limited resources in terms of energy, memory, computation, and 

bandwidth. The energy consumption of sensor nodes increases when they transmit data to 

each other, instead of focusing on sensing their surroundings. Recharging or replacing 

batteries may be impractical or undesirable due to the constraints and requirements of the 

specific application [34]. 

3. The stability period and reliability of a network are important aspects to consider in 

WBANs. The stability period of a network is defined as the duration from the start of 

operations until the failure of the first sensor node. This period is crucial as it is desired 

for the network to operate continuously for extended periods without requiring human 

intervention. To achieve this, it is necessary to minimize communication and evenly 

distribute the workload among the sensor nodes. This can be accomplished through the 

implementation of a load-balancing strategy that distributes the workload uniformly across 

all the nodes [35]. 

4. Security is a critical aspect of WBANs. The collection of sensitive personal information 

by the sensor nodes of a WBAN makes it susceptible to various types of attacks, both 

active and passive, such as eavesdropping, spoofing, and snooping. Given the multiple 

user transmission and receipt of data in the WBAN network, it is imperative that the data 
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exchange is secure. Additionally, messages transmitted and received within the network 

must be non-repudiable, meaning that both the sender and the receiver cannot deny the 

transmission and receipt of the messages [36][37]. 

In this research, all the concerns and challenges mentioned above will be addressed, as the 

proposed system will be safe, effective, work in real time, it will be protected, fast in data transfer, 

flexible, and it will address energy problems, protection problems, and data transmission problems 

in real time, and it will be very strongly encrypted. 

1.5.5  IOB 

The Internet of Bodies is the concept of connecting the human body to the internet to 

optimize everyday activities using available knowledge and services. A specific application of 

IOB is the Internet of Sports (IoS), which refers to devices and software that track and monitor 

human activity in the realm of fitness and sports [38]. These high-tech biological devices have the 

potential to improve medical solutions and assistive technologies, but also present new challenges. 

IOB also includes the use of personal mobile devices, as well as specialized devices such as smart 

contact lenses, cochlear implants, and electronic pills [39]. This field encompasses multiple areas 

of study, including the use of the internet for computing, the design and development of software, 

the interaction between humans and computers, and the use of data and networks for technology 

purposes [40]. Fig. (5): shows the some of IoB sensors.  
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  Fig.5: some of IoB sensors[38]. 

 

IoB Risks, Concerns 

Despite the many benefits of the Internet of Bodies, there are also risks, concerns, and 

challenges that must be addressed to fully realize its potential[41][42]. Security risks and privacy 

concerns are major obstacles to the widespread use of IoB devices, particularly those that control 

vital body functions or collect sensitive user data (e.g., heart pacemakers) [43].. Additionally, it 

is possible to infer sensitive information from no sensitive data through data analytics, even if the 

data itself is not considered sensitive [44][45][46]. 
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Subsequent to the concerns and challenges mentioned above, the topic of this research is 

related to addressing these concerns and challenges, and the topic of research is related to 

contributing to a large part of these concerns. 

1.5.6 Security of IoT 

The protection of information and information systems from unauthorized access, use, 

disclosure, alteration, disruption, or destruction is referred to as Information Security. This is 

crucial as information is considered a valuable asset and needs to be guarded against cyber-attacks 

like hacking, malware, and data breaches. Ensuring Information Security involves multiple 

strategies, including the utilization of secure passwords, implementation of encryption protocols 

like SSL/TLS for data transmission over the internet, regulating access to information and systems 

through authorization procedures like user accounts, permissions, biometric authentication, and 

physical security measures such as security keys. 

It is important to keep data related to measurements and controls confidential, such as 

information about patient monitoring processes, as this information should not be accessible to 

competitors. This is why it is necessary to consider security threats when deploying IoT-based 

systems. Cyber attackers can easily target IoT systems for several reasons. Firstly, the IoT does 

not have a central system or intelligence to identify cyber attackers. Secondly, the IoT relies on 

wireless communication, which is easier to interfere with. Finally, IoT devices have limited power 

and computational capabilities, making it more difficult and expensive to implement traditional 

security algorithms. To ensure the secure transmission of data without any information leakage 

through the IoT, it is necessary to use cryptography. It is well known that data transmitted over 

the internet is vulnerable to being accessed by intruders who can manipulate control signals or 

issue unauthorized commands, leading to improper operations [47] [48]. 
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1.5.7 Lightweight Cryptography  

Lightweight is a characteristic that applies to all forms of Ubiquitous computing. These 

devices have limited battery life, small memory space, and quick response time because they are 

not standalone computers, but rather a component of a larger system, such as a machine or other 

hardware [49][50]. The term "lightweight software" is used to describe software that is optimized 

to meet these constraints of speed,  encrypt / decrypt speed, data transfer in real time, and energy 

consumption[51][52]. The fundamental characteristics of lightweight software are its limitations 

in these areas [53].  

One of the main challenges in designing lightweight encryption algorithms is the trade-off 

between security and efficiency. In general, more secure algorithms tend to be more 

computationally intensive, while less secure algorithms are faster and more efficient. As a result, 

it is important to carefully balance these factors when designing lightweight encryption algorithms 

[54][55]. 

The Cryptography Research Committees (CRYPTREC) have defined lightweight 

cryptography as cryptographic techniques and algorithms that are suitable for use on devices with 

limited computational resources and memory. These techniques are necessary due to the growing 

number of low-resource devices, such as IoT devices and embedded systems, that are connecting 

to the internet and require secure communication and data protection.  As a result, lightweight 

cryptography systems have been developed to address these issues and provide an efficient means 

of securing data on these devices. Lightweight cryptography can be implemented in either 

hardware or software and is designed to minimize the cost, power consumption, and latency of 

the encryption process. These systems need to have small circuit sizes and low latency to meet 

the needs of real-time operating systems and computers, and to have sufficient memory storage 

for program development on devices with limited RAM and ROM ٍ[56][57]. 
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According to the National Institute of Standards and Technology (NIST), Lightweight 

Cryptography (LWC) refers to cryptographic systems that have been optimized to cater to the 

needs of devices with varying specifications, especially those that are resource-constrained. This 

definition implies that all cryptographic methods can be deemed LWC if it is possible to adjust 

their resource needs to achieve the desired result. However, asymmetric encryption is a 

noteworthy exception due to its intricate nature and substantial resource requirements. On the 

other hand, symmetric encryption can be applied in such systems if it is suitably optimized to 

meet the specifications [58]. 

In the light of the previously discussed critical challenges, it has been determined that an 

LWC algorithm should consume minimal memory and power, while also providing efficient 

performance while maintaining the desired level of security. As such, the requirements for LWC 

can be summarized (Low memory consumption, Low power consumption, good performance, 

and ٍ Adequate security level)[58]. Fig. (6) displays Triangle for lightweight cryptography. 

 

Fig.6: Triangle for lightweight cryptography[59]. 

The factors to consider in designing a Lightweight Cryptography algorithm include[60]: 

• Key Size, Number of Rounds, Block Size, and Structure. 
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1.5.8 LWC cryptography algorithms 

A wide range of LWC algorithms offer various strengths in terms of performance and 

security. After reviewing several related studies, it has been observed that there is a trend towards 

the use of stream ciphers due to their high efficiency in terms of performance. However, most of 

the algorithms reviewed were based on block ciphers, as they provide superior security with 

notable performance enhancements.  In the following sections, a selection of LWC algorithms 

will be presented, categorized based on their underlying principles as stream or block ciphers. 

Table (3) provides a summary of these LWC algorithms [60]. 

 

Table 3: Summarize LWC algorithms[61][62] 

Block cipher Key size(bit) Block size (bit) No. of rounds Comment/Characteristics 

PRESENT 80, 128 128 32 “Less count, memory, encrypting small data “ 

GIFT 128 64.128 28.40 “Fast scheduling. high throughput “ 

KATAN 80 32, 48, 64 96, 144, 192 “oriented block cipher, inefficient software 

implementation, too much energy, low throughput “ 

SIMON 64~256 32~128 32~72 “Performance, easy, flexible “ 

RECTANGLE 80 64 25 “Hardware-friendly, faster, and high throughput “ 

SIT 64 64 5 “Fast key scheduling low, energy “ 

AES 128, 192, 256 128 10, 12, 14 “Excellent security, Flexible “ 

DES 64 64 16 “Not very secure but flexible “ 

3DES 112, 118 64 48 “Good security, flexible” 

Blowfish 32-448 64 16 “Excellent security, flexible” 

Twofish 128, 192, 256 128 48 “Can’t be broken remotely” 

Curupira 96, 144, 192 96 16 “Less space is required to store S-boxes” 

TEA 128 64 32 “Security can be enhanced just by increasing the 

number of iterations” 

HUMMING 

BIRD 

256 16 256 “Suitable for RFID tags or Wireless Sensor 

Networks, Low power consumption, High speed” 

TWINE 80, 128 64 36 “Ultra-lightweight, Enough speed” 
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LED 64, 128 64, 128 - “Efficient hardware implementation, used for 

transmission of RFID tags” 

 

Lightweight cryptography is specifically designed to provide robust and efficient 

communication and data protection while being more cost-effective in terms of computational 

resources and memory usage than traditional encryption methods [61][63]. The main objective of 

LWC is to guarantee the secure transmission of data between sender and receiver while 

minimizing the cost and resource requirements of the encryption process and minimizing the risk 

of attacks. This includes minimizing power and memory usage and ensuring that data encryption 

and decryption can be performed in real-time without causing transmission and reception delays. 

The AES algorithm has met all these criteria and is considered one of the best lightweight 

algorithms for use in resource-limited hardware environments. This research aims to achieve the 

same level of security as non-lightweight encryption methods while being more suitable for use 

on devices with limited resources [64][65].  
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AES Algorithm  

It is noteworthy that among all block cipher algorithms, the Advanced Encryption 

Standard (AES) is the most thoroughly examined [66][67]. Various studies have been conducted 

and continue to be conducted on AES, with the goal of making it more suitable for lightweight 

and IoT applications. AES operates on data blocks of a fixed size of 128 bits and offers the 

flexibility of selecting the key size based on the desired level of security. There are three versions 

of AES, named AES-128, AES-192, and AES-256, each with 10, 12, and 14 rounds, respectively. 

Each version employs multiple operations to encrypt a data block [68][69]. 

The AES was officially standardized by the National Institute of Standards and 

Technology (NIST) in 2001, and since then, it has been extensively researched by scholars. It is 

important to note that different devices may have varying security requirements and may have 

different constraints such as power budget and processing speed [70][71]. The AES is a widely 

recognized and highly regarded symmetric encryption algorithm that has been considered as a 

major advancement in the field. AES possesses exceptional performance characteristics and an 

exceptional level of security in comparison to similar algorithms. The AES offers a range of key 

sizes, providing various levels of security [72][73]. Fig. (7) shows an AES diagram.  

The AES algorithm consists of four invertible transformations: SubBytes Transformation 

Fig. (8) [74], ShiftRows Transformation Fig. (9) [75], MixColumns Transformation Fig. (10) [75], 

and AddRoundKey Transformation Fig. (11) [75]. 
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  Fig.7: 10 rounds of AES - 128 (block Diagram)[74]  
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Fig.8: SubBytes Transformation [74] 

 

Fig.9: ShiftRows Transformation[75] 

 

 

Fig.10: MixColumns Transformation[75] 
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Fig.11: AddRounkKey Transformation[75] 

 

1.5.9  Compression Coding 

In this section, we'll examine various well-known coding methods used in data 

compressions, such as Huffman coding, Arithmetic coding, LZ coding, Burrows-Wheeler 

Transform (BWT) coding, Run Length Encoding (RLE), transform coding, predictive coding, 

dictionary-based methods, fractal compression, and Scalar and Vector Quantization. Table (4) 

provides a comparison of these techniques, which form the basis of the data compression field. 

Huffman coding is a “widely-used coding technique that effectively compresses data in a 

variety of file formats. It is a form of optimal prefix code that is commonly employed in lossless 

data compression. The basic principle behind Huffman coding is to assign variable-length codes 

to input characters based on their frequency of occurrence. The output is a variable-length code 

table for encoding source symbols. The technique is uniquely decodable and comprises two 

components: the construction of a Huffman tree from an input sequence and the traversal of the 

tree to assign codes to characters. Huffman coding remains popular due to its simple 

implementation, fast compression, and lack of patent restrictions. There are several variations of 

Huffman coding, including Minimum Variance Huffman code, Canonical Huffman code, Length-

Limited Huffman code, Non-Binary Huffman code, Adaptive Huffman code, Golomb code, Rice 

code, and Tunstall code. Various compression methods, such as Deflate, JPEG, and MP3, use 

Huffman coding as a back-end technique” [76].  
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 Fig. (12) depicts the flowchart of the Huffman algorithm. To illustrate the concept of this 

algorithm, Fig. (13) indicates the Huffman tree and its final code [77][78][79]. 

Fig.12: Huffman coding pseudocode 

 

 

  Fig.13: The Huffman tree construction process 
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the construction of the binary tree: the Huffman coding algorithm works as follows: 

 

To decode a binary array, the following procedure must be followed:  

1. Start at the root node of the binary tree.  

2. Read the next bit from the binary array.  

3. If the bit is a '0', move to the left. If the bit is a '1', move to the right.  

4. If the current node is a leaf node, output the symbol associated with that node and return 

it to the root node.  

5. Repeat steps 2-4 until the entire binary array has been processed. This process works 

because each character in the original data is associated with a unique binary code that follows a 

specific path through the binary tree. By following that path, the decoder can reconstruct the 

original data. The next procedure must be followed: [80]. 
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Table 4: various coding comparison 

Coding Advantages Application Feature Compression type Ref. 

Huffman coding Effective in all file 

formats 

All formats Entropy based Lossless [81][76] 

Arithmetic coding Flexibility Multimedia 

applications 

Entropy based Lossy and Lossless [82] 

LZ coding Compress all kinds of 

data 

Image and video Dictionary based 

coding 

Lossless 

 

[83] 

Fractal 

compression 

Suitable for textures and 

natural images 

Live video Block based coding Lossy [84] 

BWT No need to store 

additional 

data for compression 

Zip files Block sorting 

compression 

Lossless 

 

[85] 

RLE Faster PDF and Fax Employs in high 

redundant data 

Lossless 

 

[86] 
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2. Chapter Two 
 

 

 Related works 

This chapter discusses the most recent related research. After studying these research, we 

categorized them into two groups. The first group is the Lightweight cryptography. the second 

group discusses AES compatible with LWC requirements that is related to the thesis work 

2.1  ٍLightweight cryptography related works 

This section summarizes some research that introduces the concept of LWC in terms of 

terminology, requirements, and how to implement them in line with the available capabilities. 

Table (5) summarizes these studies. 

Table 5:  LWC related works summary 

Ref. Year Key points and focus 

[87] 2018 • "A study of the security threats facing the Internet of Things (IoT) underscores the 

importance of exercising caution and following best practices in the creation of 

lightweight cryptography (LWC) solutions". 

[88] 2018 • "The security risks associated with the IoT emphasize the need for a ٍ cautious 

approach and implementation of effective methods when designing lightweight 

cryptography (LWC) solutions". 

[69] 2019 • " Discuss some encryption techniques that can be used in IoT". 

• " Discuss AES algorithm". 

[90] 2019 • " Discuss the future of LWC and its challenges". 

[91] 2020 • "A review of several LWC algorithms discovered that many of them did not 

perform optimally and did not meet the necessary requirements. The study 

recommends the usage of the AES algorithm for its robustness, but with proper 

adjustments for improved performance". 

[61] 2021 • "Proposed a novel lightweight block cipher algorithm is presented, which offers a 

balance of strong security" 

[94] 2020 • "The proposal involves a hybrid re-encryption approach to create a more 

lightweight system with reduced computation time on fog nodes and end-user 

devices" 

[95] 2021 • “Presents Light IoT, a lightweight and secure communication approach for 

exchanging data among the devices in a healthcare infrastructure”. 
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[97] 2020 • "A new, lightweight genetic algorithm for the secure encryption of patient health 

data has been proposed" 

[98] 2019 • "A secure and lightweight authentication scheme for wireless body area 

networks has been suggested. This scheme has a lower security risk compared 

to other lightweight authentication methods" 

[99] 2021 • "A security approach that utilizes a lightweight three-layer encryption, with a 

focus on the first layer, has been presented. This approach is currently 

undergoing study and development and aims to address security issues within 

the model". 

[100] 2019 • "A proposal has been made for a lightweight anonymous mutual authentication 

and key agreement scheme for (WBAN). This scheme has the benefits of lower 

computation cost, energy consumption, and communication cost, as well as a 

reduced security risk". 

[101] 2021 • "A hybrid authentication scheme has been presented that combines physiological 

signals with a lightweight cryptographic method to provide strong security 

against commonly known attacks". 

 

Manifavas and others in reference [72] analyzed various lightweight encryption 

techniques for use in IoT devices, with a focus on streaming encryption. The researchers 

concluded that symmetric encryption is the most efficient option, but many of the evaluated 

algorithms were not secure. Out of 31 algorithms, only 6 were deemed secure. 

 In their work, Buchanan and others in reference [87] stressed the significance of security 

and privacy in IoT and reviewed current trends in lightweight encryption algorithm development. 

It also explored alternative approaches to traditional cryptography methods that are appropriate 

for IoT devices. 

Sehrawat et al. in reference [88] conducted a thorough evaluation of various algorithms 

suitable for IoT implementation through cryptanalysis attacks. It highlighted the popularity of 

block ciphers in designing Lightweight Cryptography algorithms and provided suggestions for 

future LWC algorithm development priorities. 
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Dutta et al. in reference  [69], presented encryption methods for IoT by comparing 

Lightweight Cryptography algorithms that fit IoT device constraints. It concluded that symmetric 

encryption is the best approach and found that a modified version of AES provides a secure 

solution that meets IoT device limitations. The study compared various algorithms, including 

DES, 3DES, Blowfish, and others. 

Gunathilake et al. in reference [90] examined the potential uses, implementation methods, 

and challenges associated with the application of Lightweight Cryptography (LWC). The authors 

also revisited various algorithms for LWC that were previously addressed in their research and 

verified the efficacy of the modified Advanced Encryption Standard (AES) algorithm in this area. 

Ramadan et al. in reference  [91] proposed a Lightweight Cryptography (LWC) algorithm 

known as LBC-IoT, which is designed to handle 32-bit blocks with a key length of up to 80 bits. 

The algorithm utilizes the Feistel structure and incorporates power-saving simple operations, like 

XOR and 4-bit S-boxes. 

Khashan in reference [94] Proposed a new approach to secure communication between 

fog and Internet of Things (IoT) devices, called a Hybrid Re-Encryption Scheme. This results in 

a lightweight system that requires fewer computational resources on both fog nodes and end-user 

devices, providing an efficient solution for secure communication between these devices. 

M. A. Jan, F. Khan, S. Mastorakis, and others in reference  [95] propose A new 

communication approach called Light IoT was presented as a solution for secure data exchange 

among devices within healthcare infrastructure.  The method comprises of three stages: 

initialization, pairing, and authentication, which work together to establish secure sessions 

between the communicating entities, such as wearables, gateways, and a remote server, to 

guarantee the secure and reliable transmission of data. 
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(T. Jabeen, H. Ashraf, A. Khatoon, and others) in reference [97] proposed a new 

Lightweight Genetic-based Encryption Algorithm (LGBC) for safeguarding patient health data. 

The proposed algorithm is based on genetic principles and boasts a lower computational time 

complexity, making it cost-effective for the intended use case. 

(Z. Xu, C. Xu and others) in [98] A secure and efficient authentication proposal was put 

for Wireless Body Area Networks (WBANs). The study demonstrated through practical 

experiments and theoretical analysis that the proposed scheme considerably lowers the 

computational overhead when compared to others that use asymmetric encryption, while 

concurrently exhibiting a lower security vulnerability when compared to other lightweight 

methods. 

(M. Morales-Sandoval and others) in reference [99] presented a security approach that is 

based on a three-layer Lightweight Encryption with a primary emphasis on the first layer. This 

approach is still being studied and developed, with the goal of addressing security concerns in the 

model.  

Z. Xu, C. Xu, H. Chen, and F. Yang, in reference [100] put forth a proposed lightweight 

anonymous mutual authentication and key agreement scheme for WBAN. The scheme is based 

on the use of hash function operations and XOR operations. The results of the study suggest that 

the proposed scheme offers a balance of lower computation cost, energy consumption, and 

communication cost, compared to the schemes that have less security risk. 

J. Kaur, S. Garg, in reference [104], Kaur, Jasleen Garg, and Sushil proposed a lightweight, 

privacy-preserving anonymous mutual user authentication protocol for Industrial Wireless Sensor 

Networks (IWSN) that ensures that only authorized users with trusted devices can access the 

network. The proposed protocol focuses on the security of the physical layer in order to safeguard 

the sensors, even in scenarios where the sensor nodes may be compromised by an attacker. The 
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protocol uses lightweight encoding alternatives such as a one-way cryptographic hash function, a 

Physically Unclonable Function (PUF), and bitwise exclusive (XOR) operations to achieve this. 

Z. U. Rehman ٍand others in reference [101] proposed an anonymous, hybrid authentication 

scheme that uses physiological signals in combination with a lightweight cryptographic method 

to provide robust security against known attacks, particularly key escrow. The scheme was 

compared to other similar works, and the results of the analysis showed that the proposed scheme 

provides better security while also keeping computational, energy consumption, and storage 

overheads low.    

 

2.2  AES Related works 

In this section, we summarize some research that presents some AES-based systems, 

discuss these systems and highlight the differences in these AES, Table (6) summarizes these 

studies. 

(Javed et al. in) reference [105], introduced a new design for the Advanced Encryption 

Standard (AES) algorithm with the aim of making it more suitable for use on mobile devices. This 

redesign was intended to improve the performance of AES, despite the limitations of the hardware 

specifications on such devices. The authors of the study first reviewed the mechanism of the 

standard AES algorithm before proposing their new design. 

In the study [106] conducted by (Mamoun et al), a detailed examination of the AES 

algorithm was presented. A new model for AES was proposed, which aimed to enhance its 

security by incorporating an XOR operation on an additional byte of the s-box and using an 

additional random key. The findings revealed that this modification contributed to a varying 
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improvement in the level of AES security, as a result of the added random key. Additionally, it 

was observed that the modification improved confusion and enhanced time security. 

In the study [108] conducted by (Daoud et al), the authors presented an optimization of 

the Advanced Encryption Standard (AES) algorithm using Vivado High-Level Synthesis (HLS) 

techniques, and their findings demonstrated a notable advancement in the throughput of the 

proposed algorithm. 

(Salim et al). in reference  [112] presented the development of a modified AES algorithm 

called multi-key AES. This proposal utilizes the AES algorithm but employs multiple keys, with 

the secret key used to configure a variable number of keys via Elliptic Curve Cryptography (ECC). 

The study specifically focused on implementing this algorithm in the IoT, on devices that possess 

the capability to run this algorithm. The findings indicate that this modification did not negatively 

affect the algorithm's performance, and instead contributed to enhancing its security. 

In their study, [113] S. Das and S. Namasudra and others ٍproposes an efficient hybrid 

cryptosystem by combining the Advanced Encryption Standard (AES) and Elliptic Curve 

Cryptography (ECC) to accelerate data encryption and secure the symmetric key. The authors 

employed a matrix multiplication of the AES mix-columns with the s-box, followed by the 

incorporation of a hardware architecture based on scalar multiplication-based ECC to optimize 

the cryptosystem. However, this approach does not provide a guarantee of data integrity, which 

can be assured through the use of a digital signature algorithm. 

(Chanal and Kakkasageri)  in reference  [114]  proposed a hybrid cryptosystem that 

integrates ECC, AES, and the Message Digest algorithm (MD5) to ensure data confidentiality in 

an IoT environment. This scheme follows a three-phase encryption process that utilizes a geo-tag 

between the source and destination nodes and also comprises key generation algorithm that 

optimizes key sizes for the encryption and decryption processes. 
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(Hakeem and fouad) in reference [115] proposed a hybrid encryption technique that 

combines AES and a Fully Holomorphic algorithm to encrypt data in the cloud, reducing file size 

and boosting data security and stack piling. 

(Lastly Prosanta Gope et al), in reference  [116] discussed the design of a hybrid algorithm 

to address data security issues in the hospital cloud database. The AES algorithm was improved 

to create the P-AES algorithm, which was then combined with the RSA algorithm to create a 

hybrid algorithm. The experimental results showed that the hybrid encryption algorithm had fast 

encryption and decryption speed, high security, good processing ability for longer data, and was 

able to effectively address data security issues in the cloud database. 

 In [117], a modified version of AES was proposed specifically tailored for image 

encryption and decryption, taking into account the unique characteristics of images. This modified 

version replaced the MixColumns transformation in the conventional AES with bit permutation. 

Through analysis of the computed pixel change rate and unified average change intensity, it was 

observed that the modified AES exhibited heightened sensitivity to differential attacks. The 

authors in [118] discussed various attacks that have targeted the strength of AES. Among these is 

the fault injection attack, which can potentially expose the AES key. To mitigate this vulnerability, 

the authors suggested randomizing the key generation process of AES, resulting in an increased 

avalanche effect in the modified AES.  in [119], it was hypothesized that increasing the number 

of rounds in AES could enhance the algorithm's security. This hypothesis was verified by 

increasing the rounds from 10 to 16, and the results demonstrated that the modified AES indeed 

necessitated more computational time compared to the conventional AES. Efforts were also made 

to reduce the complexity path of AES in [120]. In [121], dynamic S-box values and initial secret 

keys required for encryption and decryption were generated. Since the initial secret keys were 

internally generated, deducing the seed value by an attacker became challenging. As a result, the 
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modified AES algorithm proved to be resistant to brute force attacks. Additionally, this modified 

AES algorithm exhibited high encryption quality, an avalanche effect of 60%, a throughput of 

3.039 Gbps, and a latency of 10 clock cycles. 

 

Table 6:  AES related works summary 

Ref. Year Key points and focus 

[105] 2019 • "Presented a new design for the AES algorithm" 

[122] 2019 • "An enhanced version of AES was presented with several improvements. 

•  "The combinational logic and number of records were reduced by 

optimizing the data path. The use of a clock gateway strategy, efficient key 

expansion, and minimizing data activities helped to reduce the energy 

consumption of the algorithm". 

[106] 2017 • A new model for the AES algorithm was presented to increase its security 

level by incorporating an XOR operation with an additional byte of the s-

box. 

[108] 2019 • "Present an optimization of the AES algorithm and their results show 

significant progress in increasing the throughput of the proposed algorithm" 

[112] 2021 • "Presented the development of an AES algorithm called multi-key AES". 

• "Specialized in implementing this algorithm in the IoT, provided that it is 

used on devices capable of running this algorithm". 

• "Did not affect the algorithm’s performance". 

• "contributed to improving its security". 

[113] 2020 • "Proposed An efficient hybrid cryptosystem has been using AES and ECC. 

optimizations based on AES and ECC to accelerate data encryption and 

protect the symmetric key". 

[114] 2022 • "Proposed a hybrid cryptosystem that combines ECC, AES, and the Message 

Digest algorithm (MD5) to ensure data confidentiality in the IoT 

environment". 

[115] 2017 • "Proposed a hybrid encryption technique that combines AES and a Fully 

Holomorphic algorithm to encrypt data in the cloud, reducing file size and 

boosting data security and stack piling". 

[116] 2019 • "The AES algorithm was enhanced to form the P-AES algorithm, which was 

then combined with the RSA algorithm to create a hybrid encryption 

approach. The resulting algorithm provides fast encryption and decryption 

speed has high security, and offers good processing capability for longer 

data. It is also effective in addressing data security concerns in cloud 

databases". 
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3. Chapter three 
 

 

Methodology ٍ  

 

 

3.1 Proposed modifications 

In this section, a hybrid encryption algorithm is introduced. the methodology that has been 

used in this study is also explained. We have proposed new modifications to the AES algorithm 

and merging the algorithm with the compression algorithm (Hoffman coding) These will be 

presentation in the following sections.  

 Five encryption rounds will be added to the algorithm instead of ten rounds in order to 

increase the efficiency and effectiveness of the algorithm, and the level of security will be 

compensated in the next phase. These proposed modifications aim to make AES itself lightweight 

and to reduce AES runtime with acceptable cryptographic complexity and strength. 

 The (Hoffmann code) algorithm added after the fifth round in order to compress the result. 

3.2 Proposed Methodology 

In the section related to experiments and results, a Raspberry Pi was used in the experiment 

process, and the methodology was to conduct experiments that were conducted on the original 

algorithm by using scripts of different sizes to calculate the execution time of the encryption and 

decryption process, and to perform the same process on the proposed algorithm, and the C 

programming language was used. 
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3.3 Experiments Methodology 

For Encryption: 100 experiments conducted on texts of different sizes, and each 

experiment be divided into 10 rounds using the algorithm (AES) before modification and 

proposed algorithm, then calculating the average execution time in milliseconds. For 

Decryption: 100 experiments are conducted on different texts that are identical to the 

previous test and divided into 10 rounds using the algorithm (AES) before modification 

and proposed algorithm, then the average execution time is calculated in milliseconds. 

Execution time (in milliseconds) for encryption/decryption is calculated, 100 experiments 

are conducted on different texts that are identical to the previous test and are divided into 

10 rounds using the algorithm (AES) before modification and proposed algorithm. 

Security Analysis: 

1- Avalanche effect: Execute the encoding process and then change the amount of one 

character or flip a character or change it and then write the result on the ciphertext 

and compare it with the result before the change 

2- Key sensitive attack: Execute the encoding process and then change the amount of 

one character or flip a character or change it in the master key and then write the 

result on the ciphertext and compare it with the result before the change 

The key sensitivity is a crucial aspect of encryption, as it is used to determine the level of 

security provided by the key. During the decryption process, the sensitivity of the key is 

carefully evaluated in order to ensure that even the slightest alteration to the key results in 

vastly different outcomes, rendering it impossible for an attacker to predict the correct key 

and subsequently, decrypt the message.  
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4. Chapter four 
 

 

Result  

In this section, the implementation of modified AES and traditional AES algorithms are 

evaluated and the results, as previously raised, from testing and application will be discussed. 

Performance metrics of interest are execution time (for encoding and decoding) and crash impact. 

The avalanche effect is a highly desirable property of block ciphers, as it indicates that a single 

bit change in the input results in at least a 50% change in the output. Key sensitive attack: Execute 

the encoding process and then change the amount of one character or flip a character or change it 

in the master key and then write the result on the ciphertext and compare it with the result before 

the change Execution time, meanwhile, refers to the amount of time required for the algorithm to 

encrypt or decrypt a given input. and protection level, test results will be shown in the following. 

4.1  ٍExecution Time 

Execution time is a time required to convert plaintext to ciphertext (encryption time) the 

time required to convert ciphertext to plaintext (decryption time). It is expected that the encoding 

time and decoding time are small in milliseconds to obtain a responsive and lightweight system. 

They must be very fast and must be That the in real time due to the importance of time in patients’ 

lives and that parts of a second may save a patient’s life from death, the result shown the proposed 

algorithm outperformed the traditional algorithm in coding time, in all rounds and tests, as the 

This is an indication that the proposed algorithm can be effective in the IoT environment, since it 

has proven to be fast and executable in this environment. This intersects with what has been 

reported in the literature as the encryption process has responded to the lightweight encryption 

standards. 
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Table (7) and Fig. (14) present the performance of the proposed algorithm in terms of the 

execution time for both of encryption and decryption processes. A decrease of 18.75% has been 

noted compared to the typical AES algorithm. Additionally, the data indicates a positive 

relationship between the text size and the enhanced speed of the proposed algorithm in executing 

encryption and decryption.  Furthermore, it can be noted that the larger the text size, the more 

efficient the performance of the proposed algorithm becomes in terms of execution time. 

Table 7. Executing Time to Different Files in millisecond (Encryption/Decryption) 

Test Number Text Size AES Proposed Algorithm Differences % 

Test (1) 1Byte 24.01 19.22 19.95 

Test (2) 2Byte 24.58 19.55 20.46 

Test (3) 3Byte 25.25 20.43 19.09 

Test (4) 4Byte 26.39 23.29 11.75 

Test (5) 6Byte 29.55 26.22 11.27 

Test (6) 8Byte 33.81 26.46 21.74 

Test (7) 10Byte 34.44 27.18 21.08 

Test (8) 12Byte 35.18 28.74 18.31 

Test (9) 14Byte 37.22 29.55 20.61 

Test (10) 16Byte 38 29.15 23.29 

Average differences % 18.75 

 

 

Fig.14: Enc/Dec AES and proposed algorithm 
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We note  that there is a difference in the encryption and Decryption time between the two 

algorithms in general in all test rounds, The rate of decline at the time is ٍ18.75%. The findings of 

Test 1, demonstrate that the Enc/Dec process for a 1-byte text using the AES algorithm takes 

24.01 milliseconds, while the proposed algorithm performed better with a result of 19.22 

milliseconds, a difference of 4.79 milliseconds. In Test 10, where the text size was 16 bytes, the 

AES algorithm took 38 milliseconds, while the proposed algorithm had a faster result of 29.15 

milliseconds, a difference of 8.85 milliseconds. It can be inferred that as the text size increases, 

the efficiency of the proposed algorithm in encoding and decoding becomes more pronounced. 

Table 8. the Encryption Time to Different Files in milliseconds (Encryption) 

Test 

Number 

Text Size AES Proposed 

Algorithm 

Difference (drop in speed) % 

Test (1) 1Byte 13.49 10.59 21.50 

Test (2) 2Byte 14.28 11.15 21.92 

Test (3) 3Byte 14.88 12.18 18.15 

Test (4) 4Byte 15.87 12.88 18.84 

Test (5) 6Byte 17.55 14.11 19.60 

Test (6) 8Byte 18.67 15.1 19.12 

Test (7) 10Byte 19.55 16.12 17.54 

Test (8) 12Byte 20.22 16.01 20.82 

Test (9) 14Byte 20.67 15.89 23.13 

Test (10) 16Byte 21.1 15.92 24.55 

Average differences % 20.52 

 



39 

 

 

 

 

Fig.15:  Encryption Test from AES and proposed algorithm 

 

Table (8) and Fig. (15) demonstrate the encryption process for ten rounds of text with 

different sizes for both the typical AES and proposed algorithms. The results indicate that the 

proposed algorithm has better performance, with a 20.52% reduction in time compared to the 

typical AES algorithm. The correlation between text size and efficiency was also shown, with 

larger texts resulting in a more efficient algorithm. Test 1 showed a difference of 2.90 milliseconds 

in favor of the proposed algorithm for a 1-byte text, and Test 10 showed a difference of 5.18 

milliseconds for a 16-byte text. This indicates that the longer the text, the better the encryption 

performance and efficiency. The proposed algorithm results in faster encryption and reduced 

execution time. 
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Table 9. Decryption Time to Different Files in milliseconds (Decryption) 

Test 

Number 

Text Size AES Proposed 

Algorithm 

Difference (Drop in speed) 

% 

Test (1) 1Byte 12.55 11.15 11.16 

Test (2) 2Byte 12.62 11.22 11.09 

Test (3) 3Byte 13.15 11.89 9.58 

Test (4) 4Byte 13.66 12.22 10.54 

Test (5) 6Byte 14.76 13.34 9.62 

Test (6) 8Byte 15.55 13.88 10.74 

Test (7) 10Byte 15.89 14.15 10.95 

Test (8) 12Byte 16.15 14.55 9.91 

Test (9) 14Byte 16.55 14.87 10.15 

Test (10) 16Byte 16.87 15.22 9.78 

Average differences % 10.35 

 

 

 

Fig16: Decryption Test from AES and proposed algorithm 

 

Table (9) and Fig. (16) show the result of the decryption tests of 10 rounds using both the 
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slightly outperforms AES, with a decrease of 10.35% in time while keeping almost the same 

efficiency. The decryption performance was consistent for both small and big texts. In Test 1, the 

proposed algorithm had a 1.4 MS improvement for a 1-byte text and in Test 10, it had a 1.65 MS 

improvement for a 16-byte text. These results indicate no correlation between text length and 

decryption efficiency and both algorithms perform similarly in the decryption process. 

 

4.2 Security analysis 

 

1- Avalanche effect 

only one character is shifted in the following text encryption “mohammad shadeed” where 

the character “m” was shifted “mohamadm shadeed” and the key used is “hdehcetoepmbxedt” 

and the result was a significant change in the result as shown in Table (10) 

The Avalanche Effect refers to the fact that for a good cipher, changes in the plaintext 

affect the ciphertext. The algorithm produces a completely different output for a minimally 

changed input. Avalanche Effect= (Number of Changed chars in ciphertext) / (Number of chars 

in ciphertext). A good cipher should always satisfy an avalanche > 50%.  

Upon evaluating the outcome, it was found that the proposed algorithm produced an 

avalanche effect of 53.54%, as opposed to the 51.56% achieved by the conventional AES 

algorithm. This demonstrates that a greater percentage of bits comprising the ciphertext underwent 

alteration when one bit of the plaintext was altered during encryption using the proposed 

algorithm, specifically, there is a convergence in the result between the two algorithms. 
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Table10: Avalanche Effect 

Name Text  Secret key Cipher text 

Avalanche 

Effect 

AES 

mohammad shadeed hdehcetoepmbxedt 

01110000100001100110110001111101011010111

00100001100101011100101110100110111110111

01100101011100111001100110100011101000011

11011111110100100110110111000100010101000

01110111111011011110110011100100010001010

00100100001100010111110101111100001001010

0001001000 

51.56% 

mohamadm shadeed hdehcetoepmbxedt 

10101111110000011011101011100101010100001

00100101011110001111011010100000000001110

01111100100011001000101100101110011011000

01101111110100100110110111000100010101000

01110111111011011110110011100100010001010

00100100001100010111110101111100001001010

0001001000 

aes encryption aes dhgiwevgesomvgys 

10111110100100000011001101000101011100101

11100111110010011001100000001010100101111

01100011000101110001111010100010111000110

01100000101111100000010011111001000000101

10101000010000100000110010110011011001111

10101111111101000101100100001010011110101

0111000011 

aes encroption aes dhgiwevgesomvgys 

10101001100011011000011100011001011101011

01000010101111000111000101010001101001001

11101010010011011001000110100001100000010

00010000101111100000010011111001000000101

10101000010000100000110010110011011001111

10101111111101000101100100001010011110101

0111000011 
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programming test progrtestingmode 

10111010101001100110011111011000010111001

01011010010010011111010001101010100111010

00110100001011011110011010001110110011101

00100011000101001000010000101011011110000

10110011100010100011110111000011100110111

01100110010000100101100001010001110010111

1010011010 

progranming test progrtestingmode 

01001000010001100010010010000100000001011

10110110011111000011010110100001111000000

11111110011100000110000101011110011101001

00000011000101001000010000101011011110000

10110011100010100011110111000011100110111

01100110010000100101100001010001110010111

1010011010 

Proposed 

Algorithm 

mohamadm shadeed hdehcetoepmbxedt 
1001100001001011100100000000011010011111110011

0001110111100100111001110110011000101111101010
10010111011000101101101110110111111 

 

53.54% 

mohamadm shadeed hdehcetoepmbxedt 
01101000010000001101101111011011010101111

00010001001001111000011001111111101101010

110111111100001011101101001110010 

aes encryption aes dhgiwevgesomvgys 
00010101001111100100100111111110111001010

00001010100111101101110111001100010001001

11011111110101111110001000001110110 

aes encroption aes dhgiwevgesomvgys 
10000011110101111101011000011010101100011

00101101110111111100111101011001101100000

011100101000011110011011001001100 

programming test progrtestingmode 
11110000100110011010111011011100010110001

11011000010101110001110000101101011011111

0111110101100100011111101100010 

progranming test progrtestingmode 

10011111000101011011001111100001010000011

10101011111011101011100000001011000110110

11001110110001111101011110100010111100000

1101001 

2- Key sensitive attack 

This is achieved by testing the algorithm, where during the decryption process one letter 

is changed and then the result is observed. The results showed in Table (11) that after changing 

one letter (last one) in the key “hdehcetoepmbxedt” to “hdehcetoepmbxed1” The results showed 
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significant changes in the results and this confirms the safety of the algorithm from where the 

sensitivity of the key and it is difficult to predict the key, so it is difficult to decrypt the algorithm. 

 this is one of the most important tests security of lightweight encryption algorithms, In 

comparison with the AES algorithm, the output showed convergence in the result of the key 

sensitivity attack between the result of the proposed algorithm and the result of the AES algorithm, 

as changing one letter in the key leads to different results, a complete difference in the text after 

decryption. 

 The results show the proposed algorithm is resistant to decryption attacks as evidenced 

by the Avalanche effect test. Additionally, the key sensitive attach test conducted in the evaluation 

phase confirmed the system's immunity to key-related attacks. 

Table11: Key sensitive attack  

Name Text  Secret key Cipher text 

Key 

sens

itive 

atta

ck 

% 

AES 

mohammad shadeed 

hdehcetoepmbxe

dt 

011100001000011001101100011111010110101110010000

110010101110010111010011011111011101100101011100

111001100110100011101000011110111111101001001101

101110001000101010000111011111101101111011001110

010001000101000100100001100010111110101111100001

0010100001001000 

99% 

mohammad shadeed 

hdehcetoepmbxe

d1 

100101010000100110110111010000010100101010010001

000011110110101100011010110111101010011101101001

111111110010101010101100000000010001011001001011

011111110110101000101101000110001011110111101011

110110000110100100011011001000100111101000111110

0000010001110111 
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aes encryption  

dhgiwevgesomv

gys 

101111101001000000110011010001010111001011110011

111001001100110000000101010010111101100011000101

110001111010100010111000110011000001011111000000

100111110010000001011010100001000010000011001011

001101100111110101111111101000101100100001010011

1101010111000011 

99% 

aes encryption  

dhgiwe5gesomv

gys 

101110111101101011111011111100011100110011010110

111110001111110110110001100000100101010011110000

100111001111011011110100001010010000100110011110

110001001101110010010001101011111111010110101000

001100001100100110101011011010001000010111111010

1010110001000000 

programming test 

progrtestingmod

e 

101110101010011001100111110110000101110010101101

001001001111101000110101010011101000110100001011

011110011010001110110011101001000110001010010000

100001010110111100001011001110001010001111011100

001110011011101100110010000100101100001010001110

0101111010011010 

99% 

programming test progrtesting1ode 

110000010100101010101001011000110101011001110000

101101111110000011110000001111111000001100000001

111010010011100111111011101111011101101101010011

011111110111101101111011000101101100111100010110

101100010100001110101111111010011100011110110000

1010101001100100 

Propose

d 

Algorit

hm 

mohammad shadeed 

hdehcetoepmbxe

d1 

111000011011001010110100111110111010011110001111

110001100111001111010110001110000010100100000101

110011111100010110 

99% 

mohammad shadeed 

hdehcetoepmbxe

dt 

011101000001100011011100010110111101011110001000

100100111100001101000111111110101011001101111100

1011101101001110010 

aes encryption  

dhgiwevgesomv

gys 

010110010111111110011011001111011011011010100011

110000110010011100010101010100010011101001101111

10000010000111111 

99% 

aes encryption  

dhgiwe5gesomv

gys 

100100111101110001000001001110111011111010001100

001111100010011001011110110110001101001011110001

0100001101011010101111 
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programming test 

progrtestingmod

e 

010000010111011110011111000101001101001111011101

101100100011101010110110011100011110111101011000

11000011100101110001101 

99% 

programming test progrtesting1ode 
011011001001101100110011100111101001110111100000

011111000110100001000010101001100101100111011110

1011110010111111110010 

Discussion 

The outcomes were compared to the research conducted by [74]. The encryption execution 

time for a 16-byte text was 16.58 milliseconds, whereas our study execution time of 15.92 

milliseconds. In terms of decryption, the [74] study recorded a time of 17.89 milliseconds for a 

16-byte text, whereas our study achieved a lower time of 13.99 milliseconds. These findings 

indicate that the proposed algorithm in our study outperforms the algorithm employed in the 

referenced studies. Furthermore, upon analyzing the Avalanche Effect test, our study yielded a 

result of 53.54, whereas [74] study using the main AES algorithm achieved a result of 50.47%, 

and the modified algorithm in the same study achieved a result of 55.73%. This confirms the 

validity of our study's findings, as our results closely align with the expected outcome of the 

examination, which is a result exceeding 50%, indicating a substantial alteration of the encrypted 

text by merely changing one character prior to encryption. 

The results obtained in our study were compared to the research conducted by [123]. For 

the encryption process of a 16-byte text, [123] reported an execution time of 1.925 seconds, while 

our study achieved a significantly lower execution time of 15.92 milliseconds. Similarly, in terms 

of decryption, [123] recorded a time of 1.874 seconds for a 16-byte text, whereas our study 

achieved a faster decryption time of 15.22 milliseconds. Furthermore, when analyzing the key 

sensitive attack test, our study yielded a result of 99%, indicating a high level of resistance against 

such attacks. In contrast, [123] reported a slightly higher result of 99.56%. 
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5. Chapter Five  
 

 

Conclusions and Recommendations 

The study is demonstrated that the proposed algorithm can serve as an efficient and secure 

alternative to the typical (AES) when it comes to protecting sensitive data and information in 

devices that have limited resources. After incorporating data compression code after encryption 

in the proposed algorithm, the algorithm becomes highly resistant to attacks and requires a 

significant amount of time and computational power to break. Furthermore, the proposed 

algorithm shown to be faster than typical AES, making it an ideal solution for devices that 

prioritize speed consumption. The results of the study indicate that the proposed algorithm not 

only improves security but also reduces execution time compared to AES. 

The study found that the proposed improved algorithm is effective, efficient, and faster 

than the AES algorithm in both encoding and decoding processes. The improvement in speed was 

18.75% when combining encoding and decoding and 20.52% when it comes to encryption 

specifically. In decoding, the improvement was estimated to be 10.35% in favor of the proposed 

algorithm. 

The study revealed a correlation between the size of the text and speed, with the proposed 

algorithm performing better and faster with larger texts and at a fast rate compared to the AES 

algorithm. 

The results of the security evaluation showed that the proposed algorithm is resistant to 

decryption attacks, as evidenced by the results of the avalanche effect test 51.56 for typical AES, 

and 53.54 for proposed algorithm. The immunity of the proposed algorithm from key-related 

attacks was also confirmed by the key sensitive attack conducted during the evaluation phase, it 
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can be said that after testing the proposed algorithm, it was found that it is close in its results 

security features and overall, in protecting sensitive information. close and similar to the AES 

algorithm. 

The use of Huffman coding in the final step of the data compression process after 

encryption has improved the security of the algorithm. This is because it makes it much harder to 

decrypt the information. The encryption and decryption process consists of two stages. First, the 

text is encrypted using modifications in the proposed algorithm, producing an encrypted output. 

Then, the encrypted output is compressed and encoded again using Huffman coding, resulting in 

a more secure representation, represented as a sequence of binary digits and a corresponding 

Huffman tree.  

Additionally, further studies can be conducted to evaluate the scalability and adaptability 

of the proposed algorithm in different scenarios and environments, such as cloud computing. This 

will help determine its robustness and feasibility of implementation in real-world applications. 

Additionally, it can be tested against a wider range of attacks and different types of data, such as 

text, images, audio, and video, to evaluate its overall effectiveness in securing sensitive 

information. Ultimately, the goal is to continue to improve and refine the proposed algorithm to 

make it an even more efficient and secure solution for protecting sensitive data and information 

in devices with limited resources, and calculate computational cost (RAM, CPU, Power). 

In future research, the proposed algorithm will be evaluated and compared against other 

test methods to determine its effectiveness in terms of both implementation and security 

performance. Furthermore, we plan to investigate the applicability of this algorithm to other types 

of data, such as images, audio and video, in future studies. This will aid in the development and 

advancement of the algorithm. 
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 الملخص 

 

 

أدت الثورة الصنننية ال الرا إل  لن اير نننةر الرييولوثاةإ تثن  يرريت ا  ننناةنإ وال اةيةت ال ننن تلإ 

وال دتةت السحة الإ وأثهزة الاسر إةر التؤرترل  ليرروياةًإ وتة  ة ه. أحد الترطل ةت ا سةسال لهذه الرقيال 

 (WBAN) هو السننر ل والترةيل  ا الو ت اللإلا لهذه ا ثهزة. رتسننر دك  نن يةت تيطقل الثسننك ال سننليال

  نننين ي ار  ا  تير نننراً للترا  ل الصنننحالإ حاص أصننن ا هذا التثةن  IoB و IoT   نننين  نننةأج  ا أثهزة

 .الر ةال والترا  ل الصحال والط ال

ة التر طل ةت التطلو ل ليلةنة الطة ل وا تةن.  ا هذه وتج ذلكإ اثب أن رل ا هذه ا ثهزة أا نننننننً

صية ال  ساقدك ال حص لتحل  ةتل  ن الثورة ال سر ل الريلاذ والحتةال.  سايون الررياز  لن رقااك  سلإ  الدرا

الرا إل ورقيارهة ورصنننننننيالةرهة وأهتارهةإ وارإتت  ا  يرريت ا  ننننننناةن و يرريت اليةأيةتإ  تة  ا ذلك  ياره 

والتيويةت والط قةت ورقياةت الارصننننةن الرا ارك  اهة الارصننننةن ال سننننليا. الرا رإتن  وترطل ةت الر نننن ان

وترطل ةره واهتاره  ا اثهزة ايرريت  .إ  ةلإ نننة ل  لن طرل الر نننلار والر نننلار ال لا  (WBAN)  رقيال

 .الا اةن التحدودة التوارد

يرريت ا  اةن و يرريت الاثسةكإ لو ت وا تةن التيلذان  ا أثهزة  اهذا ال حص  رً ة لاهتال   دك

ة وتثننةلات الاهرتننةك ال حثا. رك  ثران تراثإننل لإنندد تن  وسنننننننلط ال نننننننون  لن الرحننداننةت ا يثر  لحننةحننً

تج  وارزتال  نن ط  (AES) وارزتاةت الر ننلار ال لا  الوزنإ ورك ا رران يسنن ل تإدلل تن  وارزتال

 . سةك ال حصهو تةن. ارك  رض هذه ال وارزتاةت وريلاذهة  د ل  ا أ

رك  ثران تراثإل  ةتلل لدراسةت التسا ا  ارة والدراسةت الترإلقل  ةلر لار ال لا إ تج الررياز 

إ AESرك ا رران يسنننن ل تإدلل تن  وارزتال   .الرا ررر ط  هذا ال حص(AES)   ننننين  ةى  لن رلك ب

التسنننر دتل  ا  تلال الرقااك والرا رك دتثهة تج  وارزتال  ننن ط ررتاز هو تةن. يتة رك وصننن  التيهثال 

 والا ر ةر  ةلرلصان.

سال  ا الر لار و ك الر لار تن   ن  AESرك  حى  إةلال  وارزتال  ا ر ةر  أحثةك  100الرأا

يى ت رللل. ر ننننار اليرةأى  لن أن ال وارزتال التقررحل رتسهر سننننر ل وو ت ريلاذ ا  ننننن تن  وارزتال 

AES  ج ثولات الا ر ننةر. تثننةن  لن ذلننكإ رتننت تقننةريننل أدان ٪  ا ثتا18.75الرأاسننننننناننلإ  تروسنننننننط

(إ حاص ارك ر لار و ك ر لار 9و قةً للثدون ر ك ) 6ال وارزتاةت  تن حاص سر ل الريلاذ  ا الا ر ةر ر ك 

سال  AES ةات. أسهرت اليرةأى أن و ت الر لار و ك الر لار ل وارزتال  8يى  حثك  تللا  33.81الرأا
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٪ 21.74تللا ثةيالإ تتة ادن  لن رحسننن  يسنن ل  26.46الريلاذ لل وارزتال التقررحل  ثةيالإ  ايتة يةن و ت

 الرأاسال. AES لن  وارزتال 

ا ر ةر للر نننلار  قط  ةسنننر داك يصنننوى ذات أحثةك ت رللل و ر نننار اليرةأى  لن أن  100رك  ثران 

لاننذ  ا ثتاج ثولات الرأاسننننننناننل تن حاننص و ننت الري AESال وارزتاننل التقررحننل ررلول  لن  وارزتاننل 

ثولل  ك الر لار  قط  ةسر داك يلس اليصوى يتة  ا ثولات الر لار  100الا ر ةر. و إد ذلكإ رك  ثران 

ة  لن  وارزتال  الرأاسننننننال تن حاص  AESالسننننننة قل. رسهر اليرةأى أن ال وارزتال التقررحل ررلول أا ننننننً

 سر ل الريلاذ.

( للرحقت تن أتةن Key sensitive attackر ةر )( والا Avalanche effectرك  ثران ا ر ةر )

( وال وارزتال AESال وارزتارانإ وأسهرت اليرةأى رقةر ةً  ا يراثل الا ر ةر  ان ال وارزتال الرأاسنننننال )

أن يسننننننن ل الا ر    ا اليى الت نننننننلر  ا   Avalanche effectالتقررحل إ حاص أسهرت يراثل ا ر ةر

٪(إ يتة 51.56( الرأاسنننننننال ها )AES٪( ويراثل  وارزتال )53.54)ا ر ةر ال وارزتال التقررحل ها 

( إ حاص Key sensitive attackرسهر الرقةرب تن حاص ا تن والحتةال  ا ال وارزتاران  ا الا ر ةر )

 لوحس أن يس ل الا ر   ي ارة  ا اليى الت لر  إد ر اار حر  واحد  ا التلرةن.

 


