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Abstract 

The cyberspace and technology environment, especially within the financial sector are subject 

to cyberattacks and malicious activities initiated by insider or outsider perpetrators motivated by 

malicious intents. While insider malicious forms the biggest risk to organizations, effective 

handling of their activities is considered very important to reveal incident information and protect 

origination's digital assets, which requires designing a reliable process for digital investigation 

and incident responses to insider activity within an organization’s digital environment. 

This dissertation presents a conceptual forensic framework used in the early detection and 

response to insider malicious activities, within the financial sector. By adapting grounded theory 

as a systematic qualitative research and data collection methodology, the proposed framework 

model was developed by examining and enhancing several generic digital forensic and incident 

response models encountered within current literature comprehensive research. As well as by 

exploring current international practices of cybersecurity incident response and digital forensics 

through assessment surveys, to introduce proper enhancements to current frameworks. 

The proposed framework is supported by five essential pillars and consists of (14) sub-

requirements (pillars enablers) and (134) processes (to-do- list). The resulting framework was 

validated by an expert focus group, tested, and found effective and efficient for insider threat 

activities detection and response within the financial sector. The outcome and scientific 

contribution of the proposed framework, are achieved by providing the organization's cyber 

professionals, with a novel framework to assist them during the cyber investigation process 

followed by insider security incidents. As well as filling the gap within the majority of generic 

digital forensics frameworks by designing dedicated novel framework for the financial sector. 
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Chapter 1  

 

1.  Introduction 
 

1.1 Introduction to Digital Forensics  

Digital forensics, shortly “DF” is defined by the “American National Institute of Standards and 

Technology”, shortly “NIST” as "the application of science to the identification, collection, 

examination, and analysis, of data while preserving the integrity of the information and 

maintaining a strict chain of custody for the data" [1].  

Digital forensics is considered a formal process to identify, collect, examine, and analyze 

incident information and evidence in the digital world, one of the most related and applicable 

areas of interest to digital forensics is investigating, collecting, and analyzing incident evidence 

from the cybersecurity world[2].  

Cyberspace and its environment especially in financial sector organizations are subject to various 

cyberattacks and incidents initiated by internal and external perpetrators for several purposes 

(i.e. Intentional destruction of assets, gaining benefits… etc.).  Such incidents should be deeply 

detected, investigated, and responded to, through a formal and well-designed process model to 

effectively collect and analyze all related information to such attack incidents [3]. 

External and outsider expert attackers aren’t the source of the only threat that modern 

organizations need to consider in their strategic cybersecurity planning. Insider malicious is a 

serious and growing risk to organizations. As the “2022 Cost of Insider Threats [4]: Global 
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Report reveals”, insider threat security incidents have risen 44% over the past two years, with 

total costs per each incident up more than a third to $15.38 million. The bellow list highlights 

the major report’s cost of breach conducted by insider threats : 

▪ The cost of credential theft to organizations increased 65% from $2.79 million in 2020 to 

$4.6 million at present. 

▪ The time to contain an insider threat incident increased from 77 days to 85 days, leading 

organizations to spend the most on containment. 

▪ Incidents that took more than 90 days to contain cost organizations an average of $17.19 

million on an annualized basis. 

Handling cyber security incidents is a very important process to reveal incidents of information 

committed by perpetrators within financial origination's digital environment. Such a handling 

process requires deep forensics and investigation practices within different digital network 

components [5]. These forensics practices should be well defined, organized, and enforced by 

designing a conceptual digital forensics framework for detection and response to internal 

cybersecurity incidents. This is the core goal and idea behind our proposed research topic. 

This chapter includes a conceptual introduction to Digital forensics, in addition to the following 

sub-sections:  

▪ Section 1.2, presents the research motivations and problem statement.  

▪ Section 1.3, presents the research aim and objectives. 

▪ Section 1.4, presents the research's main question and sub-questions. 

▪ Section 1.5, presents the thesis organization and chapter overview. 

▪ Section 1.6, presents the chapter Chapter Conclusions and Summary. 
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1.2 Research Motivations and Problem Statement 

The study was motivated by the current gap and lack of comprehensive forensics and 

investigations framework that financial services firms can employ for detection and response to 

insider cybersecurity incidents. 

Considering the current gap, as well as the fact that the financial sector is an attractive target for 

experienced attackers who use sophisticated techniques to commit cyber-attacks within this 

critical sector, forms a significant research problem that cannot be addressed until this research 

is conducted. 

1.3 Research Aim and Objectives 

The major aim of this proposed study and research is to provide organizations' cyber security 

professionals, forensics investigators, and incident handling teams, within the financial sector, 

with a digital forensics framework and process model to assist them during the cyber 

investigation process followed by internal cyber incidents. The proposed model also aims to 

provide the financial sector organizations with well-designed and mature digital forensics and 

incident response, shortly the “IR” capability model, to ensure early detection and effective 

responses to internal cybersecurity incidents, as well as reduce and mitigate the potential impact 

and consequences of incidents on time. In some scenarios, prevent its occurrence. The objectives 

of the research that support achieving the research aims are as follows: 

▪ To conduct comprehensive data collection and analysis: this objective will be achieved 

by conducting the following phases:  

✓ Conducting a comprehensive literature review from several research resources and 

publications (journals, conferences, books, standards, good practices) in the field of DF 
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and IR with more than 100 diverse papers and published data to identify the gap in current 

literature as well as extracting relevant processes from identified source models and 

grounded literature into the proposed framework. 

✓ Develop an assessment questionnaire, to understand the actual practice, capabilities, and 

real needs in the area of cyber security, incident response, and digital forensics within the 

financial sector, and to explore missing data within the current literature. Survey 

responses were collected from sample financial institutions from different countries 

(inside and outside Palestine with 21 participant banks and payments companies) to 

introduce all possible enhancements into the extracted process as well as to fill any gaps 

and process missing processes extracted within prior steps. 

✓ Identifying the baseline and essential model processes, requirements, and readiness 

factors required for developing forensics frameworks for the financial sector. 

✓ Identifying source frameworks model that supports baseline framework requirements. 

▪ To develop a comprehensive state of art integrated digital forensics framework and 

process model for the financial sector: this objective will be achieved by conducting the 

following phases:  

✓ Conducting framework model development based on the extracted core digital forensics 

and incident response processes, sub-processes, and other typical digital forensics and 

incident response framework components, that were extracted from the literature 

reviews, and based on identified digital forensics framework baseline and essential 

requirements. 
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✓  Enhancing the extracted processes by extraction of actual DF and IR practices collected 

by financial sector institutions through exploratory surveys to enhance the extracted 

process. 

 

▪ To conduct in-depth forensics framework validation and testing: this objective will be 

achieved by conducting the following phases: 

✓ Conduct comprehensive theoretical model validation by using a focus group in the form 

of online interviews with an expert group of cyber and digital forensics professionals 

(focus group) to validate and revise the theoretical part of the proposed framework. 

(framework validated without changes). 

✓ Identifying framework technical implementation requirements and proper 

implementation models. and technically testing framework by conducting testing 

simulation scenarios based on NIST Framework. 

 

1.4 Research Question 

This study will answer the questions on what the major process and forensics model elements 

should be developed to ensure proper integration between the DF process and the information 

security incident handling process to ensure early and effective detection and response to internal 

cybersecurity incidents within financial organizations. Below are the research sub-questions: 

▪ What is the maturity level of cybersecurity and forensics practices in the financial sector? 

▪ Is there an actual gap in knowledge within this area of study and the financial sector?  

▪ Is the resulting process model valid and relevant for the use of the financial sector? 

 



6 
 

1.5  Thesis Organization and Chapters Overview 

To achieve the defined research aims and objectives stated within section 1.3, this dissertation 

has been organized into seven chapters as follows: 

Chapter 1: Introduction 

The current chapter includes an introduction, motivation for the study, problem statement, and 

research objectives. The high-level research methodology is presented.  

Chapter 2: Literature Review 

This chapter presents a summary and analysis of the relevant publications on thesis topics on 

digital forensics and incident response framework and the integrations between current models. 

Chapter 3: Research Strategy and Data Collection Methods 

This chapter explains the researcher’s approach to answering the research questions and explains 

the most appropriate research strategy and data collection methods for the proposed research. 

Chapter 4: Data Collection and Exploratory Data Analysis 

This chapter describes the data analysis and explains how the researcher used grounded theory 

and theory techniques to analyze the collected data. 

Chapter 5: The Methodology and Framework Development 

This chapter describes the methodology followed for the framework development process. 

Chapter 6: Results, Discussion, and Framework Validation 

This chapter presents and discusses a summary of the research results, as well as the framework 

validation, implementation, and testing process (theoretical and technical validation). 

Chapter 7: Conclusion and Future Work 

This chapter presents research conclusions, community contributions, and recommendations. 
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1.6 Chapter Conclusions and Summary 

This chapter identified a conceptual introduction to Digital forensics, in addition, this chapter 

covered the following items relevant to research:  

▪ The research motivations and problem statement.  

▪ The research aims and objectives. 

▪ The research's main question and sub-questions. 

▪ The thesis organization and chapter overview. 

The next chapter (chapter 2) presents a summary and analysis of the relevant publications on 

these thesis topics about digital forensics framework for early detection and response to internal 

cybersecurity incidents in the financial environment 
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Chapter 2 

 

2. Literature Review  
 

 

 

2.1  Introduction 

This chapter presents a summary and analysis of the relevant publications on these thesis topics 

about digital forensics framework for early detection and response to internal cybersecurity 

incidents in the financial environment 

 

2.2  Background 

Cybersecurity incident responses and digital forensics and investigations are two related, 

coherences, and integrated topics. In cybersecurity incident responses and cybercrime 

methodology, the major concern is looking for evidence, examining what happened, and 

mitigation of the incident consequences. Digital forensics works to investigate, rebuild the 

incident, and collect proper evidence to reveal and examine the incident's root causes. [6]. 

 

In-depth research was conducted on the digital forensics process, information security incident 

handling process, and the integration between two process models within the financial sector, as 

well as in-depth research on several sub-topics related to research to draw a broader perspective 

on the research topic.   
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2.3  Digital Forensic Within Financial Sector 

2.3.1 The Need for Forensics Investigations Within the Financial Sector  

The global financial sector institutions rely drastically and extensively on technology 

development and information systems for operating business, serving customers as well and 

protecting internal and external business environments. Such dependence ensures its ability to 

deliver state-of-the-art digital services as well as preserve its competitive advantages within the 

financial global market [7]. 

Because of their growing dependence on information systems and digital technologies as well as 

moving into financial technologies in delivering their financial services, the financial fraud 

landscape, and crime scene were moved from the traditional scene into the digital one which is 

more flexible to exploited and harder to detect. Making the majority of organizations in general, 

and financial services institutions in particular, more vulnerable to the effects of cybercriminals 

attacks, disgruntled employees, hacktivists, and government hackers, who attempt to access an 

organization’s computer systems to steal valuable information [8].  

Thus the accelerated and sophisticated level of malicious cyber activity against financial 

organizations, as well as the constant barrage of cyber-attacks, forms unique challenges for 

organizations' digital investigators and cybersecurity professionals [9]. 

Cybercriminals, regardless of their relation to the organization (whether they are internal or 

external), and motivated by financial gains, form the most apparent and the most persistent threat 

to financial services institutions, as to the “Society for Worldwide Interbank Financial 

Telecommunications”, shortly “SWIFT” recently published assessment report [10]. 
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2.3.2 Digital Forensic Regulations and Legislations Within Financial Sector 

Many organizations worldwide have sector-specific regulations and legislation that they are 

obliged to comply with. Within financial sector organizations, it is usually governed and operates 

under full strict control and supervision of the central banks and the “International Monetary 

Fund”, shortly “IMF”, thus the central banks and IMF is the regulatory body for all regulations 

and laws governing the financial service organization [11]. Due to the nature and criticality of 

its core business and financial services provided by them. Hence it should be in full compliance 

with all regulatory requirements posed by the central bank. 

One of the most financial industry-related IR and DF models is the "common process model for 

incident response and digital forensics” [12]. The use of the proposed model was recommended 

by the IMF, as one of the IMF 2007 annual conference action items agenda. As illustrated in 

Figure 2.1. This model aims to investigate computer security incidents as well as integrate 

forensic investigation into computer incident response procedures.  

The proposed model consists of the following process: 

▪ Pre-analysis phase 

▪ Analysis phase 

▪ Post analysis phase 

In 2008, the “Payment Card Industry Security Standards Council" introduced the “Payment Card 

Industry - Data Security Standard”, shortly “PCI DSS” as one of the most famous standards 

related to the security of the payment industry and payment systems. 
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Figure 2.1: Common Process Model for Incident Response and Digital Forensics [12]. 

The introduced standard provides a group of security controls, technical requirements, and 

procedures baseline to protect the financial and operational payment data [13]. Within a recent 

version of the standard introduced in 2022, the standard recommends establishing cybersecurity 

incident handling and response processes as well as introducing forensics processes in detection 

and response procedures. The standard was limited to general control recommendations and is 

not considered a framework or process model. 

The SWIFT network, released “SWIFT’s Customer Security Program”, shortly “SWIFT CSP” 

contains several cyber security mandatory controls to be followed by all financial sector 

organizations worldwide to help financial service providers protect their financial applications 

and network as well as keep their defenses up to date against cyberattacks [14]. 
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SWIFT CSP enforces a wide range of security controls and requirements related to digital 

forensics and incident handling and detection (requirement 6 and requirement 7) for all financial 

service providers and the banking sector [15]. Such controls as:  

▪ Detect anomalous activity: (malware protection, software integrity, database integrity, 

logging and monitoring, intrusion detection) 

▪ Plan for incident response and information sharing: (cyber incident response planning, 

security training, and awareness, penetration testing) 

2.3.3 Digital Forensic Practices and Applications Within Financial Sector 

The recent analysis of the cybercrime and digital investigation practice in the banking industry, 

reveals that it is highly necessary and recommended to develop and introduce a new approach 

for detecting, investigating, and responding to cybercrime, as the current measures and 

approaches applied to traditional crimes are no longer effective in this area. Thus new approaches 

to cybercrime investigation in the banking industry should be developed [16]. 

Several types of research conducted on digital forensics within the financial sector found that a 

community of digital forensics practitioners working towards investigating and analyzing 

technology fraud already exists within the finance industry [17]. The need for such a digital 

forensics community emerged rapidly especially over the past 10 - 15 years due to the 

advancement of electronic financial services and associated security threats such as social 

engineering and phishing attacks, online banking Trojans, and other categories of cyber criminals 

and threat activity targeting the financial sector and industry, thus the research found that there 
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is a critical need to directly integrate these existing communities of the practitioner with digital 

forensics community and practices [18]. 

In [19], the researchers proposed a digital forensic readiness framework dedicated to Nigerian 

banks that are categorized as major financial sector organizations. The proposed framework was 

developed with seven major elements and aims to protect sensitive and critical information from 

being compromised. As well as to minimize and eliminate attacks targeting such bank 

information by cyber attackers. Major components of the proposed framework were: 

▪ Strategy: ensuring that the financial sector organization has a forensics strategy aligned with 

the objectives and needs of the organization. 

▪ Policy and procedures: to guide the organization's staff on how to conduct their forensic 

activities within the workplace. 

▪ People: are needed to execute and operate forensic activities within the organization.  

▪ System: to detect, aggregate, and collect all logs and activity information.  

▪ Monitor and report: reporting and communicating digital forensic incidents. 

▪ Forensic preparation: ensuring that digital forensic training strategy is well developed and 

being implemented. 

▪ Risk assessment: ensure identifying the value of information systems as well as indicators 

of compromise. 

The gap within this proposed framework is that it is a local study and does not cover 

international research as well and the proposed framework is limited to the readiness process 

and does not support early detection and response activities and proactive components. 
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The research results from [20] found that the majority of financial fraud incidents are reported 

by either customer-compliant, internal audit function or by any third-party notifications, rather 

than (and outside) to be reported by internal and dedicated fraud investigation and detection 

strategy and framework, thus fraud investigations and detection process as well as needed teams 

and noted to be unfamiliar to most of the banks covered by the study. Thus, the banking sector 

needs to work towards a more future focus on developing fraud detection and investigations 

programs and capabilities. 

In [21], research proposed a digital fraud and forensics process model that is used to detect and 

respond to anomaly financial transactions and systems intrusions as well as incidents conducted 

by malicious users,  by analyzing a huge amount of system transactions within the financial 

system environment. The proposed model maintains incident accountabilities and 

responsibilities as a basic building block for developing cyber incident policies and investigation 

frameworks. Major components of the proposed model are the identified indicators of 

compromises for each financial system in use. 

2.3.4 Financial Applications Security and Forensics Requirements  

To operate and execute all financial and business processes within financial sector organizations, 

we need to deploy the appropriate software applications that might be categorized under the 

financial applications umbrella [22].  

Financial applications components are composed into the following categories [23]:  

▪ Physical and information technology infrastructure. 

▪ Operating systems  
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▪ Application systems  

▪ Database management systems 

▪ Middleware applications. 

The use of such applications as well as the automation of financial services and business 

processes introduces the overall financial environment and its all components to business risks 

associated with the use of those application-associated network infrastructure components [24]. 

To mitigate such risk, organizations need to deploy a series of application security control over 

each level of business and financial systems components [25], or at minimum, control baseline 

as a minute required controls need to be deployed to guarantee the security of the financial 

applications environment [26]. 

The major components of any security control baseline proposed by [27] are illustrated in Figure 

2.2 below: 

 

Figure 2.2: Composition of Application Security Controls Baseline [27]. 
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By analyzing the proposed model, it will be very clear that one of the basic requirements for 

business and financial systems control baseline is log management and activity monitoring 

controls that are considered core requirements for security investigations, and forensic and 

incident response processes.  

Other approaches to ensure the security and safety of business financial applications are adapting 

security continuous monitoring over financial applications and supporting infrastructure[28]. 

The optimal model to guarantee such a level of security might be done by building a security 

operation center (SOC) to continuously monitor systems and infrastructure [29]. 

The study in [30], proposed comprehensive security architecture for monitoring information 

systems and network components, the proposed security architecture is designed based on log 

collection and management process, the basic components of the proposed architecture are:  

▪ Log generators (log sources) 

▪ Collection servers (log aggregation alerts and attack indicators) 

▪ Storage servers 

The proposed model [30] considered valuable resources for the development of a continuous 

monitoring operation center that would be based on several security alerts and attack indicators. 

In [31], NIST identifies and recommends the following computer security log sources to be 

monitored to build comprehensive log management and incidents detection program:  

▪ Security software level: (antimalware, IDS/IPS, remote access software, web proxies, 

vulnerability management software, authentication servers, routers, firewalls, network 

quarantine servers) 
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▪ Operating systems level: (system events, audit records) 

▪  Applications level: (client requests and server responses, account information, usage 

information, significant operational actions)  

The proposed model [31] considered valuable resources for the process of developing a 

continuous monitoring operation center that would be based on several security alerts and attack 

indicators. Over several network components level. 

For information systems and applications security controls at various levels, NIST recommends 

a group of controls within “NIST special publication 800-53” [32], deploying the recommended 

controls for the organization's high-value assets like financial and payment system applications, 

ensuring the security of applications and the overall operating environments supporting those 

applications, control groups over application levels are:  

▪ Access controls  

▪ Awareness and training  

▪ Audit and accountability  

▪ Configuration management  

▪ Contingency planning  

▪ Identification and authorization  

▪ Incident responses  

▪ Maintenance  

▪ Media protection  

▪ Physical and environmental protection  

▪ Planning  
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▪ Program management  

▪ Personal security  

▪ Risk assessment  

▪ System and service acquisition  

▪ System and communication protection  

▪ System and information integrity  

▪ Supply chain risk management 

Several controls are considered proactive controls and might be deployed as early detection 

security controls for early detection of cybersecurity incidents, especially the following controls 

ad sub controls: 

▪ Audit and accountability  

▪ Configuration management  

▪ Incident responses  

▪ Risk assessment  

2.4  Generic Digital Forensics Approaches and Process Models 

The accelerated growth and sophisticated techniques and trends used to commit cyber-attacks by 

perpetrators and international cybercriminal gangs reveal the need to develop multi-purpose 

digital forensics and international investigation process models to assist investigators during the 

cyber investigation process they held worldwide. To ensure proper procedures are followed 

during the process as well as achieving the needed results cited by the investigation team [33]. 
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Several investigative and forensics process models have been developed and implemented over 

the years since the foundation of forensics sciences. The majority of these models share the 

characteristics that it is oriented and focus on investigation aspects and the digital evidence 

collection process rather than the in-depth process model covering the whole forensics process.  

Though dozens of investigative models developed and implemented over the years, this section 

of research will review only a few of them due to the major similarity of components designed 

as well as the covered scope. This section will cover the generic digital forensics model era 

through the period of 2000 to 2014 related to our research study. 

2.4.1 Digital Forensic Research Workshop (DFRWS) 

one of the earliest collaborative and formal interests towards the development of digital forensics 

science was founded by the “Digital Forensic Research Workshop”, shortly “DFRWS” as a result 

of its first open forensic research workshop )conference) in 2001. and in the form of a technical 

report titled “a road map for digital forensic research” 

With broad participation and collaborations from computer forensic examiners, university 

researchers, and security experts, the DFRWS conducted its first workshop with the major 

attendee’s objective of forming a community of interest in the field of digital forensics, as well 

as forming a meaningful dialog and road map for digital forensics research to establish a 

framework for digital forensic science.   

DFRWS defined digital forensic science as: “the use of scientifically derived and proven 

methods toward the preservation, collection, validation, identification, analysis, interpretation, 

documentation, and presentation of digital evidence derived from digital sources to facilitate or 
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further the reconstruction of events found to be criminal, or helping to anticipate unauthorized 

actions shown to be disruptive to planned operations” [34]. 

The basic building block of the formal framework for digital forensic science extracted from the 

DFRWS proposed definition of digital forensics, as a linear investigative process model starting 

from identification steps into decision steps, from identification to the decision that typically 

appears to be used in the process of digital forensic analysis as illustrated in Figure 2.3. Which 

shows the details and sub-phases for each main step. The major categories of the proposed 

framework are; (identification, preservation, collection, examination, analysis, presentation, and 

decision process) 

 

Figure 2.3: DFRWS linear investigative process [34]. 

The limitation of the DFRWS model is that this model is an investigative model only and does 

not support the whole digital forensics process, especially the response activity to an occurred 

incident [35]. 
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2.4.2 Abstract Digital Forensic Model (ADFM) 

As an enhanced version inspired by the DFRWS model, the proposed “Abstract Digital Forensic 

Model”, shortly “ADFM” [36] was developed based on the common process that is technology 

and crimes independent.  This model suggests 9 key components for the forensics process, as a 

compatible and flexible standardized process model regardless of the digital technology involved 

in forensics investigation. The flexibility of this model design facilitates and supports dealing 

with different digital devices in a backward and forward compatibility manner.   The major key 

components of the proposed model include the following: 

▪ Identification – detecting, determining, and recognizing incidents and incidents types using 

an indicator of compromise as a proactive and continuous detection approach. 

▪ Preparation – preparing all issues related to the case, such as tool employees, adapted 

techniques, approved search warrants, authorizations, and organizational support. 

▪ Approach strategy – formulating an investigation approach based on specific technology 

involved in crime and crime scenes. 

▪ Preservation – securing, isolation, and preserving digital evidence as well as maintaining 

chain of custody to all evidence related to crime.  

▪ Collection – recording of the crime scene information and baking up the digital evidence by 

following well-established procedures of evidence duplication and validation. 

▪ Examination – conducting an in-depth search of evidence that is related to the suspected 

crime. 

▪ Analysis – determination of evidence's significance, and drawing conclusions based on 

evidence found.  
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▪ Presentation – presenting your findings and conclusions as well as explaining the presented 

conclusions.  

▪ Returning evidence – ensuring the proper procedures are followed to return the evidence to 

the proper owner. 

The limitation of the ADFM model comes with its generality of the categories that might be 

defined as general for practical and professional uses 

2.4.3 The Integrated Digital Investigation Process Model 

The “Integrated Digital Investigation Process Model”, shortly “IDIP” [37] was developed based 

on the “crime scene theory for physical investigations” with 17 sub-phases organized into main 

five groups (readiness, deployment, physical crime scene investigation, digital crime scene 

investigation, and review phase). 

This model treats computers and digital devices as an object or physical evidence (a subject of 

crime - the computer is itself a crime scene) rather than an investigation crime scene. This adds 

limitations to the investigation process and the credibility of evidence collected from computer 

systems. Due to considering the digital crime scene as a secondary one to the physical crime 

scene. Figure 2.4. Illustrated the five major groups of phases forming the (IDIP) investigation 

process model. 

 

Figure 2.4: Phases of the IDIP Model [37]. 
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2.4.4 The Enhanced Integrated Digital Investigation Process Model 

The “Enhanced Integrated Digital Investigation Process Model”, shortly “EIDIP” [38] was 

developed as an enhanced version inspired by (IDIP). As illustrated in Figure 2.5. The proposed 

model consists of five major phases that modified the original one by adding a new phase (trace 

back phase) that is designed to trace back to the computer and digital systems that would lead 

investigators to the point where exactly the crime was committed. Thus (EIDIP) is one of the 

earliest models that are appropriate for the digital and cyber investigations process. 

 

Figure 2.5: Phases of the EIDIP Model [38]. 

 

2.4.5 The Extended Model of Cybercrime Investigations (EMCI) 

The “Extended Model of Cybercrime Investigations”, shortly “EMCI” [39] was developed as a 

comprehensive generalized cyber investigation reference model focusing in general on 

information flow issues between model components and processes and activities rather than the 

procedures for conducting each one. The model consists of 13 major activities as described in 

the following list and illustrated in Figure 2.6.  
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▪ Awareness 

▪ Authorization 

▪ Planning 

▪ Notification 

▪ Search for and identify evidence 

▪ Collection of evidence 

▪ Transport of evidence 

▪ Storage of evidence 

▪ Examination of evidence 

▪ Hypothesis 

▪ Presentation of hypothesis 

▪ Proof/defense of the hypothesis 

▪ Dissemination of information 

 

Figure 2.6: The Extended Model of Cybercrime Investigations [39]. 
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For the model to be applicable, it should be tolerated to the specific needs of any organization 

by developing a detailed procedure to be followed during each investigation process. 

2.4.6 The Systematic Digital Forensic Investigation Model (SRDFIM) 

The “Systematic Digital Forensic Investigation Model”, shortly “SRDFIM” [40] organizes and 

breaks the digital forensics investigation process into eleven phases as illustrated in Figure 2.7. 

This generalized model [40]  provides a consistent, systematic, and standardized process model 

for the majority of the digital investigations process.  As well as used for attaching technology 

and non-technology related issues in the investigation process. 

Due to the nature of the phases included, the proposed model [40]  is considered one of the most 

detailed digital forensic investigation models to date, thus it can be implemented elastically for 

the cyber investigation process as well as investigating cyber and technology-related incidents 

that might occur at the organizational level. 

 The model consists of the following process – phases (preparation, securing the scene, survey, 

and recognition, documenting the scene, communication shielding, evidence collection, 

preservation, examination, analysis, presentation, result, and review) 

 

2.5 Cyber Security Incident Handling and Response Process 

As the importance of being able to detect and identify cyber security incidents, it is very 

important to handle each level of the incident and respond to the consequences in a systematic, 

organized, and well-defined manner that ensures proper identification, detection, analysis, 

contamination, and treatment of incident and taking appropriate activities to deal with [41].  This 
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section introduces in detail the related literature regarding cyber security incident detection, 

handling, and responding processes. 

 

Figure 2.7: Phases of Systematic Digital Forensic Investigation Model (SRDFIM) [40]. 
 

2.5.1 Cyber Security Incidents 

 When it comes to the adverse occurrence and consequences of any technology-related and 

cybersecurity events that negatively affect the confidentiality, integrity, or availability of 

information and information systems in the digital environment, regardless of the volume of 

consequences and frequency of occurrence, then we are describing a real cyber security incident 

case [42]. 

Such cases should be effectively detected, addressed, and handled in a timely and quick manner 

to mitigate the adverse consequences in another area within the organization. Especially when it 

comes to a very complex and sensitive environment such as the financial sector which is 

considered one of the most attractive targets to cybercriminals worldwide [43] 
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One of the earliest and decent definitions of cyber security incidents was proposed by the “United 

States”, shortly “U.S” software engineering institute, the institute defines security incidents as 

“some type of unauthorized activity against a computer or network that results in a violation of 

a security policy. Whether it is an action, an event, a situation, or collection of data relating to 

an attack” [44]. 

2.5.2 Cyber Security Incident Impact and Response Process 

Cyber security incident has variant impact and consequences on the information within the 

digital environment, such incidents varying from low impact to catastrophic consequences and 

depending mainly on the influenced area or information or systems and the value of that 

information or system to the organization [45]. 

The cyber security incident response process is defined based on NIST as  "a continuous process 

that enables organizations to detect, analyze, eradicate, and recover from potential cybersecurity 

incidents in a timely and cost-effective manner” [46].  

2.5.3 Cyber Security Incident Categories 

Cyber security incidents can occur from different sources, such sources are categorized into two 

major sources, internal and external sources [47]. The study in [48] proposed a model for 

categorizing cyber security threats and incidents based on several criteria, one of the proposed 

criteria is the origin and sources of the threat, and the proposed model [47] defines two major 

sources for security incidents, internal and external.  

One of the most accurate definitions of external threats and incidents proposed defines external 

incidents committed as "the individuals or organizations working outside of a company and cause 
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for the external threats with the most external threats to information systems are natural disasters, 

external attacks occur through the connected network or physical intrusion” [49]. 

While the researcher focuses on insider threats and incidents, our proposed research will not go 

beyond the definition the external threat and incidents that are mainly committed or generated 

by parties or issues that are not directly related to the organization or the operating digital 

environment (competitor's data theft, data leaks, … etc.). 

2.5.4 Insider Cyber Security Incidents  

Internal cyber security incidents are mainly committed or conducted by insider actions and issues 

or by people from inside the organization or who have a direct relation to the internal digital 

environment (like staff misuse, employee data theft, internal policy violations, intentional 

damage information …etc.) [50]. The majority of security research reveals that insider threats 

form the biggest risk when compared to other security incident sources [51].  

Several research papers and international security surveys that focus on the impact assessment 

of security incident, show that the majority of security incident sources was committed by insider 

threats with a very high impact on the global economy. The financial service organization is the 

main target of such attacks [52].  

The [53] survey mentioned that 60% of the financial losses related to cybersecurity incidents 

were due to insider threats.  The 2022 version of the data breach investigations report [54] shows 

that 82% of cybersecurity breaches involved the human element. In the form of stolen 

credentials, phishing attacks, misuse of assets, or simply errors with 27% of total attacks 

belonging to insider perpetrators in the financial sector. 
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The formal definition of insider threats proposed by “The Computer Emergency Response 

Team”, shortly “CERT” of the insider threat center of the U". S software engineering institute 

as: "a current or former employee, contractor, or business partner who meets the following 

criteria”:  

▪ The insider who has or had authorized access to an organization’s network, system, or 

organization’s data. 

▪ The insider who has intentionally exceeded or intentionally used that access in a manner that 

negatively affected the confidentiality, integrity, availability, or physical well-being of the 

organization’s information or information systems or workforce [55]. 

▪ Typical examples of insider attacks or threats to information systems proposed by [56], and 

categorized as the following: 

✓ Unauthorized extraction, duplication, or exfiltration of data 

✓ Tampering with data (unauthorized changes to data) 

✓ Destruction and deletion of data and critical assets 

✓ Downloading and installing software or data from unauthorized sources. 

✓ Using cracked software that might hold backdoors or malicious code. 

✓ Network eavesdropping and packet sniffing. 

✓ Identity spoofing and theft of other users 

✓ Social engineering attacks. 

✓ Unauthorized activities or misuse of resources for non- work-related  

✓ Installing malicious software purposefully 

✓ Theft or loss of mobile devices or laptops. 
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2.5.5 Cyber Security Incident Handling and Response Frameworks 

One of the globally well-known and typical cyber security incident handling processes was 

developed in 2012 and revised in 2018 by NIST [57] and has been published within its “special 

Publication” shortly “SP” 800-61. The proposed process model [57] consists of 4 major steps to 

effectively handle any cyber-related incidents and covers the process of how organizations 

should handle and respond to cyber security incidents, as illustrated in Figure 2.8 and the steps 

described below:  

▪ Preparation: proactively prepare your environment and organization to effectively be able to 

respond to any potential incidents. 

▪ Detection and analysis: identifying and determining the occurrence of incidents as well as 

detecting the singe and indicators of an incident.  And analyzing all information related to 

those indicators. 

▪ Containment, eradication, and recovery: mitigating the consequences of an incident as well 

as restoring the previous operating status of the information environment. 

▪ Post-incident activity: documentation of an incident’s details and learning lessons for future 

incidents as well as applying all prevention control to prevent the reoccurrence of such 

incidents in the future. 

 

Figure 2.8: NIST (SP) 800-61 Incident Response Process [57]. 
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The flexibility of the framework and the lower procedures level make it one of the best choices 

for handling information security incidents with all categories and from different sources. As 

well as the flexibility to integrate the proposed process into a forensics process.  

Another global and well-known cyber security incidents handling process was developed by the 

“SysAdmin, Audit, Network and Security”, shortly the “SANS” Institute in 2011 "the incident 

handlers Handbook” [58].  

The proposed process model [58] consists of 6 major steps to effectively handle any cyber-related 

incidents and covers the process of how organizations should handle and respond to 

cybersecurity incidents. 

▪ Preparation—development of security policy, conducting a risk assessment, sensitive assets 

inventory, and forming of “Cyber Security Incident Response Team” (CSIRT). 

▪ Identification—monitoring of its systems detecting anomalies operations, and declaring 

security incidents.  

▪ Containment— doing short-term containment, isolating the network segments, doing long-

term containment, and fixing restoring systems into production.  

▪ Eradication—remove unwanted suspects from all affected systems, examine the root cause 

of the incident, and take future actions to prevent similar incidents in the future. 

▪ Recovery—restoring production systems. Verify and monitor targeted systems to make sure 

they are in normal status. 

▪ Lessons learned—prepare detailed documentation of the incident, investigate the incident 

deeply, and improve the incident response process. 

https://www.cynet.com/incident-response/incident-response-team-a-blueprint-for-success/
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As well as the NIST incident response process, the SANS incident response process model is 

considered flexible and one of the preferred choices for handling information security incidents 

with all categories and from different sources. As well as the flexibility to integrate the proposed 

process into a forensics process.  

2.5.6 Zero Trust Model 

One of the modern cybersecurity models that comes to ensure the security of networks and 

information systems as well as a modern alternative model to the traditional perimeter network 

security is the zero trust model, introduced by Google’s beyondcorp initiative [59]. The base idea 

behind this model is not to trust any of your network nodes and components and always to verify 

them [60]. The concept and need for such models come with the advancements and complexity 

in network design as well as the complexity of requirements needed to be applied to protect a 

such network [61]. 

The national institute of Standards and Technology (NIST) defines “Zero Trust”, shortly “ZT” 

as "the term for an evolving set of cybersecurity paradigms that move defenses from static, 

network-based perimeters to focus on users, assets, and resources” [62] as illustrated in Figure 

2.9. 

One of the biggest advantages of the zero trust model is the capability to increase the traceability 

for forensics as well as allow practitioners to learn from past incidents due to the logging 

capabilities and requirements of such a model[63]. The zero trust model is built based on the 

following pillars [64]: 

▪ The computer network is always supposed to be hostile. 
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▪ External and internal network threats exist at all times. 

▪ Network locality placement is not sufficient to decide the level of trust in a network 

▪ Every network device user and all network data traffic flow are authenticated and authorized 

▪ Network components policies should be dynamic and evaluated from as many network 

sources of data as possible. 

As per the capabilities and architecture of the zero-trust model, some components of the model 

might help in the process of early detection and responses to cyber incidents, especially within 

the preparation phase that is designed to build incident response capabilities that prevent the 

potential incident occurrence. 

 

Figure 2.9: NIST (SP) 800- 207 Core Zero Trust Logical Components [62]. 
 

 



34 
 

2.6 Integrating Forensics Process into Incident Responses 

security incident responses and computer forensics are two related, coherences, and integrated 

topics, within security incident responses and cybercrime methodology, the major concern is 

looking for evidence on what happened exactly, while computer forensics works to provide and 

deliver such evidence to reveal the truth [65]. 

While conducting a literature review and during comprehensive research in digital forensics and 

its relations to the information security incident handling process, we experienced the following 

results and gaps in the existing knowledge (organized by dates): 

▪ In the most recent research on digital forensics and incident handling integration conducted 

in 2020, "Integrated incident response model for database forensic investigation"[66], the 

researchers proposed an incident response model designed to investigate incidents within a 

database environment by proposing suitable process and theoretical model of evidence 

constructing and integrating cyber incident response model (IIRM) to be relied upon in the 

database incidents forensic and investigation field.  This research is limited to database 

environments for general purposes organizations and does not cover comprehensive digital 

forensics framework for financial environments.  

 

▪ In 2019, several researchers covered digital forensics framework and proposed investigations 

process models,[67] proposed the "standardized digital forensic investigation process 

model", shortly “SDFIPM”, and the researchers proposed an advanced investigation process 

model (SDFIPM), for conducting digital forensic investigations, the limitation of this model 
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is a generic model which might be applied in several fields, such that law enforcement, 

commerce, and incident response but not covering the financial environment. 

▪ Also in 2019 types of research, [68] proposed comparison and mapping of all previously 

developed digital forensics frameworks. The proposed mapping and enhanced process results 

in a well-designed and optimized investigation process, with limitations to the financial 

environment scope. 

▪ In 2017, [69] proposed a digital forensics framework for cloud computing incidents, the 

proposed framework was designed to mitigate the forensics process dependency on cloud 

service providers and suggest a new process model for collecting digital forensic evidence 

from outside the cloud environment. 

▪ Also in 2017 types of research, [70] proposed an "evidence gathering framework correlates 

multiple patterns detected" from normal network traffic. These two pieces of research are 

also limited to cloud computing and network environments and do not cover comprehensive 

digital forensics frameworks for the financial environment.  

▪ In 2016, [71] proposed a generic digital forensics framework for investigating Internet of 

Things devices (IoT), the proposed framework is designed to help conduct digital forensics 

investigation within all related components of the IoT-based environment. With limitations 

to (IoT) environment scope. 

▪ In 2014, [72] focused on the need for research to be conducted as well as encouraging "further 

research and advancement in the area of incident response about digital forensics". This 

research study illustrated the importance of the relationship between digital forensics and 

incident response. 
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▪ In 2013, [73] proposed a digital forensics framework for monitoring cloud computing, the 

proposed framework developed a novel process model for monitoring user activity within 

cloud environments using a secure and reliable cloud forensic framework. This proposed 

research is also limited to cloud computing environments and does not cover comprehensive 

digital forensics frameworks for financial environments. 

▪ In 2011, [74] proposed a distributed digital forensics and incident response framework, The 

researchers presented a rapid incidents response framework based on open-source computer 

tools to investigate an organization's remote devices, disks, and memory units in enterprise 

environments. With limitations to devices and memory environment scope. 

▪ In 2010, [75]  proposed an "advanced framework for digital forensic technologies", the 

proposed framework employs a top-down approach to the digital forensic process, starting 

with legal issues, continuing with organizational issues,  and ending with a purely technical 

issue that deeply addresses core forensic principles. The proposed framework does not cover 

any financial environmental aspects or scope. 

▪ In 2007, [76] proposed a "forensic approach to incident response, network investigation, and 

system administration using digital evidence bags" The proposed framework presented how 

the newly proposed digital evidence containers (bags), can collect and analyze evidence from 

a dynamic environment. The proposed framework does not cover any financial 

environmental aspects or scope.  

▪ The oldest reviewed research on digital forensics and incident handling integration conducted 

in 2004, [77] proposed a digital forensics framework based on an event gathering process. 

The proposed framework includes an investigation process model based on crime scene 

procedures. In this proposed model, each digital device collected is considered a digital crime 
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scene, that is included within the physical crime scene where located. The proposed 

framework does not cover any financial environmental aspects or scope.  

As a result of the comprehensive literature review research in digital forensics and its relation to 

the information security incident handling process, we experienced the current gap in knowledge 

that needs to be addressed and cannot be filled unless the research project is completed. Table 

2.1 illustrates the current literature and the current gap in the field of integrating digital forensics 

into the incident repose process within the financial sector.  

Gap assessment identified using a comparison between the available processes in current 

forensics models within the literature in the field of  digital forensics, against the proposed model 

that this research aims to develop using the following criteria: 

▪ Whether the available models cover the typical digital forensics processes. 

▪ Whether the available models cover the typical incident response processes. 

▪ Whether the available models cover the integrated digital forensics and incident response 

processes. 

▪ Whether the available models are considered generic forensics and incident response models. 

▪ Whether the available models are considered technical-specific models. 

▪ Whether the available models developed for the financial sector. 

▪ Whether the available models are developed to cover and support integrated digital forensics 

and incidents response processes for the industry-specific sector as the financial sector.  

Further research on digital forensics and its relations to the information security incident 

handling process should be conducted to bridge the current gap in this knowledge. 
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Table 2.1: Summary of Identified Frameworks and Current Gap Within Literature. 
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IR Process        ✓  ✓   ✓   ✓     ✓   ✓  ✓  

Integrated 
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          ✓   ✓     ✓   ✓  ✓  

Generic 

Model 
 ✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓   ✓       ✓   ✓  

Specific 

Technical 

Model 

          ✓   ✓  ✓  ✓  ✓  ✓  ✓  ✓   

Financial 

Model 
✓                     

Financial 

Integrated 

DF and IR 

                    

 

2.7  Chapter Conclusions and Summary 

In this chapter, comprehensive deep research was conducted on several previous studies related 

to our work through the prior work and literature review task. The current studies considered 

initial and general-purpose frameworks. Thus, we experienced the current gap in knowledge that 

needs to be addressed and cannot be filled unless the research project is completed. Below is the 

major finding extracted from the literature review work: 

▪ There's a high demand for developing a dedicated forensics framework for the financial 

service sector due to the current gap of knowledge and research in this area, as well as the 

increase in sophisticated cyber-attacks and the security insiders threat landscape. 
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▪ Various information security control baseline models have been developed to ensure the 

security of high-value information systems like financial and payment applications. The 

majority of the models required developing formal incident response and forensics processes 

to ensure early detection and investigation of cyber incidents. 

▪ Several investigative and forensics process models have been developed and implemented 

over the years. The majority of models focus on investigation aspects and the evidence 

collection process rather than the in-depth process model covering the whole forensics 

process. 

▪ Several cyber security incident process models have been developed and implemented over 

the years. The majority of models are mature enough to manage a whole incident response 

activity and are subject to be integrated with extracted forensics models. 

▪ Security incident responses and computer forensics are two related topics. The scope of the 

majority of the studies that correlate such relations is limited to specific and technology-

oriented frameworks rather than specific industry-oriented frameworks (i.e. Financial 

environment). Even though, selected components are subject to be integrated with selected 

components of both security incidents and the forensics process for developing our proposed 

framework. 

The next chapter (chapter 3) explains the researcher’s approach to answering the research 

questions and explains the most appropriate research strategy and data collection methods for 

the proposed research. 
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Chapter 3 

 

3. Research Strategy and Data Collection 

Methods  
 

3.1 Introduction 

This chapter aims to explain the researcher’s approach to answering the research questions and 

explains the most appropriate research strategy and data collection methods for the proposed 

research. 

3.2 Research Strategy 

Amongst several approaches and research strategies that might be used for conducting 

technology-related research studies and appropriate for answering the research questions, 

especially for an exploratory research study, the grounded theory (as data collection and analysis 

methods) as well as theory data collection available choices, consider the most appropriate 

method for information and technology related research [78], especially with research that 

involves interactions between people using or interacting with information technology [79].  

By adapting grounded theory, the researcher might generate or discover a new theory based on 

the analysis of data systematically obtained through social research to explore complementary 

social relationships and the behavior of groups [80]. 
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In addition, adopting grounded theory is considered useful for conducting early studies of a new 

discipline or new systems. Because using grounded theory enables an examination of methods on 

how people respond to various phenomena [81]. 

 

Grounded theory, as a research method, allows the use of different and sometimes several 

methods for research data collection [82]. The data collection techniques that a researcher may 

employ under grounded theory includes (interview, direct and participant observation, content or 

documentary analysis, focus group, and survey) [83]. 

 

Since the science of  digital forensics is a new field of study and involves direct interactions 

between people and technology, as well as the nature of this research on developing a new 

framework for digital forensics, the grounded theory seems the most appropriate method for 

developing a new framework for digital forensics [84], with the below-selected data collection 

techniques: 

▪ Content or documentary analysis through literature and related works 

▪ Assessment survey. 

▪ Interview with a focus group. 

3.3 Research Instruments and Data Collections Methods 

3.3.1 Literature as a Research Instrument and Data Collections Method 

To identify the gap in current literature, as well as to understand what others worked in the area 

of study, a total of (100) literature and related cyber security, incidents responses, and forensics 

international standards were reviewed and critically analyzed to extract major and common 
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forensics and incidents response framework elements that apply to the financial sector and to be 

used as a basic building block in the process of framework development. The following major 

literature and related work were covered within the literature review chapter in this phase: 

▪ Financial sector overview. 

▪ The drivers for, and the need for digital forensics within the financial sector. 

▪ Digital forensics regulations and standards within the financial sector. 

▪ Financial and payment applications security and forensics requirements. 

▪ Generic digital forensics approaches, frameworks, and process models. 

▪ Cyber security incident handling and response process. 

▪ Cyber security incident categories and insider threats. 

▪ Generic cyber security incident handling and response frameworks. 

▪ Generic cyber security model: zero trust model 

▪ Integrating forensics process into incident responses 

 

Through the prior work and literature review task, we found in open literature very limited studies 

that directly focused on digital forensics integration into the information security incident 

handling process within the financial sector. The current studies considered initial and general-

purpose frameworks. Thus, we experienced the current gap in knowledge that needs to be 

addressed and cannot be filled unless the research project is completed. Detailed information and 

results of this phase as well as the identified gap can be found in section 2.6 of this dissertation 

(conclusions and summary). 
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3.3.2 Survey as a Research Instrument and Data Collections Method 

To better understand how financial organizations conduct security practices and to gather facts 

about the current state of cyber security practices and forensics programs, capabilities, and needs, 

as well as to know how cyber security incidents handling and digital forensics processes and 

practices are run and handled by the financial sector. In addition, to explore missing data within 

the literature, the survey's data collection method was selected by samples of financial institutions 

from different countries (inside and outside Palestine with 21 participant banks and payments 

companies). An assessment survey was developed covering the below five major areas, and 

designed based on the maturity and readiness factor of each cybersecurity below domain to 

introduce possible enhancements on groundwork and extracted processes: 

▪ General cybersecurity capabilities, practices, and governance model. 

▪ Cyber security incidents handling approaches and readiness level. 

▪ Digital forensics capabilities and framework used. 

▪ Major indicators and anomalous events (KRI, IOC, IOA) adapted to detect insider 

cybersecurity incident 

▪ Good practice security standards and technology tools used. 

 

As the aim of this data collection instrument and phase is to explore the current trends and 

practices within the area of study, a maximum sample size of 21 participants was used to collect 

the required exploratory data, and this number was considered valid to gather data for same-

purpose research. 
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According to [85], using a sample size of 10 to 30 samples is considered sufficient and valid in 

cases of exploratory type research and pilot studies. The sample size is considered large enough 

to test the hypothesis and considered small enough to bypass any sample obstacles and effects. 

3.3.3 Interviews as Research Instrument, Data Collection, and Validation Method 

Interviews with a focus group of experts in the field of cyber security and digital forensics 

professionals were conducted for theoretical validation of the proposed framework, and feedback 

data on the preliminary developed framework were collated directly from participants' thought-

focusing groups, (8 participants) to revise the framework (if needed). 

Interviews responses data and expert opinions were collected to acquire theoretical validation and 

expert opinion of the proposed framework, as well as validate the applicability of framework 

elements to the financial sector. Expert opinions on the preliminary framework validation (if 

applicable) revised on the preliminary framework to issue the final version. 

Focus groups are considered as a choice to validate the theoretical aspects of the framework, 

especially for qualitative and exploratory research types. [86] define focus group as “a way of 

collecting qualitative data, which- essentially- involves engaging a small number of people in an 

informal group discussion (or discussions), ‘focused’ around a particular topic or set of issues”.  

The justification behind choosing such instruments is that qualitative and exploratory research 

usually uses focus group methods in the process of collecting data from multiple participants in 

parallel since it is the most economical, efficient, and fast method for such type of research [87].  

The structures of well-designed groups usually consist of 6 to 12 participants and usually last 

between 1 and 2 hours [88]. 



45 
 

3.4 Chapter Conclusions and Summary 

This chapter explained the researcher’s approach to answering the research questions and 

explained the most appropriate research strategy and data collection methods for the proposed 

research, as illustrated in Figure 3.1. 

 

Figure 3.1: Research Strategy, Instrument, and Data Collections Methods 

 

By adapting grounded theory as a systematic qualitative research and data collection 

methodology, the selected data collection techniques that support the research strategy are 

identified in the list below and within:  

▪ Content or documentary analysis through literature and related works from a wide range of 

well-known and reputable scientific journals (i.e. IEEE, Science Direct, Google Scholar).  

▪ Assessment survey. 

▪ Interview with a focus group. 

 

The next chapter (chapter 4), explains the data collection process and how data was collected 

through multiple data collection approaches. In addition, the next chapter explains how the 

exploratory data analysis was conducted and how the researcher used grounded theory and 

technical approaches to analyze the collected data. 

Select research 
strategies 

Current Literature  
Groundwork data 

collection

Assessment 
Questionnaire data 

collection

Focus group data 
collection and 

validation
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Chapter 4 

 

4. Data Collection and Exploratory Data 

Analysis  

4.1 Introduction 

This chapter explains the data collection process and how data was collected through multiple 

data collection approaches. In addition, this chapter explains how the exploratory data analysis 

was conducted and how the researcher used grounded theory and technical approaches to analyze 

the collected data. 

4.2 Survey Data Collection and Analysis 

To better understand how financial organizations conduct security practices and to gather facts 

about the current state of cyber security practices and forensics programs, capabilities, and needs, 

as well as to know how cyber security incidents handling and digital forensics processes and 

practices are run and handled by the financial sector. In addition, to explore missing data within 

the literature, surveys were sent and completed and data was collected by sample financial 

institutions from different countries (inside and outside Palestine with 21 participant banks and 

payments companies). An assessment survey was developed covering the below five major 

areas, and designed based on the maturity and readiness factor of each cybersecurity below 

domain to introduce possible enhancements on groundwork and extracted processes: 
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▪ General cybersecurity capabilities, practices, and governance model. 

▪ Cyber security incidents handling approaches and readiness level. 

▪ Digital forensics capabilities and framework used. 

▪ Major indicators and anomalous events (KRI, IOC, IOA) adapted to detect insider 

cybersecurity incident 

▪ Good practice security standards and technology tools used. 

 

4.2.1 Survey High-Level Hypothesis 

Hypothesis one (H1). The majority of financial firms have mature cyber security capabilities 

(the international bank has higher maturity levels). 

Hypothesis two (H2). The majority of financial firms have well-defined incident handling and 

response capabilities and approaches and it is enterprise-level implemented.  

Hypothesis three (H3). The majority of financial firms have a basic or no dedicated framework 

for managing digital forensics issues. 

Hypothesis four (H4). The majority of financial firms do forensics investigation as a part of the 

incident handling and responses process and have third-party arrangements for any specific 

forensics activities. 

Hypothesis five (H5). The majority of financial firms have deployed solid monitoring processes 

involving forensics practice without a proper and formal framework. 

Hypothesis six (H6). The majority of financial firms include several incident responses and 

forensics processes within their internal practices. 



48 
 

Hypothesis seven (H7). The majority of financial firms have recommended developing a 

dedicated framework for managing digital forensics issues. 

The results of the survey support our research hypothesis and initial proposed framework. In 

addition, all related responses are considered within the framework development process and 

embedded as a sub-process within the final version of the proposed framework. The section 

below contains the major results of the research survey. 

4.2.2 Targeted Audience, Community Size, and Survey Distribution Method  

The survey asked cyber security professionals within the financial sector to report on major 

information security program components as well as specific components related to the research 

aims (security program status, security governance, incident response capabilities, forensics 

capabilities, risk assessment processes, indicators, and anomalous events). 

Linkedin messages and emails were sent to a group of information security leaders within 

financial firms globally between the period of (01/02/2023 to 31/03/2023), to request their 

professional participation in the pre-designed web-based survey. LinkedIn messages and email 

survey requests only went out to 100 security leaders worldwide representing international, 

regional, and local banks as well as payment processors companies.  

Because the type of survey is an exploratory survey, a total of only 21 security leaders responded 

to the survey for the assigned period. This is considered valid to gather data for the same purpose 

of research. All of them provided complete responses. There were 14 male respondents and 7 

female respondents. 
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Global commercial banks as of the beginning of 2023 are 10,334 commercial banks worldwide 

in reference to Ibisworld global industry statistics report [89], and the payment processors 

companies as of the beginning of 2023 1,300 processors companies worldwide as to merchant 

cost consulting global industry statistics report [90]. A total of 11,634 financial sector firms are 

covered by this research and represent the overall community size of financial and payment 

companies worldwide. 

4.2.3 Analysis Method 

For this research, exploratory factor analysis was employed for study to ensure study factor 

validity. 

4.2.4 Survey Participant Qualifications, Profile, and General Information 

For this research, the targeted survey respondents represent professionals from security 

management, who are directly responsible for information security program development and 

information security incident handling and forensics process. 

4.2.4.1 Participant’s Profile and Professional Background Information 

To assess the qualifications of each respondent, we asked respondents about their level of 

experience and professionality in the field of cybersecurity responses and what the job titles 

attached to their knowledge. The majority of respondents' answers reflect directly related jobs to 

cyber security with the majority of survey respondents’ working experience being more than 16 

years (72%). Thus, respondents are considered qualified to fill out the survey, based on the 

distribution list and responses. As illustrated in Figure 4.1 and Figure 4.2. 
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Figure 4.1: Survey Respondent Job Titles. 
 

 

Figure 4.2: Survey Respondent Level of Professional Experience (Year). 

 

4.2.4.2 Participant’s Cybersecurity Education and Qualifications 

For further assurance to validate respondent qualifications, we asked respondents about their 

educational and qualifications level. The majority of respondents answer that 86 % consider 

themselves to have professional cyber security skills with the majority of them (62%) holding 

advanced academic degrees. In addition, (17 out of 21). Respondents have more than one cyber 
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security certificate from different certification bodies as illustrated in Figure 4.3, Figure 4.4, and 

Figure 4.5. 

  

Figure 4.3: Level of Education.                              Figure 4.4: Cybersecurity Skills.                                                                         

 

Figure 4.5: Survey Respondent Security and Forensics Certificates. 
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4.2.4.3 Participant’s Work Place Category and Region 

For classifying the categories of financial institutes as well as the geographical categorization of 

each financial institute, we ask respondents to identify the type and nationality of financial 

institutes, 90% of respondents are working within the banking sector, and only 10% are working in a 

payment service provider company. This value is justified when comparing the total number of 

populations in the banking sector and payment service provider firms. As illustrated in Figure 4.6 and 

Figure 4.7. 

Nearly 52 % of respondents are working for international financial institutes, 24 % are working for 

regional financial institutes, and 24% are working for local financial institutes. Because the survey is 

internationally distributed, the output of this survey is considered an international output because the 

majority of respondents are working for international financial institutes. 

  

   Figure 4.6: Financial Institutes Type.                 Figure 4.7: Financial Institutes Nationality.  
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4.2.5 Results Summary 

This section presents the summary of research results regarding the survey as a research 

instrument and data collection method. 

 

4.2.5.1 Information Security General Practices  

To assess the maturity of information security practices within financial organizations, we asked 

respondents about several major components related to information security functions and 

practices. The majority of respondents said that they have an internal information security 

department within the organizations they work for. The majority of responses represent that this 

department has very well-structured and essential components to be considered having a good 

maturity level of information security within the organization. As illustrated in Figure 4.8. 

 

Figure 4.8: Information Security General Practices.  
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All components practically adapted and practices within the financial organization (collected 

directly from respondents) should be embedded into the proposed framework design because 

incident response and digital forensics are essential and core parts of any information security 

program. components are:  

▪ Information security awareness. 

▪ monitoring processes. 

▪ roles, and responsibilities. 

▪ security planning. 

▪ risk assessment. 

▪ committee. 

▪ Security policies and procedures. 

▪ Financial budget. 

▪ Cyber security training. 

4.2.5.2 Cyber Security Incidents Response and Handling Capabilities 

To assess the maturity of cyber security incident response and handling capabilities within 

financial organizations, we asked respondents about several major components related to cyber 

security incident response and handling capabilities and practices.  

The majority of respondents said that they have very well-structured and essential components 

to be considered having a good maturity level of information security incident handling process 

within the organization they are working to. As illustrated in Figure 4.9.  
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Figure 4.9: Incident Response Capability. 
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incident response and digital forensics are essential and core parts of any information security 

program. components are listed in Table 4.1: 

Table 4.1: Incident Response Components and Process. 

No. 
Incident response components and processes to be included within the proposed 

framework 

1 Incident response plan 

2 Trained cyber incidents response team 

3 Incidents detection and analysis capabilities 

4 Documented critical assets inventory 

5 Monitor internal threats 

6 Mechanisms to identify security incidents 

7 The baseline of anomalous activity (IOC, IOA, KRI) 

8 Detection mechanisms (unauthorized HW, SW, and configuration changes) 

9 Detection mechanisms (access to sensitive data, failed login) 

10 Detection mechanisms for privileged accounts activities 

11 Mechanisms for incident analysis and prioritized 

12 Mechanisms for activating a cyber-incident response team (CIRT) 

13 Secure location for storing captured data during incident 

14 Communication plan during and after incidents 

15 Process for post-incident review (PIR) 

16 Ability to collect and maintain logs (network, IDS, IPS, EP) 

17 Incident reporting capability for end users 

18 Regular vulnerability scanning and penetration testing 

19 Monitor insider threats (analyzing activity to spot anomalous behavior) 

20 Automated alert system to inform the network of unwanted behavior 

21 The process of regular review (output from security systems) 

22 Security operation center (SOC) 
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4.2.5.3 Cyber Security Incidents Response, Handling, and Forensics Technologies 

Another important factor that needs to be considered within any forensics framework baseline 

and essential component is the detection and response technologies used and adopted by 

organizations for executing and operating the process and frameworks, practitioners are asked to 

report on technologies adapted for detecting and responding to cyber incidents, the majority of 

respondents report a security detection tools that would support any detection process and 

activities. That is mainly used for anomalous activity detection and environmental changes. S 

illustrated in Figure 4.10. 

  

Digital Forensics and Incident Response Technologies 
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Figure 4.10: Digital Forensics and Incident Response Technologies. 

 

All components practically adapted within the organization should be embedded into the 

preliminary framework design because incident response and digital forensics are essential and 

core parts of any information security program. The components are shown in Table 4.2 below: 
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Table 4.2: Digital Forensics and Incident Response Technologies. 

No. 
Digital Forensics and Incident Response Technologies To be Included Within 

Proposed Framework 

1 IDS: Intrusion Detection System  

2 IPS: Intrusion Prevention System  

3 SIEM: Security Information and Event Management 

4 FIM: File Integrity Monitoring 

5 DLP: Data Loss Prevention  

6 EDR: Endpoint Detection and Response 

7 PAM: Privileged Access Management 

8 Network Scanner 

9 WAF: Web Application Firewall 

10 Anti-Malware 

11 UTM: Unified Threat Management 

  

 

4.2.5.4 Cyber Security Incidents Response and Handling Frameworks 

For establishing the incident handling and response process, the majority of respondents adapt 

or consider the process of several good practice frameworks, mainly NIST CSF, ISO 27K, CISA, 

and COBIT),  their responses validating grounded work and extracted process within the 

preliminary framework design because NIST framework considered one of major source 

framework in the process of designing preliminary framework design because NIST frameworks 

and models considered one of major source frame, responses are presented within Figure 4.11. 

 

 



59 
 

  

Good Practice Frameworks for Establishing Incident Handling and Response Process 
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Figure 4.11: Adapted Frameworks for Establishing Incident Handling Process. 

 

4.2.5.5 Cyber Security Threats Indicators, Indicators of Attacks, and Indicators of 

Compromise 

All components practically adapted within an organization should be embedded into the 

preliminary framework design due detection process of insider threats considered the core 

purpose of the proposed framework, and all insider threats indicators should be taken into 

account in revising the preliminary framework design, below major valid responses (6 

practitioners did not respond to this question due to confidentiality of the information) major 

responses are shown in Table 4.3 below. 
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Table 4.3: Cyber Security Threats Indicators. 

No. 
Cyber Security Threats Indicators, Indicators of Attacks, and Indicators of Compromise 

To be Included within the proposed Framework 

1 
Usage patterns and access to sensitive information and functions for users and privileged 

users 

2 

The use of highly privileged systems accounts. Database changes to access secretive data 

copying of data into external storage. Sending email to personal or web-based email. Use 

of USB storage devices installation of unauthorized software download of software 

failed login user management activities 

3 

Using privileged accounts in daily operations, abnormal process or activities detection 

by EDR, a large number of files transferred outside the bank, failed access attempts 

systems or DB’s 

4 

The use of high privilege accounts copying large volumes of data add, delete and user 

changes configuration change. Security changes   ِ network access outside working hours 

any other indicators based on risk assessment results 

5 Superuser activity data copying user provisioning 

6 
Use of admin accounts, copy classified data, new user change, user delete, users, profile 

change, configuration changes, database changes, failed login, and user behavior. 

7 

Excessive firewall denies, scanning, privilege escalation, multiple logins followed by 

success, huge outbound traffic, shared accounts, unusual patching, unusual high 

privilege access, unauthorized access 

8 
Access to sensitive data super user actions use of storage devices copy huge amount of 

data add user delete user modify user configuration changes un usual logins websites 

9 IOC, SHA, hash, IPS 

10 
Insider threats indicators like access to systems using privileged accounts, user profile 

changes, user management, access and transfer of sensitive data 

11 

Admin accounts activities data transfer configuration changes security changes failed 

login remote access use of mobile codes use of non-original software use of data storage 

units and sites user provisioning activities 

12 

Privileged account monitoring, admin access to critical systems, software changes, field 

login, account management activities, configuration changes, remote access to systems, 

new software installation, authorization process, use of data storage 
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4.2.5.6 Digital Forensics and Investigation Capabilities 

For further assurance to validate respondent forensics qualifications, (11 out of 21) respondents 

who represented 52 % of the sample size, consider themselves to have advanced digital forensics 

and investigation skills in addition, this group is considered qualified to respond to any digital 

forensics’ issues, qualifications of respondents illustrated in Figure 4.12. 

 These ratios represent a shortage in digital forensics skills when compared to the cyber security 

skills of practitioners, thus training should be one of the core processes that should be embedded 

within the preliminary framework design. 

 

Figure 4.12: Respondent's Digital Forensics Skills. 

The majority of the respondents (17 out of 21) said that they do not have an internal digital 

forensics department within the organizations they work for. The majority of responses represent 

that there is no process in place for conducting digital forensics, and they do not have any training 

courses for developing staff for developing team forensics capabilities, Figure 4.13 illustrates DF 

capabilities based on responses collected. 
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Figure 4.13: Digital Forensics and Investigation Capabilities. 

 

All components practically adapted within the organization should be embedded into the 

preliminary framework design components as illustrated in Table 4.4 below: 

Table 4.4: Digital Forensics Components and Process. 

No. 
Digital Forensics and Investigation Capabilities To be Included within proposed 

Framework 
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Approved Practice to Determine Evidence Collection…

Legal Review of Actions in Response to an Incident

Digital Forensics and Investigation Capabilities
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3 Professional training in digital forensics 

4 Cyber forensics roles and responsibilities charter 

5  Investigating insider incidents capabilities 

6 Ability to investigate logs (network, IDS, IPS, EP) 

7 Good practice framework for digital forensics and investigation process 

8 Regulatory requirements for digital forensics and investigation process 

9 Digital forensics and investigation process special tools 

10 Integrated forensics process during the cyber incident response process 

11 Preserve collected logs and digital evidence (network, IDS, IPS, EP) 

12 
Pre-approved scenarios (cases and sources of evidence) that need digital forensics 

actions. 

13 Chain of custody practices and policy (the integrity of collected evidence) 

14 Approved practice to determine evidence-collection requirements 

15 Legal review of actions in response to an incident 

 

4.2.5.7 Current Incidents Response, Investigations, and Forensics Process 

To collect data on the current incident response, investigations, and forensics process within 

financial organizations, we asked respondents about the actual practices conducted within the 

work environment. Table 4.5 below lists all valid responses (7 practitioners did not respond to 

this question due to the confidentiality of the information). All components practically adapted 

within the organization should be considered within the framework design phases. 
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Table 4.5: Incident Response, Investigations, and Forensics Process. 

No. 
Incidents Response, Investigations and Forensics Process To be Included within 

proposed Framework 

1 
Framework for banks to handle cyber security incidents, client data disclosure, and 

thresholds with associated practices for cyber frauds including disclosure to regulators. 

2 
Incidents identification, detection, analysis, investigation, forensics, containment, 

reporting 

3 Detection, collection, analysis, preserving, presenting 

4 Prepare; identify; contain; eradicate; restore; lessons learned 

5 We follow the NIST process model 

6 
Identify a list of internal threats, threat events, detect events, analyze events, investigate 

and forensics, examine, mitigate or authorize, reporting 

7 
Incidents identification, detection, analysis, investigation, forensics, containment, 

reporting 

8 
NIST typical process: preparation, detection and analysis, containment, eradication, and 

recovery, post-incident activities, and reporting 

9 There are no clear procedures or process 

10 
Incidents indicators identification, activity detection, incident analysis, investigation and 

forensics, treatment and responses, recovery and reporting 

11 
Detection then analysis then escalation then forensics then treatment then mitigation then 

reporting 

 

4.2.5.8 Recommended Enhancements to Current Incident Response, Investigations, and 

Forensics Processes. 

To collect suggestions for enhancements to current practices, we asked respondents in open-ended 

questions, to suggest any enhancements on current practices. The majority of respondents say that 

the current process needs to be enhanced and that they recommend establishing a forensics 
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process for detecting insider threats.  All components practically adapted within an organization 

should be embedded into the preliminary framework design because the incident response process 

is considered the core purpose of the proposed framework, below is major valid responses (6 

practitioners did not respond to this question due to the confidentiality of the information) are as 

illustrated in Table 4.6 below: 

Table 4.6: Proposes Enhancement of current practices. 

No. 
Digital Forensics and Investigation Proposes Enhancement on current practices To be 

Included within proposed Framework 

1 A dedicated and trained forensics team. 

2 Incident response and handling simulation. 

3 The forensics process should be included in the incident response process. 

4 Soar automation. 

5 Building integrated incident response and forensics process as an early warning system. 

6 Establish a well-defined process model during incident response activities. 

7 
Enhance forensics capabilities to ensure proper investigation of all incidents by 

establishing forensics formal and documented forensics process. 

8 Forensics process (following detection & analysis phase). 

9 Incident management procedure built on best practice. 

10 Standard and solid forensics process. 

11 
Establish solid forensics processes that ensure proper training and preparation for all 

stakeholders. 
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4.2.6 Proof of Survey Hypothesis  

▪ Hypothesis one (H1). The majority of financial firms have matured cyber security 

capabilities. Proofed by section (4.2.5.1, 4.2.5.2) 

▪ Hypothesis two (H2). The majority of financial firms have well-defined incident handling 

and response capabilities and approaches and it is enterprise-level implemented. Proofed by 

section (4.2.5.2, 4.2.5.3) 

▪ Hypothesis three (H3). The majority of financial firms have basic or no dedicated 

frameworks for managing digital forensics issues. Proofed by section (4.2.5.6, 4.2.5.7) 

▪ Hypothesis four (H4). The majority of financial firms do forensics investigation as a part of 

the incident handling and responses process and have third-party arrangements for any 

specific forensics activities. Proofed by section (4.2.5.6, 4.2.5.7) 

▪ Hypothesis five (H5). The majority of financial firms have deployed solid monitoring 

processes involving forensics practice without a proper and formal framework. Proofed by 

section (4.2.5.6, 4.2.5.7) 

▪ Hypothesis six (H6). The majority of financial firms include several incident responses and 

forensics processes within their internal practices. Proofed by section (4.2.5.6, 4.2.5.7) 

▪ Hypothesis seven (H7). The majority of financial firms have recommended developing 

dedicated frameworks for managing digital forensics issues. Proofed by section (4.2.5.8) 

The majority of results of the survey support our research hypothesis, in addition, all related 

responses are considered within the framework development process and embedded as a sub-

process within the final version of the proposed framework. As illustrated in the next chapter. 
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4.3 Literature Data Collection and Analysis (Grounded Work) 

4.3.1 Identifying and Selecting Source Frameworks and Source Processes 

To collect data and extract the relevant forensics and incident response process from the literature 

and current forensics and incident response models, the source digital forensics, and incident 

response models were identified and selected amongst several current models that were 

discussed and analyzed within the literature review section. Source models are considered the 

reference models for all extracted processes, and form the basic building block of the proposed 

model to be developed as a result of this research.  

Source model selection for this study was designed based on the extracted processes from models 

covered and identified within previous literature and current forensics and models in the field of 

forensics process and incident response models.  

Wide coverage of digital forensic investigation and incident response processes that are broadly 

applicable to this research study, and is required to fulfill the aim of the proposed forensics 

investigation and incident response model. 

By adapting and using a coverage metric approach for model verification [91], the researcher 

quickly identifies and indicates the sourced model's applicability. The source forensics model is 

said to have good and high coverage value only if the selected source model is a generic forensics 

and incident response model, and has at least two major investigation processes that support 

framework major requirements (pillars) and sub-requirements. The model has considered a 

reduced amount of coverage value if the selected model is not a generic forensics and incident 

response model, and only describes one forensic and incident response process [66]. 
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 The output of the literature data collection and analysis method is identifying and selecting nine 

(9) common and generic digital forensics models with a total of forty – five (45) identical 

extracted processes (after removing duplicates) as shown in Table 4.7. 

Table 4.7: Source Frameworks and Extracted Processes (Groundwork). 

Extracted processes 
Source frameworks: digital forensics and incidents generic process models 

DFRWS ADFM IDIP EIDIP EMCI SRDFIM NIST SANS CPMIRDF 

Identification ✓  
✓       ✓   

Preservation 
✓  ✓     ✓     

Collection 
✓  ✓     ✓     

Examination 
✓  ✓    ✓  ✓     

Analysis 
✓  ✓     ✓  ✓   ✓  

Presentation 
✓  ✓     ✓     

Decision process 
✓          

Preparation 
 ✓     ✓  ✓  ✓  ✓  

Approach strategy 
 ✓         

Returning evidence 
 ✓         

Readiness 
  ✓  ✓       

Physical crime scene 

investigation 

  ✓        

Digital crime scene 

investigation 

  ✓        

Review 
  ✓  ✓   ✓     

Deployment 
   ✓       

Traceback 
   ✓       

Dynamic  
         

Awareness 
   ✓  ✓      

Authorization 
    ✓      
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Planning 
    ✓      

Notification 
    ✓      

Search for and 

identify evidence 

    ✓      

Transport of evidence 
    ✓      

Storage of evidence 
    ✓      

Hypothesis 
    ✓      

Presentation of 

hypothesis 

    ✓      

Proof/defense of the 

hypothesis 

    ✓      

Dissemination of 

information 

    ✓      

Securing the scene 
     ✓     

Survey 
     ✓     

Recognition 
     ✓     

Documenting the 

scene 

     ✓     

Communication 

shielding 

     ✓     

Result 
     ✓    ✓  

Detection 
      ✓   ✓  

Containment 
      ✓  ✓   

Eradication 
      ✓  ✓   

Recovery 
      ✓  ✓  ✓  

Post incidents activity 

and lessons learned 

      ✓  ✓  ✓  

Response 
        ✓  

Response strategy 
        ✓  

Harvesting 
        ✓  

Reduction and 

organization 

        ✓  

Report 
        ✓  

Resolution 
        ✓  
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4.4 Interviews Data Collection and Analysis (Focus Group) 

Data collected during the framework validation phase does not require any changes to the 

framework design. Thus, the interview response is considered the theoretical framework 

validation. 

4.5 Chapter Conclusions and Summary 

This chapter explained the data collection process and how data was collected through multiple 

data collection approaches. In addition, this chapter explained how the exploratory data analysis 

was conducted and how the researcher used grounded theory and technical approaches to analyze 

the collected data. 

The next chapter (chapter 5), explains and describes the methodology conducted for the 

framework development process. As well as presenting a comprehensive framework model. 
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Chapter 5 

 

5. The Methodology and Framework 

Development  
 

5.1 Introduction 

This chapter explains and describes the methodology conducted for the framework development 

process. As well as presenting a comprehensive framework model. 

5.2  High-Level Methodology 

In this research, and to develop the proposed DF framework, the following methodology was 

followed: (the framework development process as illustrated in Figure 5.1) 

▪ Firstly, we have gathered information on digital forensic and incident response models that 

are grounded in our proposed model. To understand the current trends and needs for DF in 

the financial sector, as well as understand the current approaches used for integrating DF into 

IR. This step was completed by collecting and analyzing the literature and related 

international standards on digital forensics framework and IR and extracting relevant 

processes from identified source models. 

▪ Secondly, an exploratory assessment questionnaire was developed and sent, and responses 

were collected from sample financial institutions from different countries (inside and outside 

Palestine with 21 participant banks and payments companies). This step was done to 
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understand and explore actual practice, capabilities, and real needs in the area of incident 

response and digital forensics to explore missing data within the literature and to extract and 

enhance all relevant processes and practices from a practical and professional perspective. 

▪ Thirdly, a full design for the proposed forensics framework was developed. framework 

development was conducted by groundwork the extracted core processes, sub-processes, 

framework major functionalities from the literature, baseline requirements, and source 

frameworks. As well as introduces enhancements conducted by extraction of actual practices 

collected by financial institutions through exploratory surveys to enhance the extracted 

process. 

▪ Fourthly, interviews with a group of experts in the field of cyber security and digital forensics 

were conducted to validate the theoretical part of the proposed framework. Feedback 

collected directly from participants' thought-focusing group of (8 participants) 

▪ Finally, the framework was technically validated by testing the ability of framework 

implementation to detect, investigate, and respond to major insider threats incidents by 

designing several technical incidents scenarios that simulated real insider threat activities 

 

5.3 Data Analysis Approach 

▪ Comprehensive data analysis was conducted over gathered data (literature groundwork and 

survey data) to shape the common model elements of generic forensics framework 

components and to extract applicable components to the financial sector. 

▪ The analysis includes analyzing common elements of related forensics frameworks as well 

as combining and mapping those elements with the actual practices extracted from survey 

results to extract final model components applicable to the financial sector. 
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Figure 5.1: Research Methodology and Framework Development Process. 
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5.4 Framework Design and Development 

After completing all steps related to data collection and analysis, the framework preliminary 

design process is accomplished by analyzing common elements of related generic forensics 

frameworks that apply to the financial sector and combining those elements with the actual 

practices extracted from survey results, to select and extract the core components of the research 

proposed model applicable for the financial sector. 

5.4.1 Identifying Baseline Requirements and Readiness Factors of Proposed Framework 

As digital forensics readiness elements and factors are considered the core and essential 

components to assess the maturity and efficiency of any forensics frameworks that enable 

security professionals to be equipped for digital forensic investigations, the forensics readiness 

elements can be used as baseline elements of any development process of general forensics 

framework and process models assessment [92]. Thus, the author utilizes a benchmark baseline 

component extracted from a combination of two major digital forensics readiness frameworks, 

one for the general organizational level framework, and the other for the financial sector 

framework. The utilized baseline components would then be mapped into data extracted from 

groundwork and survey results to develop our proposed model. 

Amongst several digital forensics readiness frameworks developed to assess digital forensics 

readiness levels, [93] proposed an organizational digital forensics readiness framework as an 

enterprise-level theoretical framework comprised of two assessment categories, forensic 

capabilities, and readiness elements. The goal of the proposed framework as mentioned by the 

author is to “describe a comprehensive approach to identifying the factors that contribute to 
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digital forensic readiness and how these factors work together to achieve forensic readiness in 

an organization”. 

The elements of the selected baseline models are mature and qualified (and tested) to be used as 

a general baseline framework for organizational digital forensics readiness and assessment 

process. To be mapped into current generic and specific digital forensics frameworks covered 

through the literature review section, the extracted forensic readiness organizational factors are 

listed below: 

▪ Strategy 

▪ Non-technical stakeholders 

▪ Technical stakeholders 

▪ Technology 

▪ System monitoring 

▪ System architecture 

▪ Policy 

▪ Training 

▪ Culture 

▪ Top management support 

▪ Governance 

 

In addition, and to ensure dual sources of framework baseline requirements and assessment 

factors, [94] proposed a holistic-based framework of digital forensic readiness for the use of the 

banking sector and financial institutions. The proposed framework consists of eight interrelated 
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components as basic core components in digital forensic readiness that should be available within 

any forensics framework and practices. The proposed components are:  

▪ Strategy 

▪ Policy and procedure 

▪ People 

▪ Forensic preparation 

▪ System and events 

▪ Monitor and report 

▪ Risk assessment 

▪ Legal Requirements 

 

After analyzing the forensics baseline elements and eliminating the duplicates between the two 

chosen forensics baseline and readiness frameworks components, 14 baseline components for 

the digital forensics readiness framework were extracted to shape the common model elements 

of generic forensics frameworks requirements and baseline components.as illustrated in Table 

5.1 below. 

Table 5.1: Forensics Frameworks Requirements and Baseline Components. 

DF frameworks baseline 

requirements (elements) 

Organizational digital forensics 

readiness framework 

Holistic-based framework 

(financial) 

Strategy ✓  ✓  

Non-technical stakeholders ✓   

Technical stakeholders ✓   

Technology ✓   



77 
 

System monitoring ✓  ✓  

System architecture ✓   

Policy ✓  ✓  

Training ✓   

Culture ✓   

Top management support ✓   

Governance ✓   

Policy and procedure ✓  ✓  

People  ✓  

Forensic preparation  ✓  

System and events ✓  ✓  

Monitor and report ✓  ✓  

Risk assessment  ✓  

Legal requirement  ✓  

 

To the best of the author's knowledge, and to organize the structure of the proposed framework, 

digital forensics framework baseline requirements are subject to be arranged and grouped into 5 

major requirements (pillars) with 14 sub-requirements (pillars enablers) that support pillars 

implementation as illustrated in Table 5.2. Below are the major pillars elements: 

▪ Governance requirements: direction, management, and execution guidelines. 

▪ People requirement: people preparation and human capital training. 

▪ Infrastructure and technology requirement: technology and solutions 

▪ Monitoring requirement: monitoring process and scope development. 
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▪ Reporting requirement: pre, during, and post-incident documentation. 

Table 5.2: Proposed Framework (Pillars) and Sub-Requirements (Pillars Enablers). 

Proposed framework (pillars) Proposed framework sub-requirements (pillars enablers) 

Governance 

 

Strategy 

Policy and procedure 

Culture 

Top management support  

Risk assessment 

Legal requirement 

People 

Non-technical stakeholders  

Technical stakeholders  

Training 

Infrastructure 

Technology 

System architecture 

Monitoring  

System monitoring  

Forensic preparation 

Reporting Reporting 

 

5.4.2 Mapping Source Framework’s Extracted Processes into Proposed Framework Pillars 

Supported by Extracted Process. (Proposed Process Selection) 

Mapping source framework’s process models that contain a related forensics and response 

process, into the corresponding proposed frameworks pillars and sub-requirements (pillars 
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enablers). So that each extracted and grounded process supports the achievements of proposed 

framework pillars and pillar enablers.  

The result of the mapping process shows that all processes extracted from source models (9 

source models) are directly or directly, supporting the pillars and sub-requirements of the 

proposed framework (pillars enablers). Thus, all applicable extracted processes of those models 

should be selected and included within the design of the proposed model. As illustrated in Table 

5.3 and Table 5.4 below. 

Table 5.3 Mapping Source Framework’s Extracted Processes into Proposed Framework Pillars 

Supported by Extracted Process. 

Extracted processes 

(grounded) 

Proposed framework 

pillars supported by 

extracted process 

Source frameworks: digital forensics and 

incidents generic process models 

D
F

R
W

S
 

A
D

F
M

 

ID
IP

 

E
ID

IP
 

E
M

C
I 

S
R

D
F

IM
 

N
IS

T
 

S
A

N
S

 

C
P

M
IR

D

F
 

Identification Monitoring and forensics ✓  ✓       ✓   

Preservation Monitoring and forensics ✓  ✓     ✓     

Collection Monitoring and forensics ✓  ✓     ✓     

Examination Monitoring and forensics ✓  ✓    ✓  ✓     

Analysis Monitoring and forensics ✓  ✓     ✓  ✓   ✓  

Presentation Reporting ✓  ✓     ✓     

Decision process Monitoring and forensics ✓          

Preparation Governance  ✓     ✓  ✓  ✓  ✓  

Approach strategy Governance  ✓         

Returning evidence Monitoring and forensics  ✓         

Readiness Infrastructure   ✓  ✓       

Physical crime scene 

investigation 
Monitoring and forensics   ✓        
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Digital crime scene 

investigation 
Monitoring and forensics   ✓        

Review Reporting   ✓  ✓   ✓     

Deployment Infrastructure    ✓       

Traceback Monitoring and forensics    ✓       

Dynamic  Monitoring and forensics          

Awareness Governance    ✓  ✓      

Authorization Governance     ✓      

Planning Governance     ✓      

Notification Monitoring and forensics     ✓      

Search for and 

identify evidence 
Monitoring and forensics     ✓      

Transport of evidence Monitoring and forensics     ✓      

Storage of evidence Monitoring and forensics     ✓      

Hypothesis Governance     ✓      

Presentation of 

hypothesis 
Governance     ✓      

Proof/defense of the 

hypothesis 
Governance     ✓      

Dissemination of 

information 
Monitoring and forensics     ✓      

Securing the scene Monitoring and forensics      ✓     

Survey People      ✓     

Recognition Monitoring and forensics      ✓     

Documenting the 

scene 
Reporting      ✓     

Communication 

shielding 
Infrastructure      ✓     

Result Reporting      ✓    ✓  

Detection Monitoring and forensics       ✓   ✓  

Containment Monitoring and forensics       ✓  ✓   

Eradication Monitoring and forensics       ✓  ✓   
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Recovery Monitoring and forensics       ✓  ✓  ✓  

Post incidents activity 

and lessons learned 
Reporting       ✓  ✓  ✓  

Response Monitoring and forensics         ✓  

Response strategy Governance         ✓  

Harvesting Monitoring and forensics         ✓  

Reduction and 

organization 
Reporting         ✓  

Report Reporting         ✓  

Resolution Reporting         ✓  

 

Table 5.4 below illustrates a high-level mapping of the source framework’s process models into 

proposed framework pillars and pillar enablers. 

Table 5.4: High-Level Mapping of Source Framework’s Processes Models into Proposed 

Framework Pillars and Pillars Enablers. 

Proposed 

framework (pillars) 

Proposed framework 

(pillars enablers)  

Forensics and incident respaces models related to 

proposed framework pillars and sub-requirement 

D
F

R
W

S
 

A
D

F
M

 

ID
IP

 

E
ID

IP
 

E
M

C
I 

S
R

D
F

IM
 

N
IS

T
 

S
A

N
S

 

C
P

M
IR

D

F
 

Governance 

 

Strategy 
 ✓    ✓     ✓  

Policy and procedure 
✓  ✓         

Culture 
    ✓      

Top management 

support  

 ✓    ✓      

Risk assessment 
✓  ✓    ✓      

Legal requirement 
✓  ✓     ✓     

People 
Non-technical 

stakeholders  
    ✓      
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Technical stakeholders  
 ✓    ✓      

Training 
 ✓    ✓      

Infrastructure 

Technology 
✓  ✓  ✓  ✓   ✓    ✓  

System architecture 
✓  ✓    ✓     ✓  

Monitoring  

System & events 

monitoring  
✓  ✓    ✓  ✓  ✓  ✓  ✓  

Forensic preparation 
✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  

Reporting Reporting 
✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  ✓  

 

5.4.3 Model Development and Enhancements of Relevant Processes 

After identifying all processes that support achieving the framework pillars, enablers, and 

baseline requirements, the author starts building the proposed framework based on the results of 

prior steps. (groundwork data collection and survey data collection) 

Major enhancements introduced to the grounded work (to the extracted process from the 

literature data collection method), enhancements include current process expansion, 

clarification, and additional sub-processes inclusion to support framework pillars 

implementation and to foster and strengthen the implementation of (pillars enablers). 

The results from prior sections, as well as the current resource on the research topic, are 

considered a great resource for developing this section as well as the proposed forensics 

framework, especially when getting all components together and tolerating results into the 

financial sector. Table 5.5 below illustrates extracted source processes (grounded process) 

mapped into each source model and the inclusivity and enhancements status of these processes 

within the proposed model (grounded source process into proposed framework). 
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Table 5.5: Grounded Source Process into Proposed Framework. 

Extracted processes 

(grounded) 

Source frameworks: digital forensics and 

incidents process models 

Process inclusivity and enhancements within the 

proposed framework (enhanced based on survey 

data results)  

D
F

R
W

S
 

A
D

F
M

 

ID
IP

 

E
ID

IP
 

E
M

C
I 

S
R

D
F

IM
 

N
IS

T
 

S
A

N
S

 

C
P

M
IR

D
F

 

Identification ✓  
✓       ✓   

Included and enhanced (detection process) 

Preservation 
✓  ✓     ✓     

Included and enhanced (technology) 

Collection 
✓  ✓     ✓     

Included and enhanced (technology) 

Examination 
✓  ✓    ✓  ✓     

Included and enhanced (analysis) 

Analysis 
✓  ✓     ✓  ✓   ✓  

Included and enhanced (analysis) 

Presentation 
✓  ✓     ✓     

Included and enhanced (reporting) 

Decision process 
✓          

Included (analysis) 

Preparation 
 ✓     ✓  ✓  ✓  ✓  Included and enhanced (governance) 

Approach strategy 
 ✓         

Included and enhanced (governance) 

Returning 

evidence 

 ✓         
Not applicable 

Readiness 
  ✓  ✓       

Included and enhanced (governance) 

Physical crime 

scene 

investigation 

  ✓        
Not applicable 

Digital crime 

scene 

investigation 

  ✓        
Included and enhanced (forensics) 

Review 
  ✓  ✓   ✓     

Included and enhanced (reporting) 

Deployment 
   ✓       

Included and enhanced (technology) 

Traceback 
   ✓       

Included and enhanced (forensics) 

Dynamic  
         

Included and enhanced 

Awareness 
   ✓  ✓      

Included and enhanced (governance) 

Authorization 
    ✓      Replaced by approved policy and 

procedures (governance) 

Planning 
    ✓      

Included and enhanced (governance) 
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Notification 
    ✓      

Included and enhanced (technology) 

Search for and 

identify evidence 

    ✓      
Included and enhanced (analysis) 

Transport of 

evidence 

    ✓      
Included and enhanced (technology) 

Storage of 

evidence 

    ✓      
Included and enhanced (technology) 

Hypothesis 
    ✓      

Replaced by the risk assessment process 

Presentation of 

hypothesis 

    ✓      
Replaced by risk assessment reporting 

Proof/defense of 

the hypothesis 

    ✓      
Replaced by risk assessment reporting 

Dissemination of 

information 

    ✓      
Replaced by incidents reporting 

Securing the scene 
     ✓     

Included and enhanced (technology) 

Survey 
     ✓     

Included and enhanced (analysis) 

Recognition 
     ✓     

Included and enhanced (forensics) 

Documenting the 

scene 

     ✓     
Replaced by evidence preservation, storing 

Communication 

shielding 

     ✓     
Not applicable 

Result 
     ✓    ✓  

Replaced by incidents reporting 

Detection 
      ✓   ✓  

Included and enhanced (detection) 

Containment 
      ✓  ✓   

Included and enhanced (contained) 

Eradication 
      ✓  ✓   

Included and enhanced (contained) 

Recovery 
      ✓  ✓  ✓  

Included and enhanced (contained) 

Post incidents 

activity and 

lessons learned 

      ✓  ✓  ✓  
Included and enhanced (reporting) 

Response 
        ✓  

Included and enhanced (contained) 

Response strategy 
        ✓  

Included and enhanced (governance) 

Harvesting 
        ✓  

Replaced by collection 

Reduction and 

organization 

        ✓  
Replaced by containment (contained) 

Report 
        ✓  

Included and enhanced (reporting) 

Resolution 
        ✓  

Replaced by containment 
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5.4.4 The Proposed Model and Detailed Enhancements 

As the core objective of our proposed model is to be able to support early detection and response 

process, the three major process categories that need to be enhanced are detection, forensics, and 

response process as well as incident responses process with flow integration between two other 

processes.  

 

The early detection process means that we need to work proactively and early before even 

security incidents occur. Table 5.6 illustrates the proposed framework considering (the extracted 

process and extracted survey responses) as well as the description of the introduced 

enhancement. 

 

Due to the lack of detailed information related to the governance and management of 

cybersecurity and IT process within selected source models, ISACA COBIT 2019 [95], the latest 

IT governance framework used as a baseline process model for all enhancements introduced and 

needed for sub-processes related to governance, people, and all other non-technical pillars and 

enablers of the proposed framework. (mapping framework’s governance pillars into COBIT 

2019 process) 

 

In addition to table Table 5.6 below,  The proposed framework model is illustrated as a process 

flow diagram in Figure 5.2. The proposed diagram shows the major framework pillars and 

elements, and how the different framework pillar elements interact and communicate with each 

other. 
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Table 5.6: The Detailed Proposed Framework. 

Proposed framework (pillars) and baseline 

requirements (pillars enablers) 

Enhanced extracted  process for achieving framework 

(pillars) and baseline requirements (pillars enablers) 

Enhancements 

description 

Governance 
 

 

G1. Strategy:   

 

The following extracted 

processes are grouped 

under strategy enabler 

and enhanced:  

 

▪ Approach strategy 

process 

▪ Planning Process 

▪ Response strategy 

process  

Gs1. Identify and approve value and long-term 

business goals for the digital forensics and incidents 

responses program to your organization. 
As the strategy is an 

essential governance 

enabler and process, it is 

enhanced by adding 

multiple strategy and plan 

development processes 

[96] [97] [95], as per 

ISACA COBIT 2019 its 

governance and process 

framework. 

Enhancements include 

identifying (value, SWOT, 

gap, roadmap, and 

resources) for the 

forensics process. 

Gs2. Conduct a SWOT analysis to match current 

forensics and IR capabilities and opportunities. 

Gs3. Assess the current state of the digital forensics and 

incidents responses program to identify current gaps 

and challenges through achieving program goals. 

Gs4. Define the program strategic plan and assign a 

road map including program initiatives and action 

items. 

Gs5. Identify the resources and budget required for 

achieving approved goals and mitigating identified 

gaps. 

Gs6. Include digital forensics and incidents responses 

strategy into enterprise-level cybersecurity strategy. 

G2. Policy and 

procedure 

 

The authorization 

process gives the 

overall authority and 

directions for 

conducting forensics 

practices, the extracted 

process is grouped 

under policy & 

procedures enabler and 

replaced by policy and 

procedure process. 

Gp1. Identify digital forensics and incident response 

services to be delivered to achieve assigned strategic 

plan initiatives and action items. 

As policy and procedure 

are essential governance 

enablers, it is enhanced 

by adding multiple 

policy and procedure 

processes [95], as per 

ISACA COBIT 2019 

governance and process 

framework. 

Enhancements include 

identifying (services, 

programs, enforcement, 

and updates) for the 

forensics process. 

Gp2. Create a set of policies to drive digital forensics 

and incidents responses program expectations and 

services. 

Gp3. Develop and continuously maintain operational 

procedures and all related activities to support the 

delivered services. 

Gp4. Roll out and enforce all policies and procedures 

for all relevant staff so they are built into, and become 

integral parts of, enterprise digital forensics and 

incident response operations. 
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Gp5. Periodically evaluate, monitor, and update the 

policies and procedures to accommodate changes in 

business environments. 

G3. Culture 

 

The awareness-

extracted processes are 

grouped under culture 

enabler and enhanced. 

 

 

Gc1. Identify the level of security maturity of the 

organization and set up a comprehensive awareness 

program. 

As culture is an essential 

governance enabler, it is 

enhanced by adding 

multiple culture-

supporting processes in 

addition to awareness [96] 

including identifying 

(maturity levels, 

programs, reports, 

escalating privacy, and 

evaluating) for the 

forensics process. 

Gc2. Develop tailored security awareness programs 

according to the different maturity levels of 

organizations, and identify the need for continuous 

training. 

Gc3. Promote digital forensics and incident responses -

aware culture at all levels within the organization and 

empower the organization proactively to identify, 

report, and escalate cyber incidents. 

Gc4. Create a culture of awareness regarding 

employees’ responsibility to maintain security and 

privacy practices. 

Gc4. Continuously evaluate the impact of security 

awareness programs and refine further training when 

needed. 

G4. Top management 

support  

 

The top management 

support extracted survey 

processes are grouped 

under the top 

management enabler 

and enhanced. This 

process is practically 

performed due to the 

majority of survey 

responses. 

Gt1. Identify the benefits of digital forensics and 

incident response programs and communicate those 

benefits to leaders to obtain their support, buy-in, and 

commitment. 

As top management 

support is an essential 

governance enabler, it is 

enhanced by adding 

multiple management 

support processes [97][98] 

including identifying 

(communicating, finance, 

and involvement) for the 

forensics process. 

Gt2. Acquire management commitment to finance the 

program and ensure proper budget allocation of 

required resources to the implementation effort. 

Gt3. Acquire management active involvement in 

managing and coordinating the program 

implementation efforts. 
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Gt4. Enforce the implementation of related policies and 

procedures through management directions. 

G5. Risk assessment 

 

The hypothesis analyzed 

the asset status 

(considered part of the 

risk assessment) 

The following extracted 

processes are replaced 

by and grouped under 

risk assessment enabler 

and enhanced:  

▪ Hypothesis 

▪ Presentation of 

hypothesis 

▪ Proof/defense of the 

hypothesis 

Gr1. Identify and record current assets and their value 

to the business 

As the hypothesis is 

replaced by risk to 

enhance the current 

process, risk assessment is 

an essential governance 

enabler, it is enhanced by 

adding support processes 

including (records, 

identity, and events ) for 

the forensics process. 

Gr2. Identify and analyze risk to identified assets. 

Gr3. Record data on risk events that have caused or 

may cause business impacts as per the impact 

categories defined in the risk taxonomy 

Gr4. Identify and categorize risk events (key risk 

indicators) that need to be continuously monitored. 

Gr5. Perform periodic event and risk factor analysis to 

identify new or emerging risk issues. 

G6. Legal requirement 

 

No extracted process 

directly supports the 

enabler. 

Supporting processes 

established based on 

actual practices and 

survey responses 

Gl1. Identify and log external central bank and industry 

standards compliance requirements. 
As legal requirements are 

an essential governance 

enabler, it is enhanced 

by adding support 

processes including 

(regulatory requirements) 

for the forensics process.  

Gl2. Regularly review and adjust digital forensics and 

incident response policies and procedures for their 

effectiveness in ensuring proper and necessary 

compliance with legal and regulatory requirements. 

Gl3. Continuously obtain regular assurance on the level 

of external compliance from all related business units. 

People 

P1. Non-technical 

stakeholders  

 

No extracted process 

directly supports the 

enabler. 

Supporting processes 

established based on 

Pn1. Identify all business stakeholders, their interests, 

and their areas of responsibility regarding digital 

forensics. 

As non-technical 

stakeholders are essential 

people enablers as per 

ISACA COBIT 2019 its 

governance and process 

framework. [95], It is 

enhanced by adding 

support processes 

Pn2. Involve all stakeholders who are critical to the 

decision-making process. 
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actual practices and 

survey responses Pn3. Maintain and communicate an awareness of 

digital forensics processes and associated activities. 

including (interests, 

clarifying involvement, 

and communication) for 

the forensics process. 

Pn4. Clarify and communicate business expectations 

for digital forensics services and solutions.  

Pn5. Work with all relevant digital forensics 

stakeholders and coordinate the end-to-end delivery of 

digital forensics services and solutions provided to the 

business. 

P2. Technical 

stakeholders  

 

No extracted process 

directly supports the 

enabler. 

Supporting processes 

established based on 

actual practices and 

survey responses 

Pt1. Establish, agree on, and communicate digital 

forensics-related roles and responsibilities for all 

personnel within the enterprise. 
Technical stakeholders 

are essential people 

enablers. [95], It is 

enhanced by adding 

support processes 

including (roles, teams, 

train) for the forensics 

process. 

Pt2. Form the appropriate team to carry on the forensics 

and IR process 

Pt3. Acquire and maintain adequate and appropriate 

staffing 

Pt4. Identify key personnel. 

Pt5. Maintain the skills and competencies of personnel. 

P3. Training 

 

No extracted process 

directly supports the 

enabler. 

Supporting processes 

established based on 

actual practices and 

survey responses 

Ptr1. Identify all required skills and competencies to 

achieve selected program objectives. 

Technical stakeholders 

are essential people 

enablers. [95], It is 

enhanced by adding 

support processes 

including (roles, teams, 

train) for the forensics 

process. 

Ptr2. Analyze and identify the gap between target skills 

and capabilities and current skills of the workforce. 

Ptr3. Develop action plans, to address the identified 

gaps in skills on an individual level and collective 

basis. 

Ptr4. Continuously review training materials and 

related skill development programs to ensure the 

adequacy of training concerning the changing 

enterprise requirements. 
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Ptr5. Provide all staff with access to cyber knowledge 

repositories to support the development of required 

skills and competencies 

Infrastructure 

I1. Technology 

 

The following extracted 

processes are grouped 

under technology 

enabler. Processes are 

replaced and enhanced 

based on survey 

responses:  

 

▪ Preservation 

▪ Collection 

▪ Deployment 

▪ Notification 

▪ Transport of 

evidence 

▪ Storage of evidence 

▪ Securing the scene 

▪ Documenting the 

scene 

▪ Harvesting 

It1. Acquire and deploy security information and event 

management solutions (SIEM) 

As technology is an 

essential infrastructure 

enabler to support the 

forensics process [99]. It 

is enhanced by adding 

supporting technologies 

that are practically 

adopted and deployed 

based on survey data and 

responses. These 

technologies include 

(SIEM, pam, network 

tools, EDR, forensics 

platforms, IDS, IPS, FIM, 

and DLP) 

It2. Acquire and deploy privilege and access 

management tools (PAM) 

It3. Acquire and deploy appropriate incidents 

monitoring and detection solution at the networks level 

It4. Acquire and deploy appropriate incidents 

monitoring detection solutions at the application level  

It5. Acquire and deploy appropriate incidents 

monitoring detection solutions at endpoint    level EDR 

It6. Acquire and deploy appropriate forensics platform 

It7. Acquire and deploy appropriate IDS / IPS 

It8.  Acquire and deploy appropriate file integrity and 

database integrity (FIM) 

It8.  Acquire and deploy appropriate data leakage 

prevention solutions (DLP) 

It10. Integrate monitoring solutions into one platform 

through the SOC architecture 

I2. System 

architecture 

 

No extracted process 

directly supports the 

enabler. 

Supporting processes 

established based on 

actual practices and 

survey responses 

Is1. Enable all logging features within all layers of the 

system environment. 

As system architecture 

essential infrastructure 

enablers[25]. It is 

enhanced by adding 

support processes 

including (logging HW, 

SW, O.S, and hyper). 

Is2. Enable logging at the hardware level. 

Is3. Enable logging at the operating system level. 

Is4. Enable logging on the hypervisor level. 

Is5. Enable logging on the application and database 

level. 
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Monitoring 

and forensics 

M1. System 

monitoring – 

environment 

preparation 

 

The preparation and 

notification extracted 

processes are grouped 

under environment 

preparation 

Enabler. Processes are 

enhanced based on 

survey responses 

Ms1. Identify log sources and log events. Identify the 

level of information to be recorded, based on a 

consideration of risk and performance 

As environment 

preparation is essential 

monitoring and forensics 

enablers support the 

forensics process. It is 

enhanced by adding 

supporting preparation 

processes that are 

practically adopted and 

deployed based on survey 

data and responses. These 

processes include (log 

sources, critical assets, 

notifications, threshold, 

and threat documented)  

Ms2. Identify and maintain a list of critical 

infrastructure and business assets that need to be 

monitored, based on service criticality and the 

relationship between configuration items and services 

that depend on them 

Ms3. Define and implement monitoring and 

notification rules that identify and record threshold 

breach indicators (IOA, IOC) and event conditions.  

Ms4. Continuously produce event logs and retain all 

logs for an appropriate period to assist in any future 

investigations process. 

Ms5. Configure your incident tickets to be created 

when the monitoring process and notifications identify 

deviations from pre-defined recorded thresholds. 

Ms6. Establish process and operations procedures for 

monitoring event logs from all identified log sources.  

Ms7. Threats, both from internal and external sources 

need to be identified, mitigated, and documented  

Ms8. A baseline network operation and expected data 

flows for users and systems are established and 

managed  

M2. System 

monitoring – insider 

events detection  

 

The detection extracted 

process is grouped under 

the insider events 

detection enabler. 

Processes are expanded 

and enhanced based on 

Msi1. Detect, monitor, and control the use of privileged 

accounts 

As insider events 

detection is core essential 

monitoring and forensics 

enablers to support the 

forensics process for early 

insider threats detection. 

It is enhanced by 

expanding the current 

process and adding (51) 

Msi2. Log all data that are collected and correlated 

from multiple sources and sensors.  

Msi3. Established incident alert thresholds  

Msi4. Detect, monitor, and control the network is 

identified potential cybersecurity events  
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both literature and 

survey responses:  

 

 

Msi5. Detect, monitor, and control personnel activity to 

identify potential cybersecurity events  

supporting detection 

processes and exact 

events of interest. 

Enhancement sources are 

extracted from both 

literature [100] [101] 

[102] and  

Practically adopted and 

deployed processes based 

on survey data and 

responses. These events 

include (Ms.13 to Ms. 51) 

Msi6. Detect, monitor, and control malicious code. 

Msi7. Detect, monitor, and control unauthorized 

mobile codes. 

Msi8. Detect, monitor, and control unauthorized 

personnel, connections, devices, and software. 

Msi9. Revoke the response plan during or after an 

incident  

Msi10. Detect, monitor, and control mass emailing of 

sensitive company data to suspicious locations 

(personal email or cloud-based storage) 

Msi11. Detect, monitor, and control web browsing 

history, network crawling, data hoarding, and copying 

from internal repositories. 

Msi12. Detect, monitor, and control access to the 

organization's network, assets, or applications outside 

of normal office hours or termination notice. 

Msi13. Detect, monitor, and control emailing company 

files to personal or web-based email. 

Msi14. Detect, monitor, and control the use of USB 

storage devices. 

Msi15. Detect, monitor, and control the use of cloud-

based storage. 

Msi16. Detect, monitor, and control printing critical 

data in bulk. 

Msi17. Detect, monitor, and control sending scanned 

files to personal or web-based email (from copy 

machine). 

Msi18. Detect, monitor, and control the installation of 

unauthorized software on work computers. 
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Msi19. Detect, monitor, and control remote access to 

the network at odd times (while on vacation or during 

sick leave). 

Msi20. Detect, monitor, and control access to restricted 

websites. 

Msi21. Detect, monitor, and control access to sensitive 

data after termination notice. 

Msi22. Detect, monitor, and control unnecessary copies 

of client lists. 

Msi23. Detect, monitor, and control excessive or 

unexplained use of data copy equipment (fax, copy, 

camera). 

Msi24. Detect, monitor, and control e-mail messages 

with abnormally large amounts of data. 

Msi25. Detect, monitor, and control the use of 

suspicious protocols (e.g. IRC). 

Msi26. Detect, monitor, and control the use of 

suspicious services (e.g. VPN, TOR) or personal 

software on organizational assets to hide activity. 

Msi27. Detect, monitor, and control the execution of 

offensive tools. 

Msi28. Detect, monitor, and control anomalous peaks 

in outgoing connection count. 

Msi28. Detect, monitor, and control the download of 

blacklisted software. 

Msi28. Detect, monitor, and control attempts to bypass 

organizational security procedures and technology 

(disabling anti-malware tools). 

Msi29. Detect, monitor, and control attempted 

escalation of privileges. 

Msi30. Detect, monitor, and control unidentified 

devices attached (USB, CD-ROM). 
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Msi31. Detect, monitor, and control failed login 

attempts and authentication failures. 

Msi32. Detect, monitor, and control different users 

(attempting to) log in from the same workstation. 

Msi33. Detect, monitor, and control user logs into a 

desktop workstation outside working hours. 

Msi34. Detect, monitor, and control modification of 

centrally stored log files/modification or destruction of 

stored log data or files. 

Msi35. Detect, monitor, and control the user copies a 

large number of documents to a local disk. 

Msi36. Detect, monitor, and control configuration file 

changes. 

Msi37. Detect, monitor, and control permission 

changes. 

Msi38. Detect, monitor, and control database content 

changes. 

Msi39. Detect, monitor, and control user accounts used 

from multiple devices 

 

Msi40. Detect, monitor, and control multiple accounts 

per user. 

Msi41. Detect, monitor, and control sending emails 

with usually large amounts of attachments/data outside 

of organizational networks 

Msi42. Detect, monitor, and control CMD command 

execution 

Msi43. Detect, monitor, and control local FTP scanners 

containing data transfer. 

Msi44. Detect, monitor, and control when a user 

account is disabled, enabled, or deleted. 

Msi45. Detect, monitor, and control login failure to an 

expired account. 
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Msi46. Detect, monitor, and control accounts, groups, 

or privileges change (added or modified) preceded by 

multiple login failures. 

Msi46. Detect, monitor, and control new service 

discovered on the existing host containing new open 

port found. 

Msi47. Detect, monitor, and control members added to 

domain admins or super user groups. 

Msi48. Detect, monitor, and control successful login 

with administrative, root, or any special privileges 

account login. 

Msi49. Detect, monitor, and control account login 

alerts on access to SSH, telnet, and RDP either from 

inside or outside. 

Msi50. Detect, monitor, and control database user 

activity such as table and database creation, and 

procedures executed. 

 Msi51. Detect, monitor, and control created and 

altered user profiles, roles, and security settings. 

M3. System 

monitoring –analysis 

 

The following extracted 

processes are grouped 

under analysis enabler. 

Processes are replaced 

and enhanced based on 

survey responses:  

▪ Examination 

▪ Analysis 

▪ Search for and 

identify evidence 

▪ Survey 

Msa1. Analyze detected events to understand the nature 

of the event and whether it false positive or a real 

attack. As analysis is an essential 

process for monitoring 

and forensics enablers. It 

is enhanced by replacing 

extracted analysis 

processes with those that 

are practically adopted 

and deployed based on 

survey data and 

responses.  

Msa2. Analyze detected events to understand the 

attack. Targets and methods. 

Msa3. Asses potential damage to and theft of resources  

Msa4. Classify events based on potential damage to 

identify recovery scope. Activate IR team for classified 

critical incidents 
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M4. System 

monitoring –forensics 

  

The following extracted 

processes are grouped 

under the forensics 

enabler. Processes are 

replaced and enhanced 

based on survey 

responses:  

▪ Digital crime scene 

investigation 

▪ Traceback  

▪ Recognition 

Msf1. Investigate detected events and all notifications 

from detection systems. As forensics is an 

essential process for 

monitoring and forensics 

enablers. It is enhanced by 

replacing extracted 

forensics processes with 

those that are practically 

adopted and deployed 

based on survey data and 

responses. 

Msf2. Traceback detected events and all notifications 

from detection systems into the source to identify the 

initiation scenarios of events and root causes. 

Msf3. Identifying the attacking hosts. 

Msf4. Gather and handle all evidence information from 

multiple sources. 

Msf5. Secure documents and preserve evidence. 

M5. System 

monitoring –incidents 

contained and 

recovery 

 

The following extracted 

processes are grouped 

under incidents 

contained and recovery 

enabler. Processes are 

replaced and enhanced:  

▪ Containment  

▪ Eradication 

▪ Recovery  

▪ Response  

▪ Reduction and 

organization 

▪ Resolution 

Msc1. Choose and follow a containment strategy based 

on incident type to mitigate incidents and isolate 

affected hosts.  

As incidents are contained 

recovery is an essential 

process for monitoring 

and forensics enablers. It 

is enhanced by clarifying 

extracted processes and 

reformatting titles to 

match the form of a do list 

and action items 

Msc2. Revoke the recovery plan and ensure it is 

executed during or after a cybersecurity incident.  

Msc3. Switch over to alternate clean hosts. 

Msc4. Clean environment and switch back to the 

original clean environment. (restore systems to normal 

operation) 

M6. Forensic 

preparation 

(continuous) 

 

The dynamic processes 

are grouped under 

preparation enabler. 

Processes are replaced 

by updating the 

framework 

Mf1. Continuously monitor and evaluate (g1, g2, g3, 

g4, g5, g6, p1, p2, p3) before closing of incidents. 

Continuous preparation is 

an essential process for 

monitoring and forensics 

enablers and review of 

activities. It is enhanced 

by continuously 

monitoring and updating a 

framework 

Mf1. Continuously update the (m2) list of insider threat 

indicators before the closing of incidents. 
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Reporting 

R1. Reporting 

 

The following extracted 

processes are grouped 

under the reporting 

enabler. Processes are 

replaced and enhanced 

based on survey 

responses:  

▪ Presentation  

▪ Review  

▪ Dissemination of 

information  

▪ Result 

▪ Report 

Rr1. Report on incidents with collected evidence and 

established criteria and escalation mechanisms. Continuous preparation is 

an essential process for 

monitoring and forensics 

enablers and review of 

activities. It is enhanced 

by clarifying extracted 

processes and 

reformatting titles to 

match the form of a do list 

and action items 

Rr2. Document the root cause of incidents and lessons 

learned to enhance early detection and response 

approach.  

Rr3. Examine the current and future mandatory 

reporting requirements relating to security incidents for 

all internal and external parties. 

 

5.5 Chapter Conclusions and Summary 

This chapter explained and described the methodology conducted for the framework development 

process. As well as presenting a comprehensive framework model. The next chapter (chapter 6), 

presents and discusses a summary of the research results, as well as the framework validation, 

implementation, and testing process (theoretical and technical validation). 
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Figure 5.2: The Proposed Framework Model - Process Flow Diagram 
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Chapter 6 

 

6. Results, Discussion, and Framework 

Validation 
 

 

6.1 Introduction 

This chapter mainly aims to present and discuss a summary of research and thesis results as well 

as the following goals:  

▪ Present the summary results of the research. 

▪ Discuss the proposed framework and comparison between the proposed model and existing 

models. 

▪ Conducting theoretical framework validation. 

▪ Conducting technical framework validation and testing using real insider cyber security 

incident cases. 

6.2 Results Summary 

This thesis proposed a novel integrated DF and IR framework, which is further termed 

(FFEDRICI). The proposed framework would serve as an insider threats incidents management 

program and security incidents early warning model within the critical financial digital 

environment.  



100 
 

The proposed model is an integrated and hybrid model that is considered the first ever DF and 

IR model developed and directed for financial environments. With major aims to: 

▪ Provide the organization's cyber security professionals, forensics investigators, and incident 

handling teams, with a digital forensics framework and process model to assist them during 

the cyber investigation process followed by internal cyber incidents. 

▪ Provide financial organizations with well-designed and mature digital forensics and incident 

response capability model, to ensure early detection and effective responses to internal 

cybersecurity incidents, as well as reduce and mitigate the potential impact and consequences 

of incidents on time 

The proposed model is supported by five essential pillar requirements and consists of (14) sub-

requirements (pillars enablers) and (134) processes and a to-do- list, as illustrated in Table 6.1. 

These identified pillars are essential for a digital forensic investigation to be conducted 

properly and efficiently, ensuring food preparation for implementation. 

Table 6.1: The Proposed Framework Summary. 

Proposed framework (pillars) Proposed framework (pillars enablers) Number of processes  

Governance 

 

G1. Strategy (gs1 – gs6): 6 

G2. Policy and procedure (gp1 – gp5): 5 

G3. Culture (gc1 – gc4): 4 

G4. Top management support  (gt1 – gt4): 4 

G.5 Risk assessment (gr1 – gr5): 5 

G.6 Legal requirement (gl1 – gl3): 3 

People 

P1. Non-technical stakeholders  (pn1 – pn5): 5 

P2. Technical stakeholders  (pt1 – pt5): 5 

P3. Training (ptr1 – ptr5): 5 
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Infrastructure 
I1. Technology (it1 – it10): 10 

I2. System architecture (is1 – is5): 5 

Monitoring  

M1. System monitoring - preparation (msp1 – msp8): 8 

M2. System monitoring - detection (msi1 – msi51): 51 

M3. System monitoring - analysis (msa1 – msa4): 4 

M4. System monitoring - forensics  (msf1 – msf5): 5 

M5. System monitoring - contained  (msc1 – msc4): 4 

M6. Forensic preparation (mf1 – mf2): 2 

Reporting R1. Reporting (rr1 – rr3): 3 

 

6.3 Discussion and Comparison between the proposed model and existing models 

In this section, the current DF and IR models are compared with the proposed one concerning 

their respective efficiency, and major capabilities based on several comparison criteria presented 

within the below sub-section and Table 6.2. 

6.3.1 Models Purpose and Applicability as Comparison Criteria 

Comparison to the existing DF and IR models, which considered high-level general-purpose 

frameworks that do not focus on a specific industry or digital environment. The proposed 

framework is an integrated and hybrid model that is considered the first ever DF and IR model 

developed that applies to and is directed for internal use of the financial environment. 

6.3.2 Data Collection and Incident Detection as Comparison Criteria 

As the core objective of our proposed model is to be able to support the early detection and 

response process, special attention should be given to the process of data collection and incident 
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detection within the framework to enhance the overall monitoring process to ensure early and 

proactive capabilities to detect and identified incidents before even the incidents occur.   

Compared to the majority of existing DF and IR models that do not determine what kind of user 

activities should be collected, logged, and monitored. The existing frameworks might fail to 

collect enough information as well as fail to detect actual incidents promptly which is essential 

data to analyze the insider's activities.  

The proposed framework has given special attention to the process of data collection and incident 

detection within the framework process to enhance the overall monitoring process. 

Enhancements introduced into the proposed framework by deeply identifying which kind of user 

activities need to be collected, logged, and monitored, as well as proactively determining which 

activities and threats indicators are necessary to carry out an investigation and analysis process.  

 

6.3.3 Infrastructure and Technology as Comparison Criteria 

As infrastructure and technology deployment is considered one of the core forensics capabilities 

and readiness drivers, as well as the critical importance of infrastructure and technology as 

essential DF and IR models implementation drivers., special attention should be given to the 

process of infrastructure and technology selection and implementation. To enhance the 

capabilities of detecting and analyzing the insider's activities. 

Compared to the majority of existing DF and IR models that do not determine what kind of IT 

infrastructure and technology deployment need for an efficient forensics process, the existing 
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frameworks might fail to select and deploy the infrastructure and technology required to detect 

and analyze the insider's activities.  

The proposed framework has given special attention to the process of infrastructure and 

technology selection and implementation within the framework process to enhance overall 

infrastructure and technology environments. Enhancements introduced into the proposed 

framework by deeply identifying which kind of infrastructure and technology solutions should 

be selected, acquired, and deployed to ensure proper data collection, incident detection, analysis, 

and investigation of insider threats incidents 

 

6.3.4 Process Design Inclusivity as Comparison Criteria 

Compared to the majority of existing DF and IR models, which focused purely on stand-alone 

forensics investigations and cyber incidents response processes, such as incident detection, data 

collection, evidence preserving and reconstruction, data analysis, and documentation, the 

proposed framework is an integrated and hybrid model that considered the first ever integrated 

DF and IR model have developed and directed for financial environments.  

The proposed model is an enhanced comprehensive model consisting of the majority of extracted 

processes from current DF and IR models, with introduced enhancements to the majority of them. 

Table 6.2 lists extracted processes from various current digital forensics and incidents models. 

As well as an inclusivity comparison between processes included within current models and 

processes included within the proposed model. 
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Table 6.2: Process Inclusivity Comparison between current models and the proposed model. 

Extracted processes 

(current DF and IR 

models) 

Current digital forensics and incidents process 

models ( available process per model) 

Process status and enhancements within the 

proposed framework (FFEDRICI). 

D
F

R
W

S
 

A
D

F
M

 

ID
IP

 

E
ID

IP
 

E
M

C
I 

S
R

D
F

IM
 

N
IS

T
 

S
A

N
S

 

C
P

M
IR

D
F

 

Identification ✓  
✓       ✓   

Included and enhanced (detection process) 

Preservation 
✓  ✓     ✓     

Included and enhanced (technology) 

Collection 
✓  ✓     ✓     

Included and enhanced (technology) 

Examination 
✓  ✓    ✓  ✓     

Included and enhanced (analysis) 

Analysis 
✓  ✓     ✓  ✓   ✓  

Included and enhanced (analysis) 

Presentation 
✓  ✓     ✓     

Included and enhanced (reporting) 

Decision process 
✓          

Included (analysis) 

Preparation 
 ✓     ✓  ✓  ✓  ✓  Included and enhanced (governance) 

Approach strategy 
 ✓         

Included and enhanced (governance) 

Returning 

evidence 

 ✓         
Not applicable 

Readiness 
  ✓  ✓       

Included and enhanced (governance) 

Physical crime 

scene 

investigation 

  ✓        
Not applicable 

Digital crime 

scene 

investigation 

  ✓        
Included and enhanced (forensics) 

Review 
  ✓  ✓   ✓     

Included and enhanced (reporting) 

Deployment 
   ✓       

Included and enhanced (technology) 

Traceback 
   ✓       

Included and enhanced (forensics) 

Dynamic  
         

Included and enhanced 

Awareness 
   ✓  ✓      

Included and enhanced (governance) 

Authorization 
    ✓      Replaced by approved policy and 

procedures (governance) 

Planning 
    ✓      

Included and enhanced (governance) 
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Notification 
    ✓      

Included and enhanced (technology) 

Search for and 

identify evidence 

    ✓      
Included and enhanced (analysis) 

Transport of 

evidence 

    ✓      
Included and enhanced (technology) 

Storage of 

evidence 

    ✓      
Included and enhanced (technology) 

Hypothesis 
    ✓      

Replaced by the risk assessment process 

Presentation of 

hypothesis 

    ✓      
Replaced by risk assessment reporting 

Proof/defense of 

the hypothesis 

    ✓      
Replaced by risk assessment reporting 

Dissemination of 

information 

    ✓      
Replaced by incidents reporting 

Securing the scene 
     ✓     

Included and enhanced (technology) 

Survey 
     ✓     

Included and enhanced (analysis) 

Recognition 
     ✓     

Included and enhanced (forensics) 

Documenting the 

scene 

     ✓     
Replaced by evidence preservation, storing 

Communication 

shielding 

     ✓     
Not applicable 

Result 
     ✓    ✓  

Replaced by incidents reporting 

Detection 
      ✓   ✓  

Included and enhanced (detection) 

Containment 
      ✓  ✓   

Included and enhanced (contained) 

Eradication 
      ✓  ✓   

Included and enhanced (contained) 

Recovery 
      ✓  ✓  ✓  

Included and enhanced (contained) 

Post incidents 

activity and 

lessons learned 

      ✓  ✓  ✓  
Included and enhanced (reporting) 

Response 
        ✓  

Included and enhanced (contained) 

Response strategy 
        ✓  

Included and enhanced (governance) 

Harvesting 
        ✓  

Replaced by collection 

Reduction and 

organization 

        ✓  
Replaced by containment (contained) 

Report 
        ✓  

Included and enhanced (reporting) 

Resolution 
        ✓  

Replaced by containment 
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6.4 Framework Validation 

According to Hammersley, any qualitative research should be judged according to both validity 

and relevance [103]. Within this context, “relevance relates to whether the study (i) addresses 

meaningful questions to the population of interest, (ii) adds to the existing knowledge base”. 

Thus, the proposed conceptual framework needs to be judged regarding its validity and relevance 

to the financial sector by adapting the validation techniques presented within the below sub-

sections. 

6.4.1 Framework's Theoretical Validation 

This section aims to explore the validity and relevance of the proposed conceptual framework - 

from a theoretical perspective - for the use and applicability of adaption by the financial sector. 

Validation was conducted by using feedback data collected directly from a focus group of eight 

experts in the field of cybersecurity and digital forensics within the financial sector. To highlight 

and identify areas of deviance between the proposed conceptual framework and the discussion 

generated from the focus groups. 

Interviews responses data and expert opinions were collected to acquire theoretical validation of 

the proposed framework, as well as validate the applicability of framework elements to the 

financial sector. Expert opinions were documented on the developed framework, with the 

conclusion of no need to revise the developed framework as explained in the next paragraph. 

Our main finding generated from the focus group is that the discussion generated at the group 

meeting provided robust and sufficient evidence to support the validity of the DF and IR pillars, 

sub-requirements, and process (to–do process) identified in the proposed DF conceptual 
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framework to be used and deployed by the financial sector. Thus, this section demonstrated that 

the proposed DF conceptual framework for early detection and response to internal cyber 

security incidents is both valid and relevant for use within financial sector practice. 

6.4.2 Framework's Technical Implementation and Validation 

This section aims to explore the technical implementation and validity of the proposed 

conceptual framework - from a technical perspective – for the technical efficiencies and 

capabilities in detecting and investigating insider threats events and incidents based on identified 

technologies and detection techniques and threats indicators of attack within the proposed 

framework. 

 

To achieve this objective, two different simulation cases of insider threat activities were used for 

the technical implementation and validation process. In both cases, the proposed framework 

procedures that followed, allow real-time detection, analysis, investigation, and response to 

simulated insider threat activities cases. Thus, this section demonstrated that the proposed DF 

conceptual framework for early detection and response to insider cyber security incidents is 

valid, capable, and efficient for early detection and response to insider cyber security incidents. 

 

For technical implementation, detection, and response to insider threats and insider destructive 

incidents, NIST “special publication 1800-26” proposed a “high-level architecture for the 

implementation of a DI solution that detects and responds to ransomware and other internal 

destructive events” [104]. The proposed technical implementation architecture as shown in 

Figure 6.1 is considered effective and efficient for technical implementation, testing, and 
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validation of our proposed framework, hence considered technical validation testing of our 

framework due to the following purposes: 

▪ When selecting specific test scenarios for testing the proposed framework, NIST technical 

implementation architecture by design and test has proven effective and efficient capabilities 

in detecting, investigating, and responding to a wide range of insider similar threat scenarios 

and threat indicators that are covered by our proposed framework. Hence considered 

technical implementation and technical validation testing of our framework regarding insider 

threats activities and indicators. 

▪ NIST technical implementation architecture by design and test introduced and adopted a 

wide range of it infrastructure technologies and security solutions that have proven solid 

capabilities in detecting, investigating, and responding to a wide range of insider threat 

scenarios and threat indicators that are similar to its infrastructure technologies and security 

solutions covered by our proposed framework. Hence considered technical implementation 

and technical validation testing of our framework regarding adopting its infrastructure 

technologies and security solutions 

▪ NIST technical implementation architecture by design and test introduced and adopted a 

wide range of reporting, alerting, and notification capabilities generated from various 

components of the technical architecture and the security team. The proposed technical 

architecture allows alerting based on pre-defined events and incidents through email and 

dashboards. NIST's proposed reporting capabilities are similar to reporting capabilities and 

requirements covered by our proposed framework. Hence considered technical validation 

testing of our framework regarding insider threat activities reporting. 
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Figure 6.1: NIST Data Integrity Detect & Respond High-Level Architecture [104]. 

6.4.2.1 NIST Applicable Case 1: Database Modification Via Malicious Insider 

Case 1 simulation assumes that a malicious insider threat actor has direct access to an enterprise 

central database through a web page. The insider threat exploits a vulnerability exposed on the 

web page to delete a huge volume of the data stored within the database.  

Case Identification Detection and Response 

The technical implementation architecture by design provides multiple layers of defense against 

such cases. The architecture integrity monitoring capability is mainly used to detect any changes 

to the database. These changes in real time, are forwarded to the logging solutions and capability, 

which also collects all information about web requests. The reporting solutions and capability 

provide the ability to generate notifications and alerts to inform the security team of anomaly 
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events. The forensics/analytics solutions and capability are used to investigate and identify 

malicious access. Below are the details of detection and mitigation steps by adapted solutions: 

▪ The tripwire enterprise (the adapted integrity monitoring solution) successfully monitors the 

committed changes by malicious insiders to the database configuration.  

▪ The ArcSight ESM (the adapted logging solution) successfully logs all changes to the 

database and web page requests. 

▪ The ArcSight ESM (the adapted reporting solution) successfully alerts and notifies the 

security team of all malicious changes to the database.  

▪ Symantec security analytics (the adapted forensics/analytics solution) allows the 

identification of malicious web page requests that caused the malicious database records 

deletion 

6.4.2.2 NIST Applicable Case 2: File Modification via Malicious Insider 

Case 2 simulation assumes that malicious insiders have stolen administrator-level authentication 

credentials through social engineering and non-technical means. The insider threat actor, using 

these stolen authentication credentials, has used remote Windows PowerShell sessions to 

uniformly modify employee stock information to their benefit across several machines. This type 

of attack will also target the enterprise’s data backup system to modify all records of the 

previously loaded stock information.  

Case Identification Detection and Response 

The technical implementation architecture by design provides multiple layers of defense against 

such cases. The architecture integrity monitoring capability detects malicious changes to files 
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and backups caused by a malicious insider. When incident information is forwarded to the 

architecture logging and reporting solutions and capabilities, the architecture can report on these 

changes in real-time. When the security team is notified and alerted to malicious insider 

activities, they can use the architecture mitigation and containment solutions and capability to 

disable the malicious insider’s access. Below are the details of detection and mitigation steps by 

adapted solutions: 

▪ The tripwire enterprise (the adapted integrity monitoring solution) successfully detects 

insider’s malicious changes to original files and backups caused by a malicious insider.  

▪ The ArcSight ESM (the adapted reporting solution) successfully reports and alerts security 

administrators via email on all changes made to original and backup files by a malicious 

insider.  

▪ The Semperis DSP (the adapted mitigation and containment solution) successfully disables 

the malicious user accounts that are associated with malicious insider actor activity. 

6.5 Framework Implementation Within the Palestinian Financial Sector 

Even though the proposed framework is considered an international framework and valid for 

deployment within the majority of financial institutions worldwide regardless of the geographical 

location of those institutions, this section discusses the ability to deploy the proposed framework 

within the Palestinian financial sector, taking into account current cybersecurity regulations 

related to the implementation of insider threats management approaches.  

As mentioned earlier in the literature review section, financial institutions worldwide, are 

operating under central bank regulations of each country. Such banks are considered the only 
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authorized bodies for issuing regulations, financial policies, and various standards that need to 

be implemented within the financial sector of that country.  Cybersecurity and IT regulations are 

some of the most important regulations issued by central banks that should be strictly followed 

and implemented within financial institutions. 

The Palestine Monetary Authority which acts as the central bank of Palestine, recently issued 

strict cybersecurity regulations named (PMA CyberSecurity Framework) [105]. The issued 

regulations paid intense attention to the governance of cybersecurity, as well as cybersecurity 

incidents management and cyber threat detection. These regulations, as well as regulations 

implementation approaches, form the cornerstone for the implementation and deployment of the 

proposed framework within the Palestinian financial sector, and in alignment with current 

cybersecurity regulations. 

To achieve proper deployment and implementation of the proposed framework within the 

Palestinian financial sector, the framework's pillars and its enablers should be mapped to the 

corresponding regulatory element within PMA cybersecurity regulations. This mapping ensures 

both proper implementations of the proposed framework, as well as proper compliance with 

PMA-issued regulations. 

 

Table bellow illustrates The result of the mapping process between framework items and 

corresponding control articles within PMA regulations, In addition, table present the suggested 

approach to framework items and comply with regulations. 
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Table 6.3: Framework Implementation Within the Palestinian Financial Sector 

Framework 

Pillars 
Framework’s Pillars Enablers Related PMA CSF Controls [105] 

Implementation Activities by 

Palestinian Financial Institutions 

Governance 

G1. Strategy 
Appendix Article 1 

Controls (1 – 4, 1.1) 

FI should develop a (3-5) year strategic 

plan and plan execution roadmap to 

achieve framework objectives. 

G2. Policy and procedure 
Appendix  Article 1 

Controls (2, 1.3) 

FI should develop a Policy and 

procedure to guide the execution 

process of framework objectives and 

processes.  

G3. Culture 

Article 2 

Controls (2, Appendix 1.2.1, 

1.2.5) 

FI should Create a culture of awareness 

regarding the responsibility to maintain 

security and forensics practices. 

G4. Top management support  
Appendix Article 1 

Controls (3, Appendix 1.2.5) 

FI should acquire management active 

involvement and support in managing 

and coordinating the forensics process. 

G.5 Risk assessment 
Article 2 

Controls (1 – 2, Appendix 1.5) 

FI should Identify assets and their value 

to the business and should Identify and 

analyze risk to identified assets. 

G.6 Legal requirement 
Appendix Article 2 

Controls (2.1.6, 2.16.13, 4.2.2) 

Fi should Identify and log external 

central bank and industry standards 

compliance requirements. 

People 

P1. Non-technical stakeholders  
Appendix Article 1 

Controls (1) 

FI should Identify and Involve business 

stakeholders and their responsibility 

regarding the cyber and forensics 

process. 

P2. Technical stakeholders  
Article 2 

Controls (1 - 2) 

FI should Form the appropriate team to 

carry on the forensics process and 

maintain team skills and competencies. 

P3. Training 
Article 2 

Controls (1 – 2, Appendix 1.2.6) 

FI should Develop plans, to identify and 

address gaps in skills in cyber and 
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forensics knowledge at the individual 

level  

Infrastructure 

I1. Technology 
Appendix Article 2 

Controls (2.2, 2.3, 2.5, 2.6) 

FI should Acquire and deploy cyber and 

forensics-related solutions (SIEM, 

PAM, DR,  IDS, IPS, FIM, and DLP) 

I2. System architecture 
Appendix Article 2 

Controls (2.13) 

FI Should Enable all logging features 

within all layers of the system and 

database environment to be monitored. 

Monitoring  

M1. System monitoring - 

preparation 
Article 3 

FI should Identify a list of critical assets 

that need to be monitored and Identify 

log sources and events indicators. 

M2. System monitoring - 

detection 

Article 3 

Controls (1, Appendix 2.6) 

FI should establish strict processes to 

detect, monitor, and control critical 

assets' potential cybersecurity events. 

M3. System monitoring - 

analysis 

Article 3 

Controls (2 - 4) 

FI should classify and analyze detected 

events to understand the nature of the 

event and to assess potential damage to 

and theft of resources 

M4. System monitoring - 

forensics  

Article 3 

Controls (7) 

FI should Investigate events and trace 

back evidence to identify initiation 

scenarios and root causes. 

M5. System monitoring - 

contained  
Article 4 

FI should follow a containment strategy 

based on incident type to mitigate 

incidents and isolate affected hosts. 

M6. Forensic preparation 
Article 1 

Controls (1 - 2) 

FI should Continuously monitor 

evaluate, and enhance the monitoring, 

detection, and forensics process. 

Reporting R1. Reporting Article 4 

FI should report on incidents and 

Document root causes and lessons 

learned to enhance the detection 

process. 
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6.6 Chapter Conclusions and Summary 

This chapter presented and discussed a summary of the research and thesis results. 

The next chapter (chapter 7), presents the conclusions, research community contribution, and 

recommendations of the research. It clarifies the researcher’s contributions and suggestions to 

further future research. 
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Chapter 7 

 

7. Conclusions and Future Work 
 

7.1  Introduction 

This chapter presents the conclusions, research community contribution, and recommendations 

of the research. It clarifies the researcher’s contributions and suggestions to further future 

research. 

7.2  Conclusions 

This dissertation focuses on developing a digital forensic framework used in the early detection 

and response to insider cybersecurity incidents, specifically within the financial sector. The study 

was conducted by examining a limited number of the generic digital forensic and incidents 

response frameworks and process models encountered in the current literature, as well as by 

exploring current and implemented cybersecurity practices and forensics investigation deployed 

processes within the financial sector.  

The study was motivated by the problem of the accelerated growth and sophisticated techniques 

used to commit cyber-attacks by organizations' insider perpetrators in financial services firms, 

as well as the current lack of comprehensive forensics and investigations framework that 

financial services firms can employ for detection and response to internal cybersecurity 

incidents.  
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While the primary objective of this dissertation was to investigate existing digital forensic and 

incidents response frameworks within the known published literature, as well as explore the 

current state of cyber security and forensics professional practices within the financial sector to 

develop an integrated single digital forensic process model valid and relevance for the use of 

financial sector. The resulting framework met the research objectives, solved the identified 

problem statement, and answered the research questions. 

The resulting framework is supported by five essential pillar requirements and consists of (14) 

sub-requirements (pillars enablers) and (134) processes and a to-do- list. The resulting 

framework was validated, tested, and found effective and efficient for early detection and 

response to insider cybersecurity incidents within the financial sector, and effectively able to aid 

an investigator in the process of early detection and response to insider threats in real-time or 

near-to-real time and mitigates the risk of insider threat activities.  

7.3 Main Research Contribution 

The main research contribution of this dissertation is the development of an integrated digital 

forensic process model that serves as an insider threats incidents management program and 

security incidents early warning model within the critical financial digital environment. The 

developed model has made the following contributions: 

▪ Provide the organization's cyber security professionals, forensics investigators, and incident 

response and handling personnel, with a state-of-the-art digital forensics framework and 

process model to assist them during the cyber investigation process followed by internal 

cyber incidents. 
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▪ Provide financial organizations with well designed, mature, and a state of art digital forensics 

and incident response capability model, to ensure the financial sector organization’s 

readiness for early detection and effective responses to internal cybersecurity incidents, as 

well as reduce and mitigate the potential impact and consequences of incidents in real-time. 

▪ Identified and bridged gaps of knowledge in the literature on the area of digital forensics 

frameworks for the financial sector, and how to develop integrated digital forensics and 

incident handling frameworks for the use of the financial sector. 

 

7.4 Future Work 

Further work on this research is necessary to extend the scope of testing of the proposed 

framework with more real case testing scenarios. Furthermore, potential research and future 

work would be to aim at creating a universally approved standard, for the development of digital 

forensics frameworks valid and relevant for the use of the financial sector; and to examine the 

possibility of developing baseline essential requirements for such developed frameworks as the 

technical qualifications of digital forensics and incidents response professionals. 

7.5 Chapter Conclusions and Summary 

This chapter presented the conclusions, research community contribution, and recommendations 

of the research. It clarified the researcher’s contributions and suggestions to further future 

research. 
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Appendix 1: Electronic Survey Sample Distribution List – Email Messages 

 

Figure A1.1: Electronic Survey Sample Distribution List – Email Messages – 1. 

 

Figure A1.2: Electronic Survey Sample Distribution List – Email Messages – 2. 
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Appendix 2: Electronic Survey Sample Distribution List –  Linkedin Messages 

  

Figure A2.1: Electronic Survey Sample Distribution List – Linkedin Messages. 
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Appendix 3: Electronic Survey Questions and Full Responses Statistics 

Demographic Questions Section 

Q1. 

 

Q2. 

 

Q3. 
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Q4. 

 

Q5. 

 

Q6. 
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Q7. 

 

Q8. 

 

Q9. 
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Q10. 

 

Q11. 

 

Q12. 
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Q13. 

 

Q14. 

Using your own words, define what digital forensics is.   

▪ The way you investigate logs to learn about incidents 

▪ Mainly collecting the pieces of evidence and identifying the root causes  

▪ The act of harvesting evidence to decide to pursue legal means and root cause analysis to 

further improve our security posture 

▪ Na 

▪ It is the collection of electronic evidence, preserving it, and analyzing it to investigate 

cybercrime. 

▪ The science to find out digital evidence in potential legal crimes 

▪ The process of collection, analysis, and presentation of digital evidence to reveal cyber 

incidents' root causes. 

▪ It is a digital investigation process by 

▪ Extracting digital evidence from the digital medial 

▪ Investigating the digital world to find the root cause of events 

▪ Searching and analyzing evidence in the digital world to identify incident causes  

▪ In my own words, digital forensics is the process of investigation to collect, analyze, and 

preserve evidence during an investigation of any digital crime. Whereas, as per the book, 

this process includes analyzing, retrieving, and preserving electronic data that may be 

useful in an investigation. 

▪ The process of preservation, identification, extraction, and documentation of computer 

evidence which can be used by the court of law 

▪ Digital forensics is a branch of forensic science that focuses on identifying, acquiring, 

processing, analyzing, and reporting data stored electronically. 

▪ Investigating digital systems to extract proper evidence on incidents 
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▪ Digital forensics is the process of storing, analyzing, retrieving, and preserving electronic 

data that may be useful in an investigation either in case of an incident or analysis of an 

anomaly inflow of data communication 

▪ The process of identifying the root cause of digital evidence 

▪ By looking inside digital evidence to solve e crimes 

▪ Investigating digital systems to extract evidence 

▪ Analyzing logs and digital evidence to extract the root cause of security incidents 

 

Information Security General Practices 

Q15. 

 

Q16. 
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Q17. 

 

Q18. 

 

Q19. 
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Q20. 

 

Q21. 

 

Q22. 
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Q23. 

 

Q24. 

 

Q25. 
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Q26. 

 

Q27. 

 
Cyber Security Incidents Response and Handling Capabilities 

Q28. 
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Q29. 

 

Q30. 

 

Q31. 
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Q32. 

 

Q33. 

 

Q34. 
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Q35. 

 

Please list the top 10 (IOC IOA, KRI) that form your organization's baseline regarding pre-

defined anomalous activity and insider threat indicators. 

▪ Threats 

▪ Confidential 

▪ Usage patterns and access to sensitive information and functions for users and privileged 

users 

▪ Na 

▪ Not within my jurisdiction 

▪ Confidential 

▪ The use of highly privileged systems accounts. Database changes to access secretive data 

copying of data into external storage. Sending email to personal or web-based email. Use 

of USB storage devices installation of unauthorized software download of software failed 

login user management activities 

▪ Using privileged accounts in daily operations, abnormal processes or activities detection 

by EDR, large amounts of files transfer outside the bank, failed access attempts systems 

or DB's 

▪ Cannot disclose 

▪ The use of high privilege accounts copying large volumes of data add, delete and user 

changes configuration change. Security changes   ِ network access outside working hours 

any other indicators based on risk assessment results 

▪ Superuser activity data copying user provisioning 

▪ Cannot share 

▪ Baseline 

▪ Excessive firewall denial, scanning, price escalation, multiple logins followed by success, 

huge outbound traffic, shared accounts, unusual patching, unusual high privilege access, 

unauthorized access 

▪ Access to sensitive data super user actions use of storage devices copy huge amount of 

data add user delete user modify user configuration changes un usual logins websites 

▪ IOC, SHA, hash, IPS 

▪ Insider threats indicators like access to systems using privileged accounts, user profile 

changes, user management, access and transfer of sensitive data 

▪ Use of admin accounts. Copy classified data new user change user delete user’s user 

profile change configuration changes data base changes failed login user behavior 

▪ Admin accounts activities data transfer configuration changes security changes failed 

login remote access use of mobile codes use of non-original software use of data storage 

units and sites user provisioning activities 

▪ Priv. Account monitoring, admin access to critical systems, software changes, failed login, 

account management activities, configuration changes, tele access to systems, new 

software installation, authorization process, and use of data storage. 

▪ IOC. 
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Q36. 

 

Q37. 

 

Q38. 
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Q39. 

 

 Q40. 

 

Q41. 
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Q42. 

 

Q43. 

 

Q44. 
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Q45. 

 

Q46. 

 

Q47. 
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Q48. 

 

Q50. 

 

Q51. 
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Q52. 

 

Q53. 

 

Cybersecurity Forensics Capabilities 

Q54. 

 



147 
 

Q55. 

 

Q56. 

 

Q57. 
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Q58. 

 

Q59. 

 

Q60. 
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Q61. 

 

Q62. 

 

Q63. 
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Q64. 

 

Q65. 

 

Q66. 
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Q67. 

 

Q68. 

 

Q69. 

 

Please give a brief step-by-step description of the followed process and procedures during 

cyber incident handling (from the incidents detection phase through the forensics phase, 

ending with the reporting and documentation phase). 15 responses 

▪ Confidential 

▪ Switzerland has a formalized regulatory framework for banks to handle cyber security 

incidents, client data disclosure, and thresholds with associated practices for cyber frauds 

including disclosure to regulators. 

▪ Na 

▪ Not within my jurisdiction 

▪ Incidents identification, detection, analysis, investigation, forensics, containment, 

reporting 
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▪ NIST typical process: preparation, detection and analysis, containment, eradication, and 

recovery, post-incident activities, and reporting 

▪ Detection, collection, analysis, preserving, presenting 

▪ N 

▪ There are no clear procedures or process 

▪ Detection, analysis, investigations, mitigation, response, recovery, and report 

▪ Prepare; identify; contain; eradicate; restore; lessons learned 

▪ Incidents indicators identification, activity detection, incident analysis, investigation and 

forensics, treatment and responses, recovery and reporting 

▪ We follow the NIST process model 

▪ Detection then analysis then escalation then forensics then treatment then mitigation then 

reporting 

▪ Identify the list of internal threats, threat events, detect events, analyze events, investigate 

and forensics, examine, mitigate or authorize, reporting 

 

Q70. 

 

What process do you believe, should be embedded within your organization's current practices 

to develop and enhance cyber incident, forensics, and response capabilities? 15 responses  

▪ Nothing 

▪ None in particular 

▪ Na 

▪ A dedicated and trained forensics team 

▪ Enhance forensics capabilities to ensure proper investigation of all incidents by 

establishing forensics formal and documented forensics process 

▪ Incident response and handling simulation 

▪ Forensics process (following detection & analysis phase) 

▪ The forensics process should be included in the incident response process 

▪ N 

▪ Incident management procedure built on best practice 

▪ Soar automation 

▪ Standard and solid forensics process 

▪ Building integrated incident response and forensics process as an early warning system 

▪ Establish solid forensics processes that ensure proper training and preparation for all 

stakeholders 

▪ Establish a well-defined process model during incidents response activities 

 

End of Survey 
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Appendix 4: Framework’s Theoretical Validation Attestation Form* 

 

1. Assessor’s General Information and Overall Opinion:  

▪ Name: …………………………………………………………………………………… 

▪ Job Title:…………………………………………………………………………………………….. 

▪ Information, Cybersecurity, or IS Audit Experience (Year):……………………………………… 

▪ Financial Related Services Experience (Y, N):……………………………………………………… 

▪ Overall Expert Opinion (Relevance &Valid, Relevance & Not Valid, Not Relevance &Valid, Not 

Relevance & Not Valid) ……………………………………………………………………………. 

▪ Comments & Recommendations: (If Any)…...……………………………………………………… 
 

2. The Proposed Framework Model – Summary View 

The Proposed Framework Summary 

Proposed Framework 

(Pillars) 
Proposed Framework (Pillars Enablers) Processes (To-Do List) 

Elements Overall 

Assessment (Y, N) 

Governance 

 

G1. Strategy (GS1 – GS6): 6  

G2. Policy and Procedure (GP1 – GP5): 5  

G3. Culture (GC1 – GC4): 4  

G4. Top Management Support  (GT1 – GT4): 4  

G.5 Risk Assessment (GR1 – GR5): 5  

G.6 Legal Requirement (GL1 – GL3): 3  

People 

P1. Non-Technical Stakeholders  (PN1 – PN5): 5  

P2. Technical Stakeholders  (PT1 – PT5): 5  

P3. Training (PTr1 – PTr5): 5  

Infrastructure 
I1. Technology (IT1 – IT10): 10  

I2. System Architecture (IS1 – IS5): 5  

Monitoring  

M1. System Monitoring - Preparation (MSP1 – MSP8): 8  

M2. System Monitoring - Detection (MSI1 – MSI51): 51  

M3. System Monitoring - Analysis (MSA1 – MSA4): 4  

M4. System Monitoring - Forensics  (MSF1 – MSF5): 5  

M5. System Monitoring - Contained  (MSC1 – MSC4): 4  

M6. Forensic Preparation (MF1 – MF2): 2  

Reporting R1. Reporting (RR1 – RR3): 3  

 

*Important Note: “This Form is Designed for Scientific Research Purposes Only, and Shall not be Used for Any 

Other Purposes, Neither by Researcher nor by Assessors.” 
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Appendix 5: Focus Group Distribution List & Meeting Invitation – Email Messages 
 

 

Figure A5.1: Focus Group Distribution List – Email Messages.  

 

Figure A5.2: Focus Group Meeting Invitation – Email Messages.  
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Appendix 6: Focus Group Meeting (Start & End) – Microsoft Teams 

 

 

Figure A6.1: Focus Group Meeting (Start) – Microsoft Teams. 

 

Figure A6.2: Focus Group Meeting (End) – Microsoft Teams. 
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Appendix 7: Focus Group Meeting – Microsoft Teams Invitation & Attendees List 

 

 

Figure A7.1: Focus Group Meeting – Microsoft Teams Invitation. 
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Appendix 8: Focus Group Meeting – Microsoft Teams Attendees List and Overall 

Opinion 
 

Table A8.1: Focus Group Meeting – Microsoft Teams Attendees List Information. 

The Invited 

Person 
Job Title Linkedin Profile 

Attendance 

Status 

Overall 

Opinion 

Ahmad N. Abu 

Eisheh 

Head of Information Security and 

Business Continuity Unit At Quds 

Bank 

https://www.linkedin.com/in/%D9

%90ahmad-n-abu-eisheh-

cisa%C2%AE-726831176/ 

Attended 
Relevant 

and valid 

Ala' Zayadeen 

Head of Information Security and 

Data Privacy at BinDawood 

holding 

https://www.linkedin.com/in/alazay

adeen/ 

Absence 

(Response 

by Mail) 

Relevant 

and valid 

Firas AbuHasan 

Head Information Security 

Management at Central Bank of 

Palestine (PMA) 

https://www.linkedin.com/in/firas-

abuhasan-profile/ 
Attended 

Relevant 

and valid 

Alaa Alatrash 
Information Security Consultant 

(Financial Sector) 

https://www.linkedin.com/in/alaa-

alatrash/ 
Attended 

Relevant 

and valid 

Heba Masri 

Security Solutions Sales Business 

Development at BEAM Teknoloji 

A.Ş. 

https://www.linkedin.com/in/heba-

masri/ 
Attended 

Relevant 

and valid 

Thaer Atta 
Manager | Advisory Services - 

Technology Risk at EY 

https://www.linkedin.com/in/thaer-

atta-cisa-cobit-ceh-7450821b/ 
Absence 

No 

Response 

Mais Badarneh 

Information & Cyber Security 

Manager at Housing Bank for 

Trade and Finance 

https://www.linkedin.com/in/maisb

adarneh/ 
Absence 

No 

Response 

Hassan Saada 

Risk Management & Information 

Security Manager at Jerusalem 

District Electricity Co. 

https://www.linkedin.com/in/hassa

nsaada/ 
Attended 

Relevant 

and valid 

Samia Karboul 
Financial Audit Management 

Specialist at The World Bank 

https://www.linkedin.com/in/samia

-karboul-cpa-cisa-13ab19a5/ 
Absence 

No 

Response 

 

 

 

 

 

 

 

 

https://www.linkedin.com/in/%D9%90ahmad-n-abu-eisheh-cisa%C2%AE-726831176/
https://www.linkedin.com/in/%D9%90ahmad-n-abu-eisheh-cisa%C2%AE-726831176/
https://www.linkedin.com/in/%D9%90ahmad-n-abu-eisheh-cisa%C2%AE-726831176/
https://www.linkedin.com/in/alazayadeen/
https://www.linkedin.com/in/alazayadeen/
https://www.linkedin.com/in/firas-abuhasan-profile/
https://www.linkedin.com/in/firas-abuhasan-profile/
https://www.linkedin.com/in/alaa-alatrash/
https://www.linkedin.com/in/alaa-alatrash/
https://www.linkedin.com/in/heba-masri/
https://www.linkedin.com/in/heba-masri/
https://www.linkedin.com/in/thaer-atta-cisa-cobit-ceh-7450821b/
https://www.linkedin.com/in/thaer-atta-cisa-cobit-ceh-7450821b/
https://www.linkedin.com/in/maisbadarneh/
https://www.linkedin.com/in/maisbadarneh/
https://www.linkedin.com/in/hassansaada/
https://www.linkedin.com/in/hassansaada/
https://www.linkedin.com/in/samia-karboul-cpa-cisa-13ab19a5/
https://www.linkedin.com/in/samia-karboul-cpa-cisa-13ab19a5/
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Appendix 9: Framework’s Theoretical Validation Attestation Form – Sample of 

Responses 

 

Figure A9.1: Signed Framework’s Theoretical Validation Attestation Form – Firas Abu 

Hasan. 
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Figure A9.2: Signed Framework’s Theoretical Validation Attestation Form – Hasan Saada. 
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Figure A9.3: Signed Framework’s Theoretical Validation Attestation Form – Alaa Atrash. 
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Figure A9.4: Signed Framework’s Theoretical Validation Attestation Form – Heba Masri. 
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