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Abstract

This thesis addresses the field of digital evidence and its role in criminal proof in light of
international conventions and Palestinian legislation. The research problem lies in the fact
that, despite the rapid transformation from traditional society to digital society and the
expansion of cybercrimes, the Palestinian legislator has merely considered digital
evidence as a type of proof without addressing the regulatory and procedural aspects
associated with digital evidence in the criminal field, and its connection to the civil and
commercial field, Moreover, it overlooks jurisdiction rules in cross-border cybercrimes,
negatively impacting the judge's intuitive conviction, complete justice, and public rights
and freedoms, and contradicts the Basic Law (the Constitution) and international
standards.

The researcher followed the descriptive- analytical approach, while expanding on the
field of international conventions as normative tools, which included the basic human
rights conventions to which the State of Palestine acceded, the human rights monitoring
system in relation to digital evidence (contractual and non-contractual mechanisms), and
European conventions, particularly the Budapest Convention (Council of Europe).
Concerning Cybercrimes, their amendments and interpretations, and international
standards regarding digital communication surveillance. The researcher conducted
important personal interviews on the practical side, including the cybercrime unit in the
police, the cybercrime prosecution, former judges, university professors, and specialized
civil society organizations, in addition to the National Institution for Human Rights.

The thesis was divided into two chapters, with two topics and two subsections for each

chapter. The first chapter covers the concept of digital evidence, its characteristics and
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procedures, and the second chapter dealwith the value of digital evidence in international
legislation and conventions, leading to theconclusions and recommendations.

The thesis concluded several findings, the most notable of which are: There is a relative
and limited legislative development regarding digital evidence in the criminal field
(Decree-Law on Cybercrimes and its amendments, and the Criminal Procedures Law and
its amendments) at the level of recognizing digital evidence as proof, despite the issues
that recognition raises in legislative drafting, this also extended to the civil and
commercial field (the Evidence Law and its amendments) indicating limited development
in these areas concerning digital evidence. The decisions regarding the laws were limited
to recognizing digital evidence, and ignored the procedures for dealing with it in the
criminal field, in exchange for focusing on criminalizing freedom of speech through the
Decree-Law on Cybercrimes. Although cybercrimes and related digital evidence are
cross-border, the legislator also did not address the problem of jurisdiction, which is
considered one of the most prominent problems facing this type of crime. Legislative
shortcomings in dealing with digital evidence would affect the rights, freedoms, and
guaranteed fair trial guarantees enshrined in the Basic Law and international standards.
The decree-laws themselves, including those on digital evidence issued in the absence of
the Legislative Council, contributed to infringing on freedom of expression and focused
solely on criminalization without procedural regulation, reflecting a lack of
comprehensive treatment of digital evidence.

The thesis provided several recommendations, most notably: the necessity to abolish all
provisions in the Decree-Law on Cybercrimes that infringe on freedom of expression in
alignment with constitutional rights and international standards. Substantial amendments

should be made to the Decree-Law on Cybercrimes to ensure judicial oversight in all
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aspects related to digital evidence, aligning with international standards (International
Principles on the Application of Human Rights to Communications Surveillance 2013).
Addressing the legislative gap related to procedural aspects of handling digital evidence
at all stages, and not merely considering digital evidence as acceptable in criminal proof,
to ensure the quality of digital evidence, including its use in civil and commercial proof
due to their interconnectedness. Enhancing the capabilities of justice institutions (law
enforcement agencies, public prosecution, judiciary) through training programs on
handling digital evidence. Including digital evidence and its role in proof within
specialized university courses and judicial institute programs, keeping up with
developments. Halting the application of decree-laws that played a significant role in
violating rights and freedoms, recognizing digital evidence solely for criminalization and
not for institutionalization and regulation purposes. Restoring the original role of the
Legislative Council in legislation, respecting the constitution, ensuring the separation of
powers, promoting democratic transition, and enabling the "Legislative" to fulfill its

constitutional duties in regulating all aspects of digital evidence.



