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Abstract

Integrity and transparency are two key metrics that must be achieved in any democratic
voting. Without doubt, manual voting is a complicated, error-prone and costly process. The
massive advances in computing and communication have the potential to have a significant
positive impact on the voting process. It will take time for the voting process to be completely
digitalized. Nevertheless, improvements in voting technology are being made gradually in many
countries promising that a fully electronic voting system is applicable, With the emergence of
Blockchain technology, the e-voting system has the potential to be constructed as a distributed
system. This would make it possible to guarantee transparency and integrity, among other things.

The literature review was employed in this thesis technique to investigate the problems of
developing a Blockchain-based E-Voting System. As a result, we constructed some Cryptography
Algorithms-based functions to avoid any conflict between e-voting system features as part of our
contribution. This conflict is mainly between the verifiability and the receipt-free features.

The thesis ultimate goals are achieved by implementing an e-voting system that has the

basic key features as a result.
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Introduction

We are witnessing massive advancements in computer and communication technologies.
Shifting from manual to computerized is everywhere. The term for this shift is "digitalization of
the business model” [1]. Cloud computing is also exploding in popularity [2]. The concept of
converting a voting system to an online system, often known as the E-Voting System, which is an
online system that allows voters to submit ballots (votes) in a democratic manner. The e-voting
method is a step forward from remote electronic voting, which is likewise a step forward from

postal voting. The history of postal voting dates back to the Roman Empire. [3].

Even the manual voting mechanism is a complicated system in general. In nature, it is also
a distributed system. The necessity to computerize such a system arises from the requirement to
accomplish a number of objectives. As an example, make the voting system more efficient,
accurate, manageable, flexible, and accessible [4]. Also, to reduce paperwork. And contribute to a

greener environment.

The e-voting system could be built on a comprehensive system that is centralized, or on a
distributed system which is decentralized. As mentioned before the voting system is distributed by
nature, we chose to build it on a distributed system. Distributed system also gives the e-voting
system some properties to make the whole system more flexible. Which makes it transparent,

scalable, and it avoids the single point of failure [5].

Because the distributed systems inherit their characteristics from the properties of complex
systems, we can assume that our proposed model will be scalable, transparent, and decentralized.

We can argue that our proposed system will also be self-organized with scale invariant distribution

[6].
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To build this distributed e-voting system and preserve the integrity of the voting process,
we chose to build it using Blockchain technology. Blockchain Technology is the technology

behind the Bitcoin, the famous Cryptocurrency system [7].

Blockchain has several attractive characteristics to be used in distributed systems such as
it achieves and maintains integrity in these systems [8], that’s why Blockchain is used in
cryptocurrency, and this is the main reason to adapt Blockchain technology in this proposed e-

voting system.

However, cryptocurrency is the first use of the Blockchain technology, but it is not the only
use. Blockchain has been seen in many other fields like Internet of Things (IoT), decentralized

messaging, and cloud storage systems, Electronic Health Records EHR systems [9].

There is no doubt, any E-Voting System has to meet at least the same requirements of the
normal manual Voting System, and it should give its own added value. the Requirements of any

E-Voting System which mentioned in [10]:

e Completeness: all the valid votes should be counted correctly.

e Soundness: no one can disrupt the voting process.

e Privacy: the voting is in secret, the voter but nobody else should know the ballot.
e Un-Reusable: the voter can only vote once.

o Eligibility: the authorized voters are the only allowed to vote.

e Fairness: Nobody can affect the voting process.

e Verifiable: no one can falsify the result of the voting process.
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e Robustness: even if a cheat is happened the election result must reflect the actual result.
e Incoercibility: no one has to be forced to vote.

o Receipt-freeness: no one can obtain a receipt of the ballot.

e Mobility: Voting can be done from anywhere.

e Convenience: the voting system should allow the voters to submit their votes in one

session with no need to special skills or equipment.

Another two points can be added which are inherited from the nature of the complex systems:

e Transparency: Voters should be able to verify that their votes were counted correctly.
e Auvailability: the voting system should be accessible anytime anywhere during the

voting session.

The main objective of this study is to deliver an E-voting System key features based on
Blockchain. But from the list of these features, we can see two features are conflicting with each
other, the ability to verify the vote was counted correctly, and the receipt-freeness. Therefore,

finding a solution for this conflict is the secondary objective of this study.

This thesis is divided into six chapters: an introduction that briefly describes the thesis
problem question, a Literature review chapter that examines some related works in order to gain a
better understanding of what an E-Voting System based on Blockchain is, a Methodology chapter
that explains how the thesis will implement the system and its architecture which illustrates the
structure of our implementation using the Unified Modeling Language., the Implementation

chapter shows how to design the system using the tools available and provides some screen shots
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of the interfaces, Experiment Results and discussion chapter that discusses the results, and a

Conclusion chapter that conclude the thesis.



Chapter Two
L iterature Review
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Literature Review

The related works to E-Voting is reviewed in this chapter, some of this related works is
directly related to the E-Voting system based on Blockchain, while others are related to Online

Voting System that are not built on the Blockchain.

The literatures which are following are ordered by time of released, and grouped into four
groups, the first group includes the articles about E-voting System which are not related to
Blockchain, the second group includes articles summaries the e-voting system and surveys, while
the third one is grouping the E-Voting Systems that are based on Blockchain. The last one is a

review to related works about e-voting in the region.

Non-Blockchain Based E-Voting System

Many related works have been mentioned in [10] as it describes the requirements and
properties of any e-voting system. Beside the requirements which were discussed in a previous
section, they introduced their end to end verifiable e-voting system. The proposed system is a web

application that uses steganography cryptography to secure the communication.

E-Voting Surveys

The authors in [11] showed that building a trusted e-voting system is facing a major risk.
That risk is in general due to human element in the election. Based on their search many threats
are rising from the programmers, operators, developers, vendors, and even the workers in elections
campaigns. Most of these threats were discovered after admission or after source code reviews.
Their study showed that the cost of such risk may rise up to $100 million at that time. Such number

gives us how important is the risk assessment in e-voting systems.
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In [12] which is a statistical research based on five elections done by different groups of volunteers.
the statistics showed that how the institution that perform the election should be trustable, also the
e-voting systems should also be trusted, which is not easy without many successful attempts and
trials. The study used an e-voting system based on Public Key Infrastructure (PKI) provided by
third party on cloud. The statistics data conducted using questioners before and after the election

process for each voter.

Authors in [13] showed in their comprehensive review of e-voting systems which included
87 references, they showed that the lack of implementing e-voting systems is due to security issues
or voters are seeing it as an insecure system. their study illustrated some basic requirements and
should be requirements; Correctness, Privacy, Un-reusability, Eligibility, Robustness, Verifiable,
Usability, beside some additional requirements like Fairness, Uncoerablity, Efficiency, Mobility,
End to End Verifiable. The study confirmed that some requirements are making conflicts from
technical perspective like Validation and receipt-free. The study also focused on the Usability
requirement which is defined by the 1SO-9241-11: “The extent to which a product can be used by
specified users to achieve specified goals with effectiveness, efficiency and satisfaction in a
specified context of use”. The roles of any E-voting system was illustrated in their study, roles like
Voting Registration, VVoting Process, mentioned the cryptographic tools and algorithms used in
some present e-voting systems like; Mix-net, Homomorphic Encryption, Secret Sharing, Blind
Signature, Anonymous Submission, Zero-Knowledge Proof, and Deniable Signature. Also they
discussed some of current e-voting system found in their literature like DRE, Sensus, PunchScan,
Scantegrity, Civitas. They concluded their study with that building usable, verifiable and

transparent e-voting system is a challenge which needs more efforts in future researches.
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This artwork in [14] is a survey that compares some of the existing e-voting system, the
comparison is done by answering a few questions like whether the system uses hardware or
software, does it provide mobility, is anonymity preserved? The results were shown in a table and
most systems claimed to provide anonymity and voter verification. Therefore, we will discuss two

systems [15] and [16] in later literatures to see whether this study is correct or not.

The study [17] discusses the e-voting system applications based on Blockchain, what
should an e-voting system based on Blockchain cover, which type of Blockchain should be used.
They also concluded that an e-voting system based on Blockchain will face some problems like

privacy and speed.

E-Voting Based on Blockchain

In [18] the authors chose to build their e-voting system based on the Blockchain
technology. They implemented permissioned Blockchain using Geth which is an open source
Blockchain inherited from the Ethereum Blockchain. Their choice came after a compression of
three different platforms Geth, Exonum, and Quorum. They preferred Geth because it is more
friendly than others. It uses multiple development languages. Not like Exonum which uses its own
Language named Rust. While Quorum doesn’t provide that much of transactions per second. Their
main objective is to build a distributed E-voting System on private network to avoid Single Point
of Failure and minimize threats. Their main contribution was by the suggestion to use the Zero-
Knowledge-Proof to separate the voter identity from the ballot. But that was only a suggestion

which was not implemented in their work.

The work in [19] has discussed the disadvantages of Client Server topology in E-Voting

systems, which should rely on a trusted central authority, beside that this Client Server topology



23

has some shorten in the CIA triangle of security. Beside this central authority is forming a single
point of failure. Therefore, they proposed a Blockchain based e-voting system to get benefits from
the inherited properties of Blockchain technology which are; data integrity, non-centralized,
transparency, and the availability. Their system was built on Mobile Station International
Subscriber Directory Number MSISDN. They concluded that their proposed system achieved the
main objective which is to restrict the voter to vote only once based on the MSISDN. But it needs

more work to be adapted in governmental voting system

In [20] a proposal to implement an e-voting system that is based on Blockchain. Their
proposed system is using the Shamir’s secret sharing to gain anonymity, while the Blockchain
technology is to integrate management through the voting process. Their idea is to separate two
Blockchains using the Shamir’s secret sharing, one Blockchain is permissioned Blockchain to
maintain the process of the elections, while the sidechain is to maintain the counting and result of

the voting process. The proposed method does not provide a way to gain verifiability.

The study in [15] aims to design a database architecture to store the e-voting system data
using Blockchain technology. They have introduced the Blockchain advantages pointing out the
benefits from using such advantage in the e-voting recording system. they also finalized their study
with charts showing up the relation between the number of nodes and the size of the storage
needed. In addition to a graph that is showing the relation between the number of nodes and the
calculation time for the whole ledger. Their study did not include other aspects like the anonymity
and verifiability. But they have secured the data integrity using the Secure Hashing Algorithm

SAH-256 and the digital signature of the ECDSA (Elliptic Curve Digital Signature Algorithm).
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The work in literature [16] is meant to produce BroncoVote, which is a voting system that
based on Ethereum blockchain, they used Pailler Homorphic encryption for privacy concern.
They managed the system using smart contract. Their work contribution is the use of Pailler
Homorphic encryption to preserve voting privacy, the idea of this encryption is that you can
perform calculation on encrypted data and have same results as if this data was not encrypted. But

the individual voter verifiability is mentioned in the future work of their study.

The authors of [21] have proposed a voting system architecture based on waves
Blockchain, their main goal was to coast down the computational power used in other Blockchain
technology. Which will make it possible to use this technology as a lite version that capable to be
used on smartphones. Waves Blockchain main feature is to replace the proof of work with a proof
of stake, the main difference between them is that, proof of work needs a lot a computational power
by the miner to validate the transaction, while proof of stake does not take that much of power
because the probability of choosing miner is based on the stake they have in the block. The
architecture they proposed describes the voting process, also the zero knowledge proof and mix

net algorithms are used for anonymity purpose.

The work in [22] The study is basically dividing the process of voting to fit two separated
Blockchains, one is for the voters that records the eligible voters and whether they voted or not,
and the other Blockchain records the actual voting process to achieve anonymity. They also

divided the voters into groups of constituencies to protect the final result.

The proposed model [23] is to enhance the scalability, efficiency and latency, by combining
public Blockchain with sharding model. They introduced a Proof of Credibility instead of Proof

of work to reduce the power consumption, but still requires the Proof of stack that Ethereum based
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on. Their model is working as two layers, the low layer is for devices which uses the proof of
Credibility to increase efficiency, then as groups each node in the upper layer will use the Proof of
Stack to verify the shaded groups. They also applied an evaluation of the proposed model using
Ethereum to test the cost during the elections which showed a leaner relation between the number

of voters and the election cost.

E-Voting in Arab Region

The work in [24] is a case study of United Arab Emirates UAE e-voting in 2006. The
interesting thing about this voting is the shifting from the appointment by rulers’ court to an
Election using E-Voting system. The decision was made as modern concept because UAE is keep
tracking the ICT world novation. They achieved this jump after a pre-voting stages to enrich the
society of the knowledge they need to trust this E-Voting Process. They have utilized Awareness,
Registration Help Desk, and training staff to carry out the process. This e-voting campaign had

74.4% of participants, 93.5 of them were satisfied about this election.

The conducted research of [25] is to find solutions for building an E-Voting system in
countries with political conflicts, financial and demographical issues. Therefore, Palestine was the
case study for this research. The research used Interviews to collect facts and evidence about the
barriers of implementing E-Voting System in Palestine. Four barriers were identified as a finding
which are; political will, capability, trust and the acceptance of such systems. The Political will
comes from the fear of loss, the capability is built of three actors, the human resources and
infrastructure which are not issues but the third one which is a financial matter is really an issue.
Trust is identified in this research as the main barrier because any human made systems is never
secured hundred percent. Therefore, there is a high risk that this system is vulnerable. While the

acceptance is only achieved if the other three mentioned items are met.
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Authors of [26] discussed the trust in e-voting system in Kingdom of Bahrain. Their work
is an analysis of a questioner covered 453 participants. The study performed just after the third e-
voting campaign in the kingdom. The main objectives of this study were to highlight the peoples’
concerns about e-voting. Analytic of this survey focused on two points; one is the privacy issues

while the other is the fearing fraud.

The literature review shows many ways to achieve the objectives of an E-Voting System,
but none of them solved the conflict between vote verification and receipt-free. Also for our
knowledge none used the combination of ring-signature with smart-contract on Ethereum

Blockchain to implement an E-Voting System which we used.



Chapter Three
System

Architecture and
Methodology
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System Architecture and Methodology
System Architecture

The system architecture of our proposed system, can be described using the following
design which shows the different components of the that are interacting together [27], to perform

the functional operations of the system.

C Election Regulation (

Y

E-Voting System
Functions
C Voter Registration ) - > %
CCanoﬂdate Reg|strat|on) VOter
C Voting ) < > )
N % C — ) 2 Candidate
[ Q C Verification ) IE - =
O , - tC Self Signature ) Reg User
API < .
Legacy ;’ C Tally Protection ) - "
users DB ! Elc User
rl [ web3 J
1
! A A
, Y \
' - »[ Smart Contract ]
r -
! 7 A A
our ,’ -7
Contribution =~ \ J Y
Blockchain

Figure 1:The architecture of proposed system.

Figure 1 illustrates the different components of our proposed system. the system is
interacting with some actors like voters, candidates and authority users. The system has to be

authorized by the Authorities and following the Regulations. The figure also shows the different
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functions used by the system. the system uses the Blockchain as a backend database to store
every transaction using smart-contract. The interaction between the Blockchain and the user
interface is using web3 library. The choice of web3 library is based on three advantages. Its
compatibility with different browsers, the many online documentations, and to make the

interface customized and friendlier.

System Components

The components of the system are detailed by their functionality which are:

Election Regulations: which represent the Regulations and Lows that control the Election

Process.

Legacy Users DB: is a Database that contains the legitimate voters and it feeds the system with

the needed user data. This data is fed using an API that communicate the system and the Database.

Voter: which is the Legitimate citizen who has the right to vote by the Regulations related to

election Process. This voter can perform the tasks: Vote, Register, and Verify.

Reg User: or Registration Authority, which performs the registration operations for the voters and

candidates. The Tasks are: Register, Assign Keys, Modify Voters, Modify Candidates.

Elc User: or Election Authority, the committee which is responsible for the Election session, its
tasks are: Define Election, Set Election parameters like start and end time, Perform the final count

and publish the results.

Candidate: which is a voter who is registered as candidate by the Registration Authority.

Blockchain: which is used as back-end Database to store the election process.
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JSON Object: used to perform a Like Database for users’ and candidates’ data.

HTMLYS5: is used as front end interface for all actors.

Web3: A JavaScript library which is used to communicate the system with the Blockchain.

Self-Signature: this is our mechanism to apply verification on Ballot without the ability to poof

for others that this Ballot content belongs to a which voter.

Tally Protection: a method to protect the results from being exposed before the tallying time.

Solidity Smart Contracts: which is a programming language used by the Ethereum Blockchain
to change the state of the Blockchain. These smart contracts will have the following E-Voting

system functions:

Voter Registration: which is to give the legacy user a Public and Private Keys or what

QD
1

is call Blockchain account on the Blockchain network.

O
T

Candidate registration: to mark a voter is being a legitimate Candidate.

Voting: which is performing a ballot like operation on the Blockchain.

(e}
1

Results: Perform the final count for ballots and view the result.

o
1
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Methodology

The implementation of this system is based on the methods and tools found in the literature
review. A system built of Blockchain, using the open platforms available for this technology like
Ethereum, while searching for cryptography algorithms to be used in some functions like the

anonymity requirement using the ring signature algorithm and so on.

This research will use the literature reviews and existing systems examinations to make an
overall study that gives this research the tools, which will help in finding solutions to solve the

research problem and achieve the features and functionality of the E-Voting System.

The implementation will be tested using case studies by performing a simulation of voting
process from the start of declaring election to finally tallying results. Also Monitoring system
performance could be done using existing Operating Systems performance tools like for example
to monitor performance in Linux OS. For instance, “htop” can be used to monitor the CPU and
RAM usage during the voting process. Additionally, it is possible to use smart contracts in the

Blockchain to provide statistics including concurrent users and votes per minutes and so on [28].

System Layers

Programing this such system will be set in three layers as shown in Figure 2:



= User Interface HTML5

=l Web3 Plugin

=4 Ganache Ethereum Blockchain
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Figure 2: Implementation Layers

Layer 1 [Top]: The user interface, using HTML5 to provide the user with the ability to

use the system. and to give the system the functionality and properties of the e-voting system.

Layer 2 [Intermediate]: a java platform to interact between the user interface and the
Blockchain. For this layer we will use web3 java library, all functions use web3 library are in

Appendix C.

Layer 3 [Bottom]: The decentralized database. The Blockchain that e-voting system will
use to store every transaction related to the system. in this layer we will use the Ganache network
as a Testnet network of the Ethereum Blockchain network. This Ethereum Blockchain network is
public Blockchain network just like Bitcoin, but it is based on the Proof- of-Stack (PoS) instead of
Proof-of-Work (PoW) as consensus algorithm to give the network scalability and to overcome the

power consumption issue related to PoW [29].

The programing of the system on the Blockchain will be using the deployment of smart

contract. Using Solidity programming language to make a small program that make transactions
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on the Blockchain. When this program is deployed on the Blockchain it will be used by the Web3
Library to store and read the voting components and variables on the Blockchain. The system is
using the Blockchain network as a database to store its variables. Simply the smart contract will

perform the functions of the system on the Blockchain.

Public Key Infrastructure

Public Key Infrastructure PKI, is a global mechanism to establish a trusted and secure
communications between two parties relaying on a third one which performs the trusted authority
which called Certificate Authority CA [30]. Error! Reference source not found. Shows a simple

architecture of PKI.

CA

\i
A

\J v
Server < Trusted Connection )‘ Client

Figure 3: Simple PKI system diagram

According to the National Strategy of Palestine 2017-2022 provided by the Ministry of
Telecommunications and IT, the Palestinian Government had started a project to make an e-
government in many fields, while we were making the proposal of this thesis, there were three

running projects: e-payment, Public Key Infrastructure PKI, and digital signature. The PKI and
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digital signature projects are promising projects that makes the ability to implement an e-voting
system more realistic. Because PKI and digital signature will give solutions for e-voting system
authentications and authorization issues appeared in many E-voting systems yet, like in [31] [19]

[32].

Because of the lack of PKI implementation in Palestine, a list of trusted and authorized
voters, trusted authorized candidates, and trusted authorities will be built on a rational database

to simulate that they are parts of a public key infrastructure.

The Blockchain Technology

Blockchain data structure is built by blocks as seen in Figure 4, based on [31] each block
is linked to the previous block using a hash function. The hash function is a mathematical way to
build a fixed length code of any arbitrary data, this code is very hard to be generated with any other
data. The chain is ordered in a chronological order, that any new block can only be added to the

end of the chain, the first block is the genesis block which starts the chain [7].

Block Il Block Il
Block Header Il Block Header Il
| Metadata Il ] | Metadata Ill |

Hash Reference to

the previous block
header

Hash Reference to
the transaction data

Hash Reference to

the previous block
header

‘—.

Transaction Data Il

Hash Reference to
the transaction data

Transaction Data Il

Figure 4: Blockchain structure [7]

Hash Reference to
the previous block
header
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The only way to insert a block between any two existing blocks is by rebuilding the reset
of the chain, which is hard because of the implementation of proof-of-work or proof-of-stake, this
proof concept is similar to mining for gold, miners make effort to find the gold, and so in
Blockchain technology you make effort by doing a hard calculation to find a nonce, this hard

calculation means CPU usage, which means power consumption [33].

The Blockchain technology provided a way to stamp the data shared by participants in a
way to prevent any change to any existing block in the chain, leaving adding blocks to chain is the
only way to add data which called transactions. This stamp is achieved by including the hash of
previous block in current block data, then the next block will also include the current block hash

in its data.

The Blockchain technology can be used as non-permissioned or permissioned Blockchain,
non-permissioned Blockchain also known as public Blockchain, where no limitation on block
access, that any participant in the Blockchain can see and verify the whole system. while
permissioned Blockchain which is known as private Blockchain where the system relies on some

external party to provide the authority and limitation on access to Blockchain [34].

Cryptography and System Functionality

The E-Voting system should meet the basic requirements mentioned before, some of these
requirements need some technical solutions with some Cryptographic Algorithms. For instance, to
apply validity on voting we will use an Algorithm named Ring Signature which will be explained
later. The Ring Signature gives the system the ability to validate that the voter is one of the eligible
voters without revealing this voter identity, while to allow the user to verify his vote, we will use

the random PIN codes and keep preventing the ability to prove that for others. Finally, to avoid
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any disclosure of results before the tally we will make Asymmetric encryption of each Vote using

the keys owned by the Election Authority, those algorithms are described next.

Asymmetric Encryption Algorithms (RSA)

The famous Asymmetric Encryption Algorithm RSA which is named for the first letters of
its founders Rivest-Shamir—Adleman. This type of encryption uses two keys, one for encryption
and the other for decryption. The parties involved in the process should keep one key as a secret,
this secret key is named Private Key. While the other one is to be shared with the other parties

which is named Public. The next Flowchart 1 is showing steps of generating the key pair [35].

Pic two Prime Namubers
pandq

letn=p
and @(n)=(p- 77(@‘ 1)

choose e €[0,¢p(n)-1]

find ed=1 mod ¢(n)

let e,n Public Key
while p,q.d Private Key

Flowchart 1: RSA flowchart

To generate cypher text C from Message M using public key e,n. we use C= m® mod n.

While to decrypt the cypher text C and return the original message M using private key p,q,d we
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use M=CY mod n. note that n = (p ). the idea is to keep p and q private and never share any of

them [36]. For our implementation we will use a Java Library to perform the encryption and

decryption using the RSA Algorithm.

Ring Signature

How to leak a secret? That is the title of paper which formalized the Ring Signature
Algorithm [37]. The idea is how would some member of a group leak a secret about this group
without expose himself. But in the same time he shall proof that the secret came from a member

of this group.
This Algorithm assumes that:

e There is a message has to be signed.
e All members share their public key.

e The signer should have both Private and Public Keys in hand.

To simplify this algorithm, we hash the message, pick a random number, assign dummy
values to each public key expect the signer key, we calculate a one-way encryption of each dummy
value using their assigned public key, we use the message hash with the random number and the
result of each calculation in an equation (symmetric encryption) to produce a value equals to the
chosen random number. For this equation to be satisfied we use the private key of the signer to
generate the dummy value that should be used with the public key of the signer in verification

process.

The output of the Ring Signature has 3 tuples, the Public Keys, with corresponding

generated sign values, and the test value. To verify this signature, we do:
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e We compute a one-way encryption of each pair.
e We hash the message.

e And finally apply the equation and check whether the test value satisfies the equation.

Figure 5 is an illustration of the ring signature from the original paper of how to leak a

secret.

koid yre, &)
y =g, )/ - \
o E
/@‘\\=g (x5)
Ey
Ek‘\_- _@/k
y :gT (x5 )

Figure 5: Ring Signature [37]

Based on the art of work in [37] the ring in this figure shows that it does not matter from
which signer we start the verify. And a chosen random number v used in the equation should also

be the result of the equation z=v.

Smart Contracts

The smart contract is the way we have chosen to interact with the Blockchain. A smart
contract on Ethereum is built using Solidity language, this type of software runs on Blockchain,

and usually used in the distributed applications DAPP [38].
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When this piece of software is compiled and submitted to the Blockchain network there is

no way to modify, delete or update it [13], this gives the smart contract the immutability.

Self-Signature Mechanism
We named this mechanism Self-Signature. This mechanism is used to achieve the
verifiability and prevent receipt-free conflict. That’s because only the voter her/himself can make

sure that this signed ballot is for her/him.

Let X be a Ballot with two parts Candidate P1 and PIN code P2, let P1’s address space =3,
let P2 a number of 4 digits freely chosen, Assuming A and B are two parties, B wants to make sure
that A votes for specific Candidate, for that, B asks A to specify a PIN code P2 in the Ballot as a

Mark that this ballot is their Ballot which voted for specific P1.

Then the address space of this Ballot p(X) = 3 * 10000= 30000.

If P1’s address space is still 3. But P2 is formed of two parts with two digits chosen from
four pairs, for example: Assuming ABCDEFGH are numeric digits, any digit can be from 0 to 9,
and randomly generated four pairs, then the possible formations of four digits from selecting two

pairs are limited to the items shown in Table 1:

AB CD EF GH:

Table 1:PIN Code Probability

AB | CD | ABCD
AB | EF | ABEF
AB | GH | ABGH
CD | AB | CDAB
CD | EF | CDEF

P WIN[F-
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6 |[CD|GH | CDGH
7 | EF | AB | EFAB
8 |EF |CD | EFCD
9 |EF |GH | EFGH
10| GH | AB | GHAB
11 | GH | CD | GHCD
12| GH | EF | GHEF

A list of all available PIN codes are shown in Error! Reference source not found..

Then the address space of B is 12, with probability of free choice is p(X)=3 * 12/

30000=0.0012;

Assuming B wants A to specify ABCD PIN code as a proof then its chance is less than
1% to success. In counteract for A who wants to verify his vote, it is less than 1% that this vote is

not his;



Chapter Four
Design and

Implementation
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Implementation

To build the three layers described in the architecture chapter using the tools and functions
specified in the methodology, we use the Unified Modeling Language which provides a standard
way to illustrate the design in a graphical view.

Modeling the System Parts
System Actors

The system design is based on the functions of each object involved in the voting system.

Those functions can be generated from the use case of each actor in the system:

Voter:

Voter Use Case

L e

Figure 6: Voter Use Cases

Elc User

Figure 6 shows that the voter can perform Register, Vote , Candidate himself, and verify

that his ballot was counted correctly

Registration Authority:
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Registration Authority

Open/Close
Reistration

Define Reg. Rules

Authorise Voter

Reg User

Authorise Candidate

Figure 7: Registration Authority Use Cases

The Registration Authority as shown in Figure 7, can Open Close Registration, define

rules, Authorize Voter and Candidates.

Election Authority:

Election Authority

Open/Close Election

Define Elec. Rules

Define
Start/End Date

Elc User

Count/
Publish Results

Figure 8: Election Authority Use Cases
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Election Authority Actor in Figure 8, should have the ability to open and close Election,
Define related rules, set the start and end dates for the election. And finally they are the responsible

for tallying the final result.

System Classes
To illustrate what type of data could be used from the legacy Database and fed into the

system, a voter class can be used for this purpose:

Voter Class

+ID:String
+Name:String
-Password:String
+Details:Object
+BCAddress:String
-PrivateKey:String
+PublicKey:String

+ Register(Election):Boolean
- Vote(CandID):Boolean
- Verify(CandID,Order):boolean

Figure 9: Voter Class

Figure 9 identifies the basic data types for this class, note that password and private key

are have private access.

The Election Authority Users should have a class with a minimum properties and functions

as shown in Figure 10:
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Elc Auth User

+Username:String
+Name:String
-Password:String
+Details:Object

+login(username,password):bool
+DefineElc(ElcName):String ElcID
+Start(ElcID):bool
+End(ElcID):bool
+Finish(ElcID):String

Figure 10: Election Authority User Class

The same is for Registration Authority, which also should have the minimum properties

and functions as shown in Figure 11:

Reg Auth User

+Username:String
+Name:String
-Password:String
+Details:Object

+login(username,password):bool
+AuthVoter(VoterID,BCAddr):bool
+AuthCand(CandID,ElcID):bool
+ModifyVoter(VoterID):bool

Figure 11: Registration Authority Class

Execution Stages
The whole process is taking place by executing the election in stages, the execution of the

stages is sequential:

The sequence diagram in Figure 12 is an illustration of e-Voting process
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Election Process Sequence Diagram

Declare new Election Process

e-Voting System

Acknowledge Voter

|

|

I

|

|

I

|

|

I

|

| R t to Regist |
| Squest 10 RegIster

| >
I I
| I
| I
I I
| I
| I
I I
|

I

I

| I
| Request to Register

update BC

Perform Register

———_—_———_— Y

Update BC
D
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| |
| |
| | | | |
:< Acknowledge Candidate I |
R I L B I
| ' | Activate Election P |
| | I »::twatt? ection Process >
I | I I
I I I I |  Update BC
| | | I ::
| | | |
| | | | N |
I I I.q Return Success/Fail |
| | | | |
I l | F’erform.‘*u-’ote I
| } t T L
| | | | |
| | | | | Update BC
| | | | |
| | | |
| | | N |
| - - - - - | __ RetumSuccessfal ________ 1
| | | | |
| | | Finish Election Process Hl
| | I |
| | | | |
| | | | Update BC
| | | | | i
| | | | |
| | | ' — |
I | € Return Success/Fail 1
_______ P il
| | | | |
| | | Return Election Result |
I |< """"" r 1 ]
| |
L

Figure 12: Voting Sequence Diagram
1- The Election Setup

The Election Authority Login into their system and define an election campaign.
They set a name, id, start date, end date. They can finish a running campaign, but should

not be able to edit a finished one.
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Candidate Registration

Any voter who has the right to be a candidate by the regulations should
communicate with the Registration Authority. The Registration Authority should mark or
add this voter to the candidate list.
Voters Registration

Normally by laws, a voter list is created by the Registration Authority, but the voter
should update his status and confirm that he is listed before the campaign begins. This
could be done in this system by testing to login the system before the election due date.
Also the Registration authority should combine each voter with an individual Blockchain
account to be used in our system.
Voting

Here is our main contribution in this thesis. On the election due date, the voters can
login into the system and vote for their candidate. The system will check if the voter on the
login page has the right to vote or not. If the voter has the right to vote. It will redirect him
to the voting page. Once the voter chose his candidate. The smart contract will update the
state of the Blockchain to mark the Blockchain account as voted. The smart contract also
will generate a ring signature for this voter and using the strategy of how to leak a secret
[37] pin a ballot for his candidate and sign it using this signature. Now the page will show
up to the voter five random numbers. Each one is consist of two digits’, and he should pick
up two numbers and combine them as a pin for his own reference. The smart contract
should sign this numbers with his ring signature. This is how only the voter can verify that
this vote is his vote.

Counting Votes
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When the election end date time comes. The smart contract for the voting should
be inactive. The Election Authority should trigger the Finish function to count all ballots
for each candidate and show the results in the results page.

6- Overall verification

The Blockchain structure can validate the overall verification of the process. The

end user or voter can return to his pin code to verify that his vote was counted and counted

correctly.

Layer 1, HTMLS Pages.

The user interfaces are an HTML pages and are subjected to be used by three types of user,

the Registration Authority, The Voters, The Election Authority

Registration Authority
The responsibility of this authority is to validate voters, and candidates, generate and assign

each voter a Blockchain account which contains a public and private key.

Also, this page should allow the authority to manage the profile of each voter.

This page is built using HTMLS and loads the voters’ data from JSON file instead of
Database for simplicity, the authentication to login into the system could be built on Blockchain
using smart contracts [39]. But also, this is built using simple username and password for this

implementation to make it easier to debug and control.

The next Figure 13 is a snapshot of web page for Registration Authority:
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‘Reg/RegistrationAuthonty.aspx o @ |2

Registration Authority

Mr Moh Ali

0x1d62f23102e96970084!

0xb0057716d5917badafd Assign Account

Mazen Khamal

OxacaS4efBbd>ffeed 1947t

0x829e9247df021ba3dbbc Assign Account

Figure 13: Registration Authority Page

The Election Authority

The responsibility of this authority is to define the rules that control the election process,
the election Authority Page provides its users the ability to Define new election, start the Election,
end the election, count the ballots and tallying the results. The next figure is a snapshot of the

Election Authority Page.

Election Authority

Election ID Election Name

1 First Campaign

Election Start Date Election End Date
4/19/2022 8:00:00 AM 4/19/2022 5:59:00 PM
Active O Current? Finished?

Figure 14: Election Authority Page
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Both Registration Authority and Election Authority would use tow identical login pages
for their tasks, also the Voter Login page will look like the same but with a little change in the

tasks that does, the login page shown in Figure 15 is the Voter Login:

Voter Login

& YourlD

Forgot Usernamae [ Password?

Figure 15: Login Page

Voting Page
Voters need a user interface to choose their candidate, the next image Figure 16 is a

snapshot of this page:



52

Please vote for candidate

Candidate One Candidate two Candidate three

[ ] [ [ ]

Figure 16: Voting Page

The next page after choosing the candidate, the web will display the PIN code page which

is showing in Figure 17: Selecting PIN.

. Please select two numbers for your pin

76 65 77 41

Your PKN{

Figure 17: Selecting PIN

Results Page

82



53

The results page is a page contains a statistical information about the current number of
voters which voted. And the final result will be shown only after the Election Authority Finalize

and count the election process. This page is shown in Figure 18:

Election ID: 1

Election Name:First Campaign

Election Starts at:4/19/2022 8:00:00 AM
Election Ends at:4/19/2022 5:59:00 PM
Election Activatedf@

Election Finished#2

Total Votes Yet: 5

Candidate One Candidate Two Candidate Three

b7 7 ' e 1]

Figure 18: Results Page

The Verifying Page will have an interface as shown in the next image Figure 19: Vote

Verify Page:
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Search for PIN:
| Search

Found PIN 2388

Candidate Two

Figure 19: Vote Verify Page
Algorithms

Each of Election Authority, Registration Authority and Voter pages are in a separated
folders or containers. while The code behind these pages can be illustrated in the pseudo algorithms

as shown in next algorithms:

The Registration Authority Login Page

Algorithm 1: Registration Authority User Login
Input: USER(String),PASS (String)
Output: PAGE(String)
begin

user +— USER

pass +— PASS

PAGE + Login.html //default case is to login failed
if userisAuth then

PAGE + Registration.html
end

return PAGE
end

Algorithm 1: Registration Authority Login
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The Election Authority Function:

Algorithm 2: Election Authority User Login

Input: USER(String),PASS (String)
Output: PAGE(String)

begin

user — USER

pass +— PASS

PAGE + Login.html [/default case is to login failed
if userisAuth then

| PAGE « Election Auth.html
end

return PAGE
end

Algorithm 2: Election Authority User Login
The Voter Login Function:

Algorithm 3: Voter Login

Input: USER(String),PASS (String)

Output: PAGE(String),BCA (Blockchain Account)
begin

user +— USER

pass +— PASS
PAGE + Login.html [ /default case is to login failed
if userisAuth then
PAGFE + Voting.html
BCA + user.keys
end

return PAGE
end

Algorithm 3: Voter Login Algorithm
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For both Registration and Election Authorities they have a very similar mechanism. While
the Voter login has additional data to be loaded and used. Which is the Blockchain Account
information that will be used in the voting process. For that purpose, the Blockchain account

information will be passed to the voting page.

The Voting flowchart is illustrated in Flowchart 2.
‘ Start '
Li
F““‘ [
essage

Ring Sign Ballot Errorm
Encrypt Ballot

Mark as Voted L
Push Ballot to List N is Voter? Ye

l No has Voted?
Update the Blockchain
splay Candidates

by DiSp\ay
¥ Message
Display Success
Select Candidate

Message
Display PIN Parts
Select PIN

. Display Aborting
@ "

Flowchart 2: VVoting Process Flowchart

n
L

The process of preparing a ballot is shown in Flowchart 3. This process is to prepare the
ballot as a string ready to be signed and encrypting, the implementation will use Ring Signature
JavaScript Library “ring-crypto” to sign the ballot using all voters’ public keys. Then the ballot

will be encrypted with its signature using one-way trap-door function RSA. Another JavaScript
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Library named JSEncrypt The Used Public key for encryption is selected by the Election

Authority. The Authority reserves the Private key to be used in Tally stage.

Set M= User Vote and PIN

Set C= Current Voter Private Key

Let (P1,P2,...Pn)=0ther Voters Puplic Keys

Perform third Party Crypto RingSign

Return(HASH)

Flowchart 3: Prepare Ballot

Next is flowchart of Loading Ring Signature Key:
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Start Load(RingSignKey)

Create Blank RingSignKey

Loading Accounts

load Private key of current

Account==Voter Account A

return{RingSignkey)

RingSignKey is Empty SecKey=Account PrivateKey

RingSignKey=Account.PublicKey RingSignKey XOR=Account.PublicKey

Figure 20: loading Public Keys for Ring Signature

While implementing Ring Signature using java script, the library failed to hand the BigNumber
data type, and therefore, the implementation of Ring Signature was built from scratch using C#,
the code is found in Appendix B. and because of the nature of C# is server side, the call was

through Application Programming Interface API and using JavaScript Library called Axios.

While the vote function which is used by the smart contract is shown in the next

flow chart:



Start

GG

IYtes

Yes Has Voted? No

S S

Push Ballot

I Retern Fail
Mark as Voted

;

Increment Vote
Counter

[ » Return success

z
o

}

Flowchart 4: Smart Contract VVote Procedure

The tallying process is illustrated in the next flowchart:
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start Counting Votes

Loading More Ballots

Finish Counting Decrypt Ballot

Verify Signiture

Alert Authority Count Candidate Vote

Flowchart 5: Vote Tally Process

The Flowchart 5 shows that process for count each candidate votes. All ballots are being
loaded one by one, a decryption of each ballot, verified and then counted to its chosen candidate.
There is no reference to the voter here, all votes are submitted chronically and being request by

iteration on index until reaching total voters count.

The Smart Contract

The code behind the smart contract is showing in Algorithm 4, the source code which is

written in Solidity is found in Appendix A :
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Algorithm 4 : Elections SmartContract
Input: Voter Address,Voter Status, Ballot Content,
election Status
Output: TotalVoted, Success/Fail,Ballot Content

def totalVoters ,Finished ,Active;
def ListOfBallot [], ListOfVoters[],ListOfVoted [];
def constructor ():{

TotalVoters=0;

Finished=false ;

Active=false;}
def Activate ():{

Active=true;}
def Finish ():{

Finished=true;}
def isVoter(_Address):{

return listOfVoters[_Address];}
def isVoted (_-Address):{

return ListofVoted [_Address];}
def AddRemoveVoter(_-Address):{

if (isVoter(_-Address){

ListofVoters [_Address]=false

telse {

ListofVoters [-Address|=true;
}

return true;}
def gettotalVotes():{
return TotalVotes;}
def getBallotByKey (_key):{
return ListofBallots;}
def doVote(-Ballot ,_Address):{
if (!lisVoter(_-Address) || isVoted(-Address)
|| lisActive() || isFinished ()){
return false;
telse {
ListofBallots [ TotalVoters]= _Ballot;
ListofVoted [ _.Address]=true;

TootalVoters++;
}
return true;
}

Algorithm 4:Smart Contract Algorithm

The algorithm above is the core of the election process, and some functions like finish
and activate can only set the value to true, and once it is true it cannot be set back to false. Which

gives us the immunity that we need.
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Experiment Results and Discussion

Result Setup
The implementation is tested by making an election process demo, which is by following

these steps:

1- Deploying smart contract on the Blockchain and getting its address.

2- Election Authority updates the rational Database with the new smart contract address
to be used in all transactions.

3- All involved voters should register to the registration authority.

4- Election Authority should now activate the current Election.

5- Voters log into the system using their username and password.

6- \oters use their private key to prepare their ballots. This private key is used for Ring
Signature Generation, voter legitimate, and to check whether the voter has voted or
not.

7- Authority Private Key is used to encrypt the ballot.

8- Voters submit their votes using the Authority private key.

9- Voters list is updated to mark the voter as voted using their address and signed using
their private key.

10- At the end the Election Authority mark the Election process as finished.

11- The result page counts the ballots for each candidate.

Results
The system architecture previously discussed is implemented using open source tools. The
system is consisting of three layers; the user interface, the Blockchain and the java libraries web3

and cryptography. Are all orchestrated to work together to handle all the process of voting.
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The user interface which is HTMLS5 pages are making the navigation simple and easy for users to

pick their candidates.

A test election was executed for three candidates; ten voters participates in the demo. The result

in the Figure 21 shows a debugging of submitting VVote to the Blockchain.

[ ﬂ Elements  Console » B1 [ = I

. M ® top Filter Default levels ¥
Some one: Please vote for candidate

vote.aspx:188

Your PlN: Finished?: false wote.aspx:173
geting W
5 3 4 3 @x3e5e911lae8eb78felcc3bb8915d5d461F3ef9al

result: true
has voted check: false
testing R3A

uDd1C5ZvXTUzCMBE1IM+UmvLeYsbIUhbskpbsPoX wvote

. . . n@9PngFXwZuAXOmHU1LWI6 1wRF3LNEPISpG1HhAeHDKTCb1]
Final Confirm? W+E2nBUQUIdWYYp2Rgnlaz eGDEdiuF SbwdK nGHMBELZzymRF FAGX1r

b/ MKwmL 56F36833QCqriFBU=
You have Successfuly Voted

Account: vote.aspx: 241
@x3e5e9111ae8eb78felcc3bb8I15d5d461F3ef9ad Voting:
uDd1C5ZvXTUzCMBE1IM+UmyLeYsbIUhbskpbsPoXn@9PngFXwZuAX0m

HU1LWS61wWRF 3 LNEPISpG1HNAEHDK7Ch1 VL Uox 1+E2nBUQUIdWYYp
2RgnlazeGDEd iuFSbwdKnGHmBELZzymR FFAGx ] mxb/MKwmL56F3B83
3QCarifeu=

Signing... vote.sspx:242

208 vote.aspx: 281

Sig: vote.aspx: 244
{@x@C8238eA2EE506DC4378RFAR2CCTFC385F3,8x@CEE72D2CCECT
S@ABB9311863757FFFELSF ,0x0C9286@A2ZEE5060C43TRBFE02CCTF
EBCE6D, BxeC3014E8F3BCAFSE201EDD@GCCETFFFEL3BE, 8xAC92388
A2EB506DCA370BFOQ2CCTFEESDEF, Bx@CE0ESF4R754CCEE2BE4C30
49767FFFE139,8xaC92880A2E850E0C43708FR02CC7FE55E05,8x0
C92830A2E3506DC43708FBB2CCTFFFELSS, Ox7CBA2BAEAS1CFD3ER
2075@FABSCECABIDF,3xAC99E16DDEDEADSAADGSASECACFTFFFEL2Z
3,08x@C92830A2E85060C43708F2B2CCTFEA4ELD, BACICSIEF19A6
64D4DBBT56E5ADBTFFFELLD, @x@C3288042E3506DC43708F@B2CCT
FF7FBE@,2x0CA13AD1BF371301175ABADBED27FFFELLL, 8x8C9288
BAZEB5B60DC43708FE@2CCTF7E863B)

has voted check: true vote.aspx:85
8 2022 - vot Privac Successfuly Voted vote.aspx: 255
2 U2 - vote - vacy
i Console  What's Mew ssues Search

Figure 21: Debugging Voting Process

In Figure 21 the debugging is first sows a check on election status is it Active or not, is it finished
or not, then checking the status of the voter is registered or not, then checks to see whether the
voter has vote or not yet. If all satisfy then the system will concatenate the vote with the pin and
encrypt them using the authority Public key, the encrypted data is signed with a Ring Signature.

next the system will push that Ballot with its signature into the list of Ballots and increment the

x
]
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total votes and marking the voter as voted in the List of Voted. And checks once again if the voter
has voted, and response with success if the check result is “voted”. Otherwise it will rise an error

because the transaction was not completed successfully.

Once the election Authority Finishes the Election, the result page should count the ballots for each

candidate after decrypting the ballot using the Election Authority Private Key.

Election 10:1 R (] | Eements Console » B1 & @ x
Election Name:Pal Election 5

- e -
Election Starts at:6/23/2022 1257:27 AM B ® [top 7| @ | Fiter Defaultleve =
Election Ends at:6/24/2022 12:57:27 AM 1 lssue: B 1
Election Activated®@ F5E2@1EDDRGCCB7FFFEL38,0x0C99E 16DDEDEODSEADESA4ECACFTF -
Election Finished: OF78F3, BxBCIBESF4B754CCBB23E4C3049767FFFE139, 8xACITEL6

DDEDEADSGADESALECACFTRDETEDE, BXOCI2E3042E8506DCA3THBFA
B2CCTFFFEL35, DxBCI9E16DDEDERDSBADGSASECACF 7FC2A3EM, BxD
C99E16DDEDE@DSEADESALECACFTFFFEL 23, 0x6F7581744BAECERCL

0x18706F2EeAe13383bB8e2C6d8EIC1f11B00112AE 80D94B1FF128FE826 ,0xACICSA5F 19A66404D0B756ESADBTFFFELL

D, Bx@CI5E16DDEDERDS6ADESAMECACFTFBSFIFS, BxBCAT3ADIEF3T

Election Smart Contract Address:

. 13D1175A54086027F FFEL11, @XPCEIEG0DEDECDSGADESAAECACFT
Total Votes Yet: 9 FEFB534) decrypted to: Candidate Taree,5457
ballot : 4 for: Candidste Three with  (index):389
PIN: 5457

Enc It
1¥palBIgtXvErf3RU10Gb15 202 Nq241qnHo6eE TKFEBLx177kKpE
FauYHknmXpSponTHH7 nebl +aSPPRmbES7-+Xam1 /U3UnnIxpConl 1X4
rmpddgxb03HE FjYRNKb4LE Y9 IDP 16/ Gy Ny Kk JGamSrRcaqpAn3
NGrKBAOKT=:

{@xBCIDESFABTSACCEB2BE4C3049767F CAIER], BxOCB6486405985
165920815214C77FFFE153, BxBCIBESF 407 54CC882BEAC3049767F
L9453, BxBCBBFFE191C41D8BE5415F110747F FFE145, BxOCIDESF
40754CC882BEAC3049767FEB130A, BXBCEET 2D2CCECT504093110
B3757FFFEL3F, @xOC99E5F40754CCAE28E403049767F 754060, 8x@
C9BESFABT5ACCEB2BEAC3B40767FFFET39, 0xADB623DIFCEDIATSS
CCS55388E219DCAB0F ,0%ACI9E16DDEDEADSGADESAGECACFTFFFELD
3,BxBC90ESFAR754CCE32BEAC3045767FT2F 246, BxOCICSABF19A6
64D4DA87S6E5ADO7F FFELD, Bx@CORESFAD75ACCEE2BEAC3048767
FEC3D46,8xBCAL 3AD18F 371301175ABADBD27FFFEL11, @xBCI0ES
F48754CCB82BE403049767FEDACTL) decrypted to: Candidate

Two, 1775
ballot : 5 for: Candidste Two with PIN: (index):303
Candidate One Candidate Two Candidate Three 1778
Enc (index):305
58K/UgSexh7@H00xHEPZ ]y sDS01NGE Brrs6He /ligny=vDYFu7n3aC
1 5 3 T6abqQ/U3RiuELbtDebz g ZcbisF+8/CIQe+EF CBHze2 Guanxs Ve

56UCIIICAIWGTQVErQul z+bFuci2Yxjup3Gye0cata+NyBU/ KDGZMA
O0CR2JVKE=:

{@x@Co014EBF 3BCAF SE201 EDDAGCCE7F 714607 ,@x@CBEFFE191C41
DEBES415F11D747FFFE145 , OxBCI@14EEF3ECAFSE201EDDAGCCBTF
96536E, Bx@CEE72D2CCEC750ARB9311083757FFFEL3F, 0xACI014E
SF3BCAF5E281EDDBECCB7F 7285EC, BX@C9R14E 5F 38CAFSE2D1EDDD
6CCBIFFFEL3B,@x4C71596CB27416888C6E45027 7EFD99ED, BX0C
9@ESF48754CC852BE4C3049767FFFE139, @XBCI014EBF 3BCAFSE2ZD
1EDD@ECCETFARESS2,@xBC99E16DDEDERDS6ADESAAECACF7FFFEL2
3,0x0C9814E8FIBCAFSE201EDDASCCETFBIECEE, BxBCOCS4EF1IAG
64D4D2B756E5ADB7F FFELLD, BxBC3014EBF 3BCAFSE2Q1EDDRGCCET -

- vote - Privacy
- Console  What's New Issues Search x

Figure 22: Counting Results

The next Figure 22 is a debugging of the counting process, and it shows the encrypted data being

decrypted and counted, PIN code and Ring Signature are shown too.

Any voter can search for his/her PIN code using verify page. Next Figure 23 is a snapshot of this

page.
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.Post back

Election Smart Contract Address:
0x18706F2EeAe13383bB8e2C6dBEICTf11B00112AE
Search for PIN:

1775

‘ Search ‘

Candidate found: Candidate Two
Ballot {RAW}:
IVpalBJOtXVErf8RU1eOGhbi520zLNg241gnNobeEzKf8B 1x177kKpO
FAwYMkhmXpSponTWW7neb1+a5PPmmbE97 +X2ml/U3Unn9x
pConlIX4rmp4dqxbO3H6fjYRhKb4LeY9jDPId/dyNgpxyKxkjGaw5
rRc89qpAn3NGrkBdOkl= y
Signature:

{0x0C90E5F40754CC882BE4C3049767FC43EB1,0x0C864864089B516592D815214C7
7FFFE153,0x0C90E5F40754CC882BE4C3049767F8COA53,0x0C8BFFB191C41D8BES4

15F11D747FFFE145,0x0C90E5F40754CC882BE4C3049767FEB130A,0x0C8BE72D2CC8 |

C750A0893110B3757FFFE13F,0x0C90E5F40754CC882BE4C3049767F75406D,0x0C9

© 2022 - vote - Privacy

Figure 23: Verify Page

The debugging is showing that a loop through all Ballots and decrypting the data to search

for the PIN is needed, as there is no direct access to this information without this loop and

decryption.

The anonymity is achieved by submitting the transaction using the authority address and
signed by the Ring Signature, that leads to make all votes to come from the same transaction source

address. Therefore, no one can tell who is the owner of this ballot. Figure 24 is showing two

transactions having the data of two different ballots.

% (] | Elements Console B2 &
M ® tpv @  Fiter Default levels ¥
2lssues: B2

13D1175ABADBED27FFFE111, BxBCI9E1E0DEDEBDSEADESAAECACET
FEF@534} decrypted to: Candidate Three,3457

ballot : 4 For: Candidate Three with (index):176
PIN: 5457

Enc (index):171
1VpalBIgtXVErFERULeDGS 15202 LNg24 1 antoBeE 2K F BB Lx177kKp@
F4YPkAMXpSoonTHHT nebl+aSPPrmbES7+X2ml /U3UnnaxpCon11X4
rmpAdaxb03HEFYRAKb4LE Ya3DP1E/ dyNapxyKxk IGauSrRcoqpan3
NGrKBAOkI=
(BxBLIBESFARTS4CC852BEAC3849767FCASEB] , BxOLBE4864859B5
165920815214CT7FFFELS3 , @xBCIBESF40754C 36 2BEACI4767F
8C9453, BxBCEEFFE101C41D8BE5415F 110747FFFEL4S, OxACIRESF
40754CC5328E4C3040767FEB130A, @xBCEE72D2CCACT50A0803118
§3757FFFE13F, BxACO0ESF40754CCa828E4C3049767F 754060, 0x8
C9BESF48754CCBE2ZBE4C3049767FFFEL39, BxBDB623DIFCBDIATS3
CC553B8E219DCABRF , OxPCI9E160DEDEBDSEADESAECACFTFFFEL2
3, 8BCIBESF48754CCE82BEA(3049767F 72F2A6, BxBLOCSIEF19A6

111,@x8C90ES5
to: Candidate

F48754CC8828E: 3913767 '*‘D-(:l decryy
Two, 1775

ballot : 5 for: Candidate Two with PIN:
1775

Enc (index)
SSI\‘LgSeM?Dl QoxKGpZ iy sDS01Ng1Bx+56Ne/ ‘qu‘\)ﬂ’DVrr!nﬁa\.
To U3RinELbtDebzlgZeb sF+B/CIQe+EFCBHze2)GuannsxVe
TQVErBulz+bFuci 2¥xjup3Gy@0caHa+NyBU/ kbGZHA

00CR2IVKE=:
{@xBC9@14EEF3BCAF SE201EDDBGCCETF 714607 , @xRCBEFFB191C41
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96536E, B0 D2CC8C7504889311883757FFFELSF, axaCIa14E
8F3BCAFSE281EDDAGCCBTFT2B5EC, BxBCIB14ERF 3BLAFSE2DIEDDD
6CCE7FFFEL38,0x4C71596C827416B88CEEA5027 7EFDIORED, ax8C
ORESFA@754CCEE2BE4C3049767FFFEL39,0xRC0014E8F3BCAFSE20
1EDD@ECCBTFABESS2, @xBCI9E18DDEDEBDSEADESALECACFTFFFELD
3,B%@CIB14ESF3BCAFSE2Q1EDD! 7FB36CBE, BxACICS4EF

Console

x
&



sender: {
0x90FB0fEA47IF320eadB7441124B0e7944E580901
contractAddress:

8x51923F8362842Cc05d@3a11aCF 2836342102185

data: {index):34
@xd2F5FFdoae [] 298fEbfEad79F322eadd7
441184bB27044 9128020 ] ai ] ai a
ae0 282002200000 BOBARE14666440564a6253

4d6a785858744d21635a69534d7066046262332b38655466776468
7a515@35324976797a4d5775444F6a427 830324537 325567562
77386T6a443774597243717370643975335369426e55685a694233
5@858726c716a557a69734434554630347146764437655638336754
6776594139367 256673977566960326863557151444 34837386377
453141382F5954454b7650364e584a7564F4161574b4b6e53344244d
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4c395153346a4d7545413977303741584F3335393352585654546¢
4b384e6d395a3268334142406d3855306d61776d35696a39476647
6d2b4e4e61387858684743456176685a5237766c6d6c6462306367
7571664a48615253747863784238616d584221396d386d3736336
577a63554554665a307085a6c7a555a6b673238784b6b6e4c4f3274
614F6e6F47577845677275656b3d2c4f6a4bbe5736324d58762F33
4b65666367776F665277387977697254356F4e79337974616:5269
37726F3359737a6e5a44644158634F546661663932526660573159
32586d4d7773712F56476874558484d4561337a78386e6962696a67
6C52565237375a2F7172675464386551603356414a3642704b6d6 3
3571776c2b38426e7032495133676d4F2b4F325867514842633355
644e84796a795343546158796c422F3667664F42745173413d2c5a

EEIhAAATEETAIREECIACEaARSTATAT ThIREOAaA-AFTIVECTEAEaTE

Console  What's New Issues Search
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sender: {
Bx90FBbfERA479F320eadd74411a4E0e7944E85c901

contractAddress:
Ax54537 cTAL45372dBCFdbBRRd4B3FE519198606E4

data:
ax46f7374dae

f{index):

[sfsblatsle] B6146a354234594053462703474
414c4cAF57E56346355075794164525534566769506F4450624364
4e53763569544278414505274e4CT1463872500156474441 354055
7767 2b73687430504F536F51736.395@796c63436.7458584.7346
4ed148354133516d3539687374776962325157352b4b4154354038
792b66566C35374360333775534a6d61614158744F2b592b4b4371
4a3da4c536C5779633435664756337740334c7259612b47773d2c48
6545455644564248396T420a406869624F 7a4378572F58755@4157
69727a5a4e6C5850495934373540947366146674263675131386233
Ab6d2b48493772726C344F614F3673383731413634404448325a42
786b475855436b6c53565138634972674230667a71594158697531
397979592T4459567a424261336d53783567795838601 2761776544
6F3779394d6c746e764a6057309376037587a6737324b4F7533364:
6666677 26144446b3d2c487453696D743030216F7267314149666F
A5424F516536326044390044414343307575525851443777725876
467768455a4435624e564139446456606584634978754946403379
A+423840h583973312b786F6F57314957384476703561597 2636445
7@6158364F37764139307a4869336142554c736b7a697156573633
4b7a33396a517945446F4144376b6431564d66367365735330315:
41343264735275766644405955686d774157673d2CBC38609385465
43576473695539573266545850666b62317a6c405741794b304348
31396c216d394147425172413835566940336a4147514d364820b78
31684F656a6T66797a6F3246302F352b6c606F4eda60302b706e72
4fECTB6T55395a79476C7263304972537066346F562748664d3477

2ae

Console  What's Mew Issues Search

Figure 24: Comparing two transactions

The results above show that the objectives of this thesis are achieved and can be

summarized in the findings listed next:

e Blockchain can be used to store election data for immunity and data protection.
e Smart Contract can be used to manage the Blockchain and store data. assuring there is no

alteration after a condition is met.

e One-way trap door is a good way to achieve privacy and secrecy even with access to the
Blockchain raw data.

e Ring signature is excellent when it comes to privacy assurance with no repudiation.

Blockchain Performance
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The creation of key pairs does not consume much time. A linear relation between the
increase of generated key pairs number and the generation time using ganache. This relation is
shown in Figure 25. Note this generation procedure is done using normal PC with no special

specification.

Key Generation Time
60.00

50.00
40.00
30.00
20.00
10.00

0.00
1 2 3 4 5 7 9 10

e 1000

Figure 25: Accounts generation and time consumption

Also the generation of large number of key pairs which depends on the number of voters
IS a onetime process. Therefore, it is not an issue if it consumed more time than the experimental

records.

Unfortunately, the ganache network which is used as a test net for the Blockchain in this
implementation does not support clustering, also transactions are mined instantly with no cost,
which will make it useless to test Blockchain performance because signing any transaction does

not consume any calculation resources like the signing in production network.

Security Concerns
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The only secured data is the non-existence one. In other words, there is no %100 secure
system [40]. Therefore, like any other system there some security concerns about the data, the

flow, and the behavior of the people involved in the E-Voting system process.

The concerns are list in three main points:

e The voters key pairs should be secured in all data states, which are storage, transmission
and processing.

e The flow of the process should be monitored to avoid any manipulation or cheating.
The privileges should also be restricted and apply Zero Trust theory in all election
Stages.

e The Zero Trust should be applied in the environment [41], the administrators,

employees, and even the high Authorities should be monitored.
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Conclusion and Future Works
Conclusion
Our implementation of E-Voting system has been completed. This system has fulfilled the
minimum requirement of any Voting System, which was discussed in the results section
mentioned before. which are; Completeness, Soundness, Privacy, Un-Reusable, Eligibility,
Fairness, Robustness, Incoercibility, Convenience. Beside the contribution of our work solved the
conflict between Receipt-freeness and Verifiable. While Robustness, Incoercibility, Convenience

are met by applying the overall architecture.

The completeness and soundness are related to the environment more than the system.
while Un-Reusable is by Blockchain by nature. Fairness is justified by registration before the

election start.

We met the Verifiability by adding PIN codes, and Receipt-freeness by making them

random and uncontrolled by the Voter.

Future Work
The is no such project “perfect”, but at least an E-Voting System built on Blockchain that
provides integrity and verifiability is a success, our work could be a step in any future related E-

Voting System in Palestine. Especially if a PKI project is done.

Performance measurement, integration with PKI, and overall verification as a function

should be taken in concern in future work.

Also a review to the regulation and local law regarding elections should be considered in

any future work.
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Appendices

Appendix A Smart Contract Using Solidity

pragma solidity *0.5.10;
contract voting {
uint TotalVotes;
bool private Finished;
bool private Active;
mapping(uint => string) public votes;
mapping(address => bool) public votedlist;
mapping(address => bool) public voterList;
constructor() public{
TotalVVotes=0;
Finished=false;
Active=false;
}
function doVote(string memory _vote) public returns(bool){
if ( (isFinished()==true) || (isActive()==false)) {
return false;
Yelse {
TotalVotes+=1;
votes[Total\VVotes-1]=_vote;
[Ivotedlist]_addr]=true;
return true;

¥
¥

function getTotalVVotes() public view returns(uint) {
return TotalVotes;

}

function getVoteByKey(uint _key) public view returns( string memory){
return votes[_key];

}

function setVoted(address _addr)public {
votedlist[_addr]=true;

¥

function isVoted(address _addr) public view returns(bool){
return votedlist[_addr];

}

function isVoter(address _addr) public view returns(bool){
return voterList[_addr];

}

function addRemoveVoter(address _addr,bool _status) public {
voterList[_addr]=_status;

¥
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function Finish()public{
Finished=true;

}

function isFinished()public view returns (bool){
return Finished:;

}

function Activate() public{
Active=true;

}

function isActive() public view returns(bool){
return Active;

¥
k

Appendix B Ring Signature Using C#

using System;

using System.Text;

using System.Security.Cryptography;
using System.Numerics;

using System.Collections.Generic;
using System.Ling;

using System.Web;

using System.Web.Ul;

using System.Web.UIl.WebControls;
using System.Globalization;

using System.Data.SqlClient;

public partial class _Default : Page
{
public bool dbg = false;
public class myPoint
{
public myPoint(BigInteger _x, Biglnteger _y)
{
X
Y
}
public Biginteger X;
public Biginteger Y;

X
_Y

}
public class Key

{
public Biginteger[] Pub;

public Biginteger Priv;
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public bool isSigner;

}
public BigInteger Parselt(String x)

{
if (x.StartsWith("0x"))

{
x = x.Replace("0x", "0");
return BigInteger.Parse(x, NumberStyles.AllowHexSpecifier);

¥

else

{
return Biginteger.Parse(x);
}
}
protected void Page_Load(object sender, EventArgs e)

{

List<Key> keys = new List<Key>();

int_s=0;

String connectionString = "Data Source=DESKTOP-VPJP6SI\SQLEXPRESS;Initial
Catalog=bcUsers;User ID=user;Password=Password";

SqlConnection conn = new SglConnection(connectionString);

conn.Open();

if (Request.Form.AllKeys.Length == 0)

{

return;

}

string btnVerify = Request.Form.Get("Verify");
string btnSign = Request.Form.Get("Sign");
string strSignature = Request.Form.Get("txtSignature™);
string strSignedData = Request.Form.Get("txtSignedData");
string strDataToSign = Request.Form.Get("txtmsg");
string strSigner = Request.Form.Get("txtSigner");
String strAPI = Request.Form.Get("API");
if (btnVerify == "Verify")
{
String md5 = "0x" + getMD5(strSignedData);
doVerify(strSignature);
return;
}
if (btnSign == "Sign")
{
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SglCommand cmd = new SqglCommand(*“select * from (select PrivateKey,PublicKey,1
as _s,'A"as Ord from voters where id=" + strSigner +
" union select top 3 '0x0' as PrivateKey,PublicKey,0 as _s, 'B' as Ord from Voters
where id <>" + strSigner + ") as t order by ord ", conn);
SqglDataReader dr = cmd.ExecuteReader();

intcnt=0;
while (dr.Read())
{

Key mk = new Key();
mk.Priv = Parselt(dr.GetValue(0).ToString());
String testLen = dr.GetValue(1).ToString();

String testStr = "0x0" + dr.GetValue(1).ToString().Substring(2, 64);
String testStr2 = "0x0" + dr.GetValue(1).ToString().Substring(66, 64);
mk.Pub = new[] { Parselt(testStr), Parselt(testStr2) };

mk.isSigner = false;
if (dr["_s"].ToString() =="1")
{
_s=cnt;
mk.isSigner = true;
}
cnt=cnt + 1;
keys.Add(mk);

}
dr.Close();

conn.Close();

ky

String myMessage = strDataToSign;

List<BiglInteger> ix = new List<BigInteger>();

List<BigInteger> sx = new List<BiglInteger>();

Biginteger Arb = Arbitary(786854332);

Biginteger[] OPrimZ = ConstructOPrim(Arb * Arb, keys[0].Priv, Arb);

Biginteger[] OPrim = { OPrimZ[0], OPrimZ[1] };

String bitsOPrim = OPrim[0].ToString("X") + OPrim[1].ToString("X");

Biglnteger bnOPrim = BiglInteger.Parse(*'0" + bitsOPrim,
NumberStyles.AllowHexSpecifier);

iXx.Add(GetH(bnOPrim, myMessage));
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sx.Add(0);

for (inti =1;i < keys.Count; i++)

{
Biglinteger arb = Arbitary(789789789);
sx.Add(arb);

Biglinteger[] tmpOa = getOkis(keys][i].Pub, ix[i - 1], arb);

String tmpol = tmpOa[0].ToString("X");

String tmpo2 = tmpOa[1].ToString("X");

BiglInteger tmpO = BiglInteger.Parse("0" + tmpol + tmpo2,
NumberStyles.AllowHexSpecifier);

iIX.Add(GetH(tmpO, myMessage));

}

Biginteger last_s = getSforl(keys[0].Priv, ix[ix.Count - 1], OPrimZ[2]);
Biglnteger[] test = getOkis(keys[0].Pub, ix[ix.Count - 1], last_s);

String lastTest = "0" + test[0]. ToString("X") + test[1]. ToString("X");

Biglnteger testBn = BiglInteger.Parse(lastTest, NumberStyles. AllowHexSpecifier);
sx[0] = last_s;

String FinSig ="{" + myMessage;

for (inti=0; i < ix.Count; i++)

{
FinSig +="," + keys[i].Pub[0]. ToString("X64") + "," +
keys[i].Pub[1]. ToString("X64") + " + ix[i]. ToString("X32") + "," + sx[i]. ToString(""X2");
Biglinteger[] nO = getOkis(keys[i].Pub, ix[i], sx[i]);
Biglnteger bitO = Biglnteger.Parse("0" + nO[0]. ToString(""X2") +
nO[1].ToString("X2"), NumberStyles.AllowHexSpecifier);
Biginteger w = GetH(bitO, myMessage);

j
FinSig +="}";

if (strAPI =="API")
{
Response.Write(FinSig);
return;
}
print(“final Signiture:<p>" + FinSig);
int start = 3;
Biglnteger t = Verify(keys[(start + 1) % ix.Count].Pub, ix[(start) % ix.Count], sx[(start +
1) % ix.Count], myMessage);
BiglInteger StartBn = ix[start];
Biginteger last i=0, last s=0;

Key _last_Key = new Key();
for (int i = (start + 1) % ix.Count; i !=start; i = (i + 1) % ix.Count)

{
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t = Verify(keys[(i + 1) % sx.Count].Pub, t, sx[(i + 1) % sx.Count], myMessage);
_last_i=t;
_last_s = sx[(i + 2) % sx.Count];
_last_Key = keys[(i + 2) % sx.Count];
}

t = Verify(_last_Key.Pub, _last_i, _last_s, myMessage);
if (dbg) print("Finish result:" + t.ToString("X"));

public void doVerify(String strSign)

{
String noBrackets;
noBrackets = strSign.Replace("{", "");
noBrackets = noBrackets.Replace("}", ");
String[] sign = noBrackets.Split(’,");
String myMessage = sign[0];
List<Key> keys = new List<Key>();
List<BigInteger> ix = new List<BiglInteger>();
List<BigInteger> sx = new List<BigInteger>();
List<BigInteger> LBN = new List<BiglInteger>();

for (inti=1; i <sign.Length; i++)

{

LBN.Add(Parselt("0x0" + sign[i]));
by
for (inti = 0; i < LBN.Count; i += 4)
{

Key k = new Key();
I/ String strLBN = LBNT[i].ToString(""X");
//strLBN = "0x" + strLBN;
/[ String Partl = "0x0" + .Substring(2, 64);
//String Part2 = "0x0" + strLBN.Substring(66);
Ilprint("len Key:" + strLBN.Length);
k.Pub = new[] { (LBNTi]), (LBN[i + 1]) };
keys.Add(k);
iX.Add(LBNTJi + 2]);
sX.Add(LBNTi + 3]);

}

int start = 3;

print("Keyx:" + keys[start].Pub[0]. ToString("X") + " y:" +
keys[start].Pub[1]. ToString("X"));

Biglinteger t = Verify(keys[(start + 1) % ix.Count].Pub, ix[(start) % ix.Count], sx[(start +
1) % ix.Count], myMessage);
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print(“start point:" + ix[start]. ToString(""X"));
print("test result:[" + start + "]" + t.ToString("X"));
BiglInteger StartBn = ix[start];
Biginteger last i=0, last s=0;
Key _last_Key = new Key();
for (int i = (start + 1) % ix.Count; i !=start; i = (i + 1) % ix.Count)
{
print("Keyx:" + keys[i].Pub[0]. ToString("X") + " y:" + keys[i].Pub[1]. ToString("X"));
t = Verify(keys[(i + 1) % sx.Count].Pub, t, sx[(i + 1) % sx.Count], myMessage);
print("test result:[" + i + "]" + t. ToString("X"));
_last_i=t;
_last_s = sx[(i + 2) % sx.Count];
_last_Key = keys[(i + 2) % sx.Count];
}
if (_last_i == StartBn)
{
print("<B><div ><font color=green>Success</font></div>");
/I print("Sig:" + FinSig);

¥

else

{

print("<B><div ><font color=red>Failed</font></div>");

public BigInteger Verify(BigInteger[] _pub, Biginteger _i, Biglnteger _s, String _m)
{
Biginteger[] sg = ECMultiplication(_s, g);
Biglnteger[] ik = ECMultiplication(_i, _pub);
Biginteger[] ret = ECaddition(ik, sg);
String bitStr = "0" + ret[0]. ToString("X") + ret[1]. ToString("X");
Biglinteger bits = BiglInteger.Parse(bitStr, NumberStyles.AllowHexSpecifier);
Biginteger h = GetH(bits, _m);
return h;
}
public Biginteger[] getOkis(BigInteger[] _pub, Biglnteger i, Biginteger s)
{

Biglnteger[] sg = ECMultiplication(s, 9);
Biginteger[] ik = ECMultiplication(i, _pub);
Biglnteger[] ret = ECaddition(ik, sg);

return ret;
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}
public Biginteger getOkisBn(BiglInteger[] _pub, BigInteger i, BigInteger s)

{

Biglnteger[] sg = ECMultiplication(s, 9);
Biginteger[] ik = ECMultiplication(i, _pub);
Biglnteger[] ret = ECaddition(ik, sg);

String bitStr = "0" + ret[0]. ToString("X") + ret[1]. ToString("X");
Biginteger _ret = BigInteger.Parse(bitStr, NumberStyles.AllowHexSpecifier);

return _ret;
}
public BigInteger[] ConstructOPrim(BiglInteger i, Biginteger _Priv, Biginteger _s)
{
Biginteger Z = (i * _Priv) + _s;
Biglnteger[] oPrim = ECMultiplication(Z, g);
Biginteger[] RoPrim = { oPrim[0], oPrim[1], Z };
return RoPrim;
}
public BigInteger getSforl(BigInteger Priv, Biginteger _i, Biginteger Z)
{
Biglnteger t = 0;
t=2Z-(i*Priv);
return t;
}
public Biginteger GetH(BiglInteger O, String m)
{
string str = getMD5(m);
Biginteger mh = BiglInteger.Parse("0" + str, NumberStyles.AllowHexSpecifier);
string oStr = O.ToString("X");
string H = oStr + mh.ToString("X");
string stri = getMD5(H);
Biginteger i = Biglnteger.Parse("0" + stri, NumberStyles.AllowHexSpecifier);

return i;
}
private static Random random;
private static object syncObj = new object();
public Biginteger Arbitary(int n)

{

lock (syncObj)
{
if (random == null)
random = new Random();
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Biginteger b = n ~ new Biglnteger(random.Next(n));

String mdstr = getMD5(b. ToString("X"));

Biginteger _n = BiglInteger.Parse("0" + mdstr, NumberStyles.AllowHexSpecifier);
return _n;

¥

[l return n;

¥

protected void print(string s)

{

¥
public string getMD5(string input)

{

Response.Write('<p>Out:" + s);

Il Create a new instance of the MD5CryptoServiceProvider object.
MD5 md5Hasher = MD5.Create();

/I Convert the input string to a byte array and compute the hash.
byte[] data = md5Hasher.ComputeHash(Encoding.Default.GetBytes(input));

/I Create a new Stringbuilder to collect the bytes
/[ and create a string.
StringBuilder sBuilder = new StringBuilder();

/l Loop through each byte of the hashed data
/l and format each one as a hexadecimal string.
for (inti = 0; i < data.Length; i++)
{

sBuilder.Append(data[i]. ToString("'x2"));

}

I/l Return the hexadecimal string.
return sBuilder.ToString();

static BiglInteger p =
BiglInteger.Parse("115792089237316195423570985008687907853269984665640564039457584
007908834671663");

static Biglnteger n =
BiglInteger.Parse("115792089237316195423570985008687907852837564279074904382605163
141518161494337");

static BigInteger[] zero={0, 0 };

static Biginteger[] g = {
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Biglnteger.Parse("'550662630222773436695787188951685343262506034537775941755001873
60389116729240"),

Biglnteger.Parse("326705100207588169780830851305070431844712733806592432759389043
35757337482424™)};

public static void Main()

{
Biginteger[] g0 ={ 0, 0 }, g2 = ECdouble(g), g4 = ECdouble(g2);
Biglnteger[] z = ECMultiplication(7, g);
Console.WriteLine(z[0].ToString());
Console.WriteLine(z[1].ToString());
Console.WriteLine(IsOnCurve(z));
Console.WriteLine(IsOnCurve(zero));

}

public static BigInteger inverse(Biglnteger a, Biginteger m) { return Biginteger.ModPow(a,
m-2,m); }
public static Biginteger[] ECdouble(BigInteger[] point)
{
if (point[1] == 0) return zero;
Biglnteger slope = (3 * BigInteger.ModPow(point[0], 2, p) * inverse((2 * point[1]), p)) %

Biginteger x = (BigInteger.ModPow(slope, 2, p) - (2 * point[0])) % p;
Biginteger y = (slope * (point[0] - X) - point[1]) % p;

if (x<0)x+=p;

if (y<0)y+=p;

Biglnteger[] coord = { X,y };

return coord;

¥
public static BigInteger[] ECaddition(BiglInteger[] pointl, Biginteger[] point2)

{
if (point1[1] == 0) return point2;
if (point2[1] == 0) return pointl;
if (point1[0] == point2[0])
{
if (point1[1] == point2[1]) return ECdouble(pointl);
return zero;
}
Biglinteger slope = ((point2[1] - point1[1]) * inverse(point2[0] - point1[0], p)) % p;
Biginteger x = (BigInteger.ModPow(slope, 2, p) - point1[0] - point2[0]) % p;
Biginteger y = ((slope * (point1[0] - X)) - point1[1]) % p;
if x<0)x+=p;
if(y<Q)y+=p;
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Biglnteger[] coord = { x,y };
return coord;

ks

public static Biginteger[] ECMultiplication(Biginteger k, BigInteger[] Gpoint)
{

Biglnteger[] powerOfTwo = Gpoint;

Biglinteger][] result = zero;

k%=n;if (k<0)k+=n;

while (k > 0)
if (k & 1) == 1) result = ECaddition(result, powerOfTwo);
k>>=1;
powerOfTwo = ECdouble(powerOfTwo);

ky

return result;

public static bool IsOnCurve(Biglnteger[] point)
{

BigInteger x = point[0] % p; if (x <0) X +=p;

Biglnteger y = point[1] % p; if (y <0) y +=p;

return Biglinteger.ModPow(y, 2, p) == (BiglInteger.ModPow(x, 3, p) + 7) % p;
}

Appendix C Javascript Functions Using Web3

<script language="javascript">

var publicKey =~

----- BEGIN PUBLIC KEY -----
MIGfMAOGCSqGSIh3aDQEBAQUAAAGNADCBIQKBgQDIOJu6TyyggxfWT7eLtGDwajtN
FOb9I5XRb6khyfD1Yt3YiCgQWMNW649887VGJiGr/L5i20sbI8C9+WJTeucF+S76
XFxdUGJEONQ+Z+zEdhUTooNRaY5nZiusPgDBOED/ZKBUSLKL7eibMxZtMIUDHjm4
gwQcolKRMDSmMmXSMkDwIDAQAB

----- END PUBLIC KEY-----7;

bcServer="http://localhost:7545";//this is ganache server host and port

const web3 = new Web3(Web3.givenProvider || bcServer);

var acc;// acc stands for account

var TV=0;// TV Stands for TotalVVoters

const getAccounts = async () => {// changed to wait activation

console.log("private key is:",voterPrivKey); //voterPrivKey is loaded from the server side after
authentitication
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let account = await web3.eth.accounts.privateKeyToAccount(voterPrivKey)
var balance=await (web3.eth.getBalance(account.address));
acc=account;
console.log(acc.address," balance:",balance);
}
async function LoadAcc(){
console.log(*'Loading private key is:",voterPrivKey);
let account = await web3.eth.accounts.privateKeyToAccount(voterPrivKey)
var balance=await (web3.eth.getBalance(account.address));
acc=account;
console.log(*'Loading", acc.address," balance:",balance);
}

async function hasVoted(_addr){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
result=await voting.methods.isVVoted(_addr).call();
console.log(*has voted check:" result);
return result;

}

async function isVoter(_addr){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
console.log("geting™,_addr," status");
result =await voting.methods.isVoter(_addr).call();
console.log("'result:",result);
return result;

¥

async function getTotalVVotes(){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
TV=await voting.methods.getTotalVVotes().call();
console.log("vaue=",TV);
return TV;

by

function getVoteByKey(_key){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
var vote=  voting.methods.getVoteByKey(_key).call();
console.log(*"VVote=",vote);
}

function countForCand(v){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
var tmpV= getTotalVotes();
var i=0;
var x=0;
for (i=0;i<tmpV;i++){
console.log(voting.methods.getVVoteByKey(i).call());
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async function getTV(){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
console.log("calling total votes");
var result=-1;
result =await voting.methods.getTotalVVotes().call();
console.log(result);
console.log("Called™);
return result;
}
async function addRemoveVoter(_addr,_addrem){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
console.log("setting”,_addr,” Voter to:", _addrem);
var result=false;
result =await voting.methods.addRemoveVoter(_addr, addrem).send();
console.log("result:",result);
return result;
}
async function amlActive(_item,_addr){
tmp=await isVoter(_addr);
if (tmp.status){
console.log("yes",_item);

Yelse {

console.log(no:",_item);

alert("'test:",tmp);

return tmp;

}

async function isFinished(){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
result=await voting.methods.isFinished().call();
console.log(*Finished?:" result);
return result;

}

async function isActivated(){
const voting=new web3.eth.Contract(ABI,smartAddr,{from:acc.address});
result=await voting.methods.isActive().call();
console.log("Activated?:" result);
return result;

}

async function submitMyVote(_addr){

_ballot=document.getElementByld(‘chosenCand").value +
document.getElementByld('myPin’).value ;
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var balance=await (web3.eth.getBalance(smartAddr));
console.log(*Contract addr:",smartAddr," balance:",balance);
console.log(*"submiting: balot",_ballot);
result=await isActivated();
if (result){
console.log("Election not started yet");
document.getElementByld("FinishStatusFail™).innerHTML="Failed to Complete Voting";
return false;
}
result=await isFinished();
if (result){
console.log("Election Finished Man!");
document.getElementByld("FinishStatusFail").innerHTML="Failed to Complete Voting";
return false;
}
result=await isVoter(_addr);
if (Iresult){
console.log(*'failed not a VVoter");
return false;
Yelse {//voter
result=await has\Voted(_addr);
if (result){
console.log(*"Voter Already Voted ");
return false;
}else {//not voted
let vaccount = await
web3.eth.accounts.privateKeyToAccount('0x4f3edf983ac636a65a842ce7c78d9aa706d3b113bce
9c46f30d7d21715b23b1d")
const voting=new web3.eth.Contract(ABI,smartAddr,{from:vaccount.address,gasLimit:
"1200000"});
console.log(*testing RSA™);
var encrypt = new JSEncrypt();
encrypt.setPublicKey(publicKey);
console.log("Account:”, addr,” Voting: ",_ballot)
console.log("Signing...");
var strsig= await GetSignature(_ballot,VID);
console.log("Sig:",strsig);
var sigSlics= strsig;
var encrypted=""",
for (i=0;i<sigSlics.length;i+=110){
var slc=sigSlics.slice(i,110+i);

console.log("Slice=",i," :",slc);
if (iI==0){

encrypted=encrypt.encrypt(sic);
Yelse {

encrypted+=","+encrypt.encrypt(slc);
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try {
console.log("Submitting:",encrypted);

result=await voting.methods.doVote(encrypted ).send();
} catch (err){
console.log("Error:" err);
Hinally {
console.log("Marking as Voted.....");
res=await voting.methods.set\Voted(_addr);
if (res) {
console.log("Marked As Voted");
}

}
if (result) {

console.log(result);
res=await hasVVoted(_addr);
if (res){
console.log(*"Successfuly Voted");
document.getElementByld("FinishStatusSuccess").innerHTML="You have
Successfuly Voted™;
}
else {
console.log("Failed:",res);
document.getElementByld("FinishStatusFail™).innerHTML="Failed to Complete
Voting™;
}
return result;
Yelse {
document.getElementByld("FinishStatusFail").innerHTML="Failed @ to = Complete
Voting™;
console.log("General Failure");
return result;

¥
¥
¥
k

/I 'Using Axios
async function GetSignature(data,id) {
var res = await
axios.post(‘/cring/default.aspx’,{txtmsg:data,txtSigner:id,Sign:'Sign’,API:'API'} {
headers: {
‘Content-Type'": 'multipart/form-data’

1)
if(res.status == 200){



console.log(res.status)

¥

return res.data;

¥

</script>
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