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Abstract

Background: Currently, governmental as well as private hospitals, clinics, community health and
primary health care centers use some sort of electronic health information system (eHIS) to manage
and archive health information. The general aim of this study was to obtain recommendations to
improve the user friendliness in archiving and retrieval of patient health information in the
currently used eHIS in Palestinian hospitals.

Methods: In this study, in-depth qualitative interviews in an explorative design were used. The
in-depth qualitative interviews were conducted in compliance with the consolidated criteria for
reporting qualitative research checklist. The interviews were conducted with the help of an
interview guide that was developed for this study. The interviewees were recruited from different
hospitals/clinics that belonged to the governmental, private, and UNRWA sectors. The audio

recorded interviews were transcribed and their contents were analyzed thematically.
Results: Of the interviewees, more than half (66.7%) were female, 25 (69.4%) were younger

than 30 years, 33 (91.7%) had bachelor’s degree, 6 (16.7%) were physicians, 32 (88.9%) were
employed by private hospitals, 14 (38.9%) had an experience of 5 years and more, 11 (30.6%)
used the eHIS more than 50 times weekly, and 14 (38.9%) spent more than 30 hours on the eHIS
weekly. When the interviewees were asked to express their views and opinions on the eHIS, the
majority of the interviewees (75.0%) thought that both the eHIS and the paper-based archiving
system were inflexible. Additionally, 55.6% of the interviewees reported that the currently used
eHIS did not fulfill their needs. The qualitative analysis of the interviews led to the emergence of
multiple themes and subthemes. The themes include experiences of the interviewees with the eHIS,
advantages of the eHIS compared to the paper-based system, disadvantages of the eHIS compared

to the paper-based system, general recommendations to improve the current eHIS, advantages to
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facilitate data collection for the purpose of scientific research, recommendations to improve the
accuracy, security, and flexibility of data archiving and retrieval, archive and save data more
efficiently and effectively than a paper document, recommendations to improve the security and
confidentiality level of the eHIS, recommendations to improve archiving of patient’s information,
recommendations to protect the archived data from loss, and additional recommendations to

improve the currently used eHIS.
Conclusion: Healthcare professionals (physicians, nurses, and pharmacists) and medical

records staff were generally not satisfied with the user friendliness and effectiveness of the
currently used eHIS in Palestinian hospitals. Despite some disadvantages, the interviewees in this
study stated that the eHIS provided advantages over the paper-based archiving systems. The
interviewees provided recommendations that can be used to improve the user friendliness,
effectiveness of the eHIS in facilitating archiving and retrieval of patients’ health information,
collection of data for scientific research, accuracy, security, confidentiality, and flexibility of data
archiving and retrieval. These findings might be informative and developers of eHIS to improve
the currently used eHIS in Palestinian hospitals.

Keywords: Electronic health information system, Health informatics, Hospitals, Archiving,

Retrieval, Patient safety
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CHAPTER ONE

Introduction



1 Introduction

This chapter provides a general introduction. This chapter also introduces the problem
statement, gap in the literature, why this study should be conducted, and highlights the importance
of this study. This chapter contains background and significance, problem statement, research
assumptions, research hypothesis, and aims of the study (general aim and specific objectives).

In modern healthcare systems, electronic health information systems (eHIS) have been
introduced to ensure credible and accessible health information. In different hospitals, eHIS allows
making strategic decisions that can save lives and improve health of the patients (Sittig et al.,
2020). Through eHIS, healthcare professionals, managers, and decision makers access relevant
information to make informed decisions, plan, and provide healthcare services (Williams, Oke, &
Zachary, 2019).

The World Health Organization (WHO) defines eHIS as “the application of information
processing involving both computer hardware and software that deals with the storage, retrieval,
sharing, and use of health care information, data, and knowledge for communication and decision
making” (Thompson & Brailer, 2004). In different hospitals, the eHIS also archiving and retrieval
of health information that can be used by healthcare professionals, managers, and decision makers

(Lippeveld, Sauerborn, Bodart, & Organization, 2000).

1.1 Background and significance

In healthcare, healthcare professionals, managers, and decision makers are faced with an
overwhelming amount of information on health issues, nutrition, disease prevention, disease
management, and pharmacotherapy (Sheikh et al., 2021). Hospitals, clinics, community health and
primary health care centers are important healthcare facilities in any healthcare system around the

world. Because data are continuously generated within the healthcare systems, there is a pressing



need to continuously search for better ways to manage the overwhelming amount of information
that can be used by healthcare professionals, managers, decision makers, patients, and the
community.

Currently, governmental as well as private hospitals, clinics, community health and
primary health care centers use some sort of eHIS to manage and archive health information
(Shawahna, 2019). Despite the wide use of these eHIS, healthcare professionals, managers,
decision makers, and researchers face obstacles finding complete or adequate patient
data/information that can be used to inform decisions or be used in scientific studies and analysis
(Shawahna, 2019). In daily practice, many healthcare professionals, managers, decision makers,
and researchers complained from the user unfriendliness of the currently used eHIS in the
Palestinian hospitals, clinics, community health and primary health care centers and reported

difficulties while retrieving important patient information.

1.2 Problem statement

Because healthcare professionals, managers, decision makers, and researchers
complained from the user unfriendliness of the currently used eHIS in the Palestinian
hospitals, clinics, community health and primary health care centers and reported
difficulties while retrieving important patient information, there is a pressing need to
improve the user friendliness in archiving and retrieval of patient health information in
the currently used eHIS in Palestinian hospitals (Shawahna, 2019). It is noteworthy
mentioning that implementation of eHIS was met with difficulties in many healthcare
systems, notably in developing countries (Rosewell, Shearman, Ramamurthy, & Akers,

2021; Sheikh, Sood, & Bates, 2015; Yusof & Sahroni, 2018). In addition to the user



unfriendliness, healthcare professionals, managers, decision makers, and researchers
reported incorrect, fragmented, missing, and outdated patient information in eHIS.

Hospitals, clinics, community health and primary health care centers often need
to store health information for long periods. With the passage of time, access to these
data can become difficult. This can hamper provision of quality healthcare services to
the patients and might jeopardize the safety of the patients. Therefore, improving
archiving and retrieval of patient health information could be of high importance of
hospitals, clinics, community health and primary health care centers.

Views, opinions, and recommendations of healthcare professionals, managers,
decision makers, and researchers on how to improve the user friendliness in archiving
and retrieval of patient health information in the currently used eHIS in Palestinian

hospitals were not explored before.

1.3 Research assumptions
In this qualitative study, it was assumed that the study participants would answer the

interview questions honestly and accurately. Additionally, the participants were assumed to be

interested in improving the eHIS, archiving, and retrieval of health information of the patients.

1.4 Research hypotheses
In this study, the main hypotheses were:
e The participants would express their views, opinions, and recommendations on how to
improve the user friendliness in archiving and retrieval of patient health information in the

currently used eHIS in Palestinian hospitals.



e The recommended features would improve the currently used eHIS in Palestinian hospitals
in archiving and retrieval of patient health information by healthcare professionals,

managers, decision makers, and researchers.

1.5 Aims of the study

1.5.1 General aim

The general aim of this study was to obtain recommendations to improve the user
friendliness in archiving and retrieval of patient health information in the currently used eHIS

in Palestinian hospitals.
1.5.2 Specific objectives

This study was conducted to achieve the following specific objectives:

e Conduct qualitative interviews with healthcare professionals (physicians, nurses, and
pharmacists), and medical records staff to explore their views on the challenges and
barriers they face when accessing and retrieving complete patient health information using
the current eHIS.

e Another objective was to obtain recommendations on how to improve the user friendliness
in archiving and retrieval of patient health information in the currently used eHIS in

Palestinian hospitals.
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Literature review



2 Literature review

An integrated eHIS provides a shared platform that enables the effective and dynamic
interaction of four primary subsystems, namely the eHIS, the laboratory system, the picture
archiving and communication system, and the enterprise resource planning system (Agrawal, Giri,
Gupta, Khatri, & Devkota, 2022). These subsystems are the eHIS, the laboratory system, the
picture archiving and communication system, and the enterprise resource planning system. The
implementation is hampered by challenges such as a lack of understanding and an unfavorable
attitude toward computer use, the use of time, a workforce lacking in information technology, high
electricity costs, expensive technology and equipment, and inadequate data safety and security.
However, implementation of this system is unavoidable due to the inherent benefits it offers, such
as effective storage and prompt retrieval, comparison of laboratory and imaging data over time,
cash billing, institutional resource planning, and ease of processing insurance claims. This is
particularly important given that the government of Nepal intends to finance the public health
sector via the national health insurance system. A great number of hospitals are having difficulty
developing and maintaining the integration of eHIS. The goal was to have a conversation about
the approaches that were taken to implement this strategy within the setting of a district hospital,

as well as the challenges that were inherent and the impacts that were produced.

By easing physician work procedures and research, the healthcare information system of
an organization can be leveraged to enhance relationships with its physicians (Quinn, Weber, &
Ciotti, 1997). Effective healthcare information systems should give physicians with custom-
tailored census reports, enable physicians with access to information via dedicated personal
computers or terminals, and have user-friendly screen layouts and graphical user interfaces. In

addition, the healthcare information system must give detailed reporting, provide online ordering,



and be responsive to the needs of busy clinicians. A quality healthcare information system also
facilitates physician-related tasks outside of the hospital. For instance, physician office managers
should have access to billing information contained in the healthcare information system, such as
patient demographics and procedure codes. In addition, physicians should be able to access
archived data from their offices or homes. Administration's attitude and support are essential to
physicians' effective use of a company's healthcare information system. An organization that
prioritizes physician challenges and wants can make even a rudimentary healthcare information
system a successful tool for its physicians, whereas a sophisticated system that does not address

physician demands will not maximize return on investment.

A literature review that looked at the most important acceptance factors associated with
hospital information systems and related technologies from the perspectives of user groups
(medical staff, hospital management, administrative personnel, patient, medical student, and
information technology staff) will help researchers and hospital management develop appropriate
acceptance models to improve the quality of hospital information systems (Handayani, Hidayanto,
& Budi, 2018). These models will be used to improve the quality of hospital information systems.
There was a search conducted using online databases that included substantial archives of scholarly
articles in English that were accessible to the authors. The articles that were examined were related
to hospital information systems, clinical information systems, hospital information systems, eHIS,
telemedicine or telehealth, picture archiving and communication systems, radio frequency
identification, and computerized physician order entry. The vast majority of these applications and
technology are often employed in a fashion that is highly integrated. Evaluation and confirmation
were performed on the findings obtained from the extraction of 1,005 articles that contained a

certain string. This study identified 15 user acceptability characteristics linked with hospital



information systems and related technologies that were recorded in at least five preceding studies.
These variables were found to be associated with user satisfaction levels. These facets were
connected to personal, technological, and organizational components of the situation. In addition,
the user acceptance variables for hospital information systems and other related technologies

change based on the user group being served.

A recent investigation was carried out in Palestine with the purpose of investigating the
advantages, qualities, and prerequisites that ought to be taken into account during the process of
planning, building, developing, implementing, piloting, reviewing, maintaining, upgrading, and/or
utilizing eHIS with clinical decision support systems (Shawahna, 2019). The Delphi approach and
the Analytic Hierarchy Process were both incorporated into the mixed method that was used. The
collection of possibly useful material began with an exhaustive literature search and continued
with interviews with key contact experts totaling n = 19. We also looked into the opinions of the
76 people who participated in the panel discussion about the use of eHIS. In order to arrive to a
consensus on 122 potentially important problems, a panel consisting of 76 members took part in
iterative rounds of the Delphi method. The topics on which a consensus was obtained were then
ordered according to their relevance using a technique called the Analytic Hierarchy Process
(AHP). A consensus was obtained among the panelists on 110 (90.2%) of the 122 potentially
critical subjects that were presented to them throughout the various rounds of the Delphi process.
16 (14.5%) of the items were associated with the patient's demographics, 16 (14.5%) of the items
were associated with prescribing medications, 16 (14.5%) of the items were associated with
checking prescriptions and alerts, 14 (12.7%) of the items were associated with the patient's
identity, 13 (11.8%) of the items were associated with patient assessment, 12 (10.9%) of the items

were associated with the quality of alerts, 11 (10%) of the items were associated with the admission
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and discharge of the patient, The purpose of this research was to investigate the benefits,
characteristics, and prerequisites that need to be taken into consideration when planning,
constructing, developing, implementing, piloting, evaluating, maintaining, upgrading, and/or
making use of eHIS with clinical decision assistance. Examining the topics on which a consensus
was established is one way to improve the consistency and safety of using eHIS. In order to
determine whether or whether these guidelines can improve patient safety and results in Palestinian

hospitals, additional study is required.

In a different study that was a component of a survey that was carried out to investigate the
utilization of health informatics and analyze the training requirements of health professionals in
Jordan and Palestine, the authors found that the majority of health professionals in both countries
were in need of additional training (Jabareen, Khader, & Taweel, 2020). In 2017, a survey was
conducted in Jordan and Palestine at 14 hospitals with the purpose of analyzing the employees'
utilization of the health informatics system and determining the health informatics skills that are
required in both countries. The survey participants came from all health professions. The majority
of respondents stated that the hospital departments they worked in made use of computer systems
to facilitate service delivery. More than half of the respondents said they had had training in
computer abilities, but the same number of respondents said they lacked expertise in health
informatics. The percentage of respondents who were in agreement with the statement that their
hospitals provide the necessary help for the operation of the HI system ranged from 58.0 to 73.6.
The overwhelming majority of medical professionals, or 86.0%, answered that they needed the
capability to monitor diagnoses and treatments, which also included having access to clinical
findings. Additional skills required include the utilization of shared hospital services (85.6%),

eHIS (84.7%), the management of electronic patient data (84.5%), the utilization of patient eHIS
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in the performance of clinical research (83.4%), and the efficient utilization of tele-care services
and technologies (75.9%). Education programs in the field of health informatics are strongly
encouraged as a result of the requirement for training in health informatics among health

professionals in Palestine and Jordan.

The implementation of an eHIS has been recognized as a significant step forward in patient
care by a great number of hospitals around the world (Salameh, Eddy, Batran, Hijaz, & Jaser,
2019). If the system is successfully implemented, it will make the work of nurses easier, it will
save them time, and it will improve the level of care that they deliver to patients. Despite this, there
is a lack of information concerning the application of eHIS in developing countries. An
investigation was carried out with the purpose of studying and evaluating the acceptance and
attitudes of nurses in Palestinian hospitals towards the implementation of an eHIS. A descriptive
and cross-sectional study was conducted with 191 nurses working in three government hospitals
in the Palestinian territory. According to the results of the attitude survey, the vast majority of
these nurses acknowledged and acknowledged the necessity of using computer-based
recordkeeping. It is absolutely necessary to incorporate nurses in the planning and execution
process from the very beginning. The implementation of eHIS in Palestine can be beneficial to the

medical systems of other developing countries.

In the hospitals run by the Palestine Red Crescent Society, a case-mix hospital information
system has been developed and is currently being put into use with the goals of assisting the
network of Palestinian hospitals located in Lebanon and enhancing the health of refugees living in
that country (Rossi et al., 2009). The system is dependent on the routine collection of important
clinical and administrative data for each episode of hospitalization, as well as internationally

accepted diagnosis codes. It is a user-friendly information system that is digitized and promotes
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enhanced hospital management. Treatment quality evaluation is also made easier with this system.
In addition to this, it acts as a template for the development of hospital information systems across

the entirety of Lebanon and the Middle East.

Another study looked into how the adoption of the eRegistry may affect the regular health
information system indicators for antenatal care (Venkateswaran et al., 2018). The goal of this
study was to find out in advance how these indicators might change. The data were obtained from
clinical prenatal paper records of pregnant enrollments for 2015 from 17 basic healthcare clinics
located in five different districts of the West Bank. The probability selection method was used to
choose the clinics. For the purpose of producing routinely reported health system indicators, we
used data from clinical records pertaining to individuals. We next compared these indicators with
aggregate regular health information system reports after weighting the data so that we could
generate estimates at the population level. The screening rate for prenatal anemia at 36 weeks was
only 20%, according to the data from clinical records, although the screening rate was 52% in
routine reports. In the clinical records data, fundal height disparity was significantly more
prevalent than in the routine reports (1.3% vs. 0.03%), Rh-negative blood group was 6.8% more
prevalent than it was 1.4%, anemia with hemoglobin9.5 g/dL was 6% more prevalent than it was
0.6%, and malpresentation at term was 1.3% more prevalent than it was 0.03%. Only around one
sixth of these instances, according to the requirements, were referred to the designated referral
clinics. There is a possibility that human error, unequal denominators, or the intricacies of data
methods are to blame for discrepancies between the indicators derived from the clinical records
data and the regular reporting from the health information systems. Important health system
indicators had a risk of underestimation because their registration was dependent on the referral of

pregnant women. This created a risk of underestimation that could have serious consequences. It
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will be possible for public health authorities to develop accurate health system indicators that
depict the overall state of the population's health if they are able to make the switch to data
collected at the individual level, as is the case with the eRegistry that is currently being put into

place.

Another study was carried out with the purpose of contrasting the levels of antenatal care
offered by clinics that made use of the eRegistry with those that stuck to traditional paper records
(Venkateswaran et al., 2022). Primary health care clinics in the West Bank, Palestine, that provide
routine prenatal care were recruited to take part in the cluster-randomized controlled trial known
as eRegQual. As part of the initiative, the District Health Information Systems 2 (DHIS2) Tracker
software was updated to include clinical decision assistance for antenatal care. This was done
through the implementation of the eRegistry. The study included 133 clinics, which were divided
into 120 clusters, and each cluster was given an equal chance of being allocated to either the control
group (using paper-based recording) or the intervention group (using an electronic registry with
clinical decision help). The primary process outcomes included adequate screening and
management of anemia, hypertension, and diabetes during pregnancy, as well as monitoring of
fetal growth and development. The most important health outcome was a composite of moderate
or severe anemia; severe hypertension; large-for-gestational-age newborn; malpresentation; and
small-for-gestational-age infant undetected before to birth. This was the most important health
outcome at delivery. When doing the analysis of the data, clustering within clinics and pregnancies
was taken into consideration by the utilization of mixed-effects logistic regression. Between the
15th of January and the 15th of September in 2017, 3,219 pregnant women received care at
intervention primary health-care clinics (n = 60 clusters), while 3,148 pregnant women received

care at control primary health-care clinics (n = 59 clusters). In comparison to the control group,
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the intervention increased guideline adherence for screening and management of hypertension
(7555 [947%] of 7982 vs 7314 [966%] of 7569; adjusted odds ratio [OR] 162 [95% confidence
interval [C1] 129-2]), anemia (1535 [289%] of 5320 vs 2297 [443%] of 5182; adjusted odds ratio
[OR] 188 [95% confidence interval [CI] 152-232]), and an Only 599 out of 6367 women received
the full antenatal care schedule, which is a completion rate of 94%. Enhanced care provision did
not result in fewer cases of poor health outcomes in the intervention clusters (700 cases; 217%),
in comparison to the control clusters (688 cases; 219%; adjusted OR 099; 95% CI 087-19%). The
clinical decision help used for antenatal care in the eRegistry was found to be superior for the
majority of process outcomes, but it had no effect on negative health outcomes. The improvements
in process results provide more evidence in favor of the WHO guideline for digital client
monitoring with clinical decision support in countries with low and moderate levels of income. It's
possible that achieving successful coverage could be helped along by digital health methods that

target gaps in antenatal care attendance.

Another study reported the digitization and digital measurement of paper
electrocardiograms, as well as their comparability with manual measurements (Holkeri et al.,
2018). In 1978-1980, electrocardiograms were taken for 7203 participants in a health survey. The
electrocardiograms were digitized with specific software (ECG Trace Tool) and measured digitally
(EASE). Manual measurements were performed on a subsample of 100 electrocardiograms. The
measurement methods demonstrated excellent agreement. The mean global (EASE)-(manual) PR
interval differences were 1.4ms (95% CI: 0.5-2.2), -1.0ms (95% CI: -1.5-[-0.5]), and 11.6ms (95%
Cl: 10.5-12.7), respectively. RampV5, RampV6, SampV1, Tampll, and TampV5 had mean inter-

method amplitude differences ranging from -0.03mV to 0.01mV. The presented paper-to-digital
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conversion and digital measurement method is precise and dependable, allowing for the effective

storage and analysis of paper electrocardiograms.
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CHAPTER THREE

Methodology
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3 Methodology

3.1 Introduction to the methodology

This chapter focuses on describing the methodological procedures used in this thesis. This
chapter includes a description of the study context, study design, population and sample size, study
tool and data collection, pilot testing and validation of the interview guide, data analysis, and

ethical considerations.

3.2 Study context

There are three main healthcare sectors in Palestine: 1) the government sector, 2) the
private sector, and the United Nations Relief and Works Agency for Palestine Refugees in the Near
East (UNRWA) sector. Hospitals in the government sector use an eHIS known as “Avicenna”.
Hospitals in the private sector use different eHIS. For example, An-Najah National University
Hospital uses the "CareWare ats". On the other hand, hospitals in the UNRWA sector use their

own electronic HIS.

3.3 Study design

In this study, in-depth qualitative interviews in an explorative design were used. The in-
depth qualitative interviews were conducted in compliance with the consolidated criteria for

reporting qualitative research (COREQ) checklist (Tong, Sainsbury, & Craig, 2007).

3.4 Population and sample size

This study was conducted in governmental and private hospitals in the West Bank of

Palestine. The governmental hospitals used an eHIS known as Avicenna and the private hospitals
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used different eHIS. The hospitals from which the interviewees were selected were located in
different large cities in the West Bank of Palestine.

The study population was composed of frequent users of the eHIS that included: 1) medical
records staff, 2) physicians, 30 nurses, 3) medical laboratory staff, 4) hospital pharmacists, and 5)
information technology experts who had experience in using eHIS.

Thematic saturation was used to inform the sample size needed for this study. Based on
previous studies, a total of 36 in-depth qualitative interviews were needed to achieve thematic
saturation in this study. The interviewees in this study were recruited using a purposive sampling

technique.

3.5 Study tool and data collection

The interviews were conducted with the help of an interview guide that was developed for
this study. The interview guide was developed after a literature search and review of the previous
relevant studies. The interview guide included probing questions to explore the problems and
challenges that healthcare professionals, managers, decision makers, and researchers face while
accessing, archiving, and retrieval of the patient health information through the eHIS. The
interview guide is provided in Appendix 1. The interview guide also focused on obtaining
recommendations of the interviewees relevant to how the user friendliness of the eHIS can be
improved to facilitate accessing, archiving, and retrieval of the patient health information. During
the interviews, the sociodemographic and professional variables of the interviewees like age,
gender, academic degrees, training details, professional rank, place of work, and length of practical
experience were collected. Additionally, the interviewees were asked to describe their experience
with the currently used eHIS in their establishment. The interview guide is provided as appendix.

All interviews conducted in this study were audio-recorded.
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3.6 Pilot testing and validation of the interview guide

The probing questions included in the interview guide were reviewed by the researcher
(MH) and the supervisor (RS). The opinions of two other researchers were sought to ensure that
the questions included in the interview guide were suitable and able to generate relevant qualitative
data.

The interview guide was pilot tested with 5 employees in the archive and medical records
departments to ensure that the questions were relevant and could generate relevant qualitative data.

Some questions were re-worded based on the feedback from the interviews.

3.7 Data analysis

The audio recorded interviews were transcribed and their contents were analyzed
thematically as described previously (Chapman, Hadfield, & Chapman, 2015; Kiger & Varpio,
2020; Vaismoradi, Turunen, & Bondas, 2013). The analysis involved data reduction, data

presentation, and categorization of the qualitative data under themes.

3.8 Ethical considerations

Before conducting the qualitative interviews, an official letter was obtained from Arab
American University to begin collecting data. The letter is provided as Appendix. Additionally,
approval was also obtained from the Office of Health Education of the Palestinian Ministry of
Health. The approval letter is provided as Appendix. From each private hospital, approval was

obtained from the chief executive officer.

Before conducting the qualitative interviews, informed consent was obtained from each

interviewee. The interviewees were informed that their participation was voluntary and they could
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withdraw from the study at any time. The anonymity of the interviewees was guaranteed

throughout the study.

3.9 Study limitations

The study has a number of perceived limitations:

e Qualitative studies are limited by approach. Qualitative studies produce qualitative data
that could be merely views and opinions of the interviewees.

e Some potential interviewees might choose not to complete the interview because of their
busy schedules and job requirements.

e The potential interviewees who work on shifts might be difficult to meet for an interview.

e The information that could be provided in the interviewees might not be complete,
accurate, or up-to-date.

e Additionally, the interviewees might have different experiences or limited experiences

with some aspects of the eHIS.
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CHAPTER FOUR

Results
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4 Results

4.1 Introduction to the results section

The outcomes of the qualitative data gathered from the interviews are presented in this
chapter. This chapter describes the characteristics of the interviewees, views and opinions of the
interviewees on the eHIS, qualitative analysis, experiences of the interviewees with the eHIS,
advantages of the eHIS compared to the paper-based system, disadvantages of the eHIS compared
to the paper-based system, general recommendations to improve the current eHIS, advantages to
facilitate data collection for the purpose of scientific research, recommendations to improve the
accuracy, security, and flexibility of data archiving and retrieval, archive and save data more
efficiently and effectively than a paper document, recommendations to improve the security and
confidentiality level of the eHIS, recommendations to improve archiving of patient’s information,
recommendations to protect the archived data from loss, and additional recommendations to

improve the currently used eHIS.

4.2 Characteristics of the interviewees

Of the interviewees, more than half (66.7%) were female, 25 (69.4%) were younger than
30 years, 33 (91.7%) had bachelor’s degree, 6 (16.7%) were physicians, 32 (88.9%) were
employed by private hospitals, 14 (38.9%) had an experience of 5 years and more, 11 (30.6%)
used the eHIS more than 50 times weekly, and 14 (38.9%) spent more than 30 hours on the eHIS

weekly. The detailed characteristics of the interviewees are shown in Table 4-1.
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Table 4-1: Characteristics of the interviewees (n = 36)

Characteristic n %
Age

< 30 years 25 69.4
> 30 years 11 30.6
Gender

Male 12 33.3
Female 24 66.7

Academic degree

Diploma 2 5.6
Bachelor 33 91.7
Master 1 2.8
Job title

Nurse 18 50.0
Physician 6 16.7
Pharmacist 1 2.8
Medical records 10 27.8
Accountant 1 2.8
Work place

Governmental hospital 4 11.1
Private hospital 32 88.9

Years of experience at the current job

<5 years 22 61.1
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Characteristic n %

> 5 years 14 38.9

Number of times you use the eHIS weekly

1-50 25 69.4
51-100 8 22.2
101-150 3 8.3

Number of hours you use the eHIS weekly
1-30 22 61.1

31-50 14 38.9

eHIS: electronic health information system
Of the interviewees, 18 (50.0%) reported that they interacted with 70 patients or more per
week and 9 (25.0%) published 1 or more research papers.
The interviewees were recruited from different hospitals/clinics that belonged to the
governmental, private, and UNRWA sectors. The names of the hospitals/clinics from where the

interviewees were recruited are shown in Table 4-2.

Table 4-2: Hospitals/clinics from where the interviewees were recruited

Hospital Place
An-Najah National University Hospital Nablus
Specialized Arab Hospital Nablus
Rafidia Surgical Hospital Nablus
National Hospital Nablus
Istishari Arab Hospital Ramallah
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Hospital Place
Palestine Medical Complex Ramallah
UNRWA clinics Al-Ain Refugees Camp

UNRWA: The United Nations Relief and Works Agency for Palestine Refugees in the Near East

4.3 Views and opinions of the interviewees on the eHIS

When the interviewees were asked to express their views and opinions on the eHIS, the
majority of the interviewees (75.0%) thought that both the eHIS and the paper-based archiving
system were inflexible. Additionally, 55.6% of the interviewees reported that the currently used
eHIS did not fulfill their needs. The detailed answers of the interviewees are shown in Table 4-3.

Table 4-3: Views and opinions of the interviewees on the currently used eHIS

# Question n %

1 Do you think the currently used eHIS is flexible?
No 27 75.0
Yes 9 250
2 Do you think the paper-based archiving was flexible?
No 27 75.0
Yes 9 250
3 Does the currently used eHIS fulfill your needs?
Yes 16 44.4

No 20 55.6

eHIS: electronic health information system
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4.4 Qualitative analysis

The qualitative analysis of the interviews led to the emergence of multiple themes and
subthemes. The themes include experiences of the interviewees with the eHIS, advantages of the
eHIS compared to the paper-based system, disadvantages of the eHIS compared to the paper-based
system, general recommendations to improve the current eHIS, advantages to facilitate data
collection for the purpose of scientific research, recommendations to improve the accuracy,
security, and flexibility of data archiving and retrieval, archive and save data more efficiently and
effectively than a paper document, recommendations to improve the security and confidentiality
level of the eHIS, recommendations to improve archiving of patient’s information,
recommendations to protect the archived data from loss, and additional recommendations to

improve the currently used eHIS.

4.4.1 Experiences of the interviewees with the eHIS

The interviewees reported that they used the eHIS to:

e Share the health information of the patients with the different parties in the care
facility to proceed with treatment procedures that the patients needed.

e Archive and retrieve all medical records data used in the care facility and coordinate
with the relevant parties in this regard.

e Prepare monthly reports on the ward activities, accomplishments, observations, and
work-related recommendations.

e Complete all procedures, including generating medical reports and certificates,
registering fatalities, and drafting the associated notifications.

e Provide the necessary information and answer the inquiries of physicians, nurses,

and patients.
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4.4.2 Advantages of the eHIS compared to the paper-based system

The perceived benefits of the eHIS that were mentioned by the interviewees included:

e Retrieval of all reports related to patients electronically.

e Access to previous consultation notes and medication history.

e Creating a permanent store of patient data that is preserved from loss, and easy to
save or use.

e Enable the patient to view all his medical information.

e Flexibility in designing the archiving system, divisions, and fields according to the
nature of the data and the nature of the hospital's activity.

e Adopting a dynamic mechanism in the retrieval of documents to achieve direct
review.

e Preventing duplication of treatment and preventing repeat requests for the same
tests for the patient during the day.

e Secure messaging system for communication support between clinicians, patients,
and support staff.

e Electronic ordering for prescriptions, x-ray, consults, and other diagnostic tests.

e Provision of reminders and alerts.

e Reducing human and medical errors.

e Accuracy and data privacy.

e Support for multimodal data input text, image, voice, and dictation.

e Improving patient safety and quality of health care.

e Increased doctor productivity, like scheduling appointments, ordering tests, and

prescribing medications electronically.
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e Appointment scheduling and patient portal access.

e Reducing the paper used to print results.

e Possibilities to study the evolution of a patient's condition.

4.4.3 Disadvantages of the eHIS compared to the paper-based system
The interviewees perceived some disadvantages of the eHIS compared to the paper-based
system. The disadvantages mentioned by the interviewees included:

e The documentation process was perceived as time-consuming.

e The eHIS should be updated on a regular basis. Without regular updates, the
integrity and accuracy of the records can be affected.

e Existence of design flaws that create challenges to effectively use the eHIS.

e Possibility of data leaks that might compromise the privacy of the patients.

e Possibility of losing data when transferring the data from paper-based to the eHIS.

e Installation and maintenance of an eHIS can be costly.

e The eHIS can be multiple (a system to register the patients admitted to the hospital,
another system to request laboratory tests and other healthcare services, a third
system for storing the notes of the healthcare providers like history and progress
notes, and another system for handling images).

e Patients can have duplicated medical records.

e User friendliness issues.

e Privacy and security concerns.
4.4.4 General recommendations to improve the current eHIS

The interviewees provided the following recommendations that could be considered to

improve the currently used eHIS.
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The eHIS should allow physicians and nurses to enter orders immediately into a
computerized provider order entry system that can be a function within the eHIS as
despite the use of eHIS, some orders are still handwritten.

The eHIS should allow access to evidence-based information that allows healthcare
professionals to provide optimal healthcare to the patients.

The eHIS should provide reminders and alters to notify the healthcare providers
that a patient is due for a health test such as mammaography, cholesterol test, or an
influenza vaccine.

When a medicine to which the patient has allergy the eHIS should send a
notification to the physician that a different drug is available.

The eHIS should allow gathering all relevant information about a patient shown in
one location for example, laboratory results and radiology reports.

The eHIS should allow an easy presentation of the data or notes entered by the
treating physician to the other healthcare professionals.

The eHIS should include a function that allows correcting spelling mistakes and

typos while writing.

4.4.5 Advantages to facilitate data collection for the purpose of scientific

research

The interviewees stress on the importance of the eHIS for enabling collection, handling,

and analysis of large datasets of patient information that can be used to inform decisions and

scientific research. The interviewees mentioned the following points:

The eHIS can provide a database that can be used in scientific research.

The eHIS can allow preparing and maintaining monthly and annual statistical data.



30

The eHIS can allow developing research capabilities of the healthcare professionals
in the hospital.

The eHIS can allow analysis of prevalence of diseases, effectiveness of treatments,
and extent of the response, and if the diseases led to other symptoms.

The eHIS can handle large samples which allow solid conclusions.

The eHIS can improving data entry, documentation methods, data collection, and
analysis.

The eHIS can allow continuous updates on the medical records of the patients.

4.4.6 Recommendations to improve the accuracy, security, and flexibility of

data archiving and retrieval

The interviewees mentioned the following recommendations that could be used to improve

the accuracy, security, and flexibility of data archiving and retrieval:

Use of indexing and retrieval techniques. The indices can be tailored to the nature
of the documents, and the indexing process makes it simple to find the data you
need among a large number of documents. This can save time and effort.

Linking data in more than one database inside and outside the hospital.

Shortening the system response time which is the time taken by an information
system to respond to a specific request.

Improving consistency of user interfaces and ease of handling.

Improving access control to patient information.

Conducting training workshops to increase the awareness of the medical staff on

how archive patient files accurately.
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Reducing data errors, defective data, and ambiguous data.

The use of advanced technological methods to archive patient files.
Enabling recovery of deleted files.

Use of a highly efficient database system.

Support image retrieval systems.

4.4.7 Archive and save data more efficiently and effectively than a paper

document

The interviewees stated that the eHIS could be used more efficiently to archive and save

the data compared to the paper-based system.

The archiving system should enable defining priorities based on the importance of
the data.

The archiving system should enable scanning, storing, and managing all
documents.

The archiving system should provide the possibility to archive all types of
documents in all sizes.

The archiving system should maintain confidentiality and enable control of files
under the users' authority.

The archiving system should enable classification of documents in a manner that is
consistent with the organization's work style.

The archiving system should enable swapping documents inside and outside the

hospital.
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The archiving system should be able to assess the quality of the document and types
that differ in color, size, or quality.

The archiving system should be able to integrate with other electronic systems.
The archiving system should enable access, search, and review of documents for
an unlimited number of users.

The archiving system should keep up with information technology developments,

changes and business requirements.

4.4.8 Recommendations to improve the security and confidentiality level of the

eHIS

The interviewees provided the following recommendations that can be used to improve

the security and confidentiality level of the eHIS:

Choosing a service provider that provide optimized services.

Providing adequate training for the healthcare providers and other employees on
how to effectively use the eHIS.

Combating piracy and electronic attacks.

Improving digital security through installation of the latest versions of virus
protection programs and firewall software.

Passwords and other "access control” measures to limit access to the information
to authorized users.

Emergency access to patient information.

“Encrypting” stored information.

Authentication, and access control.
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Auditing the reports.
Automatic log-off system.

The researchers have special permissions to access the system.

4.4.9 Recommendations to improve archiving of patient’s information

The interviewees provided the following recommendations that can be used to improve

archiving of patient’s information:

The possibility of direct integration with other electronic systems makes archiving
data more accurate, easy, and less time and effort.

Saving documents and data before and after modification with the ability to review
documents according to the user, time and date.

The ability to access, search and review documents for an unlimited number of
users through the electronic archive system, whether through the internal network
or through the Internet.

Deleted files and access to them, and the ability to retrieve them provides a factor
of security and control over documents and files.

Guaranteed automatic scheduling to take a copy of documents and archive them
periodically on a secure external storage environment such as data center.

The ability to develop and update the archiving system to keep pace with
developments and changes.

Accessing and retrieval of archived documents and files, and displaying documents
according to a specific category or template, by a specific folder, a specific user, or
specific period.

High flexibility in managing the system through backup operations.



34

Generate reports and statistics.
Make the best decisions possible based on accurate and current information.

The ability to export reports to (MS Word) and (Excel MS) files.

4.4.10Recommendations to protect the archived data from loss

The interviewees provided the following recommendations that could be used to protect

the archived data from loss:

Generation of a data center.

Providing multiple access points to the eHIS.

Managing all types of documents and files according to standardized methods.
Backup media containing basic or sensitive information is placed at a safe distance
from the main site to avoid damage from a disaster in the main site.

The possibility of the patient obtaining a copy of the file for presentation to doctors
from outside the hospital.

Archive files regularly on a daily basis and not accumulate them, which causes
them to be lost.

Setting up a patient file management strategy that defines file name standards,
archiving and retrieval, and access is the best method to tackle this difficulty.
Paper-based files are typically associated with significant time waste. It is
prohibitively expensive to maintain, store, search. Organizations are losing ground
if they continue to rely on paper documentation for day-to-day operations.

At any point, the system should be able to determine the status of the eHIS, what
changes have been made, and whether it has been shared patient data with other

healthcare providers.
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e Create a system for analyzing all patient data, such as laboratory tests and ECG
exam papers, and X-ray images.

e Control of modifications to the patient's electronic file.

e Auditing the patient’s file in the department daily by the medical records officer.

e Notifying the doctor of the damaged documents and approving new alternative
documents.

e Duplicate papers or printed more than once and stored automatically on the
electronic system must be disposed of.

e Checklist sheet to hand over files and write lost or damaged documents on it.

o Keep the paper file in a suitable place that contains all safety procedures, fire
extinguishing.

e Provide files with good qualities to save papers from damage or scattering and keep
them in an appropriate environment.

e Providing spaces for storing unlimited paper documents in a suitable environment.

e Possibility to view old versions of documents.
4.4.11 Additional recommendations to improve the currently used eHIS

The interviewees provided the following recommendations to improve the currently used

eHIS.

e There isonly one folder for the archive. Each visit the patient is stored in this folder.

e Hospitals should always maintain their system servers online. It should also contain
backup servers and databases so that if the primary server fails, there is a backup
server that can perform the same functions.

e Ifthe Internet is interrupted, cannot access data.
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Electronic signature authenticity.

Cost for electronic archiving.

Employees create many barriers that make using the e-health system difficult; as a
result, hospitals should stay up with technology advancements that improve their
work.

Hospitals should have an interest in system users by giving them more training or
giving them information about the benefits that can be gain through using e-medical
records.

Palestinian hospitals should adopt all forms of e-health services.

Hospitals should focus more on defining technical and medical personnel.
Capable of interacting with devices and systems, as well as resolving issues that
may arise while conducting tasks.

Failure to clarify the scientific name of the drugs on the system.

The difference and diversity of documents such as sizes, colors, and quality of
digital images entered.

There are no drop-down lists to specify the data for creating reports.
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CHAPTER FIVE

Discussion
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5 Discussion

This chapter discusses the findings of the findings, draws a conclusion based on the
findings of the study, and provides recommendations to decision makers and developers of eHIS
to improve the user friendliness and effectiveness of the currently used eHIS in Palestinian

hospitals.

The interviewees in this research emphasized the importance of eHIS in improving
healthcare services provided to the patients. The interviewees in this study stressed on the need to
improve and upgrade the eHIS in order to make the task of healthcare providers easier, particularly
in terms of archiving and retrieving of patient health information, accessing patient health
information, ensuring adherence to guidelines and protocols, improving patient health information

sharing, reducing paper-based work, and focusing on designing effective user interfaces.

Several obstacles that healthcare providers experienced when providing health care
services in hospitalized patient settings were emphasized. These obstacles may have hindered
healthcare practitioners' ability to gather data, retrieve stored data, and improve patient health
outcomes. These findings reported in this qualitative study might serve as a call to decision-makers

in healthcare authorities to improve the currently used eHIS.

5.1 Discussion of the main findings

In this study, the majority of the interviewees thought that the archiving systems used in
the Palestinian hospitals were inflexible. Moreover, more than half of the interviewees felt that the
currently used eHIS did not fulfill their needs. The findings reported in this study might reflect the
lack of user friendliness and effectiveness of the currently used eHIS in the Palestinian hospitals.

Previous studies reported that the eHIS should facilitate the tasks of the healthcare providers and
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decision makers in the healthcare system (Agrawal et al., 2022; Quinn et al., 1997). Taken together,
these findings indicate that the user friendliness and effectiveness of the currently used eHIS need
to be improved (Shawahna, 2019).

The interviewees in this study indicated that they used the eHIS to archive, retrieve, and
share patients’ health information. This should have facilitated their routine activities. In different
healthcare systems around the world, eHIS was introduced to replace the paper-based archiving
systems (Handayani et al., 2018; Jabareen et al., 2020; Shawahna, 2019). Compared to the paper-
based archiving systems, the eHIS provides important advantages by allowing retrieval of the
patients’ health information electronically. This should allow more rapid access to complete
history, laboratory findings, and ordering healthcare services electronically. The advantages
mentioned by the interviewees in this study were consistent with those reported in previous studies
(Agrawal et al., 2022; Handayani et al., 2018; Holkeri et al., 2018; Jabareen et al., 2020; Quinn et
al., 1997; Rossi et al., 2009; Salameh et al., 2019; Shawahna, 2019). On the other hand, the
interviewees in this study stated that there were disadvantages with the use of eHIS compared to
the paper-based systems. Therefore, decision makers and developers of eHIS should consider the
views, opinions, and recommendations of the end users to improve the currently used eHIS
(Shawahna, 2019).

The interviewees in this study provided valuable recommendations to improve the
currently used eHIS. These recommendations included elimination of the use of handwritten
orders, access to evidence-based health information to facilitate provision of optimal healthcare
services, provision of reminds and alerts, collating all patient information into a complete report,
easier presentation of all data and notes, and correcting spelling and typos. These recommendations

might improve the quality of the healthcare provided to the patients admitted to the Palestinian
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hospitals (Handayani et al., 2018; Jabareen et al., 2020; Rossi et al., 2009; Salameh et al., 2019;
Shawahna, 2019; Venkateswaran et al., 2018).

In this study, the interviewees mentioned many valuable recommendations that can be used
to improve the use of the eHIS to collect data for scientific research. Collection of data for scientific
research can be time-consuming. The eHIS allows collecting, handling, and presenting large data.
This should facilitate dissemination of results relevant to prevalence of diseases, effectiveness of
treatments, and extent of the response to certain therapies. The findings of this study were
consistent with those reported in a previous study which proposed the use of the eHIS to facilitate
conducting clinical research studies (Cowie et al., 2017).

The interviewees provided additional recommendations to improve archiving, easy
retrieval of the patients’ health information, protection, security and confidentiality of the patients’
information. It is important for decision makers and developers of eHIS to consider these

recommendations to improve the currently used eHIS.

5.2 Appraisal of the strengths of the study

The current study had a number of strengths that should be considered when interpreting
the findings reported. These strengths include:

e The interviewees who participated in this study had an adequate length of experience in
dealing with the eHIS used in the Palestinian healthcare system. This should have allowed
gathering rich qualitative data that was analyzed and included in this study.

e The interviewees had diverse sociodemographic characteristics, profession, academic
degrees, work experience, geographical location of their workplace, and experience in

using the eHIS. This should have diversified the qualitative data collected in this study.
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5.3 Conclusion

In conclusion, healthcare professionals (physicians, nurses, and pharmacists) and medical
records staff were generally satisfied with the user friendliness and effectiveness of the currently
used eHIS in Palestinian hospitals. Despite some disadvantages, the interviewees in this study
stated that the eHIS provided advantages over the paper-based archiving systems. The interviewees
provided recommendations that can be used to improve the user friendliness, effectiveness of the
eHIS in facilitating archiving and retrieval of patients’ health information, collection of data for
scientific research, accuracy, security, confidentiality, and flexibility of data archiving and
retrieval. These findings might be informative and developers of eHIS to improve the currently

used eHIS in Palestinian hospitals.

5.4 Recommendations

Based on the findings of this study, the following recommendations can be made:
1. There is a need to improve the user friendliness and effectiveness of the currently
used eHIS in the Palestinian hospitals.
2. There is a need to develop and improve the capabilities of the data center and
information technology department.
3. The healthcare system should keep up with the technological advancements in the
healthcare field and hospitals should allocate funds and resources to improve and

upgrade the currently used eHIS.
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5.5 Future work

e More studies are still need to investigate the impact of improving and upgrading the
currently used eHIS on the quality of healthcare services provided to the patients cared for

and scientific/clinical research conducted in the Palestinian hospitals.
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Appendix 1: The interview guide
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Appendix 2: Study approval by the Faculty of Graduation Studies of the Arab American

University
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Appendix 3: Approval to start collecting the data
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Appendix 4: A letter from the Arab American University to facilitate collecting the data
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Appendix 5: Approval of the Directorate of Education in Health and Scientific Research in

the Ministry of Health to facilitate collecting the data
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Appendix 6: Approval from another hospital
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