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Abstract

Background: Information systems have a significant role in healthcare organizations which deal
with patients private and sensitive information, and as a result of the rapid widespread use of
computers and the internet, information security has become one of the most considerable issues in
the field of health information systems due to the increasing threats and the risks it causes.

Aim and objectives: The study aimed at assessing the level of health information security and
privacy protection in the Palestinian Ministry of Health and Palestine Medical Complex (PMC) as
a case study that may reflect the certainty of information security in the governmental hospitals, and
the availability of the necessary administrative, physical and technical safeguards for the protection
of health information systems, as well as evaluating the extent of application of information security
and privacy protection of the health information system domains in MoH and PMC.

Methods: The researcher used the descriptive-analytical method, where the researcher developed
two questionnaires; to investigate the administrative, physical, and technical safeguards in the
Ministry of Health, and, likewise, the perceptions of the staff in the Palestine Medical Complex,
where the researcher investigated seven (7) health security domains. The study was carried out
between March 2020 and May 2021. Employees who work in the (MoH and PMC) were invited to
participate in this study. Using the questionnaires, the MoH staff of the computer and engineering
department sample consisted of 20 employees with a (100%) response rate, while (142) employees
who have been working in the PMC were recruited using the random stratified method to select
(142) out of (950) employees. The tool was a questionnaire derived from the previous literature.
Furthermore, analyses were executed employing the statistical package for social sciences (SPSS).
Results and conclusions: The study displayed that the females were more representative than males
(n=93; 57%) vs. (n=69; 43%) in both sites. In addition, the vast majority of the staff declared
bachelors’ degrees (n=104; 64.2%) vs. (n=30; 18.5%) higher than bachelors’ degree level.

Furthermore, (n=72; 44.4%) of the staff had up to 10 - 20 years of work experience. Computer and
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engineering department staff specified that MoH applies security safeguards to maintain the security
and privacy protection of health information at a high level (71.4%), with the physical security
(75.5%), technical (73.8%), and administrative security (67.6%). Nonetheless, staff of PMC
identified that the level of information security application to maintain the security and privacy
protection of health information was at a moderate level (66.6%), with the business continuity
planning 75.8%, development and maintenance of systems 70.2%, organizational policy 69.2%,
security policy 68.8%, system access control 68.6%, personal security 58%, and data disclosure
61%. Moreover, the study revealed that there are positive significant statistical correlations at level
(0 < 0.05) between all the fields of information security and the security and privacy protection of
health information in MoH and PMC.

The study concluded a rate ranging from medium to high in the application of system security
domains, in addition to security safeguards of security and privacy of health information in the
Palestinian MoH and PMC.

Recommendations: Unify efforts between the computer and engineering department and all
hospitals and to establish a unified information security unit to formulate, implement, update and
monitor implementation of Health information security policy, and it is also necessary for health
sector employees to constantly receive adequate training and education to reach a high level of
information security awareness in the healthcare field. Furthermore, Designation chief information
officer would help in managing and organizing all the security techniques and initiatives in health
information systems.

Keywords: information security, privacy, health information system, hospital.
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CHAPTER ONE
INTRODUCTION

1.1 Overview

Health information system (HIS) is judged a key part of the healthcare system, on which all the
processes of care delivery depend. It can provide substantial benefits to healthcare professionals,
patients, and healthcare organizations (Khalifa, 2017). The health information system is “the
system in which collection, utilization, processing, storing, analysis, and transmission of
information is done for performing health services, training, and research” (Feyzabadi et al.,
2015). It reinforces doctors, patients, nurses, and paramedical healthcare providers in
diagnosing, treating, and subsidizing patients (Clark and McGhee, 2008). Information system
plays the role in data processing in healthcare for the profit of hospitals (Shoniregun et al.,
2010). It has many benefits, such as quicker access, effortless packing, and data viewing besides
cost-effectiveness, user-friendliness, and more secure (Tezera, 2013).

Healthcare is a theme of life and death concerns. In such a considerable issue, patients have to
confide in healthcare providers, and both patients and healthcare providers relying on the
credibility of the information systems used. Inelegantly, privacy and security requirements are
recurrently expressed in ambiguous, opposing, and complex laws and regulations (Clark and
McGhee, 2008). It is a major concern that requires new approaches in systems design. Adopted
HIS provides actual, high-quality sponsorship for providing the best care for patients but
without conceding their privacy and security (Clark and McGhee, 2008).

Security and privacy have become a principal disquiet of diverse stakeholders, governments,
users, systems managers, and service providers. These affairs are even escalating more in health

information systems (Tan, 2005). Studies reveal that numerous healthcare associations are



susceptible to security outbreaks; since they encompass subtle and receptive patient information
(Filkins et al., 2016). While patients trust their health providers if their information is kept
private and secure, they are compelled to disclose information with their doctors to enable
precise medical treatment, particularly to evade adverse drug interfaces. Nonetheless, this
guides them to be more willing to discuss their feelings, illnesses, and risk comportments
(Filkins et al., 2016). Nevertheless, patient data can be hacked, deployed, or devastated by users
(external or internal) and cause inappropriate alteration of diagnosis results that can jeopardize
patients’ health or even life (Asress, 2014). Health information performs a chief task in piloting
medical research for bettering healthcare quality. On the other hand, the revelation of health
information for several reasons inflates disquiets about security and privacy (Tezera, 2013). The
application of technological advances in information, telecommunication, and network have
directed to the advent of an innovative new pattern for health care which is denoted as E-health
(Van de Castle et al., 2004). Safeguarding the privacy and security of health information is the
basic element to creating the trust prerequisite to apprehend the likely benefits of electronic
health information interchange (Davidson, 2002). Moreover, concerns of the sensitivity of
information security and privacy are increased annually as a result of several rising
developments in healthcare, such as clinician mobility and wireless networking, health
information exchange, and cloud computing (Abouelmehdi et al., 2017).

Health care organizations managed to safeguard personal information with strict protection
regulations and policies. Based on web security standards, the USA, UK, and numerous
countries had introduced data protection technical solutions such as; HIPAA Act and Patient
Safety and Quality Improvement Act (PSQIA) HITECH Act in the USA, Data Protection Act
(DPA) in the UK, Data Protection Directive (DPD) in the European Union (EU), Personal

Information Protection and Electronic Documents Act (PIPEDA), the 09-08 Act, dated on



February 2009, and Russian Federal Law on Personal Data in Russia (Rodrigues et al., 2013).
However, to prevent breaches of sensitive information and other types of security incidents, a
proactive, preventive approach has to be taken by the healthcare organization (Abouelmehdi et
al., 2017).

With the development of technology and the increase in security risks, new technologies may
used to increase the protection of patient’s medical files, reduce the opportunity for penetration,
and enhance trust between the patient and the health service provider. Blockchain, a new
technology that helps health care providers to ensure the integrity and safety of the patient’s
medical data by storing a single, immutable and decentralized copy of patient medical record.
In addition to assign a key role to the patient in its development, updating,and modify it, and
the responsibility for allowing its participation among health care providers, while keeping

anonymized of patient’s identity[ El-Gazzar and Stendal, 2020; Tandon et al., 2020 ].

A massive quantity of data is recorded by individuals such as the registrars, physicians, and
nurses, while other data are recorded by devices for instance laboratory and radiology machines,
warehoused in one place, managed by one team, and can be easily accessed by any authorized
by a member of staff. Health information data are precisely critical, private, and sensitive
comprising personal information “names, addresses, telephone numbers” and other medical
information for instance mental illnesses, substance abuse, genetic tests, and sexual diseases.
Patients’ data are viewed and edited by authorized personnel to provide the best health services,
but in the ministry of health; educational hospitals, students, university researchers, outside
medical consultations, and social relations contribute to improper use, leakage, or disclose of

the medical data. Adopting such a large system with a sophisticated network and an enormous



number of employees dealing with very sensitive data necessities further effort and
determination by decision-makers to safeguard the patient’s data from unauthorized access or
any type of breaches or hacking.

In Palestine, and since 2011, MoH has adopted —with USAID funding- an all-inclusive health
information system to develop appropriate health informatics standards and an architectural
framework for interoperability and scalability of the various eHealth initiatives in the country.
This is being achieved to serve the patients in all the government hospitals to attain an integrated
patient medical record that is shareable, flexible, and accessible in a timely way, considering all
processes of daily health services workflow into a computerized system. The project has a well-
placed international consortium that merges strong academic and industrial expertise in both
computing and health to develop innovatively, integrated HI prospectuses, which serve
hundreds of thousands of patients. Furthermore, HI saves and allocates resources, reduces costs,
allows for the implementation of clinical decision support, and promotes health care quality
(Palestinian Health Capacity Project, 2018).

The concern and responsibility of creating a general security policy are on the Palestinian
Ministry of Telecom and Information Technology, which initiated a security policy based on
the International Information Security Management System ISO 27001, and disseminated this
policy to various ministries which should offer the human resources and financial needs to
customize and implement this policy!.

In this study, the level of security and privacy of health information in the MoH are assessed by
gauging to which extent the personnel in the health sector are compelled to implementing

security controls or their knowledge. In addition to their view of the role of the administration

L https://www.mtit.pna.ps/ 2021



and its interest in the security theme, the personnel involved in the application and dissemination
of security policies and considering appropriate measures to ensure the availability of the
optimum security level are assessed, as well as to measure the various security safeguards
utilized by the Ministry’s engineers and technicians who are in charge for developing,
implementing and maintaining the various electronic systems in the ministry.

1.2 Justification and Significance of The Study

This study is considered a solitary study in this field. Hitherto, such a study -to the knowledge
of the researcher- has not been formally or informally investigated in Palestine in the Health
information security and privacy protection and its impact on the effective implementation of
protection.

The rationale of this topic arises from the importance of the medical information of the health
information system, which encompasses patient information, examinations, medications, sexual
and genetic diseases, demographics, places of residence, and phone numbers. Any penetration,
misuse, or disclosure of this information would jeopardize the patient’s life, as it comes along
with the efficiency and the correctness of the information entered, techniques, and procedures
that provide the right and accurate information at any time it is needed. The top most
justification for protecting personal privacy is to protect the interests of individuals. Moreover,
the utilization of study conclusions and recommendations is important to identify the priorities
and to recognize the gap between the real situation and the prospects in the field of information
security, Data and its ability to deal with information security threats to which the security and
privacy are exposed in Ministry of Health, in addition to identifying the types of threats, and
contribute to overcoming and conquering them. The researcher is motivated to explore the fields

of information security and privacy protection as one of these fields. Moreover, enriching the



Palestinian library, as this study sheds the light on an imperative aspect represented in the
significance of the use of health information security and privacy protection, and their
contribution to achieving information security.

Thus, the findings of this study, hopefully, will be advantageous for many categories in MoH
including hospitals, medical teams, and policy makers. It will be used as a reference and a
review to engineers and technicians, and researchers in the future. This study recommendation
might be the basis for future planning and might assist in developing a policy or protocol for
the MoH team and hospitals about health information security and privacy protection.

1.3 Problem Statement and Research Questions

This study tries to reveal the severe flaws in health information security and privacy protection
in MoH. Moreover, the researcher has noticed -over years of practice in MoH and hospitals in
Palestine- that medical information is valuable and accurate, and along with the work
environment and day-to-day observations, it may be straightforward to obtain information by
people who should not have access, as there may be a flaw in the policies and laws that would
shelter this data in addition to a shortage of teams and a lack of awareness curriculums. It is also
true that medical information is shared among physicians and other users. For instance, in some
cases, end-users of medical information may need medical information with a clear identity of
the patients. Nevertheless, physicians may take an overall conclusion on shielding the privacy
of the patients. Consequently, they may encode the names of all the patients before providing
the information to the end-users. Such conflicts of interest continuously occur.

Another concern is that the security and privacy regulations were not fully adopted by the
ministry of health or not followed or recognized by the staff, which could lead the patient’s data

to be breached or disclosed. This necessitates the development and implementation of privacy



laws and regulations, and confidentiality, and security framework for safeguarding personal
health information.

Accordingly, privacy and security in health data and information security and privacy protection
is the crucial point, where the main study question comes ahead: What is the level of security
and privacy protection of health information in MoH and PMC?

This thesis aims to assess the level of health information security and privacy protection in the
Palestinian MoH and PMC.

To this end, this study endeavors to survey and address the following research questions.

l. How far is the availability of administrative security for health information protection
in the MoH from the point of view of the computer and engineering department staft?

2. How far is the availability of physical security for health information protection in the
MoH from the point of view of the computer and engineering department staff?

3. How far is the availability of technical security for health information protection in the
MoH from the point of view of the computer and engineering department staff?

4. What are the aspects of security and privacy protection of health information in the MoH

from the viewpoint of the Palestine Medical Complex staff?

1.4 Aim and Objectives of the Study

1.4.1 Aim of the Study
This thesis aims to assess the level of health information security and privacy protection in the

Palestinian Ministry of Health.

1.4.2 Specific Objectives
e To assess the adopted policies and regulations from MoH to protect health information

systems.
e To assess the availability of the necessary administrative, physical, and technical

safeguards for the protection of health information systems.



e To evaluate the extent of application of security domains in MoH and PMC.

1.5 Hypotheses of the Study
Hypothesis (H01): MoH applies security safeguards to enhance the level of health information

security and privacy protection in MoH.

However, the following sub-hypotheses were derived from the first main hypothesis:

(HO1-1): Administrative safeguards are applied in MoH.

(HO01-2): Technical safeguards are applied in MoH.

(HO01-3): physical safeguards are applied in MoH.

Hypothesis (H02): Important security and privacy domains of health information are applied
in MoH from the viewpoint of Palestine Medical Complex staff.

Moreover, the following sub-hypotheses were derived from the second main hypothesis:
(HO02-1): There are policies applied for the security and privacy protection of health information
in the MoH from the viewpoints of Palestine Medical Complex staff.

(H02-2): The organizational security for the security and privacy protection of health
information is applied in the MoH from the viewpoint of Palestine Medical Complex staff.
(H02-3): The employees are qualified to maintain the security and privacy protection of health
information in the MoH from the viewpoint of Palestine Medical Complex staff.

(HO02-4): There is control over access to systems to maintain the security of the privacy of health
information protection in the MoH from the viewpoint of Palestine Medical Complex staff.
(HO02-5): Systems are developed and maintained to have the security and privacy protection of

health information in the MoH from the viewpoint of Palestine Medical Complex staff.



(H02-6): There is a business continuity planning (BCP) to maintain the security and privacy
protection of health information in the MoH from the viewpoint of Palestine Medical Complex
staff.

(H02-7): The patient data are not disclosed from the viewpoint of Palestine Medical Complex

staff.

1.6 Thesis Outline

This thesis structure has been systematized as follows; Chapter 1 dealt with an introduction,
background, and how the researcher considers the concepts in this current study as a term of
reference, problem description, objectives, and hypotheses to answer. Chapter 2 the clinical
research as literature review covered patient privacy and data security and related works in this
area. Then, the methodology chapter presented the methodology and methods describing how
the expedition was undertaken to do this research, as well as the framework used for this
research chapter 3. Next, in chapter 4, an analysis of the findings and results are outlined, while
finally, chapter 5 is displaying the discussion, limitations, and strengths of the study,

conclusions, and recommendations.
1.7 Summary

This introductory chapter provided an overview of the importance of the health information
system (HIS) providing substantial benefits to healthcare professionals, patients, and healthcare
organizations. Moreover, an overview of the study aims and objectives is; to assess the level of
health information security and privacy protection in the Palestinian Ministry of Health, to
assess the adopted policies and regulations from MoH to protect health information systems,
and the availability of the necessary administrative, physical and technical safeguards for the

protection of health information systems. Furthermore, this chapter included the rationale of
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this topic, as well as the security and privacy that have become a principal disquiet of diverse
stakeholders, governments, users, systems managers, and service providers which were all

collectively encompassed within the study problem.
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CHAPTER TWO
THEORETICAL FRAMEWORK

2.1 Overview

In this chapter, the concept of information security is defined in conjunction with the concepts
of the security triad. The interrelated terms of information security are then described and
important standards in this area are discussed. Moreover, the most important electronic schemes
in the MoH are reviewed, along with government institutions responsible for drafting laws,

legislation, and security policies.
2.2 Health Information

Information is defined as any meaningful data, where assets are anything that has value to the
organization including the information, the importance of the information comes from the
sensitivity of it which increases the value it and enlarge the dangerous of breaching it (Kaospilot,
2005). Personal health data are included in the category of "sensitive" or "special nature" within
the personal data category. Protecting this confidentiality is necessary in terms of protecting the
right to privacy of persons who have medical data. Clearly ‘health information’ is a particularly
sensitive subset of personal information, thus justifying the privacy concerns relating to the
emergence of SEHR systems (Sahma et al., 2013).

PHI stands for Protected Health Information. is a term given to health data generated, obtained,
stowed, or conducted by HIPAA-covered entities and their business associates with regard to
the delivery of healthcare, healthcare operations, and disbursement for healthcare
services. Secure health information is often abbreviated to PHI, or in the case of electronic
health information, ePHI. It narrates to an individual’s health conditions, medical services, or

payments and the information is sufficient to identify someone, identifiable means. There’s an
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unbiased root to believe the information can be used to detect the individual e.g., name, address,
birth date, and social security number. PHI includes electronic media and other forms of media
including paper, audio recordings, and digital images (CMS, 2016).

In line with ISO, 27799 presents steps for organizations to perform an information security
standards and practices counting the assortment, application, and application of controls
depending to the information security risk. health information to be protected comes in different
types like personal health information, research and statistical data, public health surveillance
data, health staff data, medical knowledge, and health information system security data
(Hamidovic and Kabil, 2011).

2.3 Information Security and Privacy

Numerous definitions of the privacy concept are applied in the literature; the right to be alone,
or the right of the individual to avoid others (individuals, organizations, or the government)
having access to personal information (Rognehaugh, 1999). ‘Information privacy’ refers to the
capability of a person to exert discipline over their data controlled by others. Information
privacy involves the use, maintenance, collection, and disclosure of ‘personal information’: in
the case of medical information, any item of information that may reveal a person's identity
should not be viewed, published, or shared without the patient’s consent and authorization or
with the consent of a legal representative in case of young age or mental disorders (Ozair et al.,
2015). Privacy protection is the framework within which security and confidentiality are
maintained (Rinehart-Thompson and Harman, 2006).

Information security is not only about the protection from unauthorized access, information
security is “basically the practice of preventing unauthorized access, use, disclosure,

disruption, modification, inspection, recording or destruction of information” (Alhassan &
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Adjei-quaye, 2017), taking into consideration the protection of data from inadvertent or
improper use, and data unavailability due to system failure and user errors (UNAIDS, 2007).
The information security code [ISO / IEC 27001] defines the term as follows:
Information security “is the protection of information from a wide range of threats to ensure
business continuity, minimize business risk, and maximize return on investments and business
opportunities” (Ormandjieva et al., 2012).

Security and privacy of patient health information are decisive to improving systems and
configurations that reinforce the interchange of information among healthcare providers,
payers, and consumers using Health Information Exchanges (HIE), and to assure concealment
and confidence of the physician-patient relationship. The E-Healthcare information proposes
exceptional security, privacy, and confidentiality approaches that necessitate an active
examination of the conventional perceptions and methods to information security. If patients
did not have the equitable security safety measures primed to defend their information, or the
confidence that their privacy will be preserved, they would care for their privacy on their own,
such as repudiate to permit to use of personal health information for research purposes, or not

pursue treatment, or Refrain from disclosing dangerous information (McGhee, 2008).
2.4 Information Security Risks, Threats, and Vulnerabilities

The information facilities are constantly exposed to and susceptible to many different threats.

A threat is a process or event that has the potential to disrupt the reliability of an object like
breaches, disclosures, unauthorized access, errors, misuse, and system failure. The extent to
which the information provided is sensitive to threats depends on the vulnerability of the
information provided to a specific threat, the vulnerability defined weakness in assets, which

can be exploited through the threat to harm like unprotected network, poor password
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management, lack of monitoring, lack of security awareness, and unstable power source. The
sensitivity arises because one or more objects of the information provision make it possible that
one or more threats lead to a negative influence on one of the reliability aspects “availability,

integrity, and confidentiality”. (eHealth Ontario, 2010)

2.5 Information Security Elements (CIA)

Information security is the process of protecting information from unauthorized access, use,
disclosure, destruction, alteration, or damage. The basic elements of information security are:

confidentiality, integrity, and availability, this trio is briefly called CIA (Figure 2.1).

Figure 2.1: The Confidentiality, Integrity, and Availability (CIA) triad (Oza, 2019).

These elements are basically as follows:
2.5.1 Confidentiality: It aims to prevent unauthorized access to information. The information
must be protected from unauthorized access, both when processing in computer systems

(process), when stored in storage media (storage), and when moving between the sender and
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receiver (transport) on the network. The point to be considered in this principle is not to ensure
that the information is completely hidden, but in an unauthorized way to prevent it from being
obtained and to be informed when it can be accessed (Popescul, 2011).

2.5.2 Integrity: The aim is to keep and preserve the information as it should be. It aims to
prevent the distortion of the information, its modification, the addition of new data, and the
deletion partially or completely. For this purpose, the realization of access control for critical

information and backup periodically must be realized (Popescul, 2011).

2.5.3 Availability: It is the principle that aims to make the information (data, source, system,)
accessible and usable during the determined, expected, targeted, needed time and to make it
complete. It aims to protect information systems against performance threats that may come

from within and outside the organization (Popescul, 2011).
2.6 Risk Management

Generally, the risk is considered a negative situation or danger. It is defined as the probability
of an event occurring and the possibility of being affected by the event. Risk management covers
three processes: risk assessment, risk mitigation, and risk evaluation. Risk management is the
procedure that permits IT managers to equalize the operational and economic costs of defensive
actions and accomplish gains in mission capability by protecting the IT systems and data that
support their organizations’ missions (Stoneburner et al., 2002). Therefore, harm from the
negative effects of risks taking into account the possibilities for not seeing, a discipline that is
called risk management has emerged which includes taking measures, working and planning
activities. Risk management has an essential role in protecting healthcare information assets as
healthcare facilities using digitalize information systems to process information to improve the

services (NIST, 2012).
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On the other hand, risk management is the process of determining, measuring, and reducing the
risk factors that can affect the profitability of an institution or organization and primarily for
business organizations. In risk management, it is not possible to eliminate the risk. It is aimed
to prevent unnecessary losses through a systematic and careful approach to the problems and
careful management of the risks decided to take. For efficacious risk management, it is
imperative to identify and analyze the risks regarding the information assets and targets of the
organizations, and to monitor the classified risks under control, while the most accurate
approach of managing the risk is to conceive an information technology risk management
process that will lessen the risks with the highest opportunity of realization and the highest
damage it will instigate (Ranong and Phuenngam, 2009).

2.7 Health Information Security Policy and Standards

The health care organizations must manage and safeguard personal information with policies
and regulations, the Countries have shown great interest in the security and privacy of medical
information by adopting regulations and enacting legislation and aspects that will strengthen
the security and privacy of medical information:

There are various standards and frameworks in the field of information security. In this section,
there will be a depiction of the most commonly used standards and frameworks in the context
of the research.

1-The Health Insurance Portability and Accountability Act (HIPAA).

HIPAA “Health Insurance Portability and Accountability Act”, Health Insurance Portability
and Responsibility Instruction; It sets rules on the conditions under which health information
can be accessed by healthcare professionals and other organizations to ensure the security of

personal health information (James, 2007).
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HIPAA, which has been in force in the USA since 1996, includes the necessary sanctions (such
as fines and imprisonment) for the unauthorized use and disclosure of personal health
information, including procedures and protocols restricting access to health records. It includes
some administrative, physical, and technical standards that increase the security of personal
health information. Confidentiality, integrity, and availability of personal health information
should be guaranteed according to HIPAA security rules. Measures should be taken against any
unauthorized access that may threaten the integrity of personal health information and/or
endanger its confidentiality and privacy. Security rules were developed to deal specifically with
electronically protected health information and working on three types of security warranties:
administrative, physical, and technical (James, 2007)

Each person is concerned about their health confidentiality and wants to keep up with them as
a secret. trustworthiness must apply to the doctor and patient’s relationship. However, some
professionals are delegated with the most personal patient information like health information
and interpretation distinctiveness. These data contraventions will enlarge substantial
significances not only for the patient but for the healthcare industry as well. Therefore, guarding
health information is both important and difficult. As well as quality, healthcare organizations
use information technology to amend effectiveness (Takura and Jomin, 2019).
Administrative Measures: Supervision of health institutions (health plans, health clearing
offices, organizations operating in the health sector), classification of accessibility, regulations;
management of selection, development, implementation procedures. It includes the
maintenance of security measures necessary for the protection of personal health information

and the management of the necessary workforce to ensure security (Hoffman et al., 2015).
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Physical Measures: It defines the physical precautions; the procedures required to protect and
control the relevant structures in case of natural and environmental hazards and/or unauthorized
access (Hoffman et al., 2015).

Technical Measures: It defines the technical precautions It includes procedures, technologies,
regulations,it Control access to computer systems and enable covered entities to protect
communications containing PHI transmitted electronically over open networks (Hoffman et al.,
2015).

2-The ISO/IEC 27000-series (also known as the Information Security Management
System ISMS Family of Standards.

The ISO 27000 series ('ISO27K' for short) foresees very comprehensive processes regarding
"information security", which can be expressed as ensuring the confidentiality, integrity, and
availability of information. In this series; while ISO / IEC 27001 sets the specifications for an
Information Security Management System, ISO / IEC 27002 is the application code for
Information Security Management which represents the guidelines for information security
standards and management practices considering the organization’s information security risk
environment (Win and Susilo, 2015). The ISO 27799 standard is related to health informatics
and regulates how to perform information security management in the health sector using ISO
/ IEC 27002. It integrates quite a few informal rules that empower to decrease the expanding
number of threats, resolves existing security issues, and improve the security targets in general
[Fenz et al., 2016; Kovalenko et al., 2018].

ISO 27001 consists of 114 controls organized in 14 sections covering the breadth of information
security management including:

“Information security policies, Organization of information security, Human resource security,

Asset management, Access control, Cryptography, Physical and environmental security,
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Operations security, Communications security, Supplier relationships, Information security
incident management, Information security aspects of business continuity management,

Compliance, and System acquisition, development, and maintenance”.

The standard requires organizations to compare the measures they have implemented with the
standard controls, then expected to implement the missing controls

ISO 27799 also includes detailed standards for taking all necessary precautions and keeping
them under security in the stages of shaping, storing, and sharing health information. At the
same time, applying relevant international standards can provide the necessary security
requirements for healthcare organizations and health information protectors, depending on their
size and situation (Flaumenhaft and Ben-Assuli, 2018).

The ISO 27799 standard, which is related to the health system, regulates how it integrates into
the health system by taking physical security measures to safeguard the information, access,
unauthorized access, theft, and damage. The operation of standard procedure, processes,
exceptional situations, delays, interruptions, failures is determined and documented. Moreover,
technical or organizational changes are checked. Before the potential effects on the operations
of information technology systems are applied, security events are analyzed, evaluated and
imperative developments for the security systems are determined. In conclusion, by taking
appropriate measures to fulfill, data security requirements are arranged in a verified manner,
specified in the data protection standard, and information is secured. Irrespective of the form of
information (spoken, sound recordings, drawings, video images, medical analysis results, etc.),
whatever medium found in (printed or electronic media), or whatever tools are used for the
transfer of information (fax, computer networks, mail, etc.), they all have to be well protected

(Farn et al., 2007).
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2.8 MoH Information Systems

In 2011 with cooperation between USAID and MoH, the idea of computerizing Patient medical
files has begun in all governmental hospitals affiliated with the MoH, the first phase started in
three main hospitals, which are Rafidia, Alia and PMC , which required the establishment of a
main datacenter in the PMC and the disaster recovery site in Rafidia hospital, in addition to
providing data connection lines, Internet lines, creating computer networks in all hospitals, as
well as distributing computers in all hospitals departments and wards, to be followed by the
process of installing and operating the health information system, training health care staff ,
creating employees accounts and giving them the necessary privileges, along with providing
24/7 technical support

Upon completion of the project, The Engineering and Computer Unit at the MoH abides to
improve the configuration of health information system in the Ministry, throughout the
development of existing systems, or the construction of new computerized ones. Moreover,
MoH IT staff is assured to the provision of technical support essential for the work immovability
of these systems, as well as working on the preparation of numerous types of infrastructure
needed to confirm the stability of the operational services in the different facilities of the
ministry, and empowering citizens for these services as well, to reach 13 fully computerized
hospitals, serve hundreds of thousands annually “253,000 patients PMC alone”, as well as more
than 2.5 million computerized medical record in the health information system database as a
whole by the end of 2020(Alhelou, personal communication, 2021).

In this part, the researcher will investigate the MoH information systems hosted in the main data

center in PMC which is managed by the MoH team and serves almost all MoH facilities.
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2.8.1 Avicenna: The health information system which was funded by the United States Agency
for International Development (USAID) in 2011 was developed by a Turkish company and
deployed by a local one. The system is a desktop application connected to an application server
settled in the main data center in the PMC. It is a three-phase deployed system, functions in
thirteen (13) governmental hospitals and 4 public health care centers. Furthermore, the system
epitomizes the main data source of health information in MoH and encompasses almost all
patient medical records. These records include diagnoses, visits, doctors' and nurses’ notes, lab
tests, radiology tests, drugs, pathology, physiotherapy, and financial issues, in addition to
managing the kitchen, laundry, maintenance, stores, transportation, purchasing, and
sterilization. Further, the system provides MoH departments with looked-for reports about the
activities and procedures of the hospitals and centers. Besides, it is integrated with the referral,
PACS, and Qlik systems.

The Ministry team is entirely in charge of the day-to-day operations (Alhelou, personal
communication, 2021).

2.8.2 Stradus: represents the PACS” Picture Archiving and Communication System”, is a web-
based system funded by JICA in 2018, installed in thirteen (13) MoH hospitals, archives all X-
Rays, CT, Ultrasound, and MRI pictures for five years. It is integrated with Avicenna and could
be accessed at anytime, anywhere, and from any authorized persons from the link?. The system
is installed locally in each hospital while pictures are saved locally, synced to the main storage
in the main data center as well as to the Microsoft cloud. However, the system is developed,
installed, maintained by a local company, and can be accessed from the link:* (Alhelou, personal

communication, 2021).

2 https://view.stradus.com/
? https:/fview.stradus.com/


https://view.stradus.com/
https://view.stradus.com/
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2.8.3 HR: Human resources system is a web-based system, funded by USAID in 2011,
developed by an international company, installed by a local one, and managed by the MoH
team. However, the system's objective is to organize the human resources-related works such
as employees’ profiles, their vacations, leaves, and their timesheets. It can be accessed from the
link*:

2.8.4 Pharmacy: a web-based system developed, installed, and maintained by the MoH team,
with the purpose to enhance the performance of the General Administration of Pharmacy. It
comprehends the related laws and regulations, essential drug lists and prices, reports, and
warnings. It can be accessed from the link:

2.8.5 Moodle System: it is an E-learning system installed in the main datacenter by Al-Quds
Open University developers, maintained and supported by the MoH team, with the purpose to
activate electronic learning. It offers online courses, training, and exams for medical students in
the ministry. It can be accessed from the link®:

2.8.6 GHI: Government Health Insurance is a web-based system funded by the Palestinian
Economic Council for the Development and Reconstruction (PECDAR), with the purpose to
create an insurance system to serve the people. The Government Health Insurance (GHI) project
was established in 1994 to provide the Palestinian population with health insurance coverage.
It is linked with the Ministry of Interior, Ministry of Social Affairs and any related ministry to
facilitate the flow of information between ministries. The system is still under testing by a local

firm, while the servers are installed and configured by the MoH team.

* http://me.moh.ps/MenalTech/application/hrms/mename/index.php
http://hr.moh.ps/MenalTech/application/hrms/menahr/index.php

7 http://pharmacy.moh.ps

% http://moodle.moh.ps/


http://me.moh.ps/MenaITech/application/hrms/mename/index.php
http://hr.moh.ps/MenaITech/application/hrms/menahr/index.php
http://pharmacy.moh.ps/
http://moodle.moh.ps/
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2.8.7 E-Referral: electronic medical referral is a web-based system that was funded by the
United States Agency for International Development (USAID) in 2016, to ease the
communication between the Service Purchase Unit “SPU” in the ministry, and the public
hospitals “referring hospitals” from one side and between the private hospitals” referred
hospitals” and SPU from the other side, moreover, it seeks to facilitate the provision of services
for Palestinian patients outside the public health system on time. The system can be accessed
from the link’: The Service Purchase Unit (SPU) at the Ministry of Health (MoH) has received
technical support from the USAID-funded Palestinian Health Capacity Project (PHCP) since
2014 to streamline referral services and improve communications with all referral facilities,
with specific highlighting on referrals to hospitals. The SPU developed the first version of the
referral guidelines document in 2014 (MoH, 2016). These guidelines have served as an
important tool for the SPU and other PMOH staff throughout the referral workflow process.
More in recent times, the PMOH and SPU implemented further refinements to the referral
process that required documentation. Unfortunately, the link is not functioning®:

2.8.8 Qlik: is a web-based system, funded by Intra-Heath in 2016, the system was installed in
the main data center by a local firm, and managed by the MoH team, with the purpose to supply
the needed reports about the HIS system automatically and send them periodically to pre-
defined emails to the hospital Administrative and Financial Affairs and diverse departments in

the ministry. The system can be accessed from the link’:

7 hitp://ereferral.moh.ps/
¥ https://spu.moh.ps/.
? https.//qlik.moh.ps/.


http://ereferral.moh.ps/
https://spu.moh.ps/
https://qlik.moh.ps/
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2.8.9 Covid19 results is a web-based system developed, installed, and managed by the MoH
team. The system was initiated post COVID19 pandemic and aims to display the results of
COVIDI09 tests. It can be accessed from the link '*:

2.8.10 PNIPH E-Registries: PNIPH Established in 2012 by the corporation between
Palestinian Ministry of Health (MoH), the World Health Organization (WHO), and the
Norwegian Institute of Public Health (NIPH), it focused on the development of health systems
and e-registries in order to improve the public health functions which translated in funding,
developing, and managing the following registries:

Cause of death e-registry, Cancer e-registry, Mammography e-Registry, Road Traffic Accidents
& Injury Prevention e-Registry, and Family Practice, which are all installed in the MoH

datacenter (PNIPH, 2021).
2.9 Information Security in Palestine

The Palestinian Basic Law presented a clear interest in information security, as its enacted laws
and legislations that would preserve information from any penetration, sabotage, confusion,
disclosure, or wrong use, through the so-called Cybercrime Law (Decree-Law No. (16) of 2017
regarding electronic crimes, 2017). This Decree-Law was issued in 61 clause clarifying articles
for:

1-Anyone who intentionally and unlawfully penetrated any means of a website, system, or
electronic network, or bypassed the authorized access.

2-Anyone who hindered or disrupted access to the service, or access to equipment, software,
data resources, or information, by any way, through the electronic network or any of the
information technology tools.

3-Any person who introduced or produced by the electronic network, or by using any means of
information technology, that would stop it from working, or disrupt, or destroy programs, delete

them, destroy them or modify them.

10 https://result.moh.ps/.
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4-Whoever captures, records, intercepts, or intentionally wiretaps what is sent through the
networks or any means of information technology.

5-Anyone who intentionally decodes encrypted data in circumstances other than those
authorized by law.

6-Every employee who perform any of the crimes defined in this Law, by taking advantage of
his powers and authority during the performance of his work, or because of it, or facilitating
that for others.

The Ministry of Telecom. & Information Technology is the second body in the Palestinian
National Authority which is concerned about information security. The Council of Ministers
initiates the basics for the general policies of information security to all ministries and
governmental institutions. It consists of eight domains (Ministry of Telecommunications and
Information Technology, 2017):

¢ Administrative responsibilities: which cover the administration responsible for information
security policies, standards, circulars, procedures and their applications, reviewing and
monitoring.

e Physical security: which deals with environmental security, equipment security, and
physical access to the Data Center, and securing backup media.

e Access control security: which covers access control security, data access control,
personality verification, privacy, identification, manage user privileges, manage passwords,
network access, and documenting events.

e Information security: it includes data privacy and how to protect the data from disclosure,
and it ensures the encryption mechanism and covers the backup procedure.

e Application security: includes the policies of developing and maintaining applications,
managing and controlling settings.

e Communication and network security: it covers protection of networks, internet and email
security, deal with sever computer viruses and malicious codes, management of software
and patch files, and wireless network security.

e Security risk assessment and auditing: it relates to scheduling and implementing periodic
risk assessments, as well as arranging for third-party information systems evaluation.

e Security incident management: where the security events are monitored and the security

incidents are resolved.
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2.10 Summary

In this chapter, the basic concepts regarding to the domain of the study were presented in terms
of health information and the security and privacy of medical information. The risks, threats,
vulnerabilities, and basic elements of information security were defined, in addition to the most
popular international regulations and standards.

The researcher also reviewed the most important electronic systems in the Palestinian Ministry
of Health, in addition to the laws and initiatives established by the Palestinian government to

preserve all electronic information.
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CHAPTER THREE
LITERATURE REVIEW

3.1 Overview

The present review displays an upsurge in the number of research studies completed on health
information security and privacy protection in the healthcare system. Nevertheless, an extensive
literature review did not reveal so many studies, which focused on health information security
and privacy protection such as our study. Local, regional, and international studies related to
information security are reviewed.

3.2 literature Review

3.2.1 Local Studies

1. A study conducted by Tayeh (2008) in Gaza, Palestine, aimed at “identifying the extent of the
effectiveness of information security management in forty-one Palestinian information
technology companies” (Jerusalem, West Bank, and Gaza) by investigating ten domains. The
researcher explored the differentiation in implementing the information security management
and concluded that all the fields except organizational security affect the effectiveness of
information security management in those companies. Furthermore, there were no differences
between the information security management attributable to the history company in the fields
of IT, yearly security budget, company main working field, years of staff experience, operating
systems, and staff qualifications. The study recommended advising the information security IT
companies to improve incident management plans to deal with developed security incidents
with compliance to legal requirements and enhance employees' training as well as to develop a

procedure to measure the incidents costs and volume.
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2. Another study was carried out in Gaza by Hassan (2013) to investigate “the impact of
information security management on the effectiveness of applying e-management in the
governmental organizations in the Gaza Strip”. Using a questionnaire as a tool to collect data,
eight (8) governmental organizations were allocated to this purpose using ten (10) domains with
a (91%) response rate. However, the study concluded that the effectiveness of information
security management in the Gaza governmental organizations was rated about (65%), while the
effectiveness rate of applying e-management in these governmental organizations assayed about
(74.5%). Moreover, there was a noticeable weakness in the fields of organizational and
personnel security, compliance with legal requirements, and the classification of assets.

In addition, there was a significant correlation between the fields of information security
management and the effectiveness of applying e-management in Gaza governmental
organizations. The study recommended establishing a cross-functional forum of management
representatives from pertinent portions of the situation to match up the implementation of
information security controls, directing the government to wield more efforts headed for the
feeble information security fields, as well as informing all employees about the latest updates
of the procedures and policies of the institutional information security.

3. Al-Danaf (2013) fulfilled a study in the Gaza Strip aimed at identifying the actual situation
of information systems security management in six (6) Technical Colleges and how to improve
it. Using the analytical descriptive method, the researcher used questionnaires and interviews
as tools with a (79%) response rate. The study concluded that the entire technical colleges did
not have any written IS policy, while few colleges knew about this issue. More than 92% of the
studied sample had declared that colleges use computerized health information systems at a
relatively high level. Moreover, information system IS infrastructures are available at an

intermediate level in these colleges, as well as there were significant differences between
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technical colleges in the application of information security management due to the age, the
experience of staff, training levels, and rate of the security budget. The researcher recommended
creating and improving an information security policy in the technical colleges, as well as
increasing the financial information security budget and the training capabilities of employees
in the security fields. Moreover, the study recommended improving the contract conditions with

IT-Outsourcing vendors.

3.2.2 Regional Studies

1. A study was conducted by Abd Aljaber (2013) aimed at “investigating the degree of
effectiveness of internal control procedures in providing electrical information security in
Jordanian manufacturing companies using electronic accounting information systems in
reducing security risks”. Besides, the study exposed the likely obstacles that restrict the
efficiency of internal control in these companies. Three groups of risks were classified (hacking,
social engineering, and malware), besides, the study highlighted the efficacy of internal controls
in preventing and identifying these risks and improving the situation in case of their
manifestation. Using questionnaires, the study population consisted of information technology
staff, internal auditors, and accountants who were recruited in thirty random sample
manufacturing companies functioning in Jordan managing electronic accounting information
systems. The researcher distributed (145) questionnaires and recovered (72) questionnaires with
a (50%) response rate. The study results showed that internal control procedures used by the
companies were commonly operational in preventing and identifying risks related to hacking,
social engineering and malware, and in rectifying their effects in case of their incidence.
Furthermore, the findings showed statistically significant differences in views of the study

sample that may be due to the respondent's job nature, professional experience, and possession
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of a professional certificate, and to the company's size and affiliation with an international
company. Moreover, the results displayed the presence of impediments and challenges facing
the application of effective internal control procedures, including the quick development of
electronic fraud methods and the lack of management support for the activities of internal
controls related to information security. The study recommended including management
support for the activities of internal control over information security through the provision of
qualified staff and encouraging them to attain related professional certificates.

2. The study of Mishnah et al. (2019), was carried out in Saudi Arabia with the objectives to
assess the state of electronic security and cyber-security level in Saudi hospitals, and to
determine the extent to which hospitals are prepared for any potential threats that may affect
patient privacy, health data confidentiality, and EHR availability and integrity. The researchers
Mentioned that Saudi Arabia has a widespread of adaption different EHR systems which could
expose the health facilities to high-risk threat. In addition, they mentioned that Saudi Health
institutions have begun to develop security settings and update policies and procedures to
prepare and prevent any electronic attacks, leaks, sabotages, or disruptions of computerized
health systems. The researchers have developed and distributed a questionnaire to hospitals
located in seven different Saudi regions, it covers the network, servers and storage, policies and
procedure, computer department, power supply, backup plan, policies, and procedures. The
study concluded that a few hospitals have a high and moderate e-security measure, tools, and
procedures to achieve the best level of security and the vast majority have poor security level

which needs a very fast intervention.

3. The study of Al-Gharbi et al., (2015) was conducted to review health information systems in

Oman and to assesses the axes of the used system in terms of security, performance and
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effectiveness. The study discussed the security features of the Al-shifaa health information
system. They mentioned in their literature that almost all major health institutions in Oman
adopted a computerized health system, and the MoH is the main provider of health service in
Oman and has a comprehensive health system called Al-Shifaa. Al-Shifaa system is
characterized by being comprehensive of all elements of the medical file in one screen, where
privileges are given according to the tasks assigned to the employees. The system protects
patient information from improper use by setting limitations and controls to read, write and
delete. The system is designed to comply with the basic principles of safety, namely CIA, as the
system is isolated from the Internet and does not allow the use of a USB or cd. Moreover, the
system is protected from unauthorized access by using a complex and powerful username and
password and the employee does not have access to un allowed privileges. To achieve high
availability, redundancy was used for the important elements in the system. The record of
changes to the patient's file is maintained by time and date.

4. Karasneh and colleagues (2019) piloted a descriptive, cross-sectional study about “Patient
data sharing and confidentiality practices of researchers in Jordan”. The researchers explored to
assess the knowledge and practices of healthcare workers regarding medical information
security and data sharing, about the medical data retrieved for research purposes, Targeting all
medical field researchers in academic institutions in Jordan, a questionnaire-based survey was
used, and included three (3) sections which are: personal information, "experience, age and
affiliations", knowledge of research ethics, and security techniques and practices "access to
information, storage and delivery". The results showed substandard performance due to
information security between researchers from various health sectors. They found that
researcher team could have a medical data more than the study needs. More than a third of the

respondents claimed that managers do not know about the protection techniques or do not
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adhere to them, as well. They are allowed to store this information on their personal computers
in addition to using their USB to transfer the information. The researchers claimed that the
medical information is not encrypted. Accordingly, the study concluded that such practices
endanger health information and reduce confidence between the patient and the health
institution. The study recommended that healthcare providers and lawmakers must work hard
and fast to issue regulations to protect electronic health information by controlling data sharing,

access, and transfer.

3.2.3 International Studies

1. Yarmohammadian and coworkers (2010) conducted a descriptive and comparative study in
Iran, aiming to compare the laws and security policies for medical information between Iran
from first side and some developed countries from the other side; "The United States, Australia,
Malaysia, and England", and worked to identify the points of convergence and differences
between them. The researchers used the description and comparison method, where the data
were collected through extensive searches in the Internet and libraries, in addition to
communication from experts in the field of information security. The study concluded that the
aforementioned countries are responsible for enacting legislation and laws related to
information security, and based on these laws comes the role of hospitals in developing policies
and procedures to translates these laws in protecting medical information. In comparison with
the state of Iran, there are no specific written policies or procedures regarding the leakage of
medical information, although there are few laws and policies that come in the form of letters
and bylaws. The researchers concluded that the legal authorities should enact the laws and
legislation necessary for the use of medical information, and more studies should be done

regarding the disclosure of medical information.
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2. Eroglu and Cakmak (2016) performed a study in Turkey aimed at assessing the information
system in health organizations by measuring the security and risks and determining the gaps in
the used assessment tools and information security applications to improve the health
organization. The researchers employed an international Information Security Assessment Tool
for State Agencies and the data were collected by interviewing health information security and
information system managers. The tool consisted of questions that covered five domains:
organizational reliance, risk management, staff, processes, and applications. The researchers
found that the threats resulting from the system bugs had adverse effects on the processes,
identity, and culture. In addition, bugs may cause loss of the values and quality of services
provided. They also found that there was a shortage of security policies and procedures, and
staff vulnerability who use the system which needs training and support from the organization.
To conclude, post analyzing the results, they assessed that the health institutions is in a good
security level, where the infrastructure and the technical side rose to a strong level, but they still
need to enhance the regulations and decisions.

3. Mehraeen and colleagues (2016) executed a survey study aimed at assessing many Iranian
university hospitals regarding the information security safeguards " administrative, technical,
and physical". The study targeted (36) IT managers in these hospitals using a four-section
questionnaire. The result showed a strong level of technical and physical security and a
moderate level of security regarding administrative safeguards. The respondents agreed that the
access policies to data could be changed over time, However, the patient right to access to their
medical data weren’t identified clearly, besides the lack of the sanction over illegal data access.
Regarding access control, furthermost of the IT managers noted that IT staff could easily

determine the user’s identity. However, the system access sessions have no time limit. The
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researchers recommended increasing the staff training, developing security policies, applying
access control rules, and Implement appropriate penalties against unauthorized access to data.
3.2.4 Comment on Previous Studies

The preceding studies that have been reviewed in this topic have focused on the issuance of
health information security in particular, because of its significant role in the efficiency and
quality of the performance of health institutions and the strengthening trust between patients
and service providers. The researcher has educed from the previous literature in forming a clear
depiction of the health information security setting in the Arab and foreign countries in general,
in addition to enriching the theoretical and conceptual framework in developing the study tool.
Furthermore, in the explanation of the current study results throughout analysis and comparison
with the previous studies’ results. Previous literature fluctuated in terms of objectives, some of
which focused on reviewing the laws and procedures followed, others aimed at comparison with
developed countries, while some converged-on threats and risks. Nevertheless, all of them were
to improve health information security, consequently, a variety of methods were used to
accumulate information, including questionnaires, interviews, research, previous literature,
description, and comparison methods. This study was in concordance with some previous
studies’ results, nonetheless, was inconsistent with some others. The researcher justifies this as
a result of the dissimilarities in the societies, and the variance in the time period in which these

studies were conducted.

3.3 Summary

In this chapter, the researcher presented some important local, global, and regional studies
related to the topic of research, which served as a road map in identifying the study tools, and

also helped him in analyzing the results and linking them with each other.
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In addition to evaluating the information security situation in the Palestinian Ministry of Health

with other countries and health institutions.
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CHAPTER FOUR
METHODOLOGY

4.1 Introduction

The methodology and procedures of the study are considered the principal part through which
the applied aspect of the study is achieved. The data required to perform the statistical analysis
are obtained to achieve the results that are interpreted, and thus, to attain the goals that the study
pursues to accomplish. This chapter explore the approach used in the development of the study
tool, the community and the sample of the study, as well as the development of the
questionnaire, and the extent of its validity and reliability. Lastly, the statistical management

that the researcher relied upon analyzing the study.
4.2 Study Design

Based on the nature of the study and the goals it seeks to achieve, the researcher used the
descriptive-analytical method, which depends on the study of the phenomenon as it exists in
reality and is interested in describing it as an accurate description and expresses it in a
quantitative expression. Also, this approach is not satisfied when collecting information related
to the phenomenon to investigate its various manifestations and relationships, but goes beyond
it to analysis, linking, and interpretation to reach conclusions on which the proposed vision
builds to increase the balance of knowledge about the topic.

This approach was chosen because the study aimed at quantifying the opinions about the
assessment of health information security and privacy protection for employees working in
Palestine Medical Complex, and employees in the computer and engineering department at the

MoH.
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4.3 Sources of Information

However, two main sources of information been used:

4.3.1 Primary Sources: the researcher used a well prepared questionnaire designed specially
to the topic of the study as a best way to collect the primary data to reflect the analytical aspect
of the study.

4.3.2 Secondary Sources: To address the theoretical aspects, the researcher has used the related
Arabic and English books, articles, magazine, websites, reports, other studies and researches
which represents the secondary data sources.

4.4 Study Population

The researcher had recruited all the employees of the two sites; the entire staff members totaling
twenty (20) employees constituted the computer and engineering department at the Ministry of
Health, and nine hundred and fifty (950) employees in the Palestine Medical Complex in

Ramallah.

4.5 The Study Sample

The researcher used the random stratified method to select (142) employees working in the
Palestine Medical Complex in Ramallah from the year 2020, while all employees in the
computer and engineering departments responded to participate in the study. Tables 5.1 and 5.2
show the characteristics of the demographic samples.

4.6 Study Period

The study was carried out between March 2020 and May 2021.

4.7 Study Tools

A two-page written questionnaire booklet was constructed for each facility (Palestine Medical

Complex, and the computer and engineering department at the Ministry of Health) from
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literature and other studies questionnaire designed consisting of short and direct questions,
which requiring a tick answers. The questions were designed to assess the health information
security and privacy protection for employees working in Palestine Medical Complex, and
employees in the computer and engineering department at the MoH. The current study used the
community survey method for computer and engineering department employees, and by sample
for Palestine Medical Complex employees, and the questionnaires as tools to collect data and
information about the study population. The study tool was developed due to literature, previous
studies, books, scientific references, and thesis related to the current study site, to assess the
health information security and privacy protection for employees in the MoH, where the

researcher developed two questionnaires as follows:

4.7.1 Computer and Engineering Department Staff Questionnaire

As the computer and engineering department in the MoH manage responsible to install and
develop every system in the ministry and provide day-to-day technical support for all the
governmental hospitals, a questionnaire has been developed to cover -the-scenes security
measures and techniques. Appendices (B, C).

The questionnaire enclosed three main parts. The first part consists of the consent form, which
contains a brief explanation of the topic of the study, in addition to the participants’ appreciation
for allocating part of their precious time, emphasizing the need for credibility in answering the
questions. The second part consists of socio-demographic questions in order to determine the
characteristics of the sample in terms of age, gender, educational level, in addition to the job
title. The third part aimed to investigate how much the assessment of the health information
security and privacy protection the employees have, which consists of questions from 5-33

cover three safeguards which are: administrative, physical, and technical safeguards.
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4.7.2 Palestine Medical Complex Questionnaire

As healthcare workers don’t know much about the technical issues, the researcher developed
another questionnaire after adequate literature review. The structured questionnaire was applied
to ten (10) employees as a pilot assessment, which was used to identify problems and to evaluate
the ease and level of the questionnaire.

It was observed that there was no problem in understanding the questionnaire which was
distributed in both Arabic and English languages to the same sample, and the results were
completely identical.

The questionnaire form consists of two parts. Questions 1-4 in the first part are about the
personal characteristics of the participants. Questions numbered 5-34 in the second part are
questions about information security. The questionnaire covers 7 domains which are: security
policy, organizational security, access control, personnel security, business continuity
planning (BCP), systems development and maintenance, and data disclosure. (Appendices
D, E).

4.8 Validity of the Questionnaire

The truthfulness of the questionnaire is intended to measure the questionnaire questions of what
they were designed to measure, and the researcher verified the validity of the questionnaire in

two ways:

4.8.1 Arbitrators Validity "virtual honesty"
The researcher designed the questionnaire in its initial form, and then to verify the validity, he
presented it to the supervisor and to a group of specialized arbitrators consists of six specialists

in the field of information security and statistics to show their suggestions, and their names are

listed in Appendix (A).
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The researcher followed their suggestions and made all the required modifications to brought
out the questionnaires in their final form.

4.8.2 Internal Validity (internal consistency)

The validity of the tool was also verified by calculating the Pearson correlation coefficient for
the study items with the total score for each field of study

The validity of the tool was also verified by calculating the Pearson correlation coefficient for
the study items with the total score for each field of study, where there is a direct relationship
between the pearson correlation coefficient and the strength of the validity of the study tool,as
the value of pearson correlation coefficient increase , the validity of the study tool increase to
achieve what was set for it , as shown in table. (Table 4.1).

Table 4.1: Pearson correlation coefficient results for the study paragraphs.

The scale of PMC staff The scale of Computer and engineering
department staff
No. Pearson correlation P-value  No. Pearson correlation P-value

coefficient (sig.) coefficient (sig.)
1 0.873 0.000 1 0.562 0.010
2 0.920 0.000 2 0.556 0.011
3 0.854 0.000 3 0.609 0.004
4 0.868 0.000 4 0.610 0.004
5 0.887 0.000 5 0.585 0.007
6 0.648 0.000 6 0.740 0.000
7 0.535 0.000 7 0.506 0.023
8 0.652 0.000 8 0.616 0.004
9 0.822 0.000 9 0.545 0.013
10 0.780 0.000 10 0.550 0.012
11 0.793 0.000 11 0.315 0.176
12 0.760 0.000 12 0.284 0.225
13 0.455 0.000 13 0.747 0.000
14 0.700 0.000 14 0.460 0.041
15 0.762 0.000 15 0.709 0.000
16 0.782 0.000 16 0.642 0.002
17 0.498 0.000 17 0.562 0.010
18 0.627 0.000 18 0.795 0.000
19 0.457 0.000 19 0.811 0.000

20 0.648 0.000 20 0.843 0.000



41

21 0.692 0.000 21 0.689 0.001
22 0.595 0.000 22 0.661 0.002
23 0.475 0.000 23 0.843 0.000
24 0.531 0.000 24 0.756 0.000
25 0.278 0.000 25 0.717 0.000
26 0.632 0.000 26 0.680 0.001
27 0.750 0.000 27 0.532 0.016
28 0.570 0.000 28 0.748 0.000
29 0.648 0.000 29 0.576 0.008
30 0.492 0.000 30 0.721 0.000
31 0.263 0.002 31 0.612 0.004
32 0.620 0.000 32 0.568 0.009
33 0.565 0.000 33 0.456 0.043
34 0.293 0.000

The data reported in Table 4.1 signify that the matrix correlation values of the questionnaires’
paragraphs of the computer and engineering department staff, and the Palestine Medical
Complex staff are statistically significant ,The p-values (Sig.) “in total “are less than 0.05, so
the correlation coefficients of all field are significant at o = 0.05, so it can be said that the
items of this field are consistent and valid to be measure what it was set for which indicates
the strength of the internal consistency of the tool paragraphs and that they jointly measure

health information security and privacy protection in MoH from their point of view.
4.9 Questionnaire Reliability

The reliability of the questionnaire is intended to give the questionnaire the same result if the
questionnaire is redistributed more than once under the same circumstances, or in other words
the stability of the questionnaire means stability in the results of the questionnaire and not to
change it significantly if it redistributed several times during periods given time.

The researcher verified the consistency of the study’s questionnaire through Cronbach's Alpha
Coefficient. Table 4.2 indicates that the consistency values of the study tool among computer

and engineering department employees reached (93.3%), and among Palestine Medical
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Complex employees it was (86.7%), and thus the tool (the questionnaire) had a high degree of
consistency, and can be adopted to achieve the study objectives.

Table 4.2: Cronbach's Alpha results for both questionnaires.

Scale No. of Number of Cronbach Alpha
population Questions coefficient
The scale of Computer and

engineering department staff 0.933 33 20
The scale of PMC staff 0.867 34 142

4.10 Study Phases

1. Defining the subject of the study, which is to identify the information security and privacy in
the Palestinian Ministry of Health.

2. After confirming the validity of the study tool, the researcher printed and distributed (20)
questionnaires to the staff of the computer and engineering department in the Palestinian
Ministry of Health. Moreover distributed (142) questionnaires directed to the employees of the
Palestine Medical Complex.

3. The male and female employees filled out the questionnaires with what was required, then
the researcher collected the questionnaires after verifying the required data.

4. The researcher unloaded the data and entered it into the SPSS program to analyze and

extract the results.
4.11 Statistical Methods

Following amassing the questionnaires and the study data, and ensuring their validity for
analysis, the researcher reviewed them in formulation for entering them into the computer to
perform statistical treatment of the data. They were entered into the SPSS program by assigning
certain numbers to them, that is, by converting the verbal responses into digital values,

indicating the response as strongly agree (5), agree (4), neutral (3), disagree (2), and strongly
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disagree (1), so that the higher the degree, the greater the level of information security and
privacy in the Palestinian Ministry of Health. (Table 4.3).

A descriptive analysis was applied to designate the participants’ characteristics; frequencies and
percentages to describe demographic variables and detect subjects' responses towards
statements of all domains, as well as means to determine how far the degree and agreement of
each response of the study variables. Furthermore, The standard deviation was calculated to
determine the dispersion for each phrase of the study variables along with main domain, the
closer they are to zero, the more concentrated responses and the lower their dispersion.
Moreover, using the analytical method, the relationships between dependent and independent
variables were attained using independent samples T-test, and tabular-T. The researcher deemed
(P<0.05) as significant. Data were put in and tested using the SPSS version 23 (SPSS Inc.,
Chicago, Illinois, USA).

4.12 Study Variables and Conceptual Framework

4.12.1 Independent Variables: administrative security, physical security, technical security,
security policy, organizational security, personnel, and information security, controlling access
to systems, developing and maintaining systems, BCP, and data disclosure.

4.12.2 Dependent Variable: security and privacy protection of information in the Palestinian

Ministry of Health.
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Figure 4.1: Conceptual framework of the study.

4.13 Scale Correction (the key to the statistical means of the study results)

A five-point Likert scale was used, which is a method for measuring behaviors and is used in
questionnaires, especially in the field of statistics. The scale is based on responses indicating
the degree of agreement or disagreement to the security and privacy protection of health
information in the Palestinian Ministry of Health, based on arithmetic averages as in Table 4.3.

Table 4.3: Correction scale.

Mean Magnitude Degree Category
1:00-1.80 1 Very low Strongly disagree
1.81-2.6 2 Low Disagree
2.61-3.4 3 Moderate Neutral
3.41-4.20 4 High Agree

4.21-5 5 Very high Strongly agree
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4.14 Ethical Consideration

The participants’ recruitment has initiated with the researcher attaining the ethical approval
from the Deanship of Scientific Research of Arab American University, as well as from MoH.
Moreover, the researcher invited the staff of the MoH to participate in the research project being
conducted in the PMC and MoH. The researcher has made it clear to them that their partaking
is voluntary, and it is up to them to decide whether to take part in this study, but, before they
agree, they needed to understand what the research implicates, and they are assured that their

participation will not be disclosed.

4.15 Summary

This chapter deliberated the methodological approach used to undertake this study. This
included; methods of data collection and analysis, in addition to the tools and samples of the
study, as well as the questionnaires used. Methodological choices were evaluated and justified.
Furthermore, tests of validity and reliability of the questions used in the questionnaire data
analysis and ethical consideration were also included. Additionally, obstacles and difficulties

in collecting or analyzing data encountered by the researcher were described.



5.1 Overview

This chapter presents the results of the survey, including the characteristics of the respondents
in addition to the survey items with the values of basic statistic terms “means, percentages,
ranks, degrees, and standard deviations” which helps in answering the study question. In
addition, the results of the hypotheses are presented. To the best of our knowledge, this is the
first survey conducted in Palestine to assess the health information security in Ministry of
Health. The results of this comprehensive survey may reveal the inaccurate protection of health
information in the Ministry of Health and confirm previous studies assessing the security and

privacy of health information in the Ministry of Health.
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CHAPTER FIVE

RESULTS

5.2 Sample Characteristics

The Table 5.1 shows that the males were more representative than females (n=13; 65%) vs.
(n=7; 35%). In addition, analysis of the respondents’ level of education showed the vast majority
of the staff declared bachelors’ degrees (n=16; 80%) vs. (n=4; 20%) higher than bachelors’
degree level. Furthermore, (n=10; 50%) of the staff had up to 10 - 20 years of work experience.

Finally, more than half (n=11; 55%) specified they are programmers.

Table 5.1: Characteristics of the computer and engineering department staff (n=20).

Variable Sub-variable Frequency Percent %
Gender Male 13 65.0
Female 7 35.0
Education Bachelor 16 80.0
Master 4 20.0
Experience Less than 10 years 8 40.0
10-20 Years 10 50.0
More than 20 years 2 10.0
Job Title Programmer 11 55.0
Engineer 6 30.0
Information Technologist 3 15.0



The current study included a total of (950) employees, from whom a total of (142) completed

the questionnaires (participation rate 15%). As shown in Table 5.2, females were more

representative than males (n=86; 60.6%) vs. (n=56; 39.4%). Besides, analysis of the

respondents’ level of education displayed the vast majority of the staff declared bachelors’

degrees (n=88; 62%). Furthermore, (n=62; 43.7%) of the staff had up to (10-20) years of work

experience. Finally, less than half (n=60; 42.3%) specified they are nurses.

Table 5.2: Characteristics of the Palestine Medical Complex staff (n=142).

Variable Sub-variable Frequency Percent %

Gender Male 56 394
Female 86 60.6
Education Diploma 28 19.7
Bachelor 88 62.0

Master 26 18.3

Experience Less than 10 years 55 38.7
10-20 Years 62 43.7

More than 20 years 25 17.6

Job Title Doctor 21 14.7
Nurse 60 423

Registration 12 8.5

Lab Tech 17 12.0

Rad Tech 10 7.0

Pharmacist 7 49

Administration 10 7.0

Others 5 3.5

5.3 Answering Study Questions

The researcher used the basic statistical tests “ mean, percentage and standard deviation “to

analyze the questionnaire items and one-sample T-test to test the validity of the hypotheses. The

paragraph is considered positive, meaning that the sample members agree to its content if the

calculated t-value is greater than the tabular t-value which equals 1.98, (or the significance level

“p-value” less than 0.05 ) while the paragraph is considered negative, meaning that the sample
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members do not agree to its content if the calculated t-value was smaller than the tabulated t-
value which equals -1.98, nonetheless, attitudes of the sample to the paragraph are neutral if its

significance level was greater than 0.05.

5.3.1 What is the level of security and privacy protection of health information in the
MoH and PMC?

To answer the previous question, the means, percentages, and standard deviations of the level
of security and privacy protection of health information in the MoH were extracted. (Table 5.3).
Data displayed in Table 5.3 indicate that the security and privacy protection of health
information in the MoH viewed by the computer and engineering department employees had a
high degree, with (M = 3.57), (71.4%), and (SD = 0.60), while those who work in PMC had a
moderate degree where (M = 3.33), (66.6%) with (SD = 0.46).

Table 5.3: Level of security and privacy protection of health information in the MoH.

Scale Mean Percentage% S.D Degree
The level of security and privacy
protection of health information in MoH
from the viewpoint of the computer and
engineering department staff.
The level of security and privacy
protection of health information in MoH = 3.33 66.6 0.460 Moderate
from the viewpoint of the PMC staff.

3.57 71.4 0.598 High

The main study question was divided into the following sub-questions:

5.3.1.1 The first sub-question: how far is the availability of administrative security for
health information protection in the MoH from the viewpoint of the computer and
engineering department staff?

To answer the previous question, the means, percentages, and standard deviations of the extent

of administrative security availability of health information in the MoH were extracted from the

viewpoint of the computer and engineering department staff in order of importance. (Table 5.4).
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Data displayed in Table 5.4 indicate that the most important aspect of administrative security
for health information protection in MoH was “There is a strict policy for the password, such
as specifying the minimum length, nature, and validity of this word, in addition to having
instructions explaining how to choose it” ranked in the first order, where (M = 4.50), and (90%).
However, ranked in the last order “There are clear and effective policies in place to assess gaps
and weaknesses in the information security system” evenly with “There is a defined and
recognized entity responsible for drafting, reviewing, and updating information security
policies”, with (M =2.40), and (48%). Generally, there is a notion that the total value of the
availability of administrative security for health information protection in the MoH from the
view point of the computer and engineering department staff was with a moderate degree, where

(M = 3.38) and a general percentage 67.6%. See Table 5.4.

Table 5.4: Availability of administrative security viewed by computer and engineering
department staff.

Item Item Question (Administrative

Rank No. security)

Mean % S.D Degree

There is a strict policy for the password,
such as specifying the minimum length,
1 9 nature, and validity of this word, in 4.50 |90 0.688 | Very High
addition to  having instructions
explaining how to choose it
There is a system for monitoring the
2 12 | network, the servers, and the main 4.25 | 85 0.786 | Very High
devices operating the system
All privileges related to the information
system will be canceled in the event of
the employee’s transfer or resignation
immediately
The employees are given privileges
based on their job description and their
daily tasks and upon the request of the
management
It is forbidden to share passwords
5 8 between employees or divulge their 3.90 78 1.165 High
confidentiality

395 79 0.759 High

390 | 78 1.294 High
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Backups are performed at regular
intervals

Anti-virus and virus removal programs
are used and these programs are
constantly updated

Formal disciplinary action applies to
employees who violate the hospital's
information security procedures and
policies

Backup activities are reviewed regularly
There is a plan to return the business to
normal after a system failure or
interruption in business performance
The backup and recovery mechanisms
are  documented and  examined
periodically and properly implemented
Employees are required to sign an
undertaking not to disclose medical
information as part of their terms of
employment

All potential security risks, including
threats and vulnerabilities to applications
and information systems, are identified
All staff receive appropriate information
security training and are kept informed
of the latest updates on the hospital's
information security policies and
procedures

There is a defined and recognized entity
responsible for drafting, reviewing, and
updating information security policies
There are clear and effective policies in
place to assess gaps and weaknesses in
the information security system

Total Domain Degree

3.80

3.80

3.40

3.40

3.40

3.10

2.70

2.65

2.60

2.40

2.40

3.38

76

76

68

68

68

62

54

53

52

48

48

67.6

0.768

0.768

0.883

1.095

1.188

1.165

1.174

0.988

1.273

1.231

1.046

0.592

High

High

Moderate

Moderate

Moderate

Moderate

Moderate

Moderate

Low

Low

Low

Moderate

5.3.1.2 The second sub-question: how far is the availability of physical security for health
information protection in the MoH from the viewpoint of the computer and engineering

department staff?
To answer the previous question, the means, percentages, and standard deviations of the

availability of physical security for health information protection in the MoH were extracted

from the viewpoint of the computer and engineering department staff, arranged in order of

importance, as shown in Table 5.5.
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The data shown in Table 5.5 indicate that the most important aspect of the physical security of

health information protection in the MoH is “Rooms that contain devices and information are

closed or have secure lockers that can be closed”, had (M = 4.30), with (86%), while the least

important was “The computer screen is locked manually or automatically when not in use for a

while” had (M = 3.30), with (66%). The total value was high in its degree with a mean (3.79)

(75.8%); this means that the physical security for health information protection in MoH from

the view point of the computer and engineering department staff is available.

Table 5.5: Availability of physical security viewed by computer and engineering department

staff.

Rank | Item
No.

Item Question (Physical security)

Mean

%

S.D

Degree

1 19

Rooms containing devices and information
are locked or have secure lockers that can be
locked

Data centers and information departments
are set up in good and secured places and
locations

physical security standards are applied to all
devices responsible for operating the system
to prevent unauthorized access

The hospital has a backup generator as well
as energy storage devices “UPS”
Information is only available based on need,
meaning that there are controls in place to
control the entry of outside personnel

all types of workstations that access HIS
data have been identified, such as laptops,
desktop computers

There is a list of people who are allowed
access to data centers, computer rooms, and
the list is reviewed and updated periodically
Backup media containing basic or sensitive
information is placed at a safe distance from
the main site to avoid damage from a
disaster in the main site.

Data storage devices that contain sensitive
data are disrupted or become unnecessary
by being destroyed or overwritten

4.30

4.20

3.95

3.90

3.90

3.80

3.65

3.50

3.40

86

84

79

78

78

76

73

70

68

1.081

0.894

1.050

0.912

1.119

1.196

1.137

0.946

1.188

Very High

High

High

High

High

High

High

High

Moderate
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5.3.1.3 The third sub-question: how far is the availability of technical security for health
information protection in the MoH from the point of view of the computer and

The computer screen is locked manually or
automatically when not in use for a while
Total Domain Degree

52

engineering department staff?

3.30

3.79

66

75.8 | 0.802

1.342

Moderate

High

The data depicted in Table 5.6 indicate that the most important aspect of technical security for

health information protection in MoH was “System logged out automatically after a

predetermined time of inactivity”, where (M = 4.05), with (81%), while the least important one

was “There are audit control mechanisms that can monitor, record, and/or examine the activity

of the information system” with (M = 3.20), and (64%).

The results of this domain (technical security) demonstrate specifically that the total value was

high with a mean (3.69) and (73.8%).

Table 5.6: Availability of technical security viewed by computer and engineering department

staff.
Rank | Item Item Question (Technical security) Mean % S.D Degree
No.

1 28 | System logged out automatically after | 4.05 81 0.945 High
predetermined time of inactivity

2 32 | An authentication and verification mechanism | 3.95 79 | 0.510 High
are implemented for those seeking access to
the electronic medical records system

3 27 | each workforce member has a unique user ~ 3.85 77 | 1.268 High
identifier and public accounts are not used

4 29 | The connection between the hospital and data | 3.80 76 | 0.894 High
center is secured and the transmitted data is
encrypted

5 33 | Appropriate procedures are followed to ensure | 3.75 75 1.020 High
that medical information is preserved from
modification, alteration, or destruction in an
unauthorized manner

6 30 | There are policies and procedures to provide = 3.25 65 1.209 | Moderate

appropriate access to HIS data in emergency
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7 31 | There are audit control mechanisms that can | 3.20 64 1.322 | Moderate
monitor, record, and/or examine the activity of
the information system
Total Domain Degree 3.69 73.8 | 0.802 High

5.3.1.4 The fourth sub-question: what are the aspects of security and privacy protection
of health information in the MoH from the viewpoint of the Palestine Medical Complex
(PMC) staff?

To answer the previous question, the means, percentages, and standard deviations of the aspects
of security and privacy protection of health information in the MoH were extracted from the
viewpoint of the Palestine Medical Complex staff, arranged concerning importance. (Table 5.7.)
The data prescribed in Table 5.7 indicate that the most important aspect of the security and
privacy protection of health information in the MoH from the view point of the Palestine
Medical Complex staff were (business continuity) with (M = 3.79), and (75.8%), followed by
(development and maintenance of systems) with (M = 3.51), and (70.2%), followed by
(organizational policy) with (M = 3.46), and (69.2%), followed by (security policy) with (M =
3.44) and (68,8%)), followed by (system access control) with (M = 3.43) and (68.6%), followed
by (data disclosure) with (M= 3.05), and (61.0%), while the least rank one was (personal
security) with (M =2.90), and (58%). Moreover, the total gross domain was in moderate degree
with (M =3.33) and (66.6%).

Tables (5.7-5.14) illustrate the means, standard deviations, and ranks of the items of the
information security and privacy protection in MoH from the viewpoint of Palestine Medical

Complex staff.

Table 5.7: Security and privacy protection of health information in MoH from the viewpoint
of PMC staff.

Item No. | Rank Domain Mean % S.D Degree
1 4 Security policy 344 1 68.8 | 0.950 High
2 3 Organizational policy 346 | 69.2 | 0.834 High
3 7 Personal security 290 | 58.0 | 0.762 | Moderate
4 5 System access control 343 68.6 | 0.689 High
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5 2 Development and maintenance of | 3.51 | 70.2  0.629 High
systems
6 1 BCP 3.79 | 75.8 | 0.512 High
7 6 Data disclosure 3.05 61.0 0.524 @ Moderate
All Domains 333 | 66.6 0.460 Moderate

5.3.2 Domain One: Security Policy

The data shown in Table 5.8 indicate that the most ranked descending aspects of the security
policy for health information protection in the MoH from the view point of the Palestine
Medical Complex staff was “There is a known and defined responsible department for
information security policy and its review, maintenance and upgrade”, with (M = 3.51), and
(70.2%), followed by “There exists an information security policy known to all the employees”,
with (M = 3.49), and (69.8%), while the least important was “The existed information security
policy states the hospital approach to manage information security”, with (M = 3.33), and
(66.6%). Moreover, the total gross domain was in a high degree with (M = 3.44) and (68.8%).

Table 5.8: Security policy of health information protection in MoH viewed by PMC staff.

Rank Ilt\le;n Item (Security policy) Mean | % S.D Degree

There 1s a known and defined
responsible department for )

1 3 . . . . . 3.51 1 70.2 1.077 High
information security policy and its
review, maintenance, and upgrade
There exists an information security .

2 ! policy known to all the employees”. 349 1 698 | 1.09 High
The existed information security

3 2 policy states the hospital's approachto | 3.33 = 66.6 | 1.057 | Moderate
managing information security.

Security Policy 344 688 @ 1.076 High

5.3.3 Domain Two: Organizational Security
Data in Table 5.9 indicate that the most ranked descending aspects of the organizational security

of health information protection in MoH from the view point of the Palestine Medical Complex
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staff were “Employees are prohibited from using medical information for unauthorized
purposes” with (M = 4.05), and (81%), followed by “Responsibilities for the protection of
patient information assets and for carrying out specific security processes were clearly defined”
with (M = 3.21), and (64.2%), and the least ranked one was “There is a cross-functional forum
of management representatives from relevant parts of the organization to coordinate the
implementation of information security controls”, with (M = 3.13), and (62.6%). Moreover, the
total gross domain was in a high degree with (M = 3.46) and (69.2%)).

Table 5.9: Organizational security of health information protection in MoH viewed by PMC staff.

Rank I;Ie;n Item (Organizational security) Mean % S.D Degree

Employees are prohibited from using
1 6 medical information for 4.05 | 81.0 | 0.963 High
unauthorized purposes
Responsibilities for the protection of
patient information assets and for
carrying out specific security
processes were clearly defined
There is a cross-functional forum of
management representatives from
3 4 relevant parts of the organizationto | 3.13 1.071 | Moderate

321 642  1.071 | Moderate

coordinate the implementation of 62.6
information security controls
Organizational Security 3.4624  69.2  .83449 High

5.3.4 Domain Three: Personal Security

Data offered in Table 5.10 indicate that the most ranked descending aspects of personal security
for health information protection in MoH from the view point of the Palestine Medical Complex
staff were “The employee’s job description document contains the responsibilities and tasks
towards information security in the hospital”, with (M = 3.51), and (70.2%), followed by “There
is a formal disciplinary process in place for employees who have violated organizational security

policies and procedures”, with (M = 3.15), and (63.0%), while the least ranked one was



56

“Disciplinary measures have been taken against the employee due to the area of information
security”, with (M = 1.99), and (39.8%). Moreover, the total gross domain was in a moderate
degree with (M = 2.90) and (59.8%).

Table 5.10: Personal security of health information protection in MoH viewed by PMC staff.

Rank I;Ie;n Item (Personal security) Mean % | S.D  Degree
The employee's job description
document contains the .
! / responsibilities and tasks towards 3.51170.2 1 1.070 High
information security in the hospital
There is a formal disciplinary process
> 1p 0 place for employees who have 51636 1 119 Moderate

violated  organizational  security

policies and procedures

A formal reporting procedure exists,
3 10 to report security incidents through = 3.13 | 62.6 @ 1.079 | Moderate
appropriate management channels
A formal reporting procedure or
guideline exists for users, to report

4 11 : . 2.99 | 59.8 | 1.014 | Moderate
security weakness in, or threats to,
systems or services
Employees are asked to sign a
confidentiality or nondisclosure

5 8 agreement as a part of their initial  2.96 | 59.2 ' 1.139 | Moderate
terms and conditions of the
employment
All employees of the organization

6 9 receive  appropriate  information | 2.53 | 50.6 1.264 Moderate
security training
Disciplinary measures have been

7 13 taken against you due to the area of  1.99 @ 398 1.078 Low
information security
Personal Security 290 58.0 0.762 Moderate

5.3.5 Domain Four: System Access Control
The data displayed in Table 5.11 indicate that the ranked descending aspects of controlling
access to health information protection in MoH from the view point of the Palestine Medical

Complex staff were “There is a unique account (username/password) for each user such as
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technicians, system administrators, and operators” with (M = 4.30), and (86%), followed by
“There are some guidelines in place to guide users in selecting and maintaining secure
passwords” with (M = 3.68), and (73.6%), while the least ranked one was “Employees can easily
access the Internet” with (M= 2.49), and (49.8%). Moreover, the total gross domain was in a
high degree level with (M = 3.43) and (68.6%).

Table 5.11: System access control of health information protection in MoH viewed by PMC
staff.

Rank Item Item (System access control) Mean % S.D | Degree
No.

1 17 There is a unique account 4.30 | 86.0  0.714 Very
(username/password) for each user High
such as  technicians,  system
administrators, and operators

2 16 There are some guidelines in place to | 3.68 | 73.6 | 0.948 High

guide wusers in selecting and
maintaining secure passwords

3 15 The employees are given privileges 3.67 | 73.4 | 1.063 High
based on their job description and the
daily tasks

4 14 There exists a regular process to | 2.99 | 59.8 1.082 Moderate

review and evaluate user access rights
and privileges

5 18 Employees can easily access the 2.49 | 49.8 | 1.248 Moderate
Internet
System Access Control 3.43 | 68.6 0.689 High

5.3.6 Domain Five: Development and Maintenance of Systems

The data contained in Table 5.12 indicate that the ranked descending aspects of developing and
maintaining systems for health information protection in MoH from the view point of Palestine
Medical Complex staff were “Only hospital technicians can install software on the computers”
with (M = 3.93), and (78.6%), followed by “There are controls in place on installing software

to computers, to reduce the risk of damage to operating systems” with (M = 3.82), and (76.4%),
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while the least ranked one was “The computers are regularly maintained” with (M = 3.16), and

(63.2%). Moreover, the total gross domain was in a high degree with (M = 3.51) and (70.2%).

Table 5.12: Development and maintenance of systems of health information protection in MoH
viewed by PMC staff.

Rank Item Item (Systems development and Mean % | S.D  Degree
No. maintenance)
1 23 | Only hospital technicians can install 3.93 @ 78.6 | 0.958 High
software on your computer
2 20 | There are controls in place on installing | 3.82 = 76.4  1.033 High
software to computers, to reduce the risk
of damage to operating systems
3 24 | There is an anti-virus installed on your 3.56 | 71.2 | 1.075 High
PC
4 19 | The entered data is validated 337 | 764 | 1.015 | Moderate
5 22 | There are UPSs in the wards when the = 3.23 | 64.6  1.246 Moderate
power is off
6 21 | The computers are regularly maintained = 3.16 | 63.2 | 1.258  Moderate
Development and Maintenance of Systems 3.51  70.2 | 0.629 High

5.3.7 Domain Six: Business Continuity Planning (BCP)

Data in Table 5.13 designate that the ranked descending aspects of BCP for health information
in the MoH from the point of view of Palestine Medical Complex employees “System
administrators are notified of any malfunction or interruption of work as soon as it occurs”, with
(M = 4.30), and (86%), followed by “Patient information is entered into the system upon his
return to work”, with (M = 3.98), and (79.6%), while the least ranked one was “Work continuity
plans are tested regularly to ensure that they are up to date and effective”, with (M = 3.25), and

(65%). Moreover, the total gross domain was in a high degree with (M = 3.79) and (75.8%).
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Table 5.13: Continuity planning of work of health information protection in MoH viewed by

PMC staff.
Rank Item No. Item (Continuity planning of work) | Mean %  S.D | Degree

1 26 System administrators are notified of | 4.30 | 86.0 | 0.661 Very
any malfunction or interruption of work high
as soon as it occurs.

2 28 Patient information is entered into the = 3.98 | 79.6  0.690 High
system upon his return to work

3 25 System crashes frequently. 391 | 782  1.065 High

4 27 There is a plan to return the system to | 3.50 | 70.0  1.122 | High
normal after a system failure or
interruption in system performance.

5 29 Work continuity plans are tested 3.25 | 65.0 0.947 Moderate
regularly to ensure that they are up to
date and effective.
Business Continuity 3.79 75.8  0.512 High

5.3.8 Domain Seven: Data Disclosure

Data in Table 5.14 specify that the ranked descending aspects of data disclosure of health

information in MoH from the view point of the Palestine Medical Complex staff were “You

Logout your account immediately when you finish your work”, with (M = 4.04), and (80.8%),

followed by “Medical information are shared between specialists after obtaining the consent of

the patients”, with (M = 3.35), and (67.0%), while the least ranked one was “You are asked

unofficially to disclose the patients’ information” with (M = 2.39), and (47.8%). Moreover, the

total gross domain was in a moderate degree with (M = 3.05) and (61.0%).

Table 5.14: Data disclosure of health information protection in MoH viewed by PMC staff.

Rank | Item No. Item (Data disclosure) Mean = % S.D Degree
1 31 You logout your  account 4.04 | 80.8 1.081 High
immediately when you finish your
work
2 34 Medical information is shared = 3.35 | 67.0 1.045 Moderate
between the specialists after
obtaining consent from patients
3 30 Username and password are easily | 2.74 | 54.8 | 1.236 | Moderate

exchanged between employees
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4 33 You give information about patients | 2.72 | 54.4  1.126 = Moderate
if your colleagues ask to do so
5 32 You are asked unofficially to | 2.39 | 47.8 1.265 low

disclose the patients’ information i.e
for research
Data Disclosure 3.05 | 61.0 0.524 Moderate

5.4 Testing Hypotheses

Hypothesis (H01): MoH applies security safeguards (administrative, physical, and
technical) to enhance the level of information security protection in governmental
hospitals.

To examine the previous hypothesis, the One Sample T-test was used for the extent of applying
security safeguards for health information security and privacy protection in MoH from the
viewpoint of computer and engineering department staff, as is evident in Table 5.15.

It is evident from Table 5.15 that MoH applies security safeguards of health information
protection in MoH from the viewpoint of computer and engineering department employees.
According to the calculated value (T = 26.721), which is greater than the tabular value (T =
1.72), the results show that there were statistically significant differences at (a < 0.05), so we
accept the hypothesis to the extent of applying security safeguards for health information
security and privacy protection in MoH from the viewpoint of computer and engineering
department staff where the significance is (0.000), which is less than the level (0.05). This
indicates the validity of the hypothesis; the effectiveness and importance of the independent
variable, (the application of security safeguards) in affecting the dependent variable (to enhance
the level of health information security and privacy protection in MoH in the governmental

hospitals), signifying that the attitudes of the computer department’s employees were directly
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and positively correlated and were in agreement with a large degree, which indicates that
security safeguards are widely applied and therefore the first null hypothesis should be rejected.

Table 5.15: (HO1): Security safeguards viewed by computer and engineering department staff.

Hypothesis (HO01) Test value = 0.05
T-
Item Mean SD % DF | Tabular-T Sig.
value

Security safeguards”

administrative, physical,
3.57 | 597 714 19 1.72 26.721 1 0.000
and technical”

Statistically significant at (o < 0.05).

(HO1-1): MoH applies administrative safeguards to ensure health information security

and privacy protection.

To examine the previous hypothesis, the One Sample T-test was used for the extent of applying
administrative safeguards for health information security and privacy in the MoH from the
viewpoint of computer and engineering department staff, as is evident from Table 5.16.

It is apparent from Table 5.16 that MoH applies administrative safeguards of health information
protection in MoH from the viewpoint of computer and engineering department employees.
According to the calculated value (T = 25.552), which is greater than the tabular value (T =
1.72), the results show that there were statistically significant differences at (o < 0.05), therefore
we accept the hypothesis to the extent of applying administrative safeguards for health
information security and privacy protection in MoH from the viewpoint of computer and
engineering department staff where the significance is (0.000), which is less than the level
(0.05). This specifies the validity of the hypothesis, signifying that the attitudes of the computer
department’s employees were directly and positively correlated with the application of
administrative safeguards and were in agreement with a large degree, which indicates that

security safeguards are widely available, consequently the null hypothesis which states that the
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MoH didn’t apply administrative safeguards to ensure the security and privacy of health
information in the MoH, should be rejected.

Table 5.16: (HO1-1): Administrative safeguards viewed by computer and engineering department staff.

(HO1-1) Test value = 0.05
Item Mean % SD DF | Tabular-T | T-value Sig.
Administrative safeguards 338 | 67.6 0.59 19 1.72 25.552 1 0.000

Statistically significant at (a0 < 0.05).

(HO1-2): MoH applies physical safeguards to ensure health information security and

privacy protection.

To examine the previous hypothesis, the One Sample T-test was used for the extent of applying
physical safeguards for health information security and privacy in the MoH from the viewpoint
of computer and engineering department staff, as is evident from Table 5.17.

It is obvious from Table 5.17 that MoH applies physical safeguards of health information
protection in MoH from the viewpoint of computer and engineering department employees.
According to the calculated value (T = 21.136), which is greater than the tabular value (T =
1.72), the results show that there were statistically significant differences at (o < 0.05), therefore
we accept the hypothesis to the extent of applying physical safeguards for health information
security and privacy protection in MoH from the viewpoint of computer and engineering
department staff where the significance is (0.000), which is less than the level (0.05). This
specifies the validity of the hypothesis, signifying that the attitudes of the computer
department’s employees were directly and positively correlated with the application of physical
safeguards and were in agreement with a large degree, which indicates that physical safeguards
are widely available and therefore the null hypothesis which states that the MoH didn’t apply
physical safeguards to ensure the security and privacy of health information in the MoH, should

be rejected.
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Table 5.17: (HO1-2): Physical safeguards viewed by computer and engineering department staff.

(HO01-2) Test value = 0.05
Item Mean % SD DF Tabular-T T-value Sig.
physical safeguards 3.79 | 75.8  0.801 19 1.72 21.136 | 0.000

Statistically significant at (a0 < 0.05).
(HO1-3): MoH applies technical safeguards to ensure health information security and
privacy protection.

To examine the previous hypothesis, the One Sample T-test was used for the extent of applying
technical safeguards for health information security and privacy in the MoH from the viewpoint
of computer and engineering department employees, as is evident from Table 5.18.

It is noticeable from Table 5.18 that MoH applies technical safeguards of health information
protection in MoH from the viewpoint of computer and engineering department employees.
According to the calculated value (T = 26.68), which is greater than the tabular value (T =1.72),
the results show that there were statistically significant differences at (o < 0.05), therefore we
accept the hypothesis to the extent of applying technical safeguards for health information
security and privacy protection in MoH from the viewpoint of computer and engineering
department staff where the significance is (0.000), which is less than the level (0.05). This
stipulates the wvalidity of the hypothesis, suggesting that the attitudes of the computer
department’s employees were directly and positively correlated with the application of technical
safeguards and were in agreement with a large degree, which indicates that technical safeguards
are widely available and therefore the null hypothesis, which states that the Ministry of health
didn’t apply technical safeguards maintain the security and privacy of health information in the

MoH should be rejected.
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Table 5.18: (HO1-3): Technical safeguards viewed by computer and engineering department staff.

(HO1-3) Test value = 0.05
Item Mean | % SD | DF  Tabular-T = T-value | Sig.
Technical safeguards 3.69  73.8  0.618 19 1.72 26.68 0.000

Statistically significant at (a0 < 0.05).

(HO02): Security and privacy protection of health information are applied in MoH from the
viewpoint of the Palestine Medical Complex staff.

To examine the previous hypothesis, the One Sample T-test was used for the application of
security and privacy protection of health information in MoH from the viewpoint of the
Palestine Medical Complex staff, as is evident in Table 5.19.

It is noticeable from Table 5.19 that MoH applies security and privacy protection of health
information in PMC from the viewpoint of PMC staff. According to the calculated value (T =
85.094), which is greater than the tabular value (T = 1.66), the results show that there were
statistically significant differences at (a < 0.05), thus we accept the hypothesis to the extent of
applying security and privacy protection of health information in PMC from the viewpoint of
PMC staff where the significance is (0.000), which is less than the level (0.05). This specifies
the validity of the hypothesis, signifying that the security and privacy protection of health
information in the PMC was applied and therefore the null hypothesis should be rejected.

Table 5.19: (H02): Application of security in the MoH.

(H02) Test value = 0.05
Item Mean @ % SD | Tabular-T | DF | T-value @ Sig.
Application of security and
privacy protection of health 3.33 | 66.6 @ 0.460 1.66 141 | 85.094 | 0.000

information in the MoH.
Statistically significant at (o0 < 0.05).

(HO02-1): There are policies applied for the security and privacy protection of health

information in MoH from the viewpoint of Palestine Medical Complex staff.
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To examine the previous hypothesis, the One Sample T-test was used for the extent of the
application of policies for security and privacy of health information in MoH from the viewpoint
of Palestine Medical Complex employees, as is evident from Table 5.20.

It is perceptible from Table 5.18 that MoH applies policies for security and privacy protection
of health information in PMC from the viewpoint of PMC staff. According to the calculated
value (T =42.542), which is greater than the tabular value (T = 1.66), the results show that there
were statistically significant differences at (o <0.05), thus we accept the hypothesis to the extent
of applying policies for security and privacy protection of health information in PMC from the
viewpoint of PMC staff where the significance is (0.000), which is less than the level (0.05).
This specifies the validity of the hypothesis, signifying that the policies for security and privacy
protection of health information in the PMC are applied and therefore this null hypothesis
should be rejected.

Table 5.20: (H02-1): Application of policies viewed by PMC staff.

(H02-1) Test value = 0.05
Item Mean | % SD | DF | Tabular-T T- Sig.
value

The application of policies for
the security and privacy
protection of health
information in the Palestinian
Ministry of Health is viewed by
PMC staff.

Statistically significant at (a0 < 0.05).

3.44 | 68.8 0.950 141 1.66 42.542 1 0.000

(HO02-2): The organizational security for the security and privacy of medical information
protection is applied in the MoH from the viewpoint of Palestine Medical Complex
employees.

To examine the previous hypothesis, the One Sample T-test was used for the extent of the

application of the organizational security for security and privacy protection of health
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information in the MoH from the viewpoint of Palestine Medical Complex staff, as is evident
from Table 5.21.

It is perceptible from Table 5.21 that MoH applies the organizational security for security and
privacy protection of health information in PMC from the viewpoint of PMC staff. According
to the calculated value (T = 48,729), which is greater than the tabular value (T = 1.66), the
results show that there are statistically significant differences at (o < 0.05), thus we accept the
hypothesis to the extent of applying the organizational security for security and privacy
protection of health information in PMC from the viewpoint of PMC staff where the
significance is (0.000), which is less than the level (0.05). This specifies the validity of the
hypothesis, signifying that the organizational security for security and privacy protection of
health information in the PMC is applied and therefore this null hypothesis should be rejected.

Table 5.21: (H02-2): Application of organizational security viewed by PMC staff.

(H02-2) Test value = 0.05
Item Mean | % SD | DF  Tabular-T @ T-value Sig.
The application of
organizational security for the
security and privacy protection = 3.46 | 69.2 .0834 141 1.66 48.729 | 0.000
of health information viewed by

PMC staff.
Statistically significant at (o0 < 0.05).

(H02-3): The employees are qualified to maintain the security and privacy protection of
health information in the MoH from the viewpoint of Palestine Medical Complex staff.
To examine the previous hypothesis, the One Sample T-test was used for the extent to which
the employees are qualified to maintain the privacy of health information in the MoH from the
viewpoint of Palestine Medical Complex staff, as is evident from Table 5.22.

It is perceptible from Table 5.22 that PMC staff are qualified to maintain security and privacy

protection of health information in PMC from the viewpoint of PMC staff. Consistent with the
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calculated value (T = 44,487), which is greater than the tabular value (T = 1.66), the results
show that there are statistically significant differences at (o < 0.05), thus we accept the
hypothesis to the extent of staff qualification to maintain security and privacy protection of health
information in PMC from the viewpoint of PMC staff where the significance is (0.000), which
is less than the level (0.05). This agrees with the validity of the hypothesis, representing that the
staff qualification to maintain security and privacy protection of health information in the PMC is
available, and therefore this null hypothesis should be rejected.

Table 5.22: (H02-3): Staff qualification viewed by PMC staff.
(H02-3) Test value = 0.05
Item Mean | % SD | DF | Tabular-T | T-value  Sig.
The qualification of the
employees to maintain the

security and - privacy | 5 5 s 0762 141 1.66 44.487 | 0.000
protection of health

information viewed by PMC

staff.

Statistically significant at (o0 < 0.05).

(H02-4): There is control over access to systems to maintain the security and privacy of
medical information protection in MoH from the viewpoint of Palestine Medical Complex
employees.

To examine the previous hypothesis, the One Sample T-test was used for the extent to which
there is a control to access the systems and maintain the security of the privacy of health
information protection in the MoH from the viewpoint of the Palestine Medical Complex staff,
as is evident from Table 5.23

Certainly, it is observable from Table 5.23 that PMC staff have control over access to systems
to maintain the security and privacy protection of health information in PMC from the viewpoint
of PMC staff. Consistent with the calculated value (T = 58.395), which is greater than the

tabular value (T = 1.66), the results show that there are statistically significant differences at (o
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< 0.05), thus we accept the hypothesis to the extent of staff control over access to systems to
maintain security and privacy protection of health information in PMC from the viewpoint of
PMC staff where the significance is (0.000), which is less than the level (0.05). This approves
the validity of the hypothesis, representing that the staff control over access to systems to
maintain security and privacy protection of health information in the PMC is available, and
therefore this null hypothesis should be rejected.

Table 5.23: (H02-4): System access control viewed by PMC staff.
(H02-4) Test value = 0.05
Item Mean % SD | DF | Tabular-T | T-value Sig.
There is a system access
control to maintain the
security and privacy

4 343 1 68.6 0.689 141 1.66 58.395  0.000
protection of health
information in MoH viewed
by PMC staff.

Statistically significant at (o0 < 0.05).

(H02-5): Systems are developed and maintained to have the security and privacy
protection of health information in MoH from the viewpoint of Palestine Medical Complex
staff.

To examine the previous hypothesis, the One Sample T-test was used for the extent to which
systems were developed and maintained to have the security and privacy of health information
in the MoH from the viewpoint of the Palestine Medical Complex staff, as is evident from Table
5.24

Certainly, it is apparent from Table 5.24 that PMC staff have the systems developed and
maintained to have the security and privacy protection of health information in PMC from the
viewpoint of PMC staff. Compliant with the calculated value (T = 65.639), which is greater
than the tabular value (T = 1.66), the results show that there are statistically significant

differences at (a < 0.05), thus we accept the hypothesis to the extent of staff development and
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maintain systems to have security and privacy protection of health information in PMC from
the viewpoint of PMC staff where the significance is (0.000), which is less than the level (0.05).
This approves the validity of the hypothesis, representing that the systems are developed and
maintained to have security and privacy protection of health information in the PMC, and
therefore this null hypothesis should be rejected.

Table 5.24: (H02-5): Development and maintenance of systems viewed by PMC staff.

(H02-5) Test value = 0.05
Item Mean = SD % | DF | Tabular-T @ T-value Sig.
Developing and maintaining
systems to maintain the
security and privacy
protection of health
information in MoH viewed

by PMC staff.
Statistically significant at (a0 < 0.05).

3.51 1 0.629 70.2 141 1.66 65.639  0.000

(HO02-6): There is a continuity of planning work to maintain the security and privacy of
medical information protection in the MoH from the viewpoint of Palestine Medical
Complex staff.

To examine the previous hypothesis, the One Sample T-test was used for the extent to which
there is continuous planning work to maintain the security and privacy of the health information
protection in MoH from the viewpoint of PMC staff as is evident in Table 5.25.

Indeed, it is visible from Table 5.25 that PMC staff have continuity of planning work to maintain
the security and privacy protection of health information in PMC from the viewpoint of PMC
staff. Compliant with the calculated value (T = 86.892), which is greater than the tabular value
(T = 1.66), the results display that there are statistically significant differences at (a < 0.05),
therefore we accept the hypothesis to maintain continuity of planning work to have security and
privacy protection of health information in PMC from the viewpoint of PMC staff where the

significance is (0.000), which is less than the level (0.05). This approves the validity of the
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hypothesis, representing that there is a continuity of planning work to have security and privacy
protection of health information in the PMC, and therefore this null hypothesis should be
rejected.

Table 5.25: (H02-6): Continuous planning of work viewed by PMC staff.
(H02-6) Test value = 0.05
Item Mean @ % SD | DF Tabular-T @ T-value Sig.
There is continuous planning
of work to maintain the

security and - privacy | 4o 59 0517 141 1.66 86.892 | 0.000
protection of health

information viewed by PMC

staff.

Statistically significant at (o0 < 0.05).

(H02-7): The patient data are not disclosed from the viewpoint of Palestine Medical

Complex employees.

To examine the previous hypothesis, the One Sample T-test was used for the extent of disclosure
of patient data from the viewpoint of the Palestine Medical Complex staff, as is in Table 5.26.

Certainly, it is observable from Table 5.26 that PMC staff do not disclose patient data, to
maintain the security and privacy protection of health information in PMC from their
viewpoints. Compliant with the calculated value (T = 68.150), which is greater than the tabular
value (T = 1.66), the results display that there are statistically significant differences at (a0 <
0.05), therefore we accept the hypothesis to maintain continuity of planning work to have
security and privacy protection of health information in PMC from the viewpoint of PMC staff
where the significance is (0.000), which is less than the level (0.05). This approves the validity
of the hypothesis, demonstrating that there is no disclosure of patient data, to have security and
privacy protection of health information in the PMC, and therefore this null hypothesis should

be rejected.
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Table 5.26: (H02-6): Patient data disclosure viewed by PMC staff.
(H02-7) Test value = 0.05

Item Mean % SD | DF | Tabular-T | T-value Sig.
Patient data are not disclosed
from the viewpoints of PMC
staff among the employees
themselves.
Statistically significant at (o0 < 0.05).

3.05 61.0 0.524 141 1.66 68.150 0.000

5.5 Summary

In This chapter the researcher has confirmed the main findings of the research reported and
described how they relate to the research questions and hypotheses. Reported results were
framed around relevant research problems, questions, and hypotheses that were formulated

earlier.
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CHAPTER SIX
DISCUSSION AND IMPLICATIONS

6.1 Overview

This chapter provides detailed and summarized explanations based on the results of our
literature review (Chapters 3 and 5) and on the descriptive-analytical method (Chapter 4). In
this chapter, we explored the existing knowledge of privacy and security in the Palestinian
Ministry of Health, which covers several research areas, including health care providers'
concerns about the information security. The perceptions of information security and privacy in
the Palestinian Ministry of Health are presented and discussed to find out the similarities and
differences and to compare with other studies regarding the personal information provided. In
addition, directions for future work and important aspects to focus on in the future are also

addressed.
6.2 Discussion

Privacy protection and security of data are becoming the foremost concern of any organization.
As a short explanation, privacy and security of data are about the protection of patient files from
being exposed to unauthorized and adverse effect accesses. In the health sector institutions,
medical data is shared between workers to enable patients to obtain the best treatment results,
where opinions are exchanged and data are discussed. Nonetheless, when sharing this sensitive
and personal data, a breach or leakage may occur which could lead to infringe privacy as well
cause socioeconomic reflection for patients. Hitherto, ensuring the privacy and security of
health data could mend the service provision of the MoH which can warrant patient trust when
verified the safety of the patient record. The first major common topic between theory and

practice is the notion that the right information must be made available to the right person at the
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needed time and place (Utbult, 2004). This is in line with the idea that the most important goal

of the Palestinian MoH is to provide the best health care service to citizens.

6.2.1 Discussing Study Questions

6.2.1.1 Level of security and privacy protection of health information in the MoH and
PMC?

Results displayed that most of the respondents specified that the level of security and privacy
protection of health information in MoH from the viewpoint of the computer and engineering
department staff was high, and was at a moderate level in the PMC. These results are also
consistent with that of (Nguyen, 2019), and (Zayar, 2014). The researcher attributes that the
respondents are very keen and realized the privacy and security concerns more than the patients
themselves, also, the reason for this result is the remarkable experience that the staff has in
dealing with the system. Another reason is that employees are more sustainable in the modern
technology update in their work. Healthcare Organizations must adapt new technologies against
the threats and take risk management very seriously. Moreover, this could be due to the feeling
that they maintain accurate information in patients’ records, as well as they make sure that the
patients are constantly asking the access for their electronic medical information and are seeking
to do so by all means, they are careful to handle patients’ health information to protect their
privacy.

Results revealed a rate ranging from medium to high in the application of security fields like
the security safeguards, and notwithstanding these results that could be acceptable in any sector
rather than the healthy one, the researcher deems these results are not sufficient to achieve the
requisite level of privacy protection and security of health information in the Palestinian

Ministry of Health and PMC. Nonetheless, Palestinian MoH and PMC have to promote the
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working to implement effective, strong and updated security policies to reflect the interest and
awareness of healthcare organization and that it is feasible and effective so that they can attain
an integrated level of security that guarantees the satisfaction and reassurance of patients in
preserving their data from any disclosure, penetration or hacking.

6.2.1.2 Answering sub-questions from the viewpoint of the computer and engineering
department staff

6.2.1.2.1 Security and privacy features in MoH

The three security-safeguard topics explicitly administrative, technical, and physical have been
applied in the analysis in this research. These topics entail several security strategies used by
healthcare administrations to attain best security environment . To assess the level of security
and privacy of health information in the Palestinian Ministry of Health, it was indispensable to
evaluate security areas based on international standards and to cover all aspects of the study
subject.

With regard to the physical safeguard, our study revealed outstanding results in the field of
applying security safeguards in the MoH from the viewpoint of computer and engineering
department staff, where the percentage of physical security theme attained the highest rate
(75.8%). The highest score recorded was for the rooms containing the devices and the
datacenters. The researcher refers this result to the international standards that were tracked by
the donors during the installation and operation of the health information systems in the Ministry
of Health hospitals, while this sustained on this approach by the computer and engineering
department so far. Other attributable causes may be that the physical safeguards are designed to
protect the institution systems physically, which protects the software and hardware materially
from any penetration , sabotage or unauthorized access (Zulman et al., 2011). Violation of

physical security measures is one of the major causes of security breaches (Liu et al., 2015). This
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result is consistent with the studies of [Shehada and Bader, 2020; Aldanaf, 2013; and Wirken,
2010]. Furthermore, it is in line with previous results of (Nguyen, 2019), and (Mehraeen et al.
2016) where the 36 IT managers in Iran study results showed a strong level of technical and
physical sections decreasing to a medium in the administrative one ,In another similar study,
Park and companions confirmed that the lowest standards were found in the managerial or
administrative category (Park et al. 2010).

Regarding technical security, it was rated in the second position by the MoH from the viewpoint
of computer and engineering department staff, where the percentage of technical security theme
attained the second rate (73.8%). The highest score was recorded for logging out of the system
automatically, and the user’s privileges, where the lowest score was recorded for the audit
controls and access to data in an emergency.

The researcher attributes this result to the impressive experience that the staff of the ministry
has when collaborated during the implementation of the systems by the United States Agency
for International Development (USAID) engineers, in addition to the procedures that the
computer and engineering department employees follow while performing their day-to-day
duties, These results are also harmonized with the study of (Nguyen, 2019), and (Zayar, 2014).
Additionally, while this technical safeguard’s theme performs protection of the whole
information system located in the network of a health organization, it is very crucial in
safeguarding the security of the organization because furthermost breaches to security ensue
through the electronic media across the use of computers and other portable electronic
machines (Liu et al., 2015). This theme includes security techniques for example the use of
firewalls and encryption, virus checking, and actions used in verifying information (Lemke,
2013). Nevertheless, Lemke find that the firewalls and cryptography were the most functional

security techniques. In addition to many security techniques like Antiviruses (Gupta and
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Agrawal, 2019). Moreover, it was consistent with (Eroglu and Cakmak's, 2016) study who
concluded in their study that the health organization is at a good security level, and a strong
level in the infrastructure and the technical side, but they still need to enhance the regulations
and decisions.

Concerning the administrative safeguard security theme, it was the least ordered and decreased
to a moderate percent (67.6%), where the highest paragraph scored for password policy, and
network monitoring, and the least recorded for the risk management, for security policy team,
and information security training programs, which agreed with [Mehareen, 2016; Nguyen,
2019] studies. The researcher attributes this result to the weakness in the level of administrative
security compared to the physical and technical to the lack of clear policies regarding the
evaluation of security vulnerabilities and risk assessment procedures. Furthermore, it could be
because of the policies in Palestine which pay more attention on the technical and physical side
neglecting the administrative one, even if it need fewer budget and resources and it could give
a great influence.

The administrative safeguard is comprised of relevant techniques policies, backups and
applying appropriate information security training. It has safeguards that focus on having a
yielding security procedure, policies, education, and security plans (Wikina, 2014). Eventually,
these techniques that customize the logging authorization have improved privacy and security
of information(Jannetti, 2014). Proposing a Chief Information Security Officer would help in
managing and organizing all the security techniques and initiatives in electronic health records.
6.2.1.2.2 Security and privacy features in PMC

In the second stage, it was indispensable to evaluate security areas based on international
standards and to cover all aspects of the study subject to assess the level of security and privacy

of health information in the Palestinian Ministry of Health. It was necessary to question the
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health sector employees, subsequently, the Palestine Medical Complex was selected as a case
study that may reflect the certainty of information security in the governmental hospitals, where
an investigation was made to about seven (7) security areas deduced from the international
system ISO 27001 as well as to the section on disclosing medical data.

The medical information security questionnaire inaugurated with the scope of the security
policy because it is the one that affords the health sector with the administrative approach to
information security based on work requirements and the laws and regulations followed. It
comprises the objective and vision of the institution in information security and how to ensure
the continuity of the high level of information security. Thus, the questions were about the
existence of a policy in the PMC and the extent of its dissemination, application, and updating,
as 68.8% of the respondents showed their knowledge of this policy and the team who is
responsible for its review, maintenance, and upgrade, otherwise, the rest who does not realize
the policy may indicate a lack of continuity of education and awareness since the information
security is a continuous process which needs updating and development, and constantly
monitoring implementation and application, the result agrees with the study of [Aldanaf, 2013;
Wirken, 2012; Hassan, 2013]. The researcher attributes this result to the existence of a policies
and standards committee in the Palestinian medical complex, which in turn issued a policy and
held training sessions for the employees, noting that this result contradicts what the employees
of the computer and engineering department where 48% reported to the presence of such
security policy, signifying the absenteeism of coordination between the ministry and hospitals.
Accordingly, the researcher concludes by disclosing that the information security policy is an
effective influence in security management information systems representing a framework for
all acceptable and prohibited actions, and takes care of the necessities of availability, integrity,

and confidentiality of information according to the information being protected and according
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to the technical mechanisms of the operations, in addition to taking into account the elements
of integration of performance and elements of financial cost and others.

The organizational security aims to organize information security in the institution to identify
the team responsible for implementing security controls, so a questionnaire was conducted
about the presence of the security team representing all hospital departments and whether
security operations are carried out regularly in addition to security instructions for employees
regarding patient information. The domain results were high, so about 69.2% of the respondents
answered positively, especially about the strict instructions to the employees not to use health
information for unauthorized purposes, but the percentage drops to 62% about the team that
represents all departments, so the hospital should involve more representatives from all
departments to have a more comprehensive security team. The results of this part agree with the
study of (Al-Danaf, 2013), nonetheless, disagree with the study of (Hassan, 2013), and (Tayeh,
2008), The researcher attributes this result to the administration’s dereliction in implementing
a policy in Palestine Medical Complex to include representatives from all departments in
periodic meetings to discuss the development of the PMC and the existence of a continuing
education genuineness.

Personnel security or human resource security, which aims to ensure that all employees are
aware of their role and responsibilities towards information security. Employees were asked
about the job description document comprising their security responsibilities, besides, the
confidentiality agreement and about penalties in addition to the formal procedures followed for
reporting on weaknesses or when a security event occurred and ended about the training that
the employees receive. Opinions of the respondents showed moderate results in all paragraphs,
and the percentages ranged between 40% to 63% in all of the paragraphs, disciplinary measures,

and the subject of training, except the job description document that contains security duties,
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where the percentage rose to 70%. Therefore, based on these results, the administration should
familiarize the employees with the necessary procedures regarding reporting, in terms of
intensifying sessions and holding more symposiums and workshops. This result is in line with
the study of (Tayeh, 2008), and (Shehada & Bader, 2020), nevertheless, disagree with (Hassan,
2013) study. The researcher attributes this result to the management’s perception of the
importance of individuals in information security, employees would like administrators to
present some attention through questioning about their wants, as well as some recognition, and
rather job without them cannot be achieved.

The result of this domain is almost close to an almost acceptable condition, so it is advised that
the government does more about taking care of the security of information systems to avoid
what individuals could cause from an acute internal threat to information systems. And what
distinguishes this study is that it discusses a technical topic from an administrative aspect
perfectly, as it touches the weakest link in the information systems, which is the individuals of
all their formations in the composition of information systems.

With system access control, it should be ensured that only authorized persons can log on to the
system, that persons only access information about their business processes and use them when
necessary. The field of controlling access to the system aims to define the employee’s privileges
according to the job description and the daily tasks based on the approval of the administration
and to monitor the privileges periodically by setting rules and conditions for the password to
limit the access of unauthorized persons to the system. Our field result was high, as the
percentage grasped 68.6%, where 86% of the respondents detailed that each employee has a
username and password and that the password is subject to strict conditions, as for reviewing
the privileges, the percentage decreased to 60%, and the validity of accessing the Internet was

about 50% for which The researcher believes that blocking the Internet will not affect the work
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of information systems in the majority of the study community because these systems and
programs run on local networks. Moreover, the researcher attributes these results to the
existence of a strong password policy applied to the system, while managers are slow in
reviewing the privileges of employees or in reporting them at the time of transfer or retirement,
and it is also at the request of the administration that not all employees should be given this
authority because of its time-wasting effects if it misused. Moreover, the researcher ascribes
that the government is increasingly seeking to provide direct physical protection while
considering it the primary basis on which security degrees for information systems are built.
Studies of [Al-Otaibi, 2010; Al-Buhaisai and Al-Sharif, 2008; Al-Qahtani, 2008] denoted the
necessity of using the security perimeters to a large extent. Furthermore, the results of this part
agree with the study of [Hassan, 2013; Al-Danaf, 2013; Tayeh, 2008]. Accordingly, the
researcher attributes the increasing importance of controlling access to its main role in
maintaining confidentiality and privacy of patient data, with the need for availability and access
to patient data.

The researcher adds that several conclusions can be drawn based on the analysis of this
important domain. MoH differs in its practices towards information systems related to access
control issues, while a relatively high percentage agree with their vision towards enhancing the
security of information systems through considering the access control of information systems
as one of the most important aspects affecting the improvement of the management of security
systems. Accordingly, the researcher concludes with the increasing importance of controlling
access to information networks, and access to the Internet, with a focus on the need to reconcile
the security of systems as a red line, the necessities of availability and access to information for
the user and the beneficiary, and looking at the integrity, confidentiality, and privacy of data

and information.
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The system development and maintenance field was surveyed. The questions were asked about
the validity of installing programs, about the existence of anti-virus, then about the maintenance
of devices, and about the availability of storage batteries UPS, in addition to whether the entered
data are verified.

The respondents answered positively all the questions, while the paragraphs ranged from
medium to high. The most prominent of the full control of the devices is the responsibility of
the technicians since no usual employee can install any program, in addition to the presence of
anti-virus at a high degree. While the total degree for this domain was high, nonetheless the
range decreased to a medium level when answering questions on continuous maintenance of
devices and about the lake of existence UPSs. The researcher attributes this to the availability
of specialists in the maintenance of computers and their attachments at a relatively low rate, or
as a result of outsourcing maintenance operations, where they resort to this to reduce costs,
while MoH sees this as a decrease in the levels of information security protection, and that the
computer and engineering department employee plays a vital role in providing technical support
to various devices. Considering these means and methods as a well-studied approach to develop
the security of information systems in PMC, while it is important here to use these methods and
means as arranged by the results of the study. The results of this part agree with the study of
[Hassan, 2013; Tayeh, 2008; Al-Danaf, 2013].

The sixth area surveyed was the business continuity plans which specifies the system failure
and business reappearance to normal in light of emergency plans. Unfortunately, 78% of
respondents answered that the system frequently crashes, which requires to study thoroughly
the explanations for the interruption to find solutions. Nevertheless, the good thing about it is
that 80% to 86% of the respondents stated that they quickly report faults and enter medical data

as soon as the system restores, likewise, about 70% answered that there is a plan-B to operate
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during the system outage. The researcher attributes these results to the significance of the system
in the workflow so that it cannot be dispensed for a short period, and this is evidenced by the
high result of the reporting of system interruptions. Additionally, the results of this part agree
with the study of (Hassan, 2013), and (Tayeh, 2008).

Data disclosure was the last domain perceived by PMC staff. The respondents answered
positively about closing the account upon completion of the work by 81%, and by 67% about
sharing the patient's data after obtaining consent from them. On the other hand, the negative
paragraphs had a clear presence of about 50% for both sharing passwords for accounts between
employees and for giving medical information about patients to colleagues in an informal way,
The study of Kreicberga (2001) considered that excessive internal trust among co-workers in

information systems is more hazardous to systems than transactions.

6.2.2 Discussing hypotheses

(HO1): MoH applies security safeguards (administrative, physical, and technical) to enhance
the level of information security protection in governmental hospitals.

According to the previous results, we can accept this hypothesis “MoH applies security
safeguards (administrative, physical, and technical) to enhance the level of information security
protection in the governmental hospitals.”, This hypothesis is in line with the preceding study
results. According to the study of Mehraeen and associates (2016) which was conducted in Iran,
which revealed a strong score due to technical and physical and decreased to medium level
according to the administrative safeguards. As well as In Park and colleagues (2010) study they
confirmed that the items which affiliated with managerial or administrative classification score
the lowest degrees. This result somewhat matches Liu et al. (2015) apprehended that there are

physical security measures in place, such as physical access controls used to prevent theft, such
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as the use of locks on computers, along with technical security measures to prevent electronic
intrusion through the use of firewalls and by applying encryption techniques. Amer (2015)
carried out a study on “informatics through ethical submission of genomic information and
electronic health records”. He reorganized the importance of encryption in affording technical.
Where (Jannetti, 2014) found the importance of firewalls in technical safeguards and the
administrative will be increased through training ,education, security plans and assigning these
tasks to a security officer.

The researcher attributes this to what the management information systems apply in MoH, and
what characteristics they have to contribute in achieving the elements of information security.
This also indicates the keenness of MoH to protect their information, take advantage of these
systems, and avoid surrounding dangers out.

Hypothesis (H02): Security and privacy protection of health information are applied in MoH
from the viewpoint of Palestine Medical Complex staff.

The security and privacy protection of health information was applied in the PMC.

The researcher attributes this finding to what the management information systems applied in
PMC, and what they have of the characteristics that contribute to achieving the elements of
information security. This also indicates the keenness of the PMC staff to protect their
information, take advantage of these systems, and avoid surrounding dangers out. Moreover,
the researcher attributes this to the fact that the team has the experience in achieving information
security by providing access to information when needed by improving and raising the
effectiveness of the applied information systems so that these systems provide appropriate
information for all types of decisions and domains.

(HO02-1): There are policies applied for the security and privacy protection of health information

in the MoH from the viewpoints of Palestine Medical Complex staff.
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Management’s policies and procedures aim to guide the decision of users and inform the
personnel of their responsibilities of security.

This result confirms a positive correlation indicating a statistical significance between security
policy applied and security and privacy protection of health information. The researcher may
refer to this result to conclude there is a known and defined information security policy
reviewed, maintained, and upgraded. Moreover, the positive relationship may be referred to the
existed information security policy that affirms how the PMC follows an effective approach to
managing information security. Furthermore, this positive result confirmed that the security
policies used in PMC are not complex and simply easy to be understood. There is an information
grouping pattern or guideline in place which will lend a hand in shaping how the information is
to be handled and protected.

(H02-2): The organizational security for the security and privacy protection of health
information is applied in the MoH from the viewpoint of Palestine Medical Complex staff.

The researcher concludes by expressing that the availability of organizational procedures to
control information systems is an effective feature in the management of information systems
security in PMC. It is the sponsor and organizer of exchanging and transferring of information,
and the entrance of the senior management to maintain the work of the information systems,
where it develops emergency and retrieval plans within a timely planned framework, taking
care of the necessities of availability, safety and confidentiality of information according to its
vision and the safety of its paths, and along with its financial, human and technical capabilities.
The researcher thinks this would indicate the application of health information systems to the
aspects of the organizational security procedures.

This result is in accordance with the results of [Tayeh, 2008; Al-Qahtani, 2008; Al-Otaibi,

2010].
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(H02-3): The employees are qualified to maintain the security and privacy protection of health
information in the MoH from the viewpoint of Palestine Medical Complex staff.

Perceptibly, employees are well qualified in maintaining the security and privacy protection of
health information.

The researcher thinks that it must be ensured that employees authorizing the collection of, or
handling, the data are authorized to do so by the PMC, and aware of data protection rules,
including the fact of sharing of medical information should only be carried out by a suitably
qualified health professional.

The researcher may refer this result to the experience gained by health IT professionals from
the foreign experts who installed HIS all over the ministry facilities and trained them to be
qualified. According to their job description the IT staff are capable and qualified enough to
install and support the EHR and any other electronic system. They run the technical features of
handling patient health information. Their work influences the quality of care immensely.
Health IT staff become more implicated in cooperating with other healthcare teams to push
better-quality outcomes and new developments in inpatient care.

(HO02-4): There is control over access to systems to maintain the security of the privacy of health
information protection in the MoH from the viewpoint of Palestine Medical Complex staff.

It is very essential to know who should access what and why. As well, it should be very obvious
to set access control mechanisms before designing and developing the electronic health record
(EHR) software. The result of the hypothesis has indications that the respondents are well aware
of the mechanisms for accessing databases in the PMC. The satisfactory result almost signifies
the nonexistence of fears of man misuse in case he/she was able to obtain passwords, and would

not be a prelude to making an internal threat to the information system.
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The researcher attributes this result to the mindfulness and awareness of the officials that the
speed of obtaining information contributes significantly in carrying out the tasks, and providing
proposals and solutions to various problems, especially in the forefront of which are issues that
need to verify the most important element of security information is the ability to obtain
information when it is needed by authorized persons, especially when some tasks are linked to
a specific time limit. The researcher believes that to raise and increase the speed of obtaining
the information, hospitals must be activated around the clock and provide the information
required, likewise, supposes the need to link all departments, branches, and departments with
hospitals to a greater extent. However, this result was in accordance with the studies of
[Kreiberga, 2010; Al-Qahtani, 2008; Al-Otaibi, 2010; Tayeh, 2008; Hassan, 2013].

(H02-5): Systems are developed and maintained to have the security and privacy protection of
health information in the MoH from the viewpoint of Palestine Medical Complex staff.

The researcher sees that the use of effective protection programs to prevent hacking attempts
and infringement of information systems, testing health information systems to check the
compliance of security performance standards, and recruiting experts to protect information
systems in PMC approval in their opinions of information systems personnel as one of the ways
to develop and maintain systems. However, any system could have a breakdown in the hardware
and software times. Therefore, maintenance should be sufficient and rapidly completed.
Consequently, backup plans should be inaugurated in case of a system interruption. Data
mirroring shouldn’t take place on the same server. Furthermore, IT support for 24 hours should
be on hand.

The result is in accordance with the studies of [ Al-Qahtani, 2008; Bjorck, 2005].
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(H02-6): There is a business continuity planning (BCP) to maintain the security and privacy
protection of health information in the MoH from the viewpoint of Palestine Medical Complex
staff.

This result confirms a positive relation indicating a statistical significance in business continuity
planning affecting the maintenance of the security and privacy protection of health information
in the MoH from the viewpoint of Palestine Medical Complex staff.

From the results it could be conclude that the PMC apply the suitable process to achieve and
maintain the business continuity planning and identify the events which cause work interruption
besides the training of the staff in addition to the utilization of plans to fix up any disruption or
system failure in time frame.

The researcher thinks that consolidation and testing of emergency response plans for critical
information systems by PMC staff are periodically tested and then combined with a business
continuity plan issued by the computer and engineering department.

This result corresponds with the Tayeh (2008) and Al-Ajez (2011) studies.

(HO02-7): The patient data are not disclosed from the viewpoint of Palestine Medical Complex

employees.

The employees of PMC are aware of not disclosing the patient data or even sharing it without
consent from the patient himself or his representative, they also Deny the ease of sharing their
credentials. The researcher attributes this to the fact that every employee sign a pledge not to
disclose medical information, in addition to the investigation committees that are constantly
formed to hold employees accountable for their mistakes. This approves the validity of the
hypothesis, demonstrating that there is no disclosure of patient data, to have security and privacy
protection of health information in the PMC, and therefore this null hypothesis should be

rejected.
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6.3 Conclusions

In this chapter, the researcher demonstrated the summary and key findings of this master thesis
with the aid of analysis chapter results. The results were placed into the perspective, which
involved comparing the results with what was expected, with the results of other researchers,
and with the research questions. Results interpretation has offered clarification and justification,
concluding, and lessons learned.

The study reflected the current reality of security and privacy of Health Information in the
Palestinian Ministry of Health, as it gave a clear view of all security sectors in the ministry and
clarified the areas of strength and weaknesses, and accordingly, the decision makers would
have sufficient information that enables them to take the necessary measures to ensure a better

level of information security.

The main objective of the study was to assess the level of security and privacy of health
information in the Palestinian Ministry of Health. To achieve this goal and to answer the main
research question of the study, the researcher used the descriptive and analytical method where
he made the necessary literature reviews to create a questionnaire for each of the employees of
the computer department in all governmental hospitals in addition to a questionnaire for
employees of the health sector, where the study tool was able to cover all aspects of the subject
of the study and was excellently effective in answering the main study question represented in
measuring the level of security and privacy of health information in the Palestinian Ministry of
Health, where the results showed a rate ranging from medium to high in the application of
security domains in addition to security safeguards, and despite these results that may be

acceptable in any sector rather than the health sector, the researcher believes that these results
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are not sufficient to achieve the required level of security and privacy of health information in
the Palestinian Ministry of Health.
The researcher believes that the importance of the study came from the fact that it is the first at
the level of the Ministry of Health and it is the first to target the segment of hospitals after the
establishment of a main data center that contains all the Ministry systems in addition to a
comprehensive computerized health system that contains all the important medical information.
Therefore, the study has achieved all the required goals and was able to Measure the availability
of administrative, technical and physical safeguards, in addition to being able to measure the
extent of application of the various security domains at the employee’s level.
After the necessary planning, the appropriate decisions, the correct policies, the efforts of the
technicians, and the understanding and awareness of the health sector employees, the Ministry
can reach a level of security that guarantees the satisfaction and reassurance of patients in
preserving their information from any disclosure, penetration or hacking.
6.3.1 Final Findings

1. Computer and engineering department staff specified that MoH applies security

safeguards to maintain the security and privacy protection of health information at a
high level, as the statistical average extended to 3.57 (71.4%).

Figure 6.1 shows each field percentage as follows:

a) Physical security is available with a statistical mean of 3.79 and (75.5%).

b) Technical security is available with a statistical mean of 3.69 and (73.8%)).

¢) Administrative security is available with a statistical mean of 3.38 and (67.6%).
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Figure 6.1: Security domains level from the viewpoint of computer and engineering department
staff

2. The Palestine Medical Complex staff identified that the level of application of overall
fields of information security to maintain the security and privacy protection of health
information was at a moderate level, where the statistical mean of all security fields was
3.33 which equals 66.6%.

Figure 6.2 shows each field percentage as follows:

1. Business continuity planning 75.8%

2. Development and maintenance of systems 70.2%
3. Organizational policy 69.2%

4. Security policy 68.8%

5. System access control 68.6%

6. Personal security 58%

7. Data disclosure 61%
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M Security Policy
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Personal Security
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maintenance of systems

Business continuity

H Data Disclosure

Figure 6.2: Security domains level from the viewpoint of PMC staff

3-There are positive significant statistical correlations at level (o < 0.05) between all the fields

of information security and the security and privacy protection of health information in MoH

and Palestine Medical Complex.

6.4 Recommendations

Accordingly, it is recommended to:

1.

The computer and engineering department must build its information security policies,
and endeavor to publish and implement them in all hospitals, develop and review them,
the processes, roles, and responsibilities should be clearly defined as these policies have
an impact on improving security procedures and clarifying frameworks that would guide
individuals’ work mechanisms, and increasing the awareness of individuals towards
information security.

Designation chief information officer would help in managing and organizing all the

security techniques and initiatives in health information systems as well as establishing
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a specialized unit in information security, and employing a proficient technician to be
responsible for the information assets at each hospital.

Developing and promoting capabilities of the data center and information technology
department.

Since all dimensions of information security are interrelated, it is very important to
evaluate them periodically.

Ensuring information security is a dynamic event and depends on the cooperation of
employees. To ensure that the policies are effective, cooperation should be ascertained
between managers and all employees, and all units should be actively involved.

To ensure information security, threats and risks should be well defined, appropriate
methods of protection should be selected and reviewed regularly, Pre-defined action
plan must be kept ready for emergencies.

It is necessary to realize that information security cannot be achieved just by creating a
technical infrastructure. In reality, security success belongs to employees. It should not
be forgotten that employees' attention to security will significantly affect the processes.
Information security awareness and training programs should be held to achieve
information security-conscious behavior.

Regular training and end-user awareness allow for the dissemination of knowledge on
best practices and methods. Continuous awareness is also the basis for better
understanding and participation. The importance to be given to this issue should be
reminded by announcing information security accidents with different methods in the
hospitals.

Managers should ensure the confidentiality, integrity, and availability of information in

the institutions they work with. Without administrative support information security
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programs can only remain just a recommendation. If the necessary support and
incentives and resources are not provided, the program can neither be effective nor
accepted by employees.

10. Healthcare processes have to be analyzed to obtain both good information flow and
protection. Supplementary innovations of technical solutions for logging management,
access control, and authentication for the healthcare sector are needed as well.

11. Furthermore, it is of great importance for the healthcare business to obtain sufficient
follow-up routines for compliance and education of users to achieve a high level of
security awareness in the healthcare field.

12. Using a new developed techniques like the blockchain will enhance the level of

information security in the health sector.
6.5 Directions for Future Work

Future studies should address the limitations and extend the findings in this research, into future
projects.

1. Involving the patients in a such information security study to know the extent to which
patients are aware of the importance and value of their medical information and their
eagerness to preserve it.

2. Analyzing the roles of the healthcare workers to find out the amount of medical
information needed to complete treatment operations and to give privileges accordingly.

3. The study of security risk management will be the cornerstone of the application of any
information security policy.

4. Applying the study to all government hospitals and comparing it to the private sector

hospitals.
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Study the readiness of Ministry of Health hospitals to implement the business continuity
planning.

Mechanisms for facing information security threats in the Palestinian Ministry of
Health.

Economic feasibility study for the application of international standards for information

security in the Palestinian Ministry of Health.

6.6 Challenges and Limitations

The researcher had to deal with many challenges during the study conduction:

1-

Differences in the language of the study with the preferred language of the respondents,
which forced the researcher to translate and distribute Arabic version of the
questionnaire .

The workload on health sector employees is due to the shortage of staff, and the
increased number of patients because of the Corona pandemic and the medical staff
contamination.

Declaring emergency procedures that would restrict mobility between governorates.
The people by nature didn’t like questionnaires, thus the researcher encountered many
complaints from the respondents, such as physicians who are well known for their
unpleasant corporation.

There is a shortage of studies and statistics showing which security standards are most
appropriate for information security policies.

Syndicates strike.
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APPENDICES
Appendix A: Arbitrators table
No Name Place of work
1 Prof. Mohammad Awad American Arab University
2 Dr. Rami Hodrob American Arab University
3 Dr. Abed Alkareem Awwad Beirzait University
4 Mr. Ali Alhelou Ministry of Health
5 Mr. Alaa Alzarier Yatta Hospital
6 Mr. Yurub Awwad Ministry of Telecommunication
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Appendix B: Computer and engineering department Arabic Questionnaire
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Appendix C: Computer and engineering department English Questionnaire

ity aifl duyell dea

ARAB AMERICAN UNIVERSITY

Dear Sir/Madam

The researcher is conducting a study about:

Information Security and privacy in Palestinian Ministry of Health

“This is to complement the requirements for obtaining the master degree in Health informatics from
Arab American University.

For this purpose, the researcher has developed this questionnaire - which is in your hands - to recognize
the adoption Level of information security in the Mistry of Health.

Given the importance of your opinion in this study, the researcher hopes for your serious and sincere
cooperation for the success of this study through answering all the questions of this questionnaire
carefully and objectively, where the answers should express your opinions.

Note that the information contained in this questionnaire will be confidential and will only be used for

research purposes”.

Thank you very much for your time

Researcher: Mohammad Salaheddeen
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Part one: General Information

Please place an (x) next to the answer:

1. Gender: O Male 0[O Female

2. Education O Diploma [ Bachelor [ Master

3. Years of Experience: 0 <10 years [ 11 to 20 years [ > 20 years

4. Job description: CDEngineer

O Programmer [OlInformation Technology

Second Part: information security

Part A: Administrative Safeguards

No.

1

10

11

Item “Question”

All potential security risks, including threats and
vulnerabilities to applications and information systems,
are identified

There are clear and effective policies in place to assess
gaps and weaknesses in the information security system
Formal disciplinary action applies to employees who
violate the hospital's information security procedures and
policies

Employees are required to sign an undertaking not to
disclose medical information as part of their terms of
employment

There is a defined and recognized entity responsible for
drafting, reviewing, and updating information security
policies

The employees are given privileges based on their job
description and their daily tasks and upon the request of
the management

All privileges related to the information system will be
canceled in the event of the employee’s transfer or
resignation immediately

It is forbidden to share passwords between employees or
divulge their confidentiality

There is a strict policy for the password, such as
specifying the minimum length, nature, and validity of
this word, in addition to having instructions explaining
how to choose it

All staff receive appropriate information security training
and are kept informed of the latest updates on the
hospital's information security policies and procedures
Anti-virus and virus removal programs are used and these
programs are constantly updated

Strongly
Agree

Agree

Neutral

Disagree

Strongly
Disagree
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12 | There is a system for monitoring the network, the servers,
and the main devices operating the system

13 | There is a plan to return the business to normal after a
system failure or interruption in business performance

14 | Backups are performed at regular intervals

15 | Backup activities are reviewed regularly

16 | The backup and recovery mechanisms are documented

and examined periodically and properly implemented

Part B: Physical Safeguards

No. Item “Question” Strongly Agree Neutr | Disagree Strongly
Agree al Disagree

17 physical security standards are applied to all devices
responsible for operating the system to prevent
unauthorized access

18 Data centers and information departments are set up in
good and secured places and locations

19 Rooms containing devices and information are locked or
have secure lockers that can be locked

20 Information is only available based on need, meaning
that there are controls in place to control the entry of
outside personnel

21 There is a list of people who are allowed access to data
centers, computer rooms, and the list is reviewed and
updated periodically

22 The hospital has a backup generator as well as energy
storage devices “UPS”

23 all types of workstations that access HIS data have been
identified, such as laptops, desktop computers

24 | Data storage devices that contain sensitive data are
disrupted or become unnecessary by being destroyed or
overwritten

25 The computer screen is locked manually or
automatically when not in use for a while

26 Backup media containing basic or sensitive information

is placed at a safe distance from the main site to avoid
damage from a disaster in the main site.
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Part C: Technical Safeguards

No. Item “Question” Strongly Agree Neutral | Disagree | Strongly
Agree Disagree
27 each workforce member has a unique user identifier and
public accounts are not used
28 System logged out automatically after a predetermined
time of inactivity
29 The connection between the hospital and data center is
secured and the transmitted data is encrypted
30 There are policies and procedures to provide appropriate
access to HIS data in emergency
31 There are audit control mechanisms that can monitor,
record, and/or examine the activity of the information
system
32 An authentication and verification mechanism are
implemented for those seeking access to the electronic
medical records system
33 Appropriate procedures are followed to ensure that

medical information is preserved from modification,
alteration, or destruction in an unauthorized manner




110

Appendix D: Palestine Medical Complex Arabic Questionnaire
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Appendix E: Palestine Medical Complex English Questionnaire

iy aifl dupell e

LA oo

A-I.QAB AMERICAN UNIVERSITY

Dear Sir/Madam

The researcher conducts a study on:

Information Security and privacy in Palestinian Ministry of Health

“This is to complement the requirements for obtaining the master degree in Health informatics from
Arab American University.

For this purpose, the researcher has developed this questionnaire - which is in your hands - to recognize
the adoption Level of information security in the Mistry of Health.

Given the importance of your opinion in this study, the researcher hopes for your serious and
sincere cooperation for the success of this study through answering all the questions of this
questionnaire carefully and objectively, where the answers should express your opinions.

Note that the information contained in this questionnaire will be confidential and will only be
used for research purposes

Thank you very much for your time

Researcher: Mohammad Salaheddeen
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Part one: General Information

Please place an (X) next to the answer:

1. Gender: 0 Male [ Female

2. Education O Diploma [ Bachelor [0 Master [ Ph.D. O Board

3. Years of Experience: 0 < 10 years [ 11 to 20 years [ > 20 years

4. Job description: 0 Doctor O Nurse [ Registrar [ lab technician O Rad technician

O Administrative O other, Specify............ccooiviiiiiiiiiin.

Part Two: Information Security Fields

No: | Domain 1: Security Policy Strongly | Agree | Neutral | Disagree
Agree

Strongly
Disagree

1 | There exists an information security policy known to all
the employees.

2 | The existed information security policy states the
hospital's approach to managing information security.

3 | There is a known and defined responsible department for
information security policy and its review, maintenance,
and upgrade

Domain 2: Organizational Security Strongly | Agree | Neutral | Disagree
Agree

Strongly
Disagree

4 | There is a cross-functional forum of management
representatives from relevant parts of the organization to
coordinate the implementation of information security
controls.

5 | Responsibilities for the protection of patient information
assets and for carrying out specific security processes
were clearly defined.

6 | Employees are prohibited from using medical
information for unauthorized purposes

Domain 3: Personnel Security Strongly | Agree | Neutral | Disagree
Agree

Strongly
Disagree

7 | The employee's job description document contains his
responsibilities and tasks towards information security in
the hospital.

8 | Employees are asked to sign a confidentiality or
nondisclosure agreement as a part of their initial terms
and conditions of employment.

9 | All employees of the organization receive appropriate
Information Security training.

10 | A formal reporting procedure exists, to report security
incidents through appropriate management channels.

11 | A formal reporting procedure or guideline exists for users,
to report security weakness in, or threats to, systems or
services.

12 | There is a formal disciplinary process in place for
employees who have violated organizational security
policies and procedures.
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No: | Domain 1: Security Policy Strongly | Agree | Neutral | Disagree | Strongly
Agree Disagree
13 | Disciplinary measures have been taken against you due to
the area of information security
Domain 4: System Access Control Strongly | Agree | Neutral | Disagree | Strongly
Agree Disagree
14 | There exists a regular process to review and evaluate user
access rights and privileges.
15 | The employees are given privileges based on their job
description and their daily tasks
16 | There are some guidelines in place to guide users in
selecting and maintaining secure passwords.
17 | There is a unique account (username/password) for each
user such as technicians, system administrators, and
operators.
18 | Employees can easily access the Internet.
Domain 5: Systems Development and Maintenance Strongly | Agree | Neutral | Disagree | Strongly
Agree Disagree
19 | The entered data is validated.
20 | There are controls in place on installing software to
computers, to reduce the risk of damage to operating
systems.
21 | The computers are regularly maintained
22 | There are UPSs in the wards when the power is off
23 | Only hospital technicians can install software on your
computer.
24 | There is an anti-virus installed on your PC
Domain 6: BCP Strongly | Agree | Neutral | Disagree | Strongly
Agree Disagree
25 | System crashes frequently.
26 | System administrators are notified of any malfunction or
interruption of work as soon as it occurs.
27 | There is a plan to return the system to normal after a
system failure or interruption in system performance.
28 | Patient information is entered into the system upon his
return to work
29 | Work continuity plans are tested regularly to ensure that
they are up to date and effective.
Domain 7: Data Disclosure Strongly | Agree | Neutral | Disagree | Strongly
Agree Disagree
30 | Username and password are easily exchanged between
employees
31 | You Logout your account immediately when you finish
your work
32 | You are asked unofficially to disclose the patients’
information i.e for research
33 | You give information about patients if your colleagues
ask to do so
34 | Medical information is shared between the specialists

after obtaining consent from patients
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