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Abstract

Introduction

Most health institutions, especially governmental ones in Palestine, have recently
adopted electronic health records (EHR), or what is known as the health information
system (HIS). HIS regulates all medical and administrative procedures in hospitals,
from patient registration, diagnostics, x-ray requests, laboratory tests, medicines, to
meals, pricing, and more. Despite the great importance of shifting from a paper-based
system to an electronic system, this system is subject to many challenges, especially as
it depends on the computer network and the Internet. Avoiding HIS downtime is a
primary concern of the hospitals.

Purpose of the Study

The purpose of this study is to evaluate "the impact of Health Information System
downtime on the delivery of healthcare services to emergency patients in public
hospitals in the north of the west bank”.

Methods of the Study

The study was a cross-sectional study. The study included 4 governmental hospitals in
the northern West Bank in Palestine. The study population consisted 0f124 employees,
including 40 doctors and 76 nurses, in the emergency departments and 8 employees
from the IT department of the four hospitals. Due to the small population size, the study
sample consisted of all doctors, nurses and IT staff working in the targeted hospitals. In
this study, a mixed approach (quantitative and qualitative) was used by designing two
questionnaires, one directed to information technology employees and the other directed
to doctors and nurses in the emergency departments. Data were analyzed using the IBM

Statistical Package for Social Sciences (SPSS) version 25.
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Results

One hundred and six out of 116 questionnaires were completed and returned to the
researcher (response rate 91.38%). The results of descriptive statistics revealed that the
downtime of the health information system affecting the workflow (mean=4.4490),
increase crowding in the emergency department (mean=4.3367), causing a delay in
requesting lab tests (mean=4.2551), causing delay in requesting the x-rays
(mean=4.1633) and increase the length of a patient's stay in the emergency department
(mean=4.0510). ANOVA test showed that there are statistically significant differences
at the level (p<0.05) in the average responses of the respondents about the extent of the
impact of the HIS downtime on the health services provided to emergency patients due
to the gender variable (p=0.039) and job title variable (p=0.0303).

Conclusion

The study found that the HIS downtime significantly affects the workflow and the
provision of health services to patients. It emphasized the urgent need to adopt official
plans and policies to deal with downtime and to train medical staff on that and sheds
light on some of the reasons that increase the likelihood of downtime for HIS.
Moreover, the study provided some recommendations to decision makers to help reduce
the downtime of the HIS such as training the medical staff on how to deal with the
downtime of the HIS, adopting the official downtime policy by the Ministry of Health
and adopting a daily checklist for IT staff to ensure that the devices and various
programs are working properly. More research is needed on the causes and effects of

the downtime on data integrity and patient safety.
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Chapter 1: Introduction

Whether it is paper or electronic, the health record is vital to document all the medical
services the patient receives from the first moment of his birth. Based on the
information in the health record, the doctor makes essential clinical decisions. Through
the health record, the quality and effectiveness of health care services provided by
health institutions are evaluated. This data is also used in research and education, for
example, to find out which diseases are most common in a particular country.
Previously, the medical record consisted of a set of papers inside a file used when the
patient visits the clinic or when research is needed. These files are usually stored on the
lower floors of the institutions. One of the significant drawbacks of paper records is that
they are limited in terms of accessibility, and one doctor can read them simultaneously.
Also, paper records suffer from a lack of security as unauthorized persons can access
them, and the data that was viewed cannot be known (“Pros and cons,” 2019).

Most health institutions have switched from using the paper health record to Electronic
Health Records (EHR), regardless of storing data in local servers or the cloud. The EHR
provides access to a patient's health record by many healthcare providers from
anywhere and anytime. Most EHR systems also support what is known as a Patient
portal where everyone can view their medical data (Kent, 2019).

Although the health record is in the database of a specific medical institution, it
ultimately belongs to the patient. A health record "is not just a collection of data that
you guard - it is life". Therefore, health institutions must pay great attention to

protecting patient privacy and preventing their data from being destroyed.



EHRs rely on the Internet to store and transmit data between the public hospitals, which
may be subject to problems facing the Internet, that may lead to the stoppage of the
computerized health system.

A health information system (HIS) or EHR regulates the procedures in hospitals and
supports all hospital functions and activities such as patient registration, admission,
accounting, inventory and administration. HIS designed to manage healthcare data. This
includes sub-systems that collect, store and manage a patient’s medical record. Because
health information systems commonly access, process and maintain large volumes of
health data, avoiding downtime is a primary concern (“What is a health information
system,” 2020).

The HIS implemented in 2010 in Rafidia hospital, which was the first public hospital,
was transformed from a paper-based system into an electronic system. The digital
system allows health workers to input, access, and track patient information more
efficiently than the previous, paper-based system, resulting in improved quality of care
for clients and greater accuracy, efficiency, and accountability for health workers.

The biggest problem in the health information system and electronic patient records is
that computer systems and programs may not be available at all times. It depends on the
computer networks' infrastructure and the computer itself; therefore, any failure in
electrical power, operating systems, and network devices such as routers and switches
and application and database servers may lead the system to stop working. Downtimes
can also be planned when regular maintenance and updates to the HIS are performed
(Fahrenholz et al., 2009).

Downtime events, particularly unplanned ones, can potentially impact patients’ safety

risks because the patient medical history that includes critical information such as



radiology and laboratory orders, which are very important and needed by doctors, is not
available (Bowman, 2013). Many issues happen during partial or complete system
downtime, such as delay in reporting the laboratory test results, failure to transmit x-ray
images to the patient medical record, and duplication of medication orders (Wang et al.,
2016).

“Downtime preparedness is essential to ensure patient safety and continuity of care
when health information systems are impaired or completely unavailable.” (Kashiwagi
etal., 2017).

The purpose of this study is to explore the effects of health information system
downtime on health care services in emergency departments in public hospitals in the
northern West Bank during partial or complete system downtime.

This study is based on a questionnaire filled out by the doctors and nurses who work in
the emergency department. They are in direct interaction with patients and can assess
the extent of the impact of the downtime on health services provided to emergency
patients. A second questionnaire will be filled by the IT department's employees to
examine the most important reasons that lead to downtime.

There is a lack of research conducted to evaluate the implementation of the health
information system in Palestine and to identify the disadvantages of its disruption. The
researcher decided to carry out this research to determine the impact of the health
system’s downtime in emergency departments. Through this thesis, we will obtain
scientific results about the causes of downtime and its impact on health care services

which will encourage decision-makers to take appropriate procedures.



1.1 Statement of the Problem

The health information system constitutes a qualitative leap in inpatient care, as it
worked to unify all medical procedures and achieve the greater goal of "one patient one
record.” However, the absolute dependence on the computerized system and the lack of
alternative plans in the event of any problem, the system stops, may lead to delays in
providing treatment to patients and following up on their health status.

The computerized health system network consists of a computer or laptop and its
requirements from the user's side, servers that carry various applications, network
switches, and routers in addition to internet and electricity lines. Therefore, any problem
in one of them leads to a breakdown or slowdown in the HIS.

In the case of the emergency department, the HIS downtime and the inability of doctors
to read the patient's medical records, in addition to other potential effects such as
delayed arrival of the results of laboratory and x-ray examinations, delay in admitting
patients to the hospital departments will have more significant risks for patients who

need medical intervention and quick decisions.
1.2 Study Objectives

The main objective:

The purpose of this thesis is to explore the effects of Health Information System
downtime on health care services in emergency departments in Public Hospitals in the
Northern West Bank from the viewpoint of doctors and nurses by focusing on the
problems that may occur during partial or complete system downtime and from the

viewpoint of IT staff by determining the main causes of HIS downtime.



Secondary objectives:

1. Determine the availability of a hospital downtime plan, and whether the staff
following this plan.

2. Examine the effect of socio-demographic characteristics on the extent to which the

provided services are affected by HIS's downtime.
1.3 Research Questions

1. To what extent does the HIS's downtime affect the workflow, various health
services such as x-rays, laboratory tests, medicines, and patient admission?

2. s there a clear policy, procedures and plan to deal with HIS downtime, and are
their implementation monitored and their terms updated?

3. Are medical staff trained in how to deal with patients during HIS downtime?

4. To what extent is the medical staff affected in providing health services in the
event of the system downtime, according to socio-demographic characteristics?

5. To what extent do the technical measures in place affect the prevention of HIS

downtime?
1.4 Research Expected Outcomes

At the end of this study, the researcher will be able to determine whether the system
outages have a significant impact on healthcare services in emergency departments and
what are the main reasons for the HIS downtime and how we can overcome these
reasons. My recommendations will be technical and managerial.

1.5 Significance of the Study

After more than ten years of implementing HIS (Avicenna) at the level of governmental
a hospital in Palestine, there is still a dearth of scientific research conducted to evaluate

this system, highlight its advantages, and warn of defects that must be addressed. One of



these defects is system downtime, which frequently occurs from time to time, mainly
due to problems with power outages, old computers and servers

Accordingly, the researcher decided to conduct this study to determine the impact of the
disruption of the health information system on health services in emergency
departments, to reach accurate results on this reality from the point of view of health
service providers and to make recommendations to decision-makers in the Ministry of
Health.

In Palestine, this is the first study that will examine the effects of health information
system downtime on health care services in emergency departments in public hospitals
in the northern West Bank.

1.6 Outline Structure of the Thesis

The arrangement of the thesis appears as the following:
-Chapter one includes a general introduction about the study, a problem statement, study
objectives, research questions, research expected outcomes and significance of the
study.
-Chapter two includes a literature review about HIS in Palestine, HIS advantages at
emergency departments and HIS downtime worldwide. The researcher described the
most relevant and significant publications regarding the topic, summarized their main
points, discussed the gaps in researches, and evaluated the publication’s contribution to
the issue.
-Chapter three where the research methodology is presented, including study design,
study setting, study population and sample size, study instrument, pilot study,
reliability of the questionnaire, data collection, data analysis, scale correction, ethical

considerations and study limitations.



-Chapter four in which the results are presented. This chapter includes respondents'
characteristics and tables of percentages relating to questionnaire data, and offers
studies that support the study's results.

-Chapter five in which discussion, the conclusion, recommendations, strength of the

study and future work, are presented.



Chapter 2: Literature review

2.1 Introduction

Technological advancement has brought an evolution in every sector, making the
management process speedy and seamless, serving more people worldwide. The
healthcare sector is no exception. The arena of healthcare informatics, combined with
healthcare data, information technology, and business, has gained a huge boost from
technology. Health Information System (HIS) is such a technological boon for the
health industry, helping the management of healthcare data with utter efficiency. The
implementation of this system helps in improving the quality of patient care, reducing
operational costs, making administration data error-free and shaping the entire internal
management process more organized (“What Is Health Information System & Its
Importance,” 2020).

In this chapter of the study, health information system in Palestine and HIS advantages
at the emergency department will include. This chapter also shows the literature
concerned with the impact of the health information systems downtime on healthcare

services in health facilities worldwide.
2.2 Health Information System in Palestine

The traditional paper health record is being replaced by the electronic health record in
many hospitals worldwide. EHR is a digital record for an individual that includes all
patient information such as health problems, diagnoses, vital signs, medications,
previous medical and surgical history, demographic information, billing information,
radiology reports, laboratory data, etc.

In September 2011, an EHR application known as Avicenna Hospital Information

Management Platform was implemented with USAID funding at Rafedia Hospital



(Salameh et al., 2019). After being approved in this hospital, it has been implemented in
more than 13 Palestinian government hospitals. The application field has also expanded
to include several health directorates and clinics. This system worked to standardize
medical procedures, diagnostics and create a single electronic file for each patient. It
also organized the work of all administrative, financial, and medical hospital
departments. This system is considered one of the most successful in the Palestinian
health sector due to the significant advantages it added to hospitals mainly. However,
the most critical point is that this system depends on a technological infrastructure of
computers, network devices, and servers, and this all requires continuous development.
This development, in turn, requires the allocation of large sums of money for this
purpose to avoid the downtime problems that have increased in recent times, especially
after the cessation of financial support by USAID.

Figure 2.1 below demonstrate the Avicenna HIS network structure for the four hospitals

and datacenter.
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Figure 2. 1, Avicenna HIS network structure
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2.3 HIS Advantages at Emergency Departments

The use of medical information from the health information system has been associated
with improving health care in general and in the emergency department. The use of
essential medical information such as medical history, laboratory tests, and x-rays has
had a strong relationship with making decisions regarding admission to hospital
departments or discharges from emergency.

The results of one study show that the ability to access patients' medical history via an
electronic health record, including information about diagnoses, medications, laboratory
tests, and x-rays, is critical to forming an appropriate care plan and ultimately making
more accurate decisions (Ben-Assuli et al., 2014).

“Electronic health records (EHR) enable the electronic transmission of health-related
information between points of care” (Fontaine et al., 2010). The emergency department
Is the main gateway to patient care, where physicians need information about patients'
past medical treatment as well as information about current immediate symptoms.
Research has shown that medical care is more efficient in many ways when
implementing an EHR system. These include reducing antibiotic use, increasing
diagnostic accuracy and reducing patient mortality (Faisal et al., 2013).

2.4 HIS Downtime Previous Studies

In recent years, health institutions' dependence on information technology has
increased. Despite the many advantages of information technology and computerized
health systems in organizing medical procedures and standardizing patient medical
records, making patient care safer and more efficient, the interruption of these systems
may threaten patient safety (Menon et al., 2014). Regardless of the health institutions'

reliance on technological systems, these institutions need to ensure patient care
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continuity. Availability and familiarity with an IT outage plan across organizations are
vital to maintaining business continuity and patient care services (Kashiwagi et al.,
2017).

Kashiwagi et al. (2017) described the usage of an IT outage toolkit for a health
institution, which guides the process of developing a downtime plan and designing,
implementing, and evaluating downtime drills in the organization’s various
departments. This study was carried out at a large academic institution in the
Midwestern United States, where a specialized committee was formed to unify
preparedness and response in computerized health systems downtime to ensure
continuity of care and patient safety during the outage of any clinical system. The
approach was to build on current processes and resources, support the emergence of
actionable IT outage plans and establish a plan for tracking outage drills while ensuring
compliance with The Joint Commission and the Health Insurance Portability and
Accountability Act (Kashiwagi et al., 2017).

As a result of the committee’s efforts, a clear policy was approved to prepare healthcare
personnel to support patient care in the absence of electronic health records, including
requirements for exercises to test the effectiveness of the downtime plan. A toolkit has
been developed to provide the leadership with the resources to develop an outage plan
and implement and evaluate outage drills in their work area. Once the downtime toolKkit
was available, work area assessments of both actual IT downtimes and downtime drills
were reviewed. The most frequently reported areas for improvement by self-report are
located key system downtime forms. The staff knew who was responsible for restocking
system downtime forms or equipment and, by the audit, locating IT Outage Plan and

locating key system downtime forms. The importance of self-report and external audits
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of downtime exercises helped identify performance gaps and gaps in downtime plans
(Kashiwagi et al., 2017).

Chen et al. (2017) examined the downtime events that were recorded by the hospital's
IT department from February 2010 to October 2012. The purpose of the study was to
find out the causes and patterns of IT system downtime in a hospital. This study was
conducted in a teaching hospital that has an electronic medical record in Australia. A
total of 129 events related to the downtime of the electronic medical record were
analyzed. The analysis included a descriptive analysis in determining the patterns of
downtime events such as the distribution of downtime by day, day of the week, and
affected areas. Also, the causes of downtime were examined by identifying keywords in
the event descriptions such as router, virus, electricity. Accordingly, the reasons were
grouped into four main categories network issues, power outage, software, and others
(Chen et al., 2017).

As a result of the downtime events, the IT systems did not function optimally or were
not available to physicians for a total of 5.1 days over 33 months. On average, the
hospital experienced 49 hours of downtime per year. Regarding the causes, computer
network issues were the most common ones, e.g., inability to access servers, database
networks, and virtualization services. Then, power outages problems such as major
supplier power cuts, failure of backup power supplies, and human errors. Power outages
affect the computer and network devices, which need to be restarted, reprogrammed, or
replaced. Finally, software problems, most of the problems are security reasons, such as
firewall malfunctions, program bugs, and computer viruses. Examples of other

downtime events are card system failure and air conditioning failure (Chen et al., 2017).
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It is worth noting that several areas were affected due to power failure and network
problems, which indicates the importance of re-evaluating and designing the network.
Events are detected either by users who notice performance problems while using the
electronic medical record system or by IT staff using monitoring systems. However,
these systems have limited capabilities to discover complex problems arising between
components of information technology systems. Therefore, more robust methods are
needed to promptly detect and respond to downtime before it disrupts care delivery and
harms patients (Chen et al., 2017).

After a series of downtime events at the medical center in the early 2000s, it resulted in
an inability to access patient records, laboratory reports, prescriptions, etc., for nearly
three days. Accordingly, this study was carried out based on a survey to assess the
impact of downtime on employees in the center, assess their familiarity with downtime
procedures, and determine the current plan's adequacy. The survey results were used to
reinforce the nursing downtime plan and identify areas for improvement for other
departments (Nelson, 2007).

The survey results were used to create a clearly defined downtime plan. The Downtime
survey indicated that the nursing department needs specific guidance on data that
requires "back-charting™ into a computer after a downtime. Downtime documentation
guidelines have been developed to provide specific details about which data must be
entered into the computer, who is responsible for entering the data, and which data can
remain in the downtime flow sheet. The pharmacy's respiratory therapy and downtime
policies have also been updated, and the policy format used by nursing staff is followed.
Finally, the study confirmed that the downtime plan alone is not sufficient. "Downtime

drills,” such as evacuation drills during fires, must be implemented to include all
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departments and employees. This proactive approach better prepares employees for
downtime, both planned and unplanned (Nelson, 2007).

In the mid-Atlantic region of the United States, Larsen et al. (2018) examined the effect
of downtime on the care process. The study aimed to determine the types of clinical
processes such as ordering drugs and x-rays affected by the interruption of the
electronic medical record by analyzing the reports of patient safety events. 76 Safety
event reports directly related to the computerized health system's disruption were
documented, analyzed, classified, and coded into categories related to clinical
processes: medication, imaging, laboratory, etc. (Larsen et al., 2018).

The largest category of downtime is related to delays in the laboratory department.
There were issues with labeling and tracking samples and a lack of continuity of patient
identification from where the samples were collected to their laboratory delivery. These
issues resulted in redrawing samples from patients and delays in reporting results.
Medication problems were the second most common category. Medication problems
included wrong doses and wrong medication. Also, incomplete information on order
forms and difficulties in calculating the dose to be requested (Larsen et al., 2018).
Concerning radiography, there were difficulties in transferring the images to the
electronic health record and delays in reporting the results to the physician in charge.
Also, the downtime affects the patient's registration and thus all the services he should
receive. Finally, doctors were unable to examine patients' medical history in the
emergency department and were unable to verify whether patients had received the
same drugs beforehand (Larsen et al., 2018).

An important finding of the analysis of patient safety event reports showed that work

downtime procedures were either not followed or were not in place. Thus, there is a
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need to develop downtime procedures and monitor their implementation by all hospital
staff. Without implementing the downtime measures and without the evaluation and
development of the procedures, these events will continue. Hospitals must take into
account some things when developing a plan of procedures for downtime. Among them,
hospitals must realize the importance of this plan and the excellence in its
implementation regardless of the rarity of the downtime. The paper forms to be used
during the downtime period must be tailored based on each department's needs and not
just a hard copy of electronic records. They also have to overcome the challenge of a
large number of x-rays and laboratory tests, as the downtime leads to a significant
slowdown in its processing. The necessary mechanisms must be specified to transfer
requests and results across hospital departments. Emphasis must also be placed on
patient identification during all the procedures he needs in the hospital in all
departments (Larsen et al., 2018).

The electronic health record consists of many integrated devices and programs from the
main data center to the user in hospitals, and therefore any problem in any of these
components will affect the entire process. One article reviewed the downtime of the
electronic health record, called the Clinical Research Information System (CRIS) at the
National Institutes of Health Medical Center (NIH / CC) in terms of describing the
event, lessons learned, necessary improvements, and procedures and policies that should
be followed if the downtime occurs in the future (Coffey et al., 2016).

On May 13, 2010, a sudden stop of the electronic health record resulted from a failure in
one of the network devices, which caused damage to the primary databases and
backups, which means that doctors will not have access to clinical information for all

patients. However, the computer network environment is equipped with the latest
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devices -a primary and secondary data center equipped with an excess of electricity,
cooling systems, and high-bandwidth fiber communications- and the existence of a
continuity plan. However, the plan did not consider the primary and backup database's
failure, and there was no actual failover test for the remote storage area network.
Finally, this article recommended the necessity of reviewing, developing, and
circulating downtime policies and plans and conducting experiments to ensure that all
staff is familiar with them. It also creates a downtime toolKkit, a plastic storage box with
volumes grouped by category (for example, orders, vital signs, and nursing notes) with
appropriate forms for each category listed in the volumes. Besides, maintaining a robust
infrastructure, ensuring high devices and systems availability, monitoring tools, and
reviewing and testing procedures from time to time are keys to minimizing the
probability of downtime (Coffey et al., 2016).

Hoot, et al. (2003) studied the various components of the health information system that
contributed to the downtime of the information system in the emergency department and
the frequency and length of the downtime during a study period of four months. A
distinction is made between planned and unplanned downtime and complete and partial
downtime. Overall system availability reached 97.0%. There were 54 complete system
outages and 23 crashes. The maximum interruption period for an event was about 16
hours. Two reasons led to the most extended downtime: a worm attack worldwide and a
power outage in the local electrical service. Also, the emergency department
information system had some technical problems that caused 17 outages. The rest of the
system failures are due to the Acceptance, Discharge, and Transfer (ADT) system,

which feeds EDIS with patient registration information (Hoot et al., 2003).
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There was no clear downtime plan to be followed by the emergency department staff,
which led to their dispersion between downtime procedures and appropriate health
service provision. In addition to the costs involved in downtime, such as the need for
additional staff to re-entering medical notes into the electronic record, frequent system
disruptions lead to decreased patient and employee satisfaction. Reducing the frequency
and severity of system failure is a step towards the ultimate goal of improving patient
care (Hoot et al., 2003).

The emergency department receives the most significant number of patients who need
urgent care. It is also considered the main gateway to admission to other inpatient
departments, leading to crowding. In general, crowding in the emergency department is
associated with decreased medical care quality and possibly increased mortality. In
southern Sweden, Wretborn, et al. (2019) assessed the effect of the electronic health
record's downtime on the patient's length of Stay (LOS), occupancy rate, admission, and
staff workload in emergency departments in 3 hospitals system failure extended to 96
hours (Wretborn et al., 2019).

The number of patients attending emergency departments did not change before, during,
and after the electronic health records were disrupted, but the level of workload and
congestion as measured by patient LOS and occupancy increased significantly. The
author presented a set of recommendations, including the need for more employees
when the system breaks down. Alternative systems that do not depend on electricity,
such as a whiteboard, track patients and paper records based on a continuity plan. Also,
institutions must rely on backup systems, and the network with all their devices must be

designed to support redundancy. Finally, institutions must test any new updates to their
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electronic systems in a virtual environment that does not affect the existing system
(Wretborn et al., 2019).

In the mid-Atlantic, Larsen et al. (2019) assessed downtime effects in two hospitals,
especially on the laboratory section. The total downtime resulted from the ransomware
attack lasting for approximately 48 hours, followed by 48 hours of partial downtime.
This study was characterized by being a hybrid of quality and quantity. Paper records of
the downtime events were analyzed and compared to normal operations. Data on the
arrival of samples to the laboratory, time to start testing, completion of the test, and time
to report the result was reviewed, especially for samples from the emergency
department due to the importance of completing them as quickly as possible. Interviews
were also conducted with 17 hospital employees, who had experience with several
downtime events (Larsen et al., 2019).

Larsen et al. (2019) found that downtime is detrimental to patient care in general. The
time taken to reach the laboratory result increased by 20 minutes compared to regular
operation and the delay in delivering the results manually to the doctor who requested
the tests. The interviewees reported that during the downtime, the departments
continued to request laboratory tests with the same momentum and were not aware of
laboratory work's nature during the downtime, which indicates the existence of
communication problems between the different departments. The nurses who were
interviewed reported that they had not had any formal training on how to handle
downtime and that they had relied on the nursing staff working before applying the
electronic medical record. The interviewees made a set of suggestions to improve the
downtime management, including the existence of a mechanism to notify the

departments when an outage occurs in one or more departments, train and drill all the
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staff on work procedures during the suspension period. Also, to reduce the workload of
services that depend entirely on the health record and providing support staff to assist in
non-clinical essential work, such as delivering paper lab results. Many of these
suggestions fit with the general themes of SAFER guides (Larsen et al., 2019).

To understand the weaknesses in health information technology, prevention methods
and increase the speed of response Lei et al. (2003) analyzed health information
technology outages by studying articles and accident reports that are available to the
public on the Internet in China. To reduce the risks of information technology outages,
the importance of risk identification and risk assessments, and the necessity of having
transparent and standardized contingency plans for all health institutions (Lei et al.,
2013).

Most of the interruptions in the information technology systems occurred in the
morning period. A final explanation has not yet been reached, but some signs indicate
that work pressure on these systems increases in the morning period. Also, all upgrade
and security patches take place after midnight, and thus the result of these updates
appears the following day. Most of the health information technology interruptions were
due to overload, whether on the computer network or the servers, due to the large
volume of simultaneous connection and a large amount of stored and exchanged data.
This indicates the need to re-evaluate the infrastructure and take into account future
needs when designing (Lei et al., 2013).

The computerized health system is linked to many other systems, such as the
municipality level's health insurance system. Therefore, the disruption of this system led
to the disruption of many jobs in the accounting department. Therefore, there is a need

for a continuation plan at the district level. Preparing specialized medical teams to work
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during crises, training employees periodically to use paper-based systems, and
developing post-crisis treatment mechanisms are part of the contingency plans that must
be adopted to mitigate downtime's adverse effects. The results indicated that there is an
urgent need to establish a systematic mechanism for health care institutions to document
and report unplanned health information technology disruption events in order to
enhance transparency and accountability and to provide unified mechanisms regarding
the most effective prevention and emergency response practices (Lei et al., 2013).

Lee et al. (2009) examined the level of readiness of health information departments and
other departments in Victorian public and private hospitals in the event of a system
failure, to verify whether they had contingency plans to deal with internal disasters,
identifying potential risks, availability of recovery plans and backup systems, and how
to restore health information services after system recovery. Study data for this research
project were obtained through a self-administered survey tool (Lee et al., 2009).

The majority of internal disasters were software failures, followed by fires, floods, and
severe power outages. These disasters affected the operations of their health information
systems. Approximately 65% of health information services in state hospitals have
contingency plans for internal and external disasters, and another 16% have disaster
plans. Backup systems represent an essential solution to preparing for possible internal
disasters in large hospitals, especially backup for patient master index and medical
records. The lack of standardized statewide preparedness procedures may cause
particular concern in small hospitals in terms of disaster contingency planning, recovery
plans, and resource allocation (Lee et al., 2009).

Wang et al. (2016) conducted a study in a 350-bed metropolitan teaching hospital in

Australia to measure the effects of a computer system failure on clinical processes
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associated with pathology testing and reporting results. The focus on pathology tests is
that laboratories provide up to 80% of clinicians' information to make critical medical
decisions, and IT use directly influences patient safety in this process. An identical
condition control design was used to examine the effects of five downtime events over
11 months, ranging from 5 to 300 minutes. The four tests representing different
laboratory workflows - potassium, hemoglobin, troponin, and activated fractional
thromboplastin time exposed to downtime - were matched with tests during unaffected
control periods by test type, time of day, and day of the week to measure delays and
errors. Measures included clinician read time (CRT), laboratory turnaround time
(LTAT), missed read rates, fruitless searches, duplicate orders, and missed test results
(Wang et al., 2016).

Pathology tests and results for all admissions were extracted from the EMR between
February 2011 and January 2012. For each test order, timestamps were available when a
test was performed by the laboratory when results were posted and available, and
reviewed by a clinician. If a clinician attempted to review a result before it was
available, this was also recorded by the system and counted as a futile search (Wang et
al., 2016).

The most prominent results reached were that the effects of downtime on clinician
follow-up varied according to the type of IT problem. Lack of access to results reporting
delayed clinician review of standard pathology tests, including potassium and
hemoglobin. Compared to control periods, the time taken to review tests was up to six
times longer. Finally, the study has demonstrated that a matched case-control design is
feasible to measure downtime effects on delays and errors in clinical processes. The

methodology has the potential to be applied to examine the effects of downtime in other
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clinical processes where tasks are pre-defined and time stamped the EMR routinely
captures clinical data. Clinician follow-up of test results was significantly delayed by
downtime (Wang et al., 2016).

In the United States, Hanuscak et al. (2009) used a questionnaire consisting of three
main sections, including demographics, the availability of different types of CIS in the
hospital, and the potential effects of a CIS breakdown on drug safety. The study sample
consisted of one participant from each of 78 hospitals in Ohio who were directly
responsible for supporting and maintaining information-based technologies. The
objectives of this study were to describe the causes of downtime for several types of ITs
and to examine and categorize medication errors that were reported during downtime
with respect to various hospital-based clinical information systems (CISs) and
automated dispensing systems (ADSs), in which system malfunction and discontinuity
at any point in the process of care delivery can place patients at risk or expose them to
harm (Hanuscak et al., 2009).

The downtime was attributed to many factors, especially interface loss and
malfunctions, software and hardware malfunctions, and upgrades. User error and
inexperience were concerns with electronic medication administration records (eMARS)
and others. The most severe medication error occurred when downtime events
influenced eMARs because of eMARs inpatient care's significant role. Downtime
events linked with eMARs often result in delayed access to patient records, which can
ultimately compromise patient outcomes to varying degrees depending on patient
acuity, omitted doses, duplicate therapy, and delayed therapy (Hanuscak et al., 2009).
The researcher emphasized the occurrence of medication errors during CIS and ADS

downtime despite the availability of backup systems and standard protocols to deal with
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system downtime. The researcher also emphasized that efforts should be directed to
reduce the frequency and length of downtime in order to reduce medication errors
during this downtime (Hanuscak et al., 2009).

Because disruption of information systems is a global challenge facing healthcare
organizations, regardless of whether downtime is planned or unplanned, patients' lack of
essential health information requires alternative solutions. Bamdeg, J. & Schmidt, T.
(2020) conducted a scoping review of how hospitals deal with unexpected downtime in
hospitals. The study included 13 papers in the final analysis, and it was concluded that
dealing methods could be grouped into three strategies. 1) Increasing communication, 2)
Analog backup, and 3) Redundant systems. Since most coping mechanisms are
associated with increased communication and analog backup, the results indicated the
importance of customizing coping mechanisms for individual healthcare institutions
(Bamdeg & Schmidt, 2020).

Analog backup is the most prevalent coping mechanism. Some of the included work
contains practical recommendations and reflections on the interplay between backup
paper and EHRs. The study revealed that one of the reasons for the downtime is the
increasing interconnectedness and complexity of information technology and the threat
of cyber-attacks, which we have witnessed many of them in the past few years. Thus,
health organizations should strive to enhance awareness of their employees' threats and
behavior and have straightforward procedures and guidelines in place given the collapse
of IT systems. The study concluded that there is a continued need for having backup
systems to handle the lack of access to the IT systems and design IT systems that
empower their end-users to deal with the lack of these same systems (Bamdeg &

Schmidt, 2020).



24

Harrison et al. (2019) evaluated the impact of EHR downtime exposure on important
patient-centered outcomes that lasting more than 60 minutes over a 6-year study period.
The study included patients age 18 years or older who underwent surgical procedures at
least 60 minutes in duration with an inpatient stay exceeding 24 hours within the study
period at the Mayo Clinic in Rochester, MN. The integrated clinical information viewer,
picture archiving and communication, and CPOE systems were the 3 most commonly
affected applications. Multivariable regression analysis and trend analysis for the effect
of duration of downtime on outcomes were performed. Downtime-exposed patients had
operating room duration 1.1 times longer and postoperative length of stay 1.04 times
longer than unexposed patients. The 30-day mortality rates were similar between these
groups. That is means EHR downtime had no impact on 30-day mortality. Potential
associations for the increased postoperative length of stay and duration of time spent in
the operating room were observed among downtime-exposed patients. There was no
association between duration of downtime in trend analysis concerning evaluated
outcomes, postoperative length of stay, and 30-day mortality (Harrison et al., 2019).

The findings of Harrison et al.’s study can be attributed to several reasons. It is possible
that these systems' unavailability, such as anesthesia information management system,
could cause incomplete transfer of critical information between the operating room,
post-anesthesia care unit, and hospital floors, leading to a delay in the appropriate
diagnosis/or treatment (Harrison et al., 2019). Moreover, the Inability to access the
imaging system could result in a prolonged surgical approach and/or inadvertent
complication, such as bleeding from transecting an anatomically aberrant blood vessel,
which could otherwise have been known and avoided. EHR applications contain an

abundance of vital clinical information necessary for both the intraoperative and
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postoperative surgical patients' care. It is possible that the unavailability of these
systems could have adverse consequences. The findings of the study support the need to
maintain updated contingency plans in the event of a downtime, as advocated at national
levels—such as the SAFER Guides (Safety Assurance Factors for Electronic Health
Record Resilience)—and institutional levels, where work-area—specific downtime
preparedness plans must be implemented (Harrison et al., 2019).

Jenkis et al. (2020) conducted a study in the largest educational center and the largest
tertiary care center (Hamad General Hospital) in the State of Qatar. The study aimed to
investigate the implementation of EMR in the emergency department and to determine
the frequency, duration and prediction of EMR downtimes. During the study period, 12
downtimes occurred, for a total of 58 hours. The incidence of EMR downtime was not
associated with on-duty physician coverage levels, month, or clinical shift (morning,
evening, or night shift). However, the occurrence of EMR downtime was statistically
significantly associated with days of the week (Jenkis et al., 2020).

Larsen et al. (2021) study aimed to define design criteria (needs, obstacles and context
considerations) for continuing safe and effective patient care activities during
downtime. Interviewees were recruited in the emergency department and clinical
laboratory of two hospitals who had recently experienced an unplanned downtime event
requiring all computer systems to be shut down for several consecutive days. Interview
transcripts from medical personnel with experience of downtime incidents were
examined using a phenomenological approach. The results of the study indicated that
the distribution of workload and communication is one of the important issues in patient
care during the downtime period. There may not be an equal distribution of work, which

leads to increased workload for some employees during the downtime. Some downtime
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criteria have been identified as potential guidelines for developing better contingency

plans for downtime (Larsen et al., 2021).
2.5 Summary of Previous Studies

Regarding the causes of downtime, and based on previous studies, computer network
problems were the most common that led to the inability to access servers, database
networks and virtualization services. Secondly, the problems of power outages, whether
from the main supplier, generators or UPS, which affected servers, network devices, and
computers that need to be restarted, reprogrammed or replaced. Thirdly, software
problems, due to firewall malfunctions, program bugs, and computer viruses. Finally, it
is worth noting that several areas have been affected due to power outages and network
problems, indicating the importance of re-evaluating and designing the network.

The downtime of the health information system affects the care process in different
hospital departments. The downtime in the laboratory section causes many problems,
including problems in marking and tracking samples and delays in reporting results.
Medication problems included wrong dose, wrong medication, and difficulties
calculating the required dose. With regard to radiography, there were difficulties in
transferring the images to the electronic health record and a delay in reporting the
results to the doctor in charge. Also, during the downtime, doctors will not be able to
access the patients' medical records, which affects treatment decisions.

There was a dearth of studies targeting emergency departments. These studies
emphasized that the number of patients attending the emergency departments did not
change before, during and after the disruption of electronic health records, but the level
of workload and crowding as measured by the patient's length of stay (LOS) and the

occupancy rate increased significantly. In general, crowding in the emergency
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department is associated with decreased quality of medical care and possibly increased
mortality. Downtime increases the length of stay after surgery and the length of time
spent in the operating room among patients subjected to downtime.

Literature reviews emphasized the need to unify preparedness and response in the event
of computerized health systems failure in all hospitals to ensure continuity of care and
patient safety during any clinical system interruption. Availability and familiarity with
an IT outage plan across organizations are vital to maintain business continuity and
patient care services. Also, it is imperative to conduct a planned downtime test to see
how far ahead and ready the crew is to deal in the event of unexpected downtime. Many
studies recommended to develop downtime documentation guidelines to determine the
data that must be entered into the computer, who is responsible for entering the data,
and which data can remain in the downtime flow sheet. The paper forms that may be
used during the downtime period must be tailored based on the needs of each
department and not just a hard copy of electronic records.

Based on the findings of the previous literature, it is clear that the downtime period
affects the health services provided to patients and may seriously affect patients' health.
Therefore, the importance of this study highlights the necessity of assessing the causes
and effects of downtime in government hospitals in the northern West Bank, especially
in emergency departments.

Most internationally published research has discussed the effect of downtime on
different hospital departments. However, it did not focus on the emergency departments
and their specifics because of the severity of the cases and their need for rapid medical
procedures. Also, there are no previous studies on this subject in the Arab world in

general and in Palestine in particular.
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2.6 Conceptual Framework of the Study

The conceptual framework created begins with the characteristics of the individual and
the job (gender, age, job title, place of work, years of experience, and years of work in
the hospital), as these characteristics affect how the health services provided by an
individual will be affected by the time of the system downtime as shown in Figure 2.2
below. The workflow is affected, the congestion increases, and the various services in
the emergency department are affected, as the results of laboratory tests and X-rays are
delayed due to the downtime of the HIS.

The study has the following variables:

The independent variables were:

1. HIS downtime policies and procedures.

2. Training

3. Socio-demographic characteristics: gender, age, job-title, workplace, years of
experience, years of work in hospital.

The dependent variable was:

Delivery of healthcare services to emergency patients.
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HIS downtime policies and
procedures

Delivery of Health Services to

emergency patients. e.g.
Training —» -Lab tests

-Radiology

-Drugs

-Admission

Socio-demographic
characteristics

Gender

Age

Workplace
Occupation

Years of experience
Years of work in hospital

Figure 2. 2, Conceptual framework

2.7 Summary
This chapter included the HIS in Palestine and HIS advantages at the emergency
department. It showed the research papers and studies related to the impact of the health

information systems downtime on healthcare services in health facilities worldwide.
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Chapter 3: Methodology

3.1 Introduction

In this chapter, the researcher presents study design, study setting, population and
sample size, instrument, pilot study, data collection, data analysis method, scale
correction, ethical considerations and study limitations.

3.2 Study Design

The researcher used a cross-sectional design by collecting data from several places
simultaneously for conducting this study. The researcher used it because the cross-
sectional studies capture a specific moment in time and take less time than other
research types.

Also, the research approach was quantitative to gathering information focuses on
describing a phenomenon across a larger number of participants, thereby providing the
possibility of summarizing characteristics across groups or relationships.

Finally, the researcher also used a descriptive qualitative approach for this study.
3.3 Study Setting

The study included four governmental hospitals in the Northern West Bank, Rafidia
Hospital, Tulkarm Hospital, Jenin Hospital, and Tubas hospital.

Rafidia Hospital & Jenin Hospital of the hospitals in which HIS has been applied for
more than 5 years and Tulkarm Hospital and Tubas hospital of the hospitals in which

HIS has been applied recently.
3.4 Study Population and Sample Size
The study population consisted of doctors, nurses and IT staff who work in the four

government hospitals. Participation criteria include doctors and nurses working in

emergency departments in the targeted hospitals and IT staff. The exclusion criteria



31

included doctors and nurses working in departments other than an emergency. Due to
the small population size, the study sample consisted of all doctors and nurses working
in the emergency departments of the targeted hospitals and IT staff working in the
targeted hospitals.

The study targeted 116 employees, including 40 doctors and 76 nurses, in the
emergency departments of the four hospitals. Also, 8 form IT staff who work in the 4

hospitals to explore the main downtime causes.
3.5 Study Instrument

In this study, a mixed approach (quantitative and qualitative) was used by designing two
questionnaires: information technology employees and the other directed to doctors and
nurses in the emergency departments. The questionnaire for IT employees mainly
focuses on the downtime, the mechanism for designing the network, evaluation of the
technologies used, and how to deal when the downtime occurs. The second
questionnaire was distributed to doctors and nurses in the emergency departments. The
main goal is to extract opinions about the possible effects of HIS downtime on the
health services provided in the emergency departments, deal with the situation when the
downtime occurs, are there written plans to be followed, and so on.

The first part of the questionnaire is concerned with collecting the demographic
information -Gender, Age, Workplace, Education level, Occupation, Years of
Experience and Years of work in the hospital- of the person completing the
questionnaire without the presence of any item that might lead to the identification of
the person’s name. As for the second section, the questionnaire questions were in the

form of a Likert scale from 1 to 5, where the number 1 represented a strong disagree and
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the number 5 represented a strong agreement with the sentence as shown in Appendix A
and Appendix B.

The second part of the questionnaire for doctors and nursing was divided into six
sections: downtime policies and procedures, emergency relationship with laboratory,
emergency relationship with radiology, drug request, patient admission, and training as
shown in Appendix A. The second part of the questionnaire for IT employees was
divided into IT procedures, training, downtime policies, and procedures as shown in
Appendix B.

The third part was general questions that allow a person to write his own opinion and
suggestions for evaluation and improvement, frankly and objectively.

The items in the second and third sections were chosen based on many literature
reviews focusing on the most important axes, which are the reasons for the occurrence
of downtime, the effect of downtime on health services, procedures during downtime,
downtime plan and training plans for employees in addition to safer guidelines related
to sound procedures to reduce the likelihood of downtime occurring or reducing the
consequence if downtime occurs.

The questionnaire questions were prepared based on the literature reviews carried out by
the researcher. It was prepared in the English language and then translated into Arabic
by a subject-matter expert who has a high level of English and his mother tongue is
Arabic.

Then, all questions were discussed with the supervisors. After that, the questionnaire
was distributed to a number of experts to validate it, and based on their observations, the

researcher modified some of the questions.
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Due to the small sample size the questionnaire was distributed on paper to all IT
employees, doctors and nurses working in the emergency departments of the four
hospitals under study. Persons were asked to fill out the questionnaire within a week
and deliver the questionnaires to the head of the Emergency Nursing Department.

3.6 Pilot Study

The researcher conducted a pilot study by distributing the questionnaire to a group of
people from the IT staff and the medical staff (doctors and nurses), and the results were
analyzed to ensure their suitability for the statistical significance of Cronbach alpha.
The reliability of the final version obtained after the translation process was further
checked on 30 participants by Cronbach's alpha through the pilot study. Cronbach's
alpha coefficient were 0.91, which is highly reliable, and the questionnaire was
approved to be used in the study.

The piloting was carried out on 25.8 % of the sample size directly after got the ethical
approval from the MOH and before the data collection phase. Therefore, 30 employees
who met inclusion criteria were randomly selected to check the study questionnaire. The
purpose of the pilot study was to assess the feasibility, clarity and ease of reading of the
questionnaire items, and to know the average time required to complete the
questionnaires. Participants in the pilot study indicated that they had no problem
understanding or interpreting the questionnaire items. The pilot study found the average
time to complete a questionnaire was 8 minutes. The results also showed that the
analysis approach was practical, and did not interfere with the steps.

3.7 Reliability of the Questionnaires

The researcher calculated the reliability using the internal consistency method and

calculated the Cronbach Alpha reliability equation, as shown in Table 3.1 below.
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Table 3. 1, Reliability Statistics for Questionnaires

Type of questionnaire Cronbach's Alpha
doctors and nurses’ questionnaire 0.873
IT staff 0.927

The data presented in Table 3.1 indicate that the value of the reliability of the
questionnaire for doctors and nurses at the total score reached (87.3%) and the
reliability of the questionnaire for IT employees at the total score reached (92.7%), and
thus the questionnaires have a high degree of reliability and is subject to dependence to
achieve the study objectives.

3.8 Data Collection

After completing the pilot study and obtaining the necessary approvals to start
collecting data, the researcher contacted Personnel Affairs to take a list of doctors and
nurses working in emergencies. The researcher also contacted the heads of nurses in the
emergency departments and explained the purpose of the study and the importance of
answering the questionnaire objectively and transparently. The researcher distributed
the questionnaire manually to the nurses and doctors, stressing that the nurse or doctor
has the right to refuse to participate. The researcher started with Rafidia Hospital since
it is the largest hospital, then Jenin Hospital, Tulkarm Hospital, and Tubas Hospital. The
researcher was present in all shifts in order to be able to reach all the target groups, as
some nurses only attend the night shift. The answers to the questionnaires were kept in a
private place, and none of their managers knew the employees' answers. The researcher
did not grant permission to anyone to access the completed questionnaires after entering

them in SPSS.
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3.9 Data Analysis

Data were analyzed using the IBM Statistical Package for Social Sciences (SPSS)
version 25. Descriptive analysis of all the questionnaire variables was performed where
the frequencies, percentages, means, and standard deviations were calculated. The
Pearson's correlation coefficient was measured to find any significant relationship
between the health information system's disruption and patients' health services in the
emergency department. Analysis of variance (ANOVA) and Independent - Samples T-
Test were also performed to verify whether there was a difference in the impact of the
computerized health system downtime on health services in the emergency department -
from the viewpoint of those who filled the questionnaire - due to the difference in socio-

demographic characteristics.
3.10 Scale Correction

The five-point Likert scale was used, which is a method for measuring behaviors and is
used in questionnaires, especially in statistics. The scale is based on responses
indicating the degree of approval or objection. Then the average is calculated to
determine the degree of the impact of the computerized health system stopping the
health services provided to patients in the emergency department from the viewpoint of
doctors and nurses. The following levels have been adopted:

Very low, Low, Moderate, High and very high as shown in Table below 3.1

Table 3. 2, The levels of respondents' answers to the questionnaire questions based on the mean.

Level Mean
Very low 1.00-1.80

Low 1.81-2.60
Moderate 2.61-3.40

High 3.41-4.20
Very high 4.21-5.00
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3.11 Ethical Considerations

The researcher obtained permission from the Ministry of Health to distribute the
questionnaire to workers in government hospitals affiliated with the Ministry of Health
as shown in Appendix D, as this was indicated in the consent form on the first page of
the questionnaire. It was indicated in the consent form that the study aimed to measure
the impact of the health information system (HIS) downtime on health services provided
to emergency patients in government hospitals in the northern West Bank in order to
complete a master's thesis in health informatics at the Arab American University. The
researcher emphasized that participation in the study is optional, and the participant has
the right not to answer any question he does not want to answer. It has also been
emphasized that the researcher will not use this data except for scientific research
purposes. It was clarified that the responses to the questions requested in the
questionnaire will be dealt with complete and absolute confidentiality, and the responses
will not be known to anyone outside the research team, and they will not be disclosed to
anyone within the Ministry of Health, and no information in the questionnaire that

identifies the person will be requested.

3.12 Study Limitations

e The main limitation of our study is the lack of adequate time to collect more data and
analysis due to the Covid-19 pandemic. The sample size was all population's size,
which required a large amount of time to collect the data.

¢ Due to limited sample size, our study was not representative of the entire Palestinian

hospitals. Thus, we cannot generalize our results to all hospitals in Palestine.
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3.13 Summary

This chapter presented the methodology of the study that is implemented to conduct the
study by describing the different ways and tools used to accomplish this study. It
included study design, study settings, Study population and sample size, study
instrument, pilot study, data collection, data analysis method, scale correction, ethical

considerations and study limitations.
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Chapter 4: Results

4.1 Introduction

This chapter deals with analyzing the data collected through questionnaires. Statistical
methods allow the researcher to analyze, interpret and conclude after converting the
digital data into useful information that can be used to provide answers to the study
questions. The data analysis methods depend on the type of study, the data collection
methods, and the research questions to be answered. In this chapter, the researcher
analyzes, schedules and interprets the data collected to get results.

The following sections will be presented: Response rate, Participation’s characteristics,
Descriptive statistics of the second part of the questionnaire, Relationship between HIS
downtime and socio-demographic characteristics and Results of general questions

(PART3)

4.2 Response Rate

4.2.1 Questionnaire for Doctors and Nurses

The study sample consists of all doctors and nurses working in the emergency
departments of 4 governmental hospitals in the northern West Bank in Palestine. 98 out
of 116 questionnaires were completed (response rate 84.48%).

4.2.2 Questionnaire for IT Staff

The study sample consists of all IT staff working in the 4 governmental hospitals in the
northern West Bank in Palestine. 8 out of 8 questionnaires were completed (response
rate 100%).

Based on previous researches, response rates must be higher than 60% so that the
response rate in this study was very good, and therefore the results will be reflected on

the study population (Fincham, 2008).
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4.3 Participants’ Characteristics

4.3.1 Questionnaire for Doctors and Nurses

The results as shown in Table 4.1 and Figure 4.1 below showed, with regard to gender,
that most of the study participants were males, numbering 68 people, who accounted for
69.4% of the total participants. As for age, the majority of the participants were from the
age group less than 30 years (45.9%), followed by the age group between 30-40 years
(38.8%), and the lowest percentage was for the age group greater than 50 years (5.1%).
Moreover, 42 of the study participants were working in Rafidia Hospital (42.9%), 26
were working in Jenin Hospital (26.5%), 22 in Tulkarm Hospital (22.4%), and finally 8
at Tubas Hospital (8.2%).

The majority of the participants were nurses (64.3%) and doctors (35.7%). With regard
to the level of education, the study showed that the largest percentage of the participants
hold a bachelor’s degree (77.6%), followed by holders of a diploma (15.3%) and finally
those with a doctorate (3.1%). As for years of experience, the majority of study
participants had less than 5 years of experience (50%), followed by those with 6 to 10
years of experience (18.4%) and finally those with more than 15 years of experience
(16.3%). As for the years of work in the hospital, the majority of the study participants
worked for less than 5 years (50%), then came the participants who worked in the
hospital between 6 to 10 years (18.4%) and finally those who worked for more than 15

years (16.3%).
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Table 4. 1, Socio-demographic characteristics of nurses and physicians.

Characteristics Frequency Percentage (%)
Gender Male 68 69.4
Female 30 30.6
Age <30 45 45.9
30-40 38 38.8
41-50 10 10.2
>50 5 51
Education level | Diploma 15 15.3
Bachelor 76 77.6
Master 4 4.1
Doctorate 3 3.1
Workplace Rafidia Hospital 42 42.9
Jenin Hospital 26 26.5
Tulkarm Hospital 22 22.4
Tubas Hospital 8 8.2
Occupation Doctor 35 35.7
Nurse 63 64.3
Years of 1-5 49 50.0
Experience 6-10 18 18.4
11-15 15 15.3
>15 16 16.3
Years of work 1-5 58 59.2
in the current 6-10 18 18.4
hospital 11-15 12 12.2
>15 10 10.2
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Figure 4. 1, Distribution of respondents (Doctors and Nurses)

4.3.2 Questionnaire for IT staff

The results as shown in Table 4.2 and Figure 4.2 below showed, with regard to gender,
that most of the study participants were males, numbering 6 people, who accounted for
75% of the total participants. As for age, the majority of the participants were from the
age group between 30-40 years (75%), followed by the age group between 41-50 years
(25%). Moreover, 4 of the study participants were working in Rafidia Hospital (50%), 2
were working in Tulkarm Hospital (25%), 1 in Jenin Hospital (12.5%), and finally 1 at
Tubas Hospital (12.5%).

The majority of the participants were programmers (62.5%) and engineers (37.5%).
With regard to the level of education, the study showed that the largest percentage of the
participants hold a bachelor’s degree (62.5%), followed by holders of a diploma
(37.5%). As for years of experience, the majority of study participants had experienced
between 6 and 15 years (75%), followed by those more than 15 years of experience

(25%). As for the years of work in the hospital, the majority of the study participants



worked for less than 5 years (50%), then came the participants who worked in the

hospital between 6 to 10 years (25%) and finally those who worked for more than 11

years (25%).

Table 4. 2, Socio-demographic characteristics of IT employees.

Characteristics Frequency Percentage (%)
Gender Male 6 75
Female 2 25
Age <30 0 0
30-40 6 75
41-50 2 25
>50 0 0
Education level | Diploma 0 0
Bachelor 5 62.5
Master 3 37.5
Doctorate 0 0
Workplace Rafidia Hospital 4 50
Jenin Hospital 1 125
Tulkarm Hospital 2 25
Tubas Hospital 1 125
Occupation Engineer 3 37.5
Programmer 5 62.5
Years of 1-5 0 0
Experience 6-10 3 37.5
11-15 3 37.5
>15 2 25
Years of work 1-5 4 50
in the current 6-10 2 25
hospital 11-15 1 125
>15 1 125
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Figure 4. 2, Distribution of respondents (IT staff)

4.4 Descriptive Statistics of the Second Part of the Questionnaire

4.4.1 Questionnaire for Doctors and Nurses

The second part of the questionnaire for doctors and nursing was divided into 6 sections
which are downtime policies and procedures, relationship emergency with laboratory,
relationship emergency with radiology, drug request, patient admission and training.
The overall median score for all sections as shown in Table 4.3 below was (3.355) with
a mean score (3.356) and standard deviation (0.415).

The descriptive statistics of the section as shown in Table 4.3 below, each section
separately, are as follows: The median score for downtime policies and procedures
section was (3.225) with a mean score (3.1806) and standard deviation (0.47356). The
median score for the relationship between emergency department with laboratory
section was (3.428571) with a mean score (3.446064) and standard deviation
(0.546690). The median score for the relationship emergency with radiology section

was (3.5) with a mean score (3.589286) and standard deviation (0.606292). The median
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score for the drug request section was (3.5) with a mean score (3.538265) and standard
deviation (0.790856). The median score for the patient admission section was (4.0) with
a mean score (3.806122) and a standard deviation (0.768694). The median score for the

training section was (2.625) with a mean score (2.579082) and standard deviation

(0.872398).

Table 4. 3, Median, Mean and Standard deviation for sections
Section Median Mean Standard deviation
Downtime policies and procedures 3.225 3.1806 0.47356

Relationship emergency with laboratory | 3.428571 | 3.446064 | 0.546690

Relationship emergency with radiology 35 3.589286 | 0.606292
Drug request 3.5 3.538265 | 0.790856
Patient admission 4.0 3.806122 | 0.768694
Training 2.625 2.579082 | 0.872398
Overall sections 3.355 3.356 0.415

Table 4.4 below showed descriptive statistics for every item in the questionnaire

sections of part 2.

Table 4. 4, Descriptive statistics for every item in the questionnaire sections of part 2.

Descriptive Statistics (Policies and Procedures)

N Mean Std. Deviation
The downtime of the health information system affects 98 | 4.4490 93194
the workflow
The HIS downtime increases crowding in the emergency | 98 | 4.3367 .94098
department
The HIS downtime increases the length of a patient's 98 | 4.0510 1.15207
stay in the emergency department
Ensure that patients' vital signs are entered after 98 | 3.6735 1.04315
returning the health information system
Make sure to enter doctor notes after returning the health | 98 | 3.6122 1.02175
information system
The downtime of the health information system affects 98 | 3.6020 1.20771
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patient safety

Medical data is recorded on paper during the downtime 98 | 3.5918 1.16510
Power outages are among the main reasons for the 98 | 3.4388 1.31656
disruption of the health information system

There are obstacles in communicating with other 98 | 3.2041 1.22650
departments during the downtime

TOTa 98 | 3.1806 47356
There is a clear procedure for re-entering medical data 98 | 3.0816 1.08098
into the health information system when it returns to

work

The lack or errors of medical data are investigated, and 98 | 2.9286 1.01788
the causes reviewed

Unplanned downtime and preparedness are treated like 98 | 2.7959 1.06451
any other emergency

There is a communication and communication strategy 98 | 2.7551 1.14028
between departments when downtime occurs

Lessons are learned after the hiatus has occurred to 98 | 2.7245 1.11947
identify issues that need to be addressed in future

training or policy adjustments

Medical staff are notified of planned system downtime 98 | 2.7041 1.24527
The missing medical data during the downtime of the 98 | 2.6735 1.03322
health information system is reported to the Quality

Manager and appropriately documented as per the

system

The downtime handling policy is reviewed and updated 98 | 2.6224 .97933
at least every two years

The hospital has a written and approved policy and 98 | 2.4796 1.08627
procedures to deal with the downtime of the health

information system

There is a certain mechanism in place to notify the 98 | 2.4694 1.14157
medical staff when the system returns to work

There is a quick notification system in place to notify 98 | 2.4184 1.11155
medical staff of unplanned system outages and alert staff

to affected systems

Valid N (listwise) 98

ToTa: The arithmetic mean of the respondents' answers to the first section questions
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Descriptive Statistics (relationship emergency with laboratory)

N Mean Std. Deviation
There is a delay in requesting lab tests during the HIS 98 | 4.2551 .88878
downtime
There is a delay in obtaining the results of laboratory 98 | 3.8469 1.02898
tests during the HIS downtime
TOThb 98 | 3.4461 54669
The doctor will only request necessary laboratory tests 98 | 3.3163 1.07067
during the HIS downtime
The physician will continue to order all necessary and 98 | 3.3061 1.02954
precautionary checks during the downtime of the HIS
The laboratory technician will provide the doctor with 98 | 3.2857 1.00514
the results over the phone during the downtime
There is an agreed mechanism for requesting laboratory 98 | 3.1531 1.18715
tests and obtaining results during the HIS downtime
The laboratory technician provides the clinician with the 98 | 2.9592 1.21772
results by sending paper documents through specialized
personnel during the HIS downtime
Valid N (listwise) 98

ToTb: The arithmetic mean of the respondents’ answers to the second section questions

Descriptive Statistics (relationship emergency with radiology)

N Mean Std. Deviation
There is a delay in requesting the x-rays during the 98 | 4.1633 .82104
downtime of the HIS
There is a delay in obtaining X-ray results during the 98 | 4.1224 .88824
downtime of the Health Information System
TOTc 98 | 3.5893 .60629
The various x-rays are printed on a CD and sent with a 98 | 3.0918 1.18484
specialist staff member or accompanying patient to the
emergency department during the downtime.
There is an agreed mechanism for requesting x-rays and 98 | 2.9796 1.12130
viewing x-rays during the downtime of the health
information system
Valid N (listwise) 98

ToTc: The arithmetic mean of the respondents' answers to the third section questions
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Descriptive Statistics (drug request)

N Mean Std. Deviation
There is a delay in ordering medication for the patient 98 | 3.9388 1.01348
during the HIS downtime
Confirmation of entering the drug dose that was givento | 98 | 3.6633 1.05463
the patient after returning the health information system
Confirm the entry of IV Fluid information that was given | 98 | 3.5918 1.05358
to the patient after the HIS returns
TOTd 98 | 3.5383 .79086
A patient's medical record can be consulted during the 98 | 2.9592 1.20067
HIS shutdown to find out what medicines the patient has
taken recently
Valid N (listwise) 98

ToTd: The arithmetic mean of the respondents' answers to the fourth section questions

Descriptive Statistics (patient admission)

N Mean Std. Deviation
The admission of patients from emergency to the 98 | 3.8776 1.10543
departments is delayed due to the downtime of the health
information system
TOTe 98 | 3.8061 .76869
A patient who was not registered on the health 98 | 3.7347 1.01078
information system due to system failure is admitted and
the necessary treatment is provided
Valid N (listwise) 98

ToTe: The arithmetic mean of the respondents' answers to the fifth section questions

Descriptive Statistics (training)

N Mean Std. Deviation
Paper forms or alternative systems and protocols are 98 | 3.0204 1.10276
available to replace basic electronic medical record
functionality during downtime.
Staff are trained to use paper forms or alternative 98 | 2.8571 1.16654
systems
Training covers all employees on all shifts, as needed, 98 | 2.6837 1.15408
including evenings and weekends
TOTf 98 | 25791 .87240
Staff receive training and education regarding the 98 | 2.5408 1.15917

policies, protocols, and procedures for when the health
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information system is down

Staff are trained on what to do during planned and 98 | 2.4796 1.25369
unplanned downtime of the Health Information System

Simulated downtime is used as ways to prepare for the 98 | 2.4388 1.05583
probability of an actual HIS shutdown

Certain tools are used to gauge the hospital's 98 | 2.3571 1.04783
preparedness for unplanned system downtime.

An unannounced annual training is conducted that 98 | 2.2551 .99805
simulates the downtime of HIS

Valid N (listwise) 98

ToTf: The arithmetic mean of the respondents' answers to the sixth section questions

The descriptive statistics of some of the items in each section were as follows. For
downtime policies and procedures section as shown in Table 4.4 above, the item (The
downtime of the health information system affects the workflow) has the highest degree
of approval where the mean was (4.4490) and standard deviation (.93194) followed by
the item (The HIS downtime increases crowding in the emergency department) with the
mean (4.3367) and standard deviation (.94098) then (The HIS downtime increases the
length of a patient's stay in the emergency department) with the mean (4.0510) and
standard deviation (1.15207), while the item (There is a quick notification system in
place to notify medical staff of unplanned system outages and alert staff to affected
systems) has the lowest degree of approval where the mean was (2.4184) and standard
deviation (1.11155) followed by the item (There is a certain mechanism in place to
notify the medical staff when the system returns to work) with the mean (2.4694) and
standard deviation (1.14157) then (The hospital has a written and approved policy and
procedures to deal with the downtime of the health information system) with the mean
(2.4796) and standard deviation (1.08627).

For the relationship between emergency department with laboratory section as shown in

Table 4.4 above, the item (There is a delay in requesting lab tests during the HIS
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downtime) has the highest degree of approval where the mean was (4.2551) and
standard deviation (.88878) followed by the item (There is a delay in obtaining the
results of laboratory tests during the HIS downtime) with the mean (3.8469) and
standard deviation (1.02898), while the item (The laboratory technician provides the
clinician with the results by sending paper documents through specialized personnel
during the HIS downtime) has the lowest degree of approval where the mean was
(2.9592) and standard deviation (1.21772) followed by the item (There is an agreed
mechanism for requesting laboratory tests and obtaining results during the HIS
downtime) with the mean (3.1531) and standard deviation (1.18715).

For the relationship between emergency department with radiology section as shown in
Table 4.4 above, the item (There is a delay in requesting the x-rays during the downtime
of the HIS) has the highest degree of approval where the mean was (4.1633) and
standard deviation (.82104) followed by the item (There is a delay in obtaining X-ray
results during the downtime of the Health Information System) with the mean (4.1224)
and standard deviation (.88824), while the item (There is an agreed mechanism for
requesting x-rays and viewing x-rays during the downtime of the health information
system) has the lowest degree of approval where the mean was (2.9796) and standard
deviation (1.12130).

For the drug request section as shown in Table 4.4 above, the item (There is a delay in
ordering medication for the patient during the HIS shutdown) has the highest degree of
approval where the mean was (3.9388) and standard deviation (1.01348) followed by
the item (Confirmation of entering the drug dose that was given to the patient after
returning the health information system) with the mean (3.6633) and standard deviation

(1.05463), while the item (A patient's medical record can be consulted during the HIS
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shutdown to find out what medicines the patient has taken recently) has the lowest
degree of approval where the mean was (2.9592) and standard deviation (1.20067).

For patient admission as shown in Table 4.4 above, the item (The admission of patients
from emergency to the departments is delayed due to the suspension of the health
information system) has a high degree of approval where the mean was (3.8776) and
standard deviation (1.10543) and the item (A patient who was not registered on the
health information system due to system failure is received and the necessary treatment
is provided) has also a high degree of approval where the mean was (3.7347) and
standard deviation (1.01078).

For the training section as shown in Table 4.4 above, the item (Paper forms or
alternative systems and protocols are available to replace basic electronic medical
record functionality during downtime) has the highest degree of approval where the
mean was (3.0204) and standard deviation (1.10276) followed by the item (Staff is
trained to use paper forms or alternative systems) with the mean (2.8571) and standard
deviation (1.16654), while the item (An unannounced annual training is conducted that
simulates the downtime of HIS) has the lowest degree of approval where the mean was

(2.2551) and standard deviation (0.99805).

4.4.2 Questionnaire for IT Staff

The second part of the questionnaire for IT was divided into 3 sections which are IT
policies and procedures, training, and downtime policies and procedures.

The overall median score for all sections as shown in Table 4.5 below was (2.810) with
a mean score (2.795) and standard deviation (0.831).

The descriptive statistics of the sections, each section separately as shown in Table 4.5

below, are as follows: The median score for the IT policies and procedures section was
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(3.116) with a mean score (2.950) and standard deviation (0.489). The median score for
the training section was (2.875) with a mean score (3.062) and a standard deviation
(1.307). The median score for the downtime policies and procedures section was (2.444)

with a mean score (2.375) and a standard deviation (0.858).

Table 4. 5, Median, Mean and Standard deviation for IT questionnaire’s sections

Section Median Mean Standard deviation
IT policies and procedures 3.116 2.950 0.489
Training 2.875 3.062 1.307
downtime policies and procedures 2.444 2.375 0.858
Overall sections 2.810 2.795 0.831

Table 4.6 below provides descriptive statistics for every item in the IT questionnaire

sections of part 2.

Table 4. 6, Descriptive statistics for every item in the questionnaire sections of part 2.

Descriptive Statistics (IT policies and procedures)

N Mean Std. Deviation

Contact the engineer in charge in the Engineering 8 4.2500 1.03510
and Computer Unit in the event of unable to identify
or solve a specific problem.

Malfunctions in operating systems and databases are 8 4.2500 1.03510
considered one of the main reasons for HIS
downtime in the hospital.

The HIS team is available around the clock even 8 4.2500 1.03510
outside the official working hours, seven days a week
to solve any problem.

Power failure is one of the main reasons for HIS 8 4.1250 .83452
downtime in the hospital.
The occurrence of a problem in the computer 8 3.7500 1.48805

network is one of the main reasons for HIS downtime
in the hospital.

Hospitals have a central UPS for their main servers 8 3.7500 1.38873

There is more than one application server to 8 3.5000 1.06904
distribute the load and reduce the possibility of
system slowdowns or downtime.

The power source is automatically transferred to the 8 3.5000 1.19523
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generator when the electricity is cut off.

IT personnel are trained to solve all problems related 3.5000 1.30931
to the HIS.

Hospitals have UPS for network switches in the 3.5000 1.06904
emergency department

Relevant local companies are contacted to solve 3.3750 1.06066
advanced problems related to the HIS and its

infrastructure.

An anti-virus program is available and licenses are 3.2500 1.16496
renewed annually.

A generator and sufficient fuel are available to 3.2500 1.28174
support the HIS during a power outage.

The HIS system has a reliable and equipped Warm 3.0000 .75593
Site Backup in the event of problems in the main data

center.

TOTa 2.9500 48990
System failure is identified and acted upon (for 2.8750 1.12599
example, the system or computer's slow response

time is unacceptable).

IT personnel test the UPS at least once a month. 2.8750 1.12599
The HIS has a read-only backup at the hospital level. 2.7500 1.16496
Patient file backup data is updated at least every 24 2.6250 1.18773
hours.

Patient data and configuration files are backed up for 2.6250 1.18773
programs important to hospital operations.

Network devices are connected to the main server 2.5000 1.60357
room by more than one cable through different paths.

The Engineering and Maintenance Department 2.5000 1.06904
employees check the operation of the main generator

at least once a month.

There is a maintenance contract with the 2.2500 1.28174
implementing company that is renewed annually to

avoid any emergency that may affect the system's

complete shutdown.

An electronic system is in place to notify IT staff of a 2.2500 1.58114
HIS outage in the emergency department.

A Warm Site Backup can be prepared in less than 8 2.2500 1.03510
hours to replace the main data center.

Hospitals have a backup generator dedicated to the 2.2500 1.03510
HIS and its infrastructure.

The read-only system backup is tested at least once a 2.1250 1.12599
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month.

There are additional network devices and servers
(stand by) in the servers’ room so that if a device
malfunctions, the system does not stop

2.0000

1.19523

The guarantees for servers, switches and routers are
constantly renewed once the previous warranty has
expired.

2.0000

1.06904

Replacement devices are available in the event of any
malfunction of the computers and their attachments
or network devices in the emergency department.

1.8750

.99103

There is an electronic system in place to notify the
medical staff and the hospital administration of a HIS
downtime in the emergency department

1.5000

.75593

Valid N (listwise)

8

ToTa: The arithmetic mean of the respondents’ answers to the first section questions

Descriptive Statistics (Training)

N Mean Std. Deviation
Paper forms or alternative systems and protocols are 8 3.5000 1.41421
available to replace basic electronic medical record
functionality during downtime
Hospital staff are trained in what to do during both 8 3.1250 1.35620
planned and unplanned downtime of the HIS
TOTb 8 3.0625 1.30760
Employees are trained by IT staff to use paper forms 8 2.8750 1.64208
or alternative systems such as excel datasheet
Hospital personnel receive training and education 8 2.7500 1.38873
regarding the policies, protocols, and procedures for
HIS downtime
Valid N (listwise) 8

ToTb: The arithmetic mean of the respondents' answers to the second section questions

Descriptive Statistics (Downtime policies and procedures)

N Mean Std. Deviation
There is a communication strategy and 8 3.5000 1.30931
communication between departments, including the
IT department, when the downtime occurs.
The hospital has written and approved policies and 8 2.8750 1.12599
procedures for dealing in the event of HIS downtime
There is a certain mechanism in place to inform 8 2.7500 1.16496
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employees when the system is back in

The communication strategy of either planned or 8 2.5000 1.41421
unplanned HIS downtime occurs via email

Lessons are learned after a system downtime to 8 2.5000 1.30931
identify problems that must be addressed in future

training or policy adjustments

TOTc 8 2.3750 .85848
The downtime handling policy is reviewed and 8 2.0000 1.06904
updated at least every two years

Certain tools are used to gauge the hospital's 8 1.7500 70711
preparedness for unplanned system downtime

Simulation of downtime is used as methods to 8 1.7500 70711
prepare for the probability of an actual HIS

downtime

An annual, unannounced trial is conducted that 8 1.7500 1.03510
simulates the HIS downtime

Valid N (listwise) 8

ToTc: The arithmetic mean of the respondents' answers to the third section questions

The descriptive statistics of some of the items in each section were as follows. For IT
policies and procedures section as shown in Table 4.6 above, the items (Contact the
engineer in charge in the Engineering and Computer Unit in the event of unable to
identify or solve a specific problem) , (Malfunctions in operating systems and databases
are considered one of the main reasons for HIS downtime in the hospital) and (The HIS
team is available around the clock even outside the official working hours, seven days a
week to solve any problem) have the highest degree of approval where the mean was
(4.250) and standard deviation (1.035) followed by the item (Power failure is one of the
main reasons for HIS downtime in the hospital) with the mean (4.125) and standard
deviation (.83452) then (The occurrence of a problem in the computer network is one of
the main reasons for HIS downtime in the hospital) with the mean (3.750) and standard
deviation (1.488), while the item (There is an electronic system in place to notify the

medical staff and the hospital administration of a HIS downtime in the emergency
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department) has the lowest degree of approval where the mean was (1.500) and standard
deviation (.755) followed by the item (Replacement devices are available in the event of
any malfunction of the computers and their attachments or network devices in the
emergency department) with the mean (1.875) and standard deviation (.991) then the
items (The guarantees for servers, switches and routers are constantly renewed once the
previous warranty has expired) and (There are additional network devices and servers
(stand by) in the servers’ room so that if a device malfunctions, the system does not
stop) with the mean (2.000) and standard deviation (1.195).

For the training section as shown in Table 4.6 above, the item (Paper forms or
alternative systems and protocols are available to replace basic electronic medical
record functionality during downtime) has the highest degree of approval where the
mean was (3.500) and standard deviation (1.414) followed by the item (Hospital staff is
trained in what to do during both planned and unplanned downtime of the HIS) with the
mean (3.125) and standard deviation (1.356), while the item (Hospital personnel
receives training and education regarding the policies, protocols, and procedures for
HIS downtime) has the lowest degree of approval where the mean was (2.750) and
standard deviation (1.388).

For the downtime policies and procedures section as shown in Table 4.6 above, the item
(There is a communication strategy and communication between departments, including
the IT department, when the downtime occurs) has the highest degree of approval where
the mean was (3.500) and standard deviation (1.309) followed by the item (The hospital
has written and approved policies and procedures for dealing in the event of HIS
downtime) with the mean (2.875) and standard deviation (1.126), while the items (An

annual, unannounced trial is conducted that simulates the HIS downtime) and
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(Simulation of downtime is used as methods to prepare for the probability of an actual
HIS downtime) have the lowest degree of approval where the mean was (1.750) and

standard deviation (1.035), (.70711) respectively.

4.5 Relationship Between HIS Downtime and Socio-Demographic
Characteristics

4.5.1 Questionnaire for Doctors and Nurses

Analysis of variance (ANOVA) and Independent - Samples T-Test were performed to
verify whether there was a difference in the impact of the computerized health system
downtime on health services in the emergency department - from the viewpoint of those

who filled the questionnaire - due to the difference in socio-demographic characteristics.
4.5.1.1 According to the gender variable

Table 4.7 below shows that the P-value (Sig.) 0.039 is lower than the significance level
a=0.05. This result indicates there are significant differences between the respondents in
their opinions about the impact of HIS downtime on healthcare services in emergency
departments based on respondents' perceptions in governmental hospitals due to gender.
The respondents' answers for male were of a moderate degree, the mean was (3.306)
and standard deviation (0.449) while the respondents' answers for female were of a high
degree, the mean was (3.469) and standard deviation (0.299) as shown in Table 4.8

below.
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Table 4. 7, Independent - Samples T-Test for HIS downtime with gender

Independent Samples Test

t-test for Equality of Means

Sig. (2- Mean Std. Error

t df tailed) | Difference | Difference

Equal variances -1.807- 96 .074 -.16238- .08988
assumed

Equal variances not | -2.102-|80.652 .039 -.16238- 07726

assumed

Table 4. 8, Mean for respondents’ answers according to gender variable

Std. Std. Error
Gender N Mean Deviation Mean
Male 68| 3.3069 44943 .05450
Female 30| 3.4692 .29994 .05476

4.5.1.2 According to the job title variable

Table 4.9 below shows that the P-value (Sig.) 0.0303 is lower than the significance level
a=0.05. This result indicates there are significant differences between the respondents in
their opinions about the impact of HIS downtime on healthcare services in emergency
departments based on respondents' perceptions in governmental hospitals due to job
title. The respondents' answers for doctors were of a moderate degree, the mean was
(3.242) and standard deviation (0.351) while the respondents' answers for nurses were
of a high degree, the mean was (3.420) and standard deviation (0.436) as shown in

Table 4.10 below.

Table 4. 9, Independent - Samples T-Test for HIS downtime with the job title
Independent Samples Test
t-test for Equality of Means

Sig. (2- Mean Std. Error
t df tailed) | Difference | Difference
Equal variances -2.071- 96 041 -.17813- .08600
assumed
Equal variances -2.203-| 83.584 .030 -.17813- .08086
not assumed




58

Table 4. 10, Mean for respondents’ answers according to the job title variable

Std. Std. Error
Job title N Mean Deviation Mean
Doctor 35| 3.2421 .35105 .05934
Nurse 63| 3.4202 43602 .05493

4.5.1.3 According to workplace variable

Table 4.11 below shows that the P-value (Sig.) 0.065 is greater than the significance level
0=0.05. This result indicates no significant differences between the respondents in their
opinions about the impact of HIS downtime on healthcare services in emergency departments
based on respondents' perceptions in governmental hospitals due to workplace variable. The
respondents' answers from Rafidia hospital and Jenin hospital were of a moderate degree, the
mean was respectively (3.306) and (3.254) and standard deviation was respectively (0.350) and
(0.404), while the respondents' answers from Tulkarm hospital and Tubas hospital were of a
high degree, the mean was respectively (3.549) and (3.418) and standard deviation was
respectively (0.496) and (0.410) as shown in Table 4.12 below.

Table 4. 11, ANOVA test for HIS downtime with workplace variable.

Sum of

Squares df Mean Square F Sig.
Between 1.228 3 409 2.488 .065
Groups
Within Groups 15.463 94 165
Total 16.691 97

Table 4. 12, Mean for respondents’ answers according to workplace variable

Std.
N Mean Deviation | Std. Error
Rafedia 42| 3.3066 .35008 .05402
Jenin 26| 3.2547 40443 .07931
Tulkarm 22| 3.5499 49603 .10575
Tubas 8| 3.4185 41098 .14530
Total 98| 3.3566 41481 .04190
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4.5.1.4 According to the age variable

Table 4.13 below shows that the P-value (Sig.) 0.605 is greater than the significance
level 0=0.05. This result indicates no significant differences between the respondents in
their opinions about the impact of HIS downtime on healthcare services in emergency
departments based on respondents' perceptions in governmental hospitals due to the age
variable. The respondents' answers with ages 30 to less than 40 and 40 to less than 50
and more than 50 were of a moderate degree, the mean was respectively (3.327), (3.276)
and (3.227) and standard deviation was respectively (0.384), (0.482) and (0.366), while
the respondents’ answers with age less than 30 was of a high degree, the mean was

(3.412) and standard deviation (0.433) as shown in Table 4.14 below.

Table 4. 13, ANOVA test for HIS downtime with the age variable.

Sum of
Squares df Mean Square F Sig.
Between 323 3 108 .618 .605
Groups
Within Groups 16.368 94 174
Total 16.691 97
Table 4. 14, Mean for respondents’ answers according to the age variable
N Mean Std. Deviation Std. Error
Less than 30 45 3.4130 43377 .06466
30 to less than 40 38 3.3280 38417 .06232
40 to less than 50 10 3.2761 48219 15248
More than 50 5 3.2273 .36614 16374
Total 98 3.3566 41481 .04190

4.5.1.5 According to education level variable

Table 4.15 below shows that the P-value (Sig.) 0.871 is greater than the significance
level a=0.05. This result indicates no significant differences between the respondents in

their opinions about the impact of HIS downtime on healthcare services in emergency
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departments based on respondents' perceptions in governmental hospitals due to
education level. The respondents' answers with bachelor, master and doctorate degree
were of a moderate degree, the mean was respectively (3.348), (3.337) and (3.238) and
standard deviation was (0.429), (0.042) and (0.149), while the respondents' answers
with diploma degree was of a high degree, the mean was (3.427) and standard deviation

(0.435) as shown in Table 4.16 below.

Table 4. 15, ANOVA test for HIS downtime with education level variable

Sum of

Squares df Mean Square F Sig.
Between 125 3 042 236 871
Groups
Within Groups 16.566 94 176
Total 16.691 97

Table 4. 16, Mean for respondents’ answers according to education level variable

Std.
N Mean Deviation | Std. Error
Diploma 15| 3.4277 3.42770 11256
Bachelor 76| 3.3482 42981 .04930
Master 4| 3.3375 .04261 .02130
Doctorate 3| 3.2381 14964 .08639
Total 98| 3.3566 41481 .04190

4.5.1.6 According to years of experience variable

Table 4.17 below shows that the P-value (Sig.) 0.739 is greater than the significance
level a=0.05. This result indicates no significant differences between the respondents in
their opinions about the impact of HIS downtime on healthcare services in emergency
departments based on respondents' perceptions in governmental hospitals due to years
of experience variable. The respondents' answers with years of experience less than 5,
from 11 to less than 15 and more than 15 were of a moderate degree, the mean was

respectively (3.345), (3.338) and (3.301) and standard deviation was respectively
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(0.414), (0.373) and (0.446), while the respondents' answers with years of experience
from 6 to less than 10 was of a high degree, the mean was (3.451) and standard

deviation (0.438) as shown in Table 4.18 below.

Table 4. 17, ANOVA test for HIS downtime with years of experience variable
Sum of
Squares df Mean Square F Sig.
Between 221 3 .074 420 739
Groups
Within Groups 16.470 94 175
Total 16.691 97

Table 4. 18, Mean for respondents’ answers according to years of experience variable

Std.

N Mean Deviation | Std. Error
Less than 5 49| 3.3455 41497 .05928
6-10 years 18| 3.4511 43867 .10339
11-15 years 15| 3.3384 .37308 .09633
More than 16| 3.3012 44606 11152
15
Total 98| 3.3566 41481 .04190

4.5.1.7 According to years of work in the hospital variable

Table 4.19 below shows that the P-value (Sig.) 0.838 is greater than the significance
level a=0.05. This result indicates no significant differences between the respondents in
their opinions about the impact of HIS downtime on healthcare services in emergency
departments based on respondents' perceptions in governmental hospitals due to
experience variable. The respondents' answers with years of work in the hospital less
than 5, from 6 to 10 years and from 11 to 15 years were of a moderate degree, the mean
was respectively (3.370), (3.302) and (3.308) and standard deviation was respectively

(0.422), (0.398) and (0.461), while the respondents’ answers with years of work in the
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hospital more than 15 was of a high degree, the mean was (3.432) and standard

deviation (0.386) as shown in Table 4.20 below.

Table 4. 19, ANOVA test for HIS downtime with years of work in the hospital variable

Sum of

Squares df Mean Square F Sig.
Between 149 3 .050 .282 .838
Groups
Within Groups 16.542 94 176
Total 16.691 97

Table 4. 20, Mean for respondents’ answers according to years of work in the hospital variable

Std.

N Mean Deviation | Std. Error
Less than 5 58| 3.3704 42214 .05543
6-10 years 18| 3.3023 .39882 .09400
11-15 years 12| 3.3082 46106 13310
More than 10| 3.4320 .38614 12211
15
Total 98| 3.3566 41481 .04190

4.5.2 Questionnaire for IT Staff

Analysis of variance (ANOVA) and Independent - Samples T-Test were performed to
verify whether there was a difference in the causes of the HIS downtime on health
services in the emergency department - from the viewpoint of those who filled the

questionnaire - due to the difference in socio-demographic characteristics.
4.5.2.1 According to the gender variable

Table 4.21 below shows that the P-value (Sig.) 0.899 is greater than the significance
level 0=0.05. This result indicates no significant differences between the respondents in
their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents’ perceptions in governmental hospitals

due to gender variable. The respondents' answers for male were of a moderate degree,
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the mean was (2.827) and standard deviation (0.848) while the respondents’ answers for
female were of a moderate degree, the mean was (2.700) and standard deviation (1.099)
as shown in Table 4.22 below.

Table 4. 21, Independent - Samples T Test for HIS downtime with the gender variable
Independent Samples Test

t-test for Equality of Means
Mean
Sig. (2- | Differen | Std. Error
t df | tailed) ce Difference
Equal variances 175 6 867 | .12778 73110
assumed
Equal variances 150 1.425 899 | .12778 .85145
not assumed

Table 4. 22, Mean for respondents’ answers according to the gender variable

Std. Std. Error
N Mean Deviation Mean
Male 6| 2.8278 .84862 .34645
Female 2| 2.7000 1.09994 JA7778

4.5.2.2 According to the job title variable

Table 4.23 below shows that the P-value (Sig.) 0.765 is greater than the significance
level a=0.05. This result indicates no significant differences between the respondents in
their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents' perceptions in governmental hospitals
due to job title variable. The respondents' answers for programmers were of a moderate
degree, the mean was (2.883) and standard deviation (0.759) while the respondents'
answers for engineers were of a moderate degree, the mean was (2.649) and standard

deviation (1.101) as shown in Table 4.24 below.



64

Table 4. 23, Independent - Samples T Test for HIS downtime with the job title variable

Independent Samples Test

t-test for Equality of Means

Sig. (2- Mean Std. Error

t df | tailed) | Difference | Difference

Equal variances 361 6 730 23432 .64857
assumed

Equal variances not .325| 3.174 .765 23432 .72090
assumed

Table 4. 24, Mean for respondents’ answers according to the job title variable

Std. Std. Error
N | Mean Deviation Mean
Programmer | 5| 2.8837 .15922 .33953
Engineer 3| 2.6494 1.10148 .63594

4.5.2.3 According to workplace variable

degree, the mean was (1.922) as shown in Table 4.26 below.

Table 4.25 below shows that the P-value (Sig.) 0.764 is greater than the significance
level 0=0.05. This result indicates no significant differences between the respondents in
their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents’ perceptions in governmental hospitals
due to workplace variable. The respondents’ answers from Tubas hospital, Rafidia
hospital and Tulkarm were of a moderate degree, the mean was respectively (3.368),

(2.845) and (2.846), while the respondents’ answers from Jenin hospital was of a low

Table 4. 25, ANOVA test for HIS downtime with workplace variable

Sum of

Squares df Mean Square F Sig.
Between 1.106 3 .369 .396 164
Groups
Within Groups 3.729 4 932
Total 4.835 7
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Table 4. 26, Mean for respondents’ answers according to workplace variable

Std.
N Mean Deviation | Std. Error
Rafedia 4| 2.8458 1.00368 50184
Jenin 1| 19222 : :
Tulkarm 2| 2.8463 .84067 59444
Tubas 1| 3.3685 : :
Total 8| 2.7958 .83110 .29384

4.5.2.4 According to the age variable

Table 4.27 below shows that the P-value (Sig.) 0.930 is greater than the significance
level 0=0.05. This result indicates no significant differences between the respondents in
their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents' perceptions in governmental hospitals
due to age variable. The respondents' answers with ages 30 to less than 40 & 40 to less
than 50 were of a moderate degree, the mean was respectively (2.779) and (2.846) and

standard deviation was respectively (0.907) and (0.840) as shown in Table 4.28 below.

Table 4. 27, ANOVA test for HIS downtime with the age variable.
Sum of
Squares df Mean Square F Sig.
Between Groups .007 1 .007 .008 .930
Within Groups 4.828 .805
Total 4.835 7
Table 4. 28, Mean for respondents’ answers according to the age variable
Std.
N Mean Deviation | Std. Error
30-40 6| 2.7790 .90792 .37066
40-50 2 2.8463 .84067 .59444
Total 8 2.7958 .83110 .29384

4.5.2.5 According to education level variable

Table 4.29 below shows that the P-value (Sig.) 0.366 is greater than the significance

level a=0.05. This result indicates no significant differences between the respondents in
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their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents’ perceptions in governmental hospitals
due to education level variable. The respondents' answers with master degree were of a
moderate degree, the mean was (3.167) and standard deviation (0.942), while the
respondents’ answers with bachelor degree was of a low degree, the mean was (2.572)

and standard deviation (0.773) as shown in Table 4.30 below.

Table 4. 29, ANOVA test for HIS downtime with education level variable

Sum of

Squares df Mean Square F Sig.
Between .664 1 .664 .956 .366
Groups
Within Groups 4,171 6 .695
Total 4.835 7

Table 4. 30, Mean for respondents’ answers according to education level variable

Std.
N Mean Deviation | Std. Error
Bachelor 5| 25726 77350 .34592
Master 3| 3.1679 94271 54427
Total 8| 2.7958 .83110 .29384

4.5.2.6 According to years of experience variable

Table 4.31 below shows that the P-value (Sig.) 0.015 is lower than the significance level
a=0.05. This result indicates there is significant differences between the respondents in
their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents’ perceptions in governmental hospitals
due to years of experience variable. The respondents' answers with years of experience
from 11 to 15 years were of a high degree, the mean was (3.587) and standard deviation
(0.290), while the respondents' answers with years of experience more than 15 years

was of a moderate degree, the mean was (2.846) and standard deviation (0.840) and
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finally the respondents’ answers with years of experience from 6 to 10 years was of a

low degree, the mean was (1.970) and standard deviation (0.122) as shown in Table

4.32 below.
Table 4. 31, ANOVA test for HIS downtime with years of experience variable.
Sum of
Squares df Mean Square F Sig.
Between 3.930 2 1.965| 10.858 .015
Groups
Within Groups 905 5 181
Total 4.835 7

Table 4. 32, Mean for respondents’ answers according to years of experience variable

N Mean Std. Deviation Std. Error
6-10 years 3 1.9704 12215 .07052
11-15 years 3 3.5877 29012 16750
More than 15 years 2 2.8463 .84067 59444
Total 8 2.7958 .83110 .29384

4.5.2.7 According to years of work in the hospital variable

Table 4.33 below shows that the P-value (Sig.) 0.841 is greater than the significance
level a=0.05. This result indicates no significant differences between the respondents in
their opinions about the causes and impacts of HIS downtime on healthcare services in
emergency departments based on respondents' perceptions in governmental hospitals
due to years of work in the hospital variable. The respondents' answers with years of
work in the hospital from 11 to 15 years was of a high degree, the mean was (3.477),
while the respondents’ answers with years of work in the hospital from 1 to 5 years and
from 6 to 10 years were of a moderate degree, the mean was respectively (2.699) and
(2.919) and finally the respondents’ answers with years of work in the hospital more

than 15 years was of a low degree, the mean was (2.251) as shown in Table 4.34 below.
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Table 4. 33, ANOVA test for HIS downtime with years of work in the hospital variable.

Sum of

Squares df Mean Square F Sig.
Between .829 3 276 276 841
Groups
Within Groups 4.006 4 1.002
Total 4.835 7

Table 4. 34, Mean for respondents’ answers according to years of work in the hospital variable

Std.
N |Mean Deviation Std. Error

1-5 years 4 12.6995 |.82008 41004
6-10 years 2 129194 ]1.41029 99722
11-15 years 1 |3.4778

More than 15 1 22519

years

Total 8 12.7958 ].83110 .29384

4.6 Results of General Questions (PART3)

In the third part of the two questionnaires, 4 general questions were asked, to which the
respondent would answer as he deems appropriate from his point of view.

The questions are:

1-How would you rate the HIS program in terms of optimal business continuity in terms
of “downtime, program slowdown”?

2-What are the suggestions to improve the system’s work and reduce downtime?

3-Do you think that the HIS slowdown and freeze problems are technical,
administrative, or financial problems, and why?

4-How can any negative effects of HIS downtime be avoided?

4.6.1 Questionnaire for Doctors and Nurses

Regarding the first question, almost 13 out of 98 respondents (13.26%) think that the

program is more than good and that stoppage and slowness are rare and do not hinder
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work, while the majority (56.74%) assert that interruptions occur continuously and that
the system suffers from slowness, especially in the morning periods, which leads to
confusion in work and overcrowding of patients and delaying their treatment and
directing them to different departments, while 30% did not answer this question.

With regard to suggestions to improve the system’s work and reduce downtime, the
majority (25%) emphasized the necessity of purchasing new computers, improving the
quality of current computer equipment in hospitals, and doing regular maintenance for
them, while the suggestions varied greatly, including increasing the number of
employees in the emergency department, and for IT team to work in all shifts,
conducting periodic checks of generators, providing generators and UPS devices to
avoid system shutdown when power outages, increasing the number of servers,
increasing internet speed, and training staff to deal with downtime.

Concerning the third question, the percentages were as follows: 28.57% believe that the
problems of HIS downtime are purely technical problems, while 13.26% believe that the
problem is technical, administrative and financial combined, 9.18% believe that the
problem is technical and administrative, and the same percentage think that the problem
is technical and financial, 4.06% believe that downtime problems are administrative and
financial problems, and the same percentage think they are financial problems only, 0%
think they are only administrative problems. Finally, 31.60% did not answer this
question.

Regarding how to avoid any negative effects of HIS downtime, most emphasized the
necessity of making clear and alternative plans and training the medical staff on how to
work with this plan, conducting special periodic training courses for new employees and

reminding the medical staff to work with the alternative plan, and the existence of an
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alternative program that works separately from Avicenna program that contains

patient’s data.
4.6.2 Questionnaire for IT Staff

Regarding first question, the minority (3 out of 8) considered the program good and that
the downtime or slowdown is few compared to the continuity of the program throughout
the year without interruption. While, the majority (5 out of 8) considered the program to
be slow and sometimes very slow, especially during peak hours and when dealing with
patient files that contain a lot of medical information, which causes a hindrance to work.
With regard to the second question, respondents offered a set of ideas to reduce
downtime, including continuous monitoring and updating of databases and servers,
having a server in every hospital to store data locally and then transferring it to the main
server every 12 hours, for example, raising the internet speed of the VPN line
designated for hospital network main data center and increase the number of application
servers. However, one of the respondents indicated the need to change all the
infrastructure dedicated to HIS.

As for the third question, most agreed, with a rate of 75%, that the reason for downtime
is due to the presence of technical, administrative and financial problems, as there are
no continuous updates to the program and the senior management in the Ministry of
Health does not understand the importance of the computerized system in the ministry,
and therefore the financial support necessary for its development is not allocated. While
25% of the respondents asserted that the main reason is the lack of sufficient funds to
develop the program.

Concerning the fourth question (How can any negative effects of the HIS system be

avoided), the majority (62.5%) emphasized the need for written and clear protocols to
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deal with the disruption of HIS, such as the availability of a paper system or other
alternative systems, with an emphasis on the need to enter medical data after the
system’s return. Others emphasized the necessity of having alternative servers and
providing generators for the HIS infrastructure, making annual maintenance contracts
with the company implementing the system and annual licenses for operating systems
and firewall and antivirus programs.

4.7 Summary

This chapter presented a description of the research result, including respondents'
characteristics and descriptive statistics of the questionnaire's data and the results of the
relationship between HIS downtime and socio-demographic characteristics of
respondents by use of inferential statistics. Moreover, this chapter presented the results

of the general questions in the last part of the questionnaires.
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Chapter 5: Discussion & Conclusion

5.1 Introduction

The present study aimed to assess "the impact of the health information system
downtime on health services provided to emergency patients in government hospitals in
the northern West Bank." This section discusses the results of the study in terms of
causes and the proximity of these results to previous international studies. Also, this
chapter will present conclusion, recommendations, strength of the study and future

studies.

5.2 HIS Downtime Affects the Workflow and Various Health Services

in Emergency Departments

The first research question refers to "to what extent does the downtime of the health
information system affect the functioning and various health services such as x-rays,
laboratory tests, medications, and patient admission?" The results revealed that
downtime significantly affects workflow, crowding, and patient safety by impacting
various health services, such as laboratory tests, medications, x-rays, and others.

With regard to overcrowding in the emergency department, the downtime of the HIS
leads to a complete obstruction of work, which reduces the frequency of work and thus
leads to the accumulation of patients who are looking at the completion of treatment as
this depends on the arrival of the results of laboratory and x-ray examinations to take
the appropriate medical decision. This is in line with the study by Wretborn et al. (2019)
which confirmed that the emergency is the main gate for the patient, and therefore there
are large numbers of patients flocking daily to the emergency, as the HIS downtime
leads to congestion that is associated with diminishing quality Health services, which in

turn may affect patient safety.
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Study results confirm that downtime significantly affects patient safety. The downtime
means that the medical staff will not be able to access the patient's electronic medical
record, which includes important information about previous treatments, laboratory
tests, x-rays, and medications that he has taken previously, thus helping a lot in
treatment plans. This is in line with Kashiwagi et al. (2017) assert that computerized
health systems make patient care safer and more efficient, and that interruptions to these
systems may threaten patient safety.

The downtime leads to a significant delay in the arrival of the laboratory test requests.
The requests are sent either through the patient's facilities or through contact with the
laboratory. The working mechanism in the laboratory is also transformed into the
traditional manual method, which also leads to a delay in the issuance of the test results
and delivering the results to the emergency department. This result is consistent with
Larsen et al. (2018) that found that the downtime is detrimental to patient care in
general, as the time taken to reach the laboratory result increased by 20 minutes
compared to regular operation, in addition to the delay in delivering the results manually
to the doctor who requested the tests. The same situation occurs when ordering X-rays.
This is in line with Larsen et al. study that confirmed difficulties in transferring the
images to the electronic health record and delays in reporting the results to the physician
in charge. There is a delay in ordering drugs from the pharmacy and balancing them in
the custody of the emergency department. Still, the positive thing is that the drug doses
and 1V fluid are given to patients are entered into the medical file of each patient after
the system's return.

Among the other findings of the study is that as a result of the downtime, the length of

the patient's stay in the emergency department increases as well as the delay in



74

admitting patients from emergency to departments where the matter is done just through
the HIS system and thus may lead to a risk to the patient's safety. This in line with the
study by Wrestborn et al. (2019) which found that patient LOS and occupancy increased
significantly.

5.3 Health Information System Downtime Plan

The results showed that most respondents answered that the hospital does not have a
written and approved policy and procedures to deal with HIS downtime. Still, there may
be internal mechanisms that do not rise to the level of policies in every hospital
department about how to deal in the event of system downtime. This is consistent with
the study by Larsen et al. (2019) which indicated that downtime procedures were either
not followed or were not in place. Thus, there is a need to develop downtime procedures
and monitor their implementation by all hospital staff and implementing the downtime
measures, and without the evaluation and development of the procedures, downtime
events will continue. Kashiwagi et al. (2017) emphasized the need for a clear policy to
prepare healthcare workers to support patient care in the absence of electronic health
records. Hoot et al. (2003) found there was no clear downtime plan to be followed by
the emergency department staff, which led to their dispersion between downtime
procedures and appropriate health service provision.

Consequently, another result of the downtime plan is that there is no notification system
to inform the medical staff in the event of the downtime, as this causes a confusing
situation, for example the doctor or nurse will restart the computer and the program
more than once, as they expect that the problem is only in their computers. This leads to
a loss of time, and thus there is a need for a practical and rapid system to inform the

medical staff in case the downtime is general and how long is the expected period for
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the system to return. Also, one of the results is that the medical staff is not informed
when the system returns and leaving the matter to repeated attempts by medical staff to
try to operate the system, and thus also leads to loss of time and may increase the
patient's stay time in the emergency and may affect the safety of patients.

One of the essential findings in this study is that the medical data is recorded on paper
during downtime. Although there is no clear procedure for re-entering medical data into
the HIS when the system returns, the medical staff makes sure that the patients' vital
signs are entered. The doctor's notes are also entered after the HIS is restored. This
matter is fundamental so that the patient's medical file is complete and devoid of any
deficiencies that may cause future medical errors. Thin is consistent with the study by
Bamdeg, J., & Schmidt, T. (2020) which concluded that there is a continued need for
having backup systems such as paper-based systems to handle lack of access to the IT
systems.

Regarding communication between departments, the results confirmed that there are
communication problems, whether between the different departments, as the downtime
causes a delay in obtaining the results of laboratory tests and x-rays, for example, as
some confirmed that communication takes place through the phone. In contrast, others
confirmed that the communication takes place While sending a paper's results with the
patient's companion. Also, there are problems with the administration's communication
with the departments. There is no immediate decision on the procedures that must be
followed during the halt, especially if there is a pause at peak times. There is a
reluctance between waiting and switching to paperwork. This reason may also be
attributed to the administration's lack of knowledge about the truth of reasons for the

downtime and how long the system is expected to return.
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5.4 Training

The third research question states “Are medical staff trained in how to deal with patients
during HIS downtime?”, the results showed that the majority of respondents agreed that
there is a real problem with regard to training on the procedures that must be followed
when the health information system is stopped. Despite the wide variation in opinions
about the existence or non-existence of paper forms or alternative systems and protocols
that are supposed to replace the basic functions of electronic medical records during the
work break, there is almost a consensus that employees are not trained on how to use
these forms either during the downtime or re-entering this data after the system returns.
The results confirmed that the medical staff does not receive training and education
regarding policies, protocols, and procedures when the health information system is
disrupted. Failure to train the medical staff on what to do during the planned and
unplanned downtime increases the pressure during the downtime and leads to a failure
to standardize procedures among the members of the medical staff themselves in
dealing with the situation, as well as failure to standardize procedures between different
government hospitals. This requires setting up a training program to be adopted in all
hospitals and holding it periodically to avoid any confusion and standardization of
procedures.

Finally, the results show that simulated downtime is not used to prepare for the potential
for actual HIS downtime, and no annual unannounced training simulating a HIS
downtime is conducted. This training method helps assess the extent to which the staff
is familiar with the appropriate procedures to deal with the downtime situation. Thus,
avoiding any adverse effects that may occur due to the medical staff not getting

acquainted with the proper way to deal with the downtime. This is in line with the study
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by Nelson N. C. (2007) that confirmed that a stopover plan alone is not sufficient.
"Downtime drills," must be implemented to include all departments and employees.
This proactive approach better prepares employees for downtime, whether planned or
unplanned.

5.5 Demographic Characteristics and HIS Downtime

The fourth research question states, “To what extent is the medical staff affected in the
provision of health services in the event of the system downtime, according to socio-
demographic characteristics?”. The results revealed no difference between age, years of
experience, years of work in the hospital, education level, workplace, and health
services provided during the time of HIS downtime as these factors were not
statistically significant. On the other hand, the results showed that there is a difference
between the job and gender, and the provision of health services during the time of HIS
downtime, as these factors had a statistical significance.

Regarding the job title, the results showed that nurses believe that the effect of HIS
downtime on providing health services is more significant from the doctors' point of
view. This may be because nurses are placed on a heavy burden in dealing with the
patient and entering vital signs, and following up all requests with other departments,
such as laboratory orders and x-rays. At the same time, the doctor only gives clinical
decisions after obtaining the results of the requests. Regarding gender, the results show
that females believe that the effect of interruption of HIS on providing health services is
more significant from males' point of view. This may be due to males' greater boldness
in finding solutions to field problems and diligence to do what they see appropriate.

Simultaneously, females tend to adhere to agreed protocols and fear of diligence that
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may lead to issues that may harm patients. Previous studies did not address the

relationship between demographic characteristics and HIS downtime.
5.6 HIS Downtime Causes

The fifth research question states, "To what extent do the technical measures in place
affect the prevention of HIS downtime?". Based on the study results, operating systems
and databases' problems are considered the main reason for the downtime. We can
attribute the reason to the expansion in the system's application in a large number of
government hospitals. Still, at the same time, there was no increase and development in
the number of application servers and databases in proportion to that. It leads, according
to the respondents, to the rise in the periods of downtime. Secondly, the power outage is
the second factor causing the downtime, especially the downtime at the level of a
hospital or one department. Finally, computer network problems are the third cause of
downtime. For example, a possible failure in the switches or a break in the VPN line on
the part of the telecommunications company is considered the reason for the downtime.
This does not correspond to a study by Chen et al. (2017) that confirmed that the main
reason for the HIS downtime is computer network problems, followed by power outages
and finally software problems. Hoot et al. (2003) found that two reasons led to the most
extended downtime: a worm attack worldwide and a power outage in the local electrical
service. Lei et al. (2013) found that most of the health information technology
interruptions were due to overload, whether on the computer network or the servers, due
to the large volume of simultaneous connection and a large amount of stored and
exchanged data.

Although the power outage is one of the main reasons for the downtime, the study

results confirmed that the hospitals own electrical generators and these generators have
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sufficient fuel are available to support the HIS during a power outage. Also, the power
source is automatically transferred to the generator when the electricity is cut off.
Moreover, there is a central UPS in the server room and UPSs for the switches located
in the emergency department, which protects the network from interruption during the
short period between the power failure and the transition to work on the electrical
generator.

The study revealed the presence of more than one application server to distribute the
load and reduce the possibility of system slowdowns or downtime. Also, the HIS system
has a reliable and equipped backup in the warm site backup site in the event of problems
in the primary data center. Also, an anti-virus program is available, and licenses are
renewed annually. This, in turn, contributes to reducing downtime resulting from
problems in the operating system due to the entry of viruses into computers and servers.
About the IT employees, the results of the study showed that IT personnel are trained to
solve all problems related to the health information system. Also, the HIS team is
available around the clock, even outside the official working hours, seven days a week
to solve any problem. If the employee cannot solve, it is contacted with the responsible
engineer in the Engineering and Computer Unit. Moreover, in case of significant issues,
the relevant local companies are contacted to solve advanced problems related to the
health information system and its infrastructure.

Among the other results that have been reached, network devices do not connect to the
main server room with more than one cable. Thus, there is no redundancy in the event
of a break in one of the cables, and there are no alternative devices in the event of
failure of the current devices, which threatens to increase the downtime. Although a

backup copy of the HIS system is taken periodically, the backup copy is not tested at
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least once a month to ensure its work. Regarding the warm backup site's presence, the
dilemma was that it was impossible to prepare a backup copy of the warm site in less
than 8 hours to replace the main center data. Moreover, there is no dedicated electric
generator for the health information system and its infrastructure.

These are the most prominent results related to the causes, whether direct or indirect,
which may lead to a downtime.

5.7 Conclusion

This study emphasized the tremendous negative impact of the HIS downtime on
providing health services and the necessary follow-up for patients in emergency
departments, especially from doctor's and nurses' viewpoints. It also highlighted the
need for a well-thought-out. It approved a downtime plan to standardize protocols in
dealing with the situation when the HIS stops, especially about communication between
the relevant departments and the notification system from the IT department to notify
the medical staff when the downtime occurs and the need for advanced training courses
in this context.

For each result, there are causes. The study found many reasons, whether direct or
indirect, that lead to downtimes, such as operating systems, databases, power outages,
and various other administrative and technical problems.

The foregoing leads us to realize that downtime has risks to patient safety and therefore
the results of this study are very important for decision-makers, especially in the
Ministry of Health, to address all causes that may lead to the HIS downtime by adopting
the continuity plan and allocating a large budget to support HIS, whether at the
hardware level or at the level of maintenance contracts and licenses necessary for the

various programs.
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Perhaps this is the first study in Palestine that highlights the dangers of HIS downtime,
but we hope that the study will find listening ears and thoughtful minds to sound the
alarm and work to overcome difficulties and remove obstacles towards a comprehensive

development of the HIS and its infrastructure.
5.8 Recommendations

Based on the results of the current study, the researcher recommends the following:

- Paying attention to training the medical staff, especially the newly hired, on how to
deal with the downtime of the health information system.

- The necessity of adopting an official policy by the ministry of health to regulate the
protocols and mechanisms that must be followed in the event of HIS downtime.

- Replace old computers and their accessories and old servers with other modern
devices.

- The necessity of adopting a daily checklist for IT staff, each according to the nature of
his work, to ensure that network devices, servers and various programs are working
properly.

- The necessity of usage of open source HIS in case the downtimes of the main HIS and
must be integrated with the main HIS database.

- Increasing the number of IT employees in hospitals to be able to provide technical
support 24/7.

- Further researches on the causes and effects of downtime on data integrity and patient

safety are needed.
5.9 Strength of the Study

The strength of this study stems from the fact that it is the first study in Palestine to

highlight the negative effects of HIS interruption on health services provided to
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emergency patients. The study highlighted the direct and indirect reasons that contribute
now and may contribute in the future to increasing the downtime events. The important
results obtained open the horizon for the researcher or other researchers to continue
doing relevant research. The study gives decision-makers very important results about
the causes and risks of downtime occurrence, and thus making the necessary practical
decisions to prevent downtime events.

5.10 Future Work

The researcher recommends conducting a study on the impact of the disruption of the
health information system on health care services in emergency departments on a large
scale in West Bank hospitals to give more accurate and comprehensive results. Also,

explore the impact of HIS downtime on other departments in MOH hospitals.



83

References

Bamdeg, J., & Schmidt, T. (2020). Coping with Information Technology Downtime in
Hospitals: A Scoping Study. Studies in health technology and informatics, 272,

147-150. https://doi.org/10.3233/SHT1200515

Ben-Assuli, O., Shabtai, I., Leshno, M., & Hill, S. (2014). EHR in Emergency Rooms:
Exploring the Effect of Key Information Components on Main Complaints.

Journal of Medical Systems, 38(4). https://doi.org/10.1007/s10916-014-0036-y

Bowman S. (2013). Impact of electronic health record systems on information integrity:
quality and safety implications. Perspectives in health information

management, 10(Fall), 1c.

Chen, J., Wang, Y., & Magrabi, F. (2017). Downtime in Digital Hospitals: An Analysis
of Patterns and Causes Over 33 Months. Studies in health technology and

informatics, 239, 14-20.

Christopher Kent, S. E. (2019, October 7). EHR: Making the Most of Patient Portals.

Review of Ophthalmology.

https://www.reviewofophthalmology.com/article/ehr-making-the-most-of-

patient-portals.


https://doi.org/10.3233/SHTI200515
https://doi.org/10.1007/s10916-014-0036-y
https://www.reviewofophthalmology.com/article/ehr-making-the-most-of-patient-portals
https://www.reviewofophthalmology.com/article/ehr-making-the-most-of-patient-portals

84

Fahrenholz, Cheryl Gregg; Smith, Lance J.; Tucker, Kyle; Warner, Diana. "Plan B: A
Practical Approach to Downtime Planning in Medical Practices” Journal of

AHIMA 80, no.11 (November 2009): 34-38.

Faisal, A., Parveen, S., Badsha, S., Sarwar, H., and Reza, A. W., Computer assisted

diagnostic system in tumor radiography. J. Med. Syst. 37(3):1-10, 2013.

Fontaine, P., Ross, S. E., Zink, T., and Schilling, L. M., Systematic review of health
information exchange in primary care practices. J. Am. Board Fam. Med.

23:655-670, 2010.

Hanuscak, T. L., Szeinbach, S. L., Seoane-Vazquez, E., Reichert, B. J., & McCluskey,
C. F. (2009). Evaluation of causes and frequency of medication errors during
information technology downtime. American journal of health-system
pharmacy: AJHP: official journal of the American Society of Health-System

Pharmacists, 66(12), 1119-1124. https://doi.org/10.2146/ajhp080389

Harrison, A. M., Siwani, R., Pickering, B. W., & Herasevich, V. (2019). Clinical impact
of intraoperative electronic health record downtime on surgical patients.
Journal of the American Medical Informatics Association: JAMIA, 26(10),

928-933. https://doi.org/10.1093/jamia/ocz029


https://doi.org/10.2146/ajhp080389
https://doi.org/10.1093/jamia/ocz029

85

Hoot, N., Wright, J. C., & Aronsky, D. (2003). Factors contributing to computer system
downtime in the emergency department. AMIA ... Annual Symposium

proceedings. AMIA Symposium, 2003, 866.

Jenkins, D., Sharfeen Qureshi, R., Moinudheen, J., Pathan, S. A., & Thomas, S. H.
(2020). Evaluation of Electronic Medical Record Downtime in a Busy
Emergency  Department. Qatar medical journal, 2020(1), 20.

https://doi.org/10.5339/gm;.2020.20

Kashiwagi, D. T., Sexton, M. D., Souchet Graves, C. E., Johnson, J. M., Callies, B. 1.,
Jr, Yu, R. C., & Thompson, J. M. (2017). All CLEAR? Preparing for IT
Downtime. American journal of medical quality: the official journal of the
American College of Medical Quality, 32(5), 547-551.

https://doi.org/10.1177/1062860616667546

Larsen, E. P., Haskins Lisle, A., Law, B., Gabbard, J. L., Kleiner, B. M., & Ratwani, R.
M. (2021). Identification of Design Criteria to Improve Patient Care in
Electronic Health Record Downtime. Journal of patient safety, 17(2),90-94.

https://doi.org/10.1097/PTS.0000000000000580

Larsen, E., Fong, A., Wernz, C., & Ratwani, R. M. (2018). Implications of electronic
health record downtime: an analysis of patient safety event reports. Journal of
the American Medical Informatics Association: JAMIA, 25(2), 187-191.

https://doi.org/10.1093/jamia/ocx057


https://doi.org/10.5339/qmj.2020.20
https://doi.org/10.1097/PTS.0000000000000580
https://doi.org/10.1093/jamia/ocx057

86

Larsen, E., Hoffman, D., Rivera, C., Kleiner, B. M., Wernz, C., & Ratwani, R. M.
(2019). Continuing Patient Care during Electronic Health Record
Downtime. Applied clinical informatics, 10(3), 495-504.

https://doi.org/10.1055/s-0039-1692678

Lee, C., Robinson, K. M., Wendt, K., & Williamson, D. (2009). The preparedness of
hospital Health Information Services for system failures due to internal
disasters. Health information management: journal of the Health Information
Management Association of Australia, 38(2), 18-25.

https://doi.org/10.1177/183335830903800203

Lei, Jianbo & Guan, Pengcheng & Gao, Kaihua & Lu, Xueqin & Chen, Yunan & Li,
Yuefeng & Meng, Qun & Zhang, Jiajie & Sittig, Dean & Zheng, Kai. (2013).
Characteristics of health IT outage and suggested risk management strategies:
An analysis of historical incident reports in China. International journal of

medical informatics. 83. 10.1016/j.ijmedinf.2013.10.006.

Menachemi, N., & Collum, T. H. (2011). Benefits and drawbacks of electronic health
record systems. Risk Management and Health Care Policy, 4, 47-55.
Menon S, Singh H,Meyer AN, et al. Electronic health record-related safety concerns: a

cross-sectional survey. J Healthc Risk Manag. 2014; 34:14-26.


https://doi.org/10.1055/s-0039-1692678
https://doi.org/10.1177/183335830903800203

87

Nelson N. C. (2007). Downtime procedures for a clinical information system: a critical
issue. Journal of critical care, 22(1), 45-50.

https://doi.org/10.1016/j.jcrc.2007.01.004

Patricia S. Coffey, Susan Postal, Susan M. Houston, and Jon W. McKeeby (2016).
“Lessons Learned from an Electronic Health Record Downtime.” Perspectives

in Health Information Management: 1-7.

Pros and Cons of Paper Based Medical Records. True North ITG. (2019, September

23). https://www.truenorthitg.com/pros-cons-paper-medical-records.

Salameh, B., Eddy, L. L., Batran, A., Hijaz, A., & Jaser, S. (2019). Nurses’ Attitudes
Toward the Use of an Electronic Health Information System in a Developing
Country. SAGE Open Nursing, 5, 237796081984371.

https://doi.org/10.1177/2377960819843711

Wang, Y., Coiera, E., Gallego, B., Concha, O. P., Ong, M. S., Tsafnat, G., Roffe, D.,
Jones, G., & Magrabi, F. (2016). Measuring the effects of computer downtime
on hospital pathology processes. Journal of biomedical informatics, 59, 308-

315. hitps://doi.org/10.1016/j.jbi.2015.12.016

What is a Health Information System? Digital Guardian. (2020, December 1).

https://digitalguardian.com/blog/what-health-information-system.


https://doi.org/10.1016/j.jcrc.2007.01.004
https://www.truenorthitg.com/pros-cons-paper-medical-records
https://doi.org/10.1177/2377960819843711
https://doi.org/10.1016/j.jbi.2015.12.016
https://digitalguardian.com/blog/what-health-information-system

88

What Is Health Information System (HIS) & Its Importance? Mobisoft Infotech. (2020,
November 24. https://mobisoftinfotech.com/resources/blog/importance-of-

health-information-system.

Wretborn, J., Ekelund, U., & Wilhelms, D. B. (2019). Emergency Department
Workload and Crowding During a Major Electronic Health Record
Breakdown. Frontiers in Public Health,7.

https://doi.org/10.3389/fpubh.2019.00267


https://mobisoftinfotech.com/resources/blog/importance-of-health-information-system
https://mobisoftinfotech.com/resources/blog/importance-of-health-information-system
https://doi.org/10.3389/fpubh.2019.00267

89

Appendixes
Appendix A: 1-Questionnaire for Doctors and Nurses (il axll)

dusypa§l dpell dealyl
ARAB AMERICAN UNIVERSITY
Llell mlalynll 2,12
igamll gylell 43
Rpamll Zgilagleall ppaqle

& ) shll msd el anall cileadl) e (HIS) dasaall e sheall alas Cad g5 5 Jga (lai)
A ad) bl Jlad 8 dge sSall il

i b sall Y (55000

Ladiall Lnall lerdll e (HIS) dnall il slaall ol i g5 5ils Jsa 4l 5o o) aly Sl o gy
Al slaall (3 pftenlall Al ) JLaSY elld 5 4 2l Adall Jladi (A dpa Sl bialiional) (3 (551 shall (oum sl
A5 Ay el dadall 8 daall

Bl 3y 8 Glalal) e L) sl Aaall 55135 (e 03 e ialil Juas a8

e sl e eyl ane b oling BlEaY) ae (liu¥) 13 A0 e cand 13) o/ @l Liae caali) o S
csaladl Canll (a5 V) i) ada aladid Caalll 5y Y ad) Wde cagle AdaYl y 5 Y

\SA@@,&M\Rﬁm?\@sé:ﬁ)@&w\#ﬂ‘gﬂ@d\}udsjeﬁd&wﬂ‘ Cladeill 31 a
i .S&Sn?z:‘d} aal) @ﬁc)\;uamﬁdiﬁﬂjﬁauﬂdjd)uﬂdj cM}hU%ﬂu\:\J}uY)
‘ﬂ-‘-'"..}“ 2aa% UWY‘@Z\A)L.A Lﬁ\ulbéub ‘4".‘,: Al sl }Ad';\d . :.L.,Sy

olial e slaall o Gl ae Jual 53l (o Qi) Jon AT i) gl elad S 1)

Culed ae salldal)

0598900377:d) s>

0562401342:441k

muath.lahlabat@gmail.com (s s 5 & 5

o el ) 3 anall gy 3108 il



b sh Adiua

50 (s S

115 o S

3805l

P

5

L 15 e S

90

50-40

1) 52 ganall il sleall :J Y1 ¢ 3all

P

S

B3 roa])

40-30

30 ¢ Ji s el

p S sk Al O (Ao L) (Adae rdaall 86

3 ) 583 situale s NS psha taslaill (5 givua
s b Adds

i 15-11 &) s 10-6 i s 51 16 A s

Ziw 15-11 & 5 10-6 s 5o sl 8 Jaxl) s

Gl alas
4 3

HIS a5 ol U1 1 D ¢ 50l

2 G e
G 5e sady
2 1 i gil) gl ol g Slubis
ﬂj&&ﬁﬂﬁ@)@j&&\;\ﬁ!}b@uw\ a1
deall e dpnall il sheall alai Cad 53
Crale JS gl 085 e dalall Al Syaais danl e gy 2
JY) e
) Ol ol (ol @) G gan day gl DRI 53
bl 3aes sl il i) 8 Lgialles cang
alail) Qs <8 gy kol QB E LY a e s i an gy 4

3l Aakasty) ) adlall 45 Ll ksl ye

Led alaaal) aldail) Jhaws <l oy el QUL lad) &

) el B 5o wie all iUl & 3LY sadine dipa 4 2 53
garell

i gl gan die AludY) s sl 555 Jlsal dpagl jin) aa g8
b gil) 3y ol (5 AN ALY ae daal 51l 8 33 se 2a 58
b gil) 5y U L) 5 dgdall bl s oy

aldai ) dgdall bl JUa) sale Y a5 6l jal aa g

o

o~

.10



91

el sy Ladie dpanall cila szl

a8 ¢33 i JOUA 33 s8dall Apall UL B3 gl paae &30 o
PM\%WUAMQA,;S;}M\QL@M\?LL&
Gl daal e g gl clilyd) slad) ol ali 8 Gadll &
Jie L 2ania¥) 5 Ll aladall pue (i gill b e Jaladll oy
6)3\6‘)‘}241\;@‘

Ui i i A l) ¥ (g Ll g Ui ey
dnall Gl sladll

U el ) 8o (e Apaall Dl slaall alad i g5 il g oy
() shll acd

b a3V (e el e glaall alas i g5
Jeal s e Al ileshacdl s Jlast i

oyl Aedls e maall e sbedl ollxi Jlad i
i 33 50 22y aa pall 4 gaadl LDl JWa) (g Sl 2y
il e gledl

335e e (doctor notes) ekl claadle JA) (e Sl 25
Faaaall e laall s

J,\M\QMJAA
a%mﬁaﬂaﬁi%ﬂ\u@ﬂ\&@ﬁthﬁ
daaall e gledl

Jgemsll iyl clm sadll il e Lgile (i 20T Gllia
foaall Sl slaall aUas a5 5 538 JOA il e

s L &y ) 5 puall 4y piall Clia gadll ey Calall 53
Al il slaal Ui i 55 g

)5l A ) 5 ) la sl pea calla (& caplall iy
Al e slacdl olai i 555 5 DA

oA 4yl lia gandl) 5 e Jgeand) 8 paliaa g
ad gil) 3 yid

3y JOA Cailedl e il Cunlall b i poidall 8 o
a8 il

O A5 Dlatiise Jlu b AL Cuplall il 580 5
Loaall Gl glaall alai (a8 33 38 DA jaiadie calh g DA

MY\JJ.«A
e\huﬂﬂﬁ)ﬁ;m\w‘ﬂjﬂdk@ﬁu&ﬁ
Al e gledl

il i 5 i ol AadY) ) pem il Ao Jgeanll b 5aliaa g
Loaall Gl gladl) alas
MY\J}ABML&}@Y‘JHML@&Q@@Idm
dnall il glaall alas i g3 3 53 DA

el )) 5 Lo grma (a8 e Aabidd) AaiY) ) pm delih &5
ol shll and (Y G sall G e a5 panadic ol e ae
gl 3 i o

&) gall

plas 38 53 A iy pall 0¥ il (3 pali aa g

Lunall il gladll

A1

A2
A3

14

15

.16

A7
.18
19

.20



92

pllai e g5 el (my pall alal) Jasd) M g sa ) (S 2
1A 5a (g yall el Sl 4y 50Y) 48 el dpaall il sladl)

3y G pall L gtac) a3 ) o) sall de ja Jlaa) (e aSl 3y 3
Laall Gl glaall aUai 53 50

W stdac) o3 31 IV Fluid Slesbas Jaa) e aStill 2y 4
daall Gl glaall aUai 83 9o 22y (ya yall

Admission .z

e slrall allas e alias 4ty ol 3 Loy jal) Jliiad a3y 1
4 H’)J\ CM\ (:.1493‘5 eu’:ﬂ\ Jaxt G dasall

pUa 8 58 sy bl ) (o)) shall (g omall JB0 3l 2

Lonall il slaall
il 7

b il gl il g e e guidagall a1
Al e gledl) ot Ll Llaill e Ll il

by 3laty Lo asleil) 5 il ) sl sall (Al 2
allas Jaad 0l 5 dualaldl Cile) jal) s Y oS5 gl
Tonall Gl glaal)

Al kil o 48 5 5l el alasiind e il gall Gy yxi Q3

Jae Jail ALl Y oS 55 pall 5 Aadai¥) o 48, 0 3Ll jign 4
i gill ol i oL Al A g I Akl e el il

Lo s ol lall maes  (pals gall ey yuill iy 5
& sl Al Allae g elusall 0l 58 Glld 3 Loy dalal) dguaiss

Jaall e Taal

¢ AdlaiaY juasill (5 ,haS (i gl Ul ol BlSlas aadd 7
gl il sleall allail  led i g3

5 il daxin) sae (el Aima il sol pladiul &3 8
Ll bballl e el.i_s.:\l\ Maxs

Jale dlauf -l ¢ yall
" aeali_pll ooy o8 gl 8 6 Slaty Lay Aallia B ) sy ) Al il Eus e HIS el e ol S
0 gl) )i (i g Ll Jae (pent] ) BY1 8 L

13l 5 alla 5 4y 51l JSLie of A JSLEe & HIS dasaall e slaall plas (ol g3 5 eday (LG (o aiiad Ja

SHISaanall e slaall ol (a8 i) Al ol 5 (ol Caind Sy (oS




93

Appendix A: 2-Questionnaire for Doctors and Nurses

dusiypa )| dupell dealyl
ARAB AMERICAN UNIVERSITY
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A questionnaire on the impact of the health information system (HIS)
downtime on the health services provided to emergency patients in
government hospitals in the northern West Bank

Dear Employee:

The researcher is conducting a study on the impact of the Health Information System (HIS)
downtime on the health services provided to emergency patients in government hospitals in the
northern West Bank in order to complete a master's thesis in health informatics at the Arab
American University.

The researcher obtained permission from the Ministry of Health to distribute the questionnaire
to workers in the Ministry's facilities. The researcher will be grateful to you if you answer the
questions of this questionnaire, while reserving your right not to answer any question that you
do not want to answer, noting that it is not permissible for the researcher to use this data except
for the purposes of scientific research.

Please read the instructions related to each section and each question carefully, your responses
to the questions requested in this questionnaire will be treated with complete and absolute
confidentiality, and your responses will not be known to anyone outside the research team, and
they will not be disclosed to anyone within your health institution, and no information will be
requested in the questionnaire identifies you.

If you have any other questions about the questionnaire, please contact the student according to
the information below:

Student: Muath Lahlabat

Mobile: 0598900377

National: 0562401342

Email: muath.lahlabat@gmail.com

Supervisors: Dr. Youssef Al-Mimi, Dr. Rami Hodrob.
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PART 1: DEMOGRAPHIC DATA

Gender: Male Female
Age: Less than 30 30-40 40-50 More than 50
Workplace: Rafedia Hosp. Jenin Hosp. Tulkarm Hosp. Tubas Hosp.
Education Level: Diploma Bachelor Master Doctorate
Job title: Doctor Nurse
Years of Experience: 1-5 years 6-10 years 11-15 years More
than 15 years
Years of work in hospital: 1-5years 6-10 years 11-15 years More
than 15 years
PART 2: DOWNTIME
Strongly | Disagree | Neutral | Agree | Strongly
disagree agree
A. Downtime policies & 1 2 3 4 5

procedures

The hospital has a written and approved
policy and procedures to deal with the
downtime of the health information
system.

The downtime policy is reviewed and
updated at least every two years.

Lessons are learned after the downtime
has occurred to identify problems that
must be addressed in future training or
policy adjustments.

There is a fast notification system in
place to notify medical staff of
unplanned system outages and alert staff
to affected systems.

Medical staff are notified of planned
system downtime

There is a certain mechanism approved
to notify the medical staff when the
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system returns to work.

There is a communication strategy and
communication between departments
when the downtime occurs

There are obstacles in communicating
with other departments during the
downtime

Medical data will be recorded on paper
during the downtime

There is a clear procedure for re-
entering medical data into the health
information system when it returns to
work.

The missing medical data will be
notified to the Quality Manager during
the downtime of the health information
system and appropriately documented as
per the system

The lack or errors of medical data shall
be investigated, and the reasons
reviewed

Unplanned downtime and preparedness
are treated like any other emergency

The power outage is one of the main
reasons for stopping the health
information system

The HIS downtime increases the
patient's length of stay in the emergency
department

The HIS downtime increases crowding
in the emergency department

The downtime of the health information
system affects the workflow

The downtime of the health information
system affects patients safety

Ensure that patients' vital signs are
entered after returning the health
information system

Make sure to enter doctor notes after
returning the health information system

B. Lab tests

There is a delay in requesting laboratory
tests during the downtime of the Health
Information System

There is an agreed mechanism for
requesting laboratory tests and obtaining
results during the downtime of the
health information system

The physician will only request the
necessary laboratory tests during the
HIS downtime

The physician will continue to request
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all necessary and precautionary checks
during the downtime of the Health
Information System

There is a delay in obtaining the results
of the laboratory tests during the
suspension period

The laboratory technician provides the
doctor with the results over the phone
during the downtime

The laboratory technician provides the
doctor with the results by sending paper
documents through a specialized
employee during the downtime of the
health information system

C. Radiology images

There is a delay in requesting x-rays
during the downtime of the health
information system

There is a delay in obtaining X-ray
results during the downtime of the
health information system

There is an agreed mechanism for
requesting x-rays and viewing x-rays
during the downtime of the health
information system

The different x-rays are printed on a CD
and sent with a specialized employee or
with the patient’s companion to the
emergency department during the
downtime.

D. Drugs

There is a delay in requesting
medication for the patient during the
shutdown of the health information
system

It is possible to refer to the patient's
medical record during the shutdown of
the health information system to find out
what medicines the patient has taken
recently

It is confirmed that the drug dose that
was given to the patient has been entered
after returning the health information
system

Confirmation of entering the IV Fluid
information that was given to the patient
after the health information system is
returned

E. Admission

A patient who was not registered on the
health information system due to system
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failure is admitted and the necessary
treatment is provided

The admission of patients from the
emergency into the departments is

delayed due to the downtime of the
health information system

F. Training

Staff are trained on what to do during
planned and unplanned downtime of the
HIS

Staff receive training and education
regarding the policies, protocols, and
procedures for when the health
information system is down

Staff are trained to use paper forms or
alternative systems

Paper forms or alternative systems and
protocols are available to replace basic
electronic medical records functionality
during downtime.

Training covers all employees on all
shifts, as needed, including evenings and
weekends

An unannounced annual training is
conducted that simulates the downtime
of the health information system.

Simulated downtime is used as methods
to prepare for the probability of actual
shutdown of the HIS

Certain tools are used to measure the
hospital’s readiness for unplanned
system downtime.

PART 3: GENERAL QUESTIONS

How would you rate the HIS program in terms of optimal continuity in terms of "downtime,
slowness™?

What are the suggestions to improve system operation and reduce downtime?

Do you think that the slowness and HIS downtime problem is technical or administrative or
financial problems, why?

How can any negative impacts of HIS downtime be avoided?
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Appendix B: 1-Questionnaire for IT Staff (iu =l allL)
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Appendix B: 2-Questionnaire for I'T Staff
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A questionnaire on the impact of the health information system (HIS)
downtime on the health services provided to emergency patients in
government hospitals in the northern West Bank

Dear Employee:

The researcher is conducting a study on the impact of the Health Information System (HIS)
downtime on the health services provided to emergency patients in government hospitals in the
northern West Bank in order to complete a master's thesis in health informatics at the Arab
American University.

The researcher obtained permission from the Ministry of Health to distribute the questionnaire
to workers in the Ministry's facilities. The researcher will be grateful to you if you answer the
questions of this questionnaire, while reserving your right not to answer any question that you
do not want to answer, noting that it is not permissible for the researcher to use this data except
for the purposes of scientific research.

Please read the instructions related to each section and each question carefully, your responses
to the questions requested in this questionnaire will be treated with complete and absolute
confidentiality, and your responses will not be known to anyone outside the research team, and
they will not be disclosed to anyone within your health institution, and no information will be
requested in the questionnaire identifies you.

If you have any other questions about the questionnaire, please contact the student according to
the information below:

Student: Moath Lahlabat

Mobile: 0598900377

National: 0562401342

Email: muath.lahlabat@gmail.com

Supervisors: Dr. Youssef Al-Mimi, Dr. Rami Hodrob.
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PART 1: DEMOGRAPHIC DATA

Gender: Male Female
Age: Less than 30 30-40 40-50 More than 50
Workplace: Rafedia Hosp. Jenin Hosp. Tulkarm Hosp. Tubas Hosp.
Education Level: Diploma Bachelor Master Doctorate
Job title: Programmer Engineer
Years of Experience: 1-5 years 6-10 years 11-15 years More
than 15 years
Years of work in hospital: 1-5years 6-10 years 11-15 years More
than 15 years
PART 2: DOWNTIME
Strongly | Disagree | Neutral | Agree | Strongly
disagree agree
AT 1 2 3 4 5

The Health Information System (HIS)
team is available around the clock even
outside the official working hours, seven
days a week, to solve any problem.

Replacement devices are available in the
event of any failure of the computer
equipment and its attachments or the
network equipment in the emergency
department

Hospitals have UPS for network
switches in the emergency department

Hospitals have a central UPS for the
main server room

IT staffs test UPS at least once a month

A generator and sufficient fuel are
available to operate the health
information system during a power
outage.
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The power source is automatically
transferred to the generator when
electricity is cut off

Hospitals have a backup generator
dedicated to the health information
system and its infrastructure

The Engineering and Maintenance
Department employees check the
operation of the main generator at least
once a month

Power outages are among the main
reasons for HIS downtime

A malfunction in the computer network
is considered one of the main reasons for
HIS downtime

A defect in operating systems and
databases is considered one of the main
reasons for HIS downtime

The Health Information System has a
reliable and equipped Warm Site
Backup in the event of problems in the
main data center.

A backup site can be prepared in less
than 8 hours to replace the main data
center

Network devices are connected to the
main server room with more than one
cable through different paths.

There are additional network devices
and servers (stand by) in the servers
room, so that if one of the devices
malfunctions, the system does not stop

There is more than one application
server to load balance and reduce the
possibility of system slowdowns or
downtime 18. The Health Information
System contains a read-only backup at
the hospital level

Patient data and settings files are backed
up for important programs for hospital
operations

Patient file backup data is updated at
least every 24 hours

The read-only system backup is tested at
least once a month.

An electronic system is in place to notify
the medical staff and the hospital
administration of a health information
system downtime in the emergency
department.

An electronic system is in place to notify
IT staff of a health information system
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downtime in the emergency department.

System failure is identified and acted
upon (for example, the system or
computer's slow response time is
unacceptable).

An anti-virus program is available and
licenses are renewed annually

IT personnel are trained to solve all
problems related to the health
information system

Contact the engineer in charge in the
Engineering and Computer Unit in the
event of unable to identify or solve a
specific problem.

The relevant local companies are sought
to solve advanced problems related to
the health information system and its
infrastructure.

The guarantees for servers, switches and
routers are constantly renewed as soon
as the previous warranty expires.

There is a maintenance contract with the
implementing company that is renewed
annually to avoid any emergency that
may affect the system's complete
shutdown.

B. Training

Hospital staff are trained in what to do
during both planned and unplanned
downtime of the HIS

Hospital personnel receive training and
education regarding the policies,
protocols, and procedures for HIS
downtime

Employees are trained by IT staff to use
paper forms or alternative systems such
as excel datasheet

Paper forms or alternative systems and
protocols are available to replace basic
electronic medical record functionality
during downtime

C. Downtime Policies and

Procedures

The hospital has written and approved
policies and procedures for dealing in
the event of HIS downtime

An annual, unannounced trial is
conducted that simulates the HIS
downtime

Simulation of downtime is used as
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methods to prepare for the probability of
an actual HIS downtime

Certain tools are used to gauge the
hospital's preparedness for unplanned
system downtime

Lessons are learned after a system
downtime to identify problems that must
be addressed in future training or policy
adjustments

There is a certain mechanism in place to
inform employees when the system is
back in

The downtime handling policy is
reviewed and updated at least every two
years

The communication strategy of either
planned or unplanned HIS downtime
occurs via email

There is a communication strategy and
communication between departments,

including the IT department, when the
downtime occurs.

PART 3: GENERAL QUESTIONS

How would you rate the HIS program in terms of optimal continuity in terms of "downtime,
slowness"?

What are the suggestions to improve system operation and reduce downtime?

Do you think that the slowness and HIS downtime problem is technical or administrative or
financial problems, why?

How can any negative impacts of HIS downtime be avoided?
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Appendix D: MOH Approval
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