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Abstract 

  

This thesis presents an innovative research and development work based on mobile cloud 

computing, security payment and compliance model to provide a new secure payment 

model using mobile phone system. 

This research and development work will affect directly in the direct payment process in 

the financial services sector and will develop a payment new model in Palestine. 

Main issues in mobile banking that this research divided into three main categories , 

Environment , Security , Compliance. First model is infrastructure model of the platform 

is designed on the basis of a hybrid model environment (local and cloud), second model 

is access system model of the platform is designed on the basis of risk-based and adaptive 

authentication mechanism using biometric techniques (Face Recognition) , third model is 

compliance model of the platform which designed to match with local regulatory bodies 

in Palestine (PMA) , and international standard of payment card industries (PCI). 

Payment methods in the Palestinian market have different types of payment such as cash 

payment, or payment by debit cards and credit cards. This research provides a new way 

to pay using mobile phones to make it easier for people to pay their bills and pay for the 

goods and services they buy. 
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We proof on our demonstration that we manage to give better results comparing with 

related works for each part mentioned in our objectives and goals of this research.  

Cloud comparison result based on questionnaire has a result score of 3.8/5 and Security 

comparison result based on questionnaire has a result score of 4.6/5.  

Our research can be considered as foundation key base for any applied research works in 

the field of payment system. 

We manage also, to introduce and build new secure payment system that will be valid to 

work in market that targeting any financial service organization like banks, payment and 

fintech companies. 

Finally, such these technologies for mobile application and mobile payment are very 

needed and required for our Palestinian market, since the Israeli occupation divide our 

land to small pieces of areas that not sufficiently connected to each other’s and we cannot 

control our boards and cannot issue a national currency as in PMA report for financial 

inclusion [PMA Payment System, 2013]. This thesis will consider the first model to 

activate mobile payment using mobile banking application to facilitate for Palestinian 

people to do their financial transaction with very ease of use as a term of usability 

“customer experience” and more secure environment and considering availability to 

access their banking system from anywhere and at any time. 
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Chapter One 

1. Introduction 

This chapter consists of an overview of the research idea, problem statement, 

background, and motivation. Moreover, it contains the research methodology, 

research goal, research contribution, and the structure of the thesis. 

1.1 Overview:  

Information technology becomes an essential and vital component in any organization 

that needs to manage and processes their data, especially like banks and financial 

services sector. 

One of these evolving technologies is mobile phones that have invaded our lives in 

everything’s, and it manages to improve the way accordingly how we exchange the 

information between us and innovate a new method of delivery of services among 

people. 

In parallel, communication technology (Wi-Fi, GSM) has been evolved in such way 

that enables these mobile devices to communicate in a very modern style and produce 

a new type of application that allows the people and organization to react with each 

other’s based on nature of services that they are looking for it. 

The banking sector is one of the most beneficiaries of this advance in technology, 

which enabled them to develop the way they deliver services to their customers. The 

banking services that can be offered to the customer vary according to the nature and 

function of the service, such as automated teller machine (ATM), telebanking, SMS, 

internet banking, interactive voice response (IVR), debit cards, credit cards, mobile 

banking, and mobile payment. These services also called by channels which the way 

to contact bank customers. 

Mobile banking is the newest and advanced channel that enable the customer to 

access their accounts 24/7 using their mobile devices. Also, mobile banking channel 

considers less cost and more faster comparing other channels such as ATM and save 

time and efforts to the customer instead of visiting bank offices and branches (Yong 

Wang et al., 2015). 
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1.2 Problem Statement:   

Main issues in mobile banking are  

• Environment  

• Security  

• Compliance  

Most of banks have many issues related to how to provide services to their clients 

under the conditions of the Israeli occupation to its territory, which leads to the 

difficulty of geographical communication between its cities and villages. This 

prompted the banks to adopt new mechanisms that are not dependent on the client's 

visit to the bank to conduct its banking operations such as account inquiry, money 

withdrawal, transfer between accounts and bill payment. 

Furthermore, the banking risk assessment shows that one of the most important 

threats facing banks is the lack of the necessary infrastructure for information 

technology due to Israeli occupation activities, such as not allowing devices to enter 

the country to build computer data centers such as security and encryption devices. 

In addition to the aggression by the Israeli occupation forces on the facilities and 

institutions of the country at any time. On the other hand, security issues must be 

handled when dealing with customers' information in these adverse circumstances to 

protect from international threats facing the IT environment about physical security, 

communication, and data security issues. 

1.3 Background & Motivation 

Most banks have different channels to offer their services to customers. Starting from 

service delivery through the telephone to service delivery through the internet. From 

another hand, the revolution walks side by side in mobile devices and wireless 

services that push the banking sector looking for new way to attract their customers 

using innovation methods using internet services such as internet banking and mobile 

banking. Mobile banking (M-banking) term used by (Tiwari and Buse, 2007) has been 
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born, which is describe how the customer can reach bank services using their mobile 

devices. Mobile banking services enable customers to use their phones to check 

balances, transactions, get account information, do transfer funds, locate branches or 

ATMs, and pay their bills (E Turban, D King, J Lee, 2008) taking in consideration 

that these services can be done using different types of communication channels like 

SMS, GPRS, and 3G. 

Banks consider mobile banking as one way to reduce costs such as building and IT 

costs. The fewer customers are visiting the bank, the less demand there is to open new 

branches and offices. On the other hand, statistical report view, there are 5 billion 

mobile users worldwide, but mobile banking users do not exceed 200 million 

(Waranpong Boonsiritomachai, 2017)  

In spite of attractive using mobile banking features and the opposite side, there is less 

adoption of using it locally and globally.  In addition to the occupation of Israeli to 

our land and their consequences to the Palestinian economy, this is being the reason 

why pushing me to introduce a model to tackle all these issues and move forward to 

adopt mobile banking model in all our financial services organizations. 

1. 4 Research Contribution: 

1. Design & build a new innovative adaptive system model of mobile banking 

application that uses hybrid cloud environment. 

2. Develop mechanism and procedures mapping security with mobile banking 

system to secure payment process and each component in system architecture. 

3. Achieve compliance model following of PMA and PCI instructions. 

4. In addition to following benefits add to payment system: 

• Reduces the time and the effort of the traditional banking operations. 

• Reliable authentication  

• High availability 

https://www.researchgate.net/profile/Waranpong_Boonsiritomachai?_sg=WMbH9nZhweq0N9KWXhukxr_dalz1Qbe8YHwn5NiUYj8kXQxqxak8VprZ7WCxEzrVMZr-eMs._ydQ1XeTGFd-TewYzs7tBJ_Je5lYaOwhE97PrJaUgc5sDdAWFLIslu2tCuAqc6EMHBBwhO6g_Uiumx4g3_qCrw
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• Minimize the latency 

• Greater efficiency 

• User friendly  

• Fraud Detection Mechanism 

• Risk Decisioning 

The ultimate goal of this thesis to introduce a model to use mobile banking 

application to serve bank customers depend on the hybrid environment “ On-premise 

& cloud” from infrastructure side to cover all weakness and shortages in each 

environment in aside. Moreover, the new model will design and build a new software 

mobile application that deals with all security concerns that are facing mobile, cloud 

and communication parts of the model. On the other hand, the new model will address 

the regulatory issues to build a compliance model from both sides locally by 

following PMA instructions and globally by following international standards like 

PCI standards.  

1.5 Research Methodology: 

In this research, we will basically follow the steps below to achieve the goals and 

objectives of the thesis. 

1. Study and analysis of cloud computing and how we can use these technologies 

in our market to come over the challenges of Infrastructure availability and 

expandability aspects. 

2. Study and analysis of MCC models and build the new system design to solve 

all limitations and challenges (Amjad Rattrot, 2013), the articles describe in 

problem definition. 

3. Exploring and review Mobile payment technologies existence and choose one 

method to be used in the thesis that fit with the sole of research scope. 

4. Study and analysis of the PMA & PCI regulations for financial services. 

5. Study and analysis all threats and vulnerabilities on cloud and mobile cloud 

computing facing mobile payment system. 
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6. Build mobile banking application that uses both private and public cloud. 

7. Identify all techniques to reserve the safest and secure use of mobile payment 

system. 

8. Develop mechanism and procedures mapping security with mobile banking 

system cloud hybrid, to secure the whole process and each component in 

system architecture. 

9. Design, build and implement a new innovative adaptive system model for 

mobile banking application. 

1.6 Thesis Structure: 

The Structure of the thesis separated into Six chapters. The first chapter provides the 

goals and objectives of the thesis and describes the thesis structure. The second 

chapter will be a brief of all previous works in the field of mobile cloud solutions. The 

third chapter will talk about my system structure approach and system analyst based 

on software engineering life cycle. The fourth chapter that will speak to the core of 

the thesis subject which is system design model & results of experimental work and 

conclusions of the thesis. Also, future works and recommendation to build a new era 

of mobile payment application in the Palestinian market.  
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Chapter Two 

2. Literature Review 

2.1 Overview of Mobile cloud & Applications 

(Amit K. Sharma,2013) state that the concept of mobile cloud computing MCC refers 

to build a cloud infrastructure for mobile applications, so that power consumption,  

storage, and data processing are on the edge of cloud computing but run the mobile 

application will be at the side of mobile devices, which make the mobile devices work 

as mobile subscriber. 

Mobile cloud computing merge two technologies with each other,  mobile computing, 

and cloud computing togather based on the definition of (Han Qi, 2014). 

Mobile computing divided into three parts which are hardware such as mobile 

devices, software such as applications installed on mobile devices, and 

communications such as infrastructure network component. 

Cloud computing is a set of groups of virtual servers work together in a distributed 

manner over the internet.  

Mobile-Cloud-Computing from another point of view is defined that all processing of 

data will happen outside of the mobile devices which as cloud environment that will 

lead to minimize the computing at the mobile side and do all computing into a cloud 

environment. Computing includes CPU, memory and storage aspects that ensure less 

power consumption and storage at the level of mobile devices. So, using mobile 

application tools to connect to the internet (Cloud) that satisfied or achieve the 

concept mobile-cloud-computing MCC (Hoang Dinh Thai,2015).  
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2.1.1 Mobile-Cloud-Computing-Architectures  

 

Fig. 2.1 Mobile-Cloud-Computing (MCC) Architecture - (Hoang Dinh Thai,2015). 

 

Figure 2.1 is the architecture of mobile cloud computing that describes how can end 

users use their mobile phones to access mobile providers network using the internet; 

then they can get access to a cloud environment and use all different applications and 

services (Hoang Dinh Thai,2015).  

 

 

Fig. 2.2  Cloud-Computing-Structure Services - (Hoang Dinh Thai,2015). 
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Figure 2.2 defines the structure of cloud computing services that divide the cloud up 

to four different types. Cloud computing service layers describe as follows: 

• Data centers layer that contains the hardware and utility services such as 

power, UPS, Cooling, Generators…etc. 

• Infrastructure layer that contains hardware of IT components such as servers 

even physical or virtual, network devices “Switches & Routers” in addition to 

storage devices. 

• Platform layer that contains custom applications that already created and setup 

based on needs of end users such as Microsoft Azure. 

• The software layer that contains software based on end-user needs such as 

Salesforce. 

MCC Basic architecture consists of multiple components, the private cloud (On-

premise), public cloud (off-premise), and a mobile application. 

Fig. 2.3: MCC Basic Architecture  

Fig 2.3 shows basic architecture of mobile cloud computing that contains private 

cloud, public cloud, mobile devices, and bank servers.  
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• Public Cloud (off-premise): 

The public cloud (off-premise) runs the electronic banking services that are given to 

the customers, the authentication services and it holds a backup for the internal 

banking data to guarantee the availability of the information even when internal 

services in the private cloud goes down. Also, it provides the low-latency usage, 

scalability and the availability of the customers due to the robust infrastructure which 

is offered by the public cloud providers sub as Microsoft, Google, and Amazon.  

The public cloud contains the APIs (application development interface) of the online 

services that integrate with the mobile application. 

The Public Cloud layer contains the following servers: 

1. Cognitive API. 

2. SMS Gateway (based on two-factor authentication 2FA). 

3. Ticketing System. 

4. High Availability HA central system servers such as Mobile servers, Mobile 

Applications, and Data Base servers. 

• Private Cloud (On-premise): 

The private cloud (On-premise) use for internal banking operations, such as money 

transfers, customer relationships, and management. The private cloud allows the bank 

to retain control and apply rigorous security with lower cost and effort. So, it 

decreases the total cost of ownership of software licenses and reduces the deployment 

resources. 

The private cloud contains internal banking web applications, databases, security, and 

network solutions. 

• The Private Cloud layer (On-premise) contains following servers: 

1. Web Application Firewall 

2. Web Application Servers 

3. Database Servers 

4. Security and event logging management servers (SIEM) 
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2.1.2 Benefits of using Mobile Cloud Computing: 

There are a lot of benefits that we can conclude using mobile cloud computing like: 

• Battery lifetime Extension 

• Improving data storage capacity and power consumption 

• Enhancing reliability 

• Dynamic provisioning of resources. 

• Scalability. 

• Multitenancy. 

• Conveniently of integration. 

➢ Mobile banking channel considers the lowest cost channel is comparing to other 

channels that customers contact their banking environment such as Fig 2.4: 

1. Call Center 

2. Branch 

3. ATM 

4. Mobile  

5. IVR 

6. USSD 

7. Online  

 

Fig 2.4 Cost average transaction of different banking e-channels 
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Figure 2.4 shows the advantages of mobile banking for the financial institution to be 

adding to the benefit of the financial transaction. Moreover, how the banking sector 

benefits from adopting e-channels services such as mobile application to reduce their 

costs, also this figure shows the average transaction cost in US dollar for each e-

channels in the bank. Mobile banking application considers from lowest cost channel 

that most of the bank try to encourage their customer to adopt it to do their financial 

transactions. 

2.1.3 Mobile Applications & Mobile Cloud Computing Applications: 

There are a lot of different types of mobile cloud applications that can be vary based 

on nature of data that will be used through these mobile applications, such as for 

learning, health, games, banking or commerce …etc. 

2.1.3.1 Mobile-Commerce 

These applications are mainly used to serve financial processes, such as user account 

transactions, payments, transfer or shopping online and even announcing for new 

products as described by (Yang X, Pan T, Shen J, 2010). 

These applications had difficulties such as low network bandwidth, multifaceted of 

mobile configurations and targeted suspicions activity that affect security parts of the 

mobile system. This type of applications is combined on the cloud computing system 

to tackle above mentioned concerns (Amit K. Sharma,2013).  

Mobile phone devices are targets for theft and lost when using these devices as 

business tools; many confidential data are stored on them, many business applications 

installed on these mobile phones. It is very dangerous to keep all these data and 

applications without protection.  

2.1.3.2 Mobile banking applications 

Most of the worldwide banks are providing their customers with an application to 

monitor and access their account details using mobile banking application using 

internet or GSM to do a lot of processes and operations (E Turban, D King, J Lee, M 

Warkentin, H Chung, 2008) such as: 

• check balances 

• monitor transactions 
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• locate branches or ATMs 

• Transfer funds 

• Mobile top up 

• Bill payment 

 

The Bank of Palestine bank (BOP.com) offers many mobile banking services, one of 

these services is Banke application.  

The mobile banking services vary depending on the nature of the channel used in 

mobile devices such as the following: 

1. IVR  

2. USSD  

3. SMS  

➢ (IVR): is short for interactive voice response services, it is considering an e-

channel that banks use to facilitate to their customers to make some inquiries 

related to their banking accounts such the balance and credit card details. The 

process began by customer call IVR banking system and follow up the directions 

he/she hear through the call, sometimes can be shorted using a programmed menu 

and sometimes be transferred to call center agent based on nature of customers 

complains. IVR channel considers more expensive comparing with others banking 

channels [Banking_Baraka Willy_2013]. 

➢ [USSD]: is abbreviation to unstructured supplementary service data that used for 

multiple services such as callback service, location services, and mobile service. 

Banking depends on such this service to facilitate their customer to contact 

different banking channels for whom not own a smartphone such as old age 

peoples through programming menu. USSD is session based unlike other banking 

channels such as SMS. Both SMS and USSD lack of security aspects that should 

be addressed before using them mainly when they use in critical applications like 

financial services “Banks” and put all necessary security controls and 

countermeasure that make bank channels service more secures [Gadde 

Ramesh_2016]. 
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➢ (SMS): is a short message service with the format of a text message. Banks use 

this channel by allowing the customers to send SMS using their mobile devices to 

mobile banking application back-end server and reply to the customer with 

requested data within a specific limited character reach up to 160 characters’ 

maximum. SMS channel used mainly as a form of alerts and notifications to bank 

customers and sometimes used in OTP as the authentication process. Moreover, 

SMS not guarantee to be delivered to a bank customer sometimes [(Kevin and 

Justin, 2008; Tibabu Beza,2018]. 

[M. Niranjanamurthy,2013] subject was to study and analyze what the benefits, 

barriers, and limitations that mobile phone applications (E & M-commerce a) face in 

nowadays are. The researcher also discusses how much the growth of using these 

utilities to do their needs from buying goods in automated ways. Moreover, he 

displays what the right status of security subjects in this field such as authentication, 

confidentiality, availability, and privacy of data that has been exchanged between 

customers and service providers and financial services providers. In spite of this, the 

researcher did not provide any idea/s about how to enhance and increase the security 

issues in these systems. 

[ R. O. Akinyede_2010] subject was about how to secure customers PIN when 

serving online and mobile banking applications. Researcher builds a new way and 

framework to secure mobile payment transactions between customers, merchant, and 

bank (issuer or Acquirer). The framework uses a 3DES which is s a symmetric-key 

algorithm for the encryption and decryption of electronic data. In spite of that, the 

works suffer from insufficiency since he uses same encryption algorithm for 

encryption and decryption process that is easy can be compromised if one of sender or 

receiver has been hacked or attacked by external parties or person. 

2.1.3.3 Mobile payment applications 

These applications using point of sale machines (POS) to transfer money between 

different parties such as person or companies or purchase a product from various 

merchants. These applications required that mobile devices have a feature of 

contactless devices to be enabled in both POS and mobile phones to process the 
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transactions within a very low distance that not exceed ten centimeters between these 

devices. 

We have two types based on the structure of the transaction and third based on 

authentication service, one called proximity and second, call remote payments and 

third one biometric as describe below: 

1- Mobile Proximity Payments 

This type sometimes called contactless payment that depended on a wireless protocol 

called NFC, so when the mobile connected with POS the data will begin transfer 

between them to the payment process and the distance should not exceed some od 

centimeters (Ecma International: Standard ECMA-352, 2003). 

2- Mobile Remote Payments 

This type depends on two companies the banking application and mobile operator to 

process the cycle even is just exploring the customer accounts or also to do some 

transaction such as fund transfer or any other financial processes services, mostly 

using SMS or USSD services. 

[Vanessa Pegueros,2012] discuss one of an essential line of business in financial 

organizations which are mobile banking and mobile payments applications. The 

researcher explores the security challenges facing these applications and how to 

identify, analyze and mitigate the risks of using these critical applications. Moreover, 

the researcher discusses the different type of payment solutions in different worldwide 

markets and recommend to adopt a rigorous risk mitigation solution depends on clear 

risk management standards. 

[Kalkidan Gezahegn_2016] study the social part of the usage of mobile banking 

application in the Ethiopian countryside and explore adoption model that reinforce his 

research. The research used two model for seeking the research idea, the first one is 

Technology acceptance and second is Innovation diffusion theory. Also, the study 

chooses some of the Ethiopian banking working in the country that offers mobile 

banking application. After analysis of gathering information from the field, the 

researcher concludes that perceived ease of use, trust and risk factors which are most 
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important factors that influence the adoption of mobile banking application channel 

comparing with others channels that financial institution present to their customers. 

2.1.4 Mobile with Biometric Recognition: 

The Biometric technologies can be classified as physiological and behavioral 

[Jasvinder Pal Singh, 2013]. 

 

Fig 2.5 Biometric types. 

Figure 2.5 shows different types of existence biometric services that most of the 

organization these days using some of these technologies or a mix of them at least to 

authenticate their customers when they try to access the banking applications through 

their mobile devices. These methods divide to two categories one as behavioral and 

one as physical that described as follows: 

• Iris recognition.  

• Signature recognition. 

• Face Recognition. 

• Fingerprint recognition. 

• Voice recognition. 

Most of the biometric authentication research has been increased because of the 

enormous improvement to sensors in new smartphones [Fridman, Weber, 

Greenstadt, & Kam,2017]. 

https://www.researchgate.net/profile/Jasvinder_Singh10
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[Sudana, Putra, & ARISMANDIKA, 2014] create a new technology using face 

recognition called Eigenface mechanism on mobile devices that operate under 

android system. The methodology used in these techniques is color segmentation 

plus pattern to form the recognition phase with accuracy reach up to 94 %. 

[Smith-Creasey, Albalooshi, & Rajarajan, 2018] use a continuous image that 

produced by phone camera to protect the authentication process from spoofing 

attacks. The researcher use in addition to standardizing texture features lives face 

images through distance algorithm and LBP license detection techniques to avoid 

the spoofing issues. 

Facial recognition considers one of a most robust method to enhance and apply 

the idea of getting rid of using passwords. Each time the client or customer need 

to login to an online banking application, it must capture the face of the customer 

to enable him to log in. Protecting from spoofing issues, the system needs to use 

special algorithms to analyze the face image of the customer and verify it is 

original not a copy of the photo or video images. The aware company says that all 

biometric of the customers should be taken before, then comparing with store 

images a patterned before permit access. 

Face recognition is an excellent tool to register new customers without reach the 

bank branches or offices, this process is one of the life cycles for know your 

customer process (KYC). So, the banking clients need to enroll their face using a 

mobile device and no need to access the banking premises [Ahmad Tolba, 2005].  

https://www.researchgate.net/profile/Ahmad_Tolba2
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Fig 2.6  Enrollment Process 

Figure 2.6 shows the steps for enrollment phase steps from 1 to 5. To improve 

customer experience of mobile banking application access “login” , this model of 

using biometric method instead of traditional passwords method can enhance 

customer convenience and also increase security issues , since the customer need to 

remember each time to access the mobile banking application the long password 

characters, so we replace it with face recognition to apply success of ease of use and 

improve the security aspects. 

2.1.4.1 Face Recognition:  

Overview and different research history: 

[Renu Bhatia_2013] discuss biometric techniques that exist nowadays like iris, 

fingerprint, voice, and face recognition methods and where to use these techniques in 

a different line of our lives such airport, prison, forensic and accessing banking 

applications. The researcher also discusses how biometrics differ from each other 

from various aspects, the accuracy, user acceptance, stability, ease of use and error 

incidence. Moreover, the researcher built a comparison matrix for these aspects and 

come with the result that face recognition is highly considered, reliable and accurate 

to be used in security access and replace traditional methodology such as using a 

password. The research topic will be recognized as one of the resources that we will 

use in our thesis. 
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Biometric tactic uses different of user characteristics [Ahmad Tolba, 2005] one of 

them is using the face of the end users or customers that called face recognition 

method, this method becomes increasingly used these days because of ease of use, but 

it is still vulnerable of using fake faces. Spoofing attacks that come with using this 

method can be solved by using liveness detection tactics that will be explored in the 

next section. 

2.1.4.2 Liveness Detection – Face Recognition: 

This method that called liveness detection [tactic used in all biometric space such as 

fingerprint, voice and face and so on. The process will create a profile depend on 

human characteristics of his or her face and create a dedicated pattern consists of a 

group of parts include face lines, eye blinking and lips moving and so on [Saptarshi 

Chakraborty, and Dhrubajyoti Das, 2014]. This way will try to avoid spoofing 

techniques using fake photo and fake video or even using the 3D face of the user's 

face that will try to access the application. Using liveness detection within a face 

recognition phase will improve and enhance the security level of authentication and 

authorization the customers when trying to locate their mobile banking application as 

we try to do in this thesis. 

Below items describe a different type of detection with their advantages of using 

liveness detection method. 

Advantages: 

• The texture will be easy to use 

• Hard to spoof by a fake photo of the user's face 

• Hard to spoof by a fake video of the user's face 

• No need for user intervention 

• Independent of face texture 

There are two types of categories to detect the liveness of the agent who will use the 

mobile application using face recognition method. The first type shows how the 

customer will contact and access the mobile banking application using face images to 

his face and it can add some challenges when the customer tries to do some 

movement to his face. The second type by change some parts of his face such as 

https://www.researchgate.net/profile/Ahmad_Tolba2
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blinking to his or her eye, or move the libs and so on. If the pattern of images matches 

the customer can access the application otherwise the clients cannot access. 3D 

images consider more robust and more secure than 2D face recognition and consider 

less spoofing.  

 

 

 

Fig 2.7 A generic face recognition system 

 

Figure 2.7 shows a generic face recognition process phases which begin with face 

detection, face extraction, and face recognition; below sections describe each process 

in detail. 

2.1.4.3 Face detection: 

Facial components will be identified and compared with information on main 

database container, then taken image will be divided to two parts one with the texture 

of the face of the user and one for background effects of the image then create image 

template or profile that will be used on next phase which as face recognition. 

Then, compare two images then the output will be created face map that enables the 

customer as a validated process or not. 

2.1.4.4 Face Extraction: 

This method will try to extract some information of face components such as nose, 

mouth, and eye and study the geometry of the whole face to create a template that will 

also be used the information from the first phase of detection.  

2.1.4.5 Face Recognition: 

This phase will take the final one that combines both the identification and validated 

the stored images of the customer with current live face image when the customer 
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tries to log in to the mobile application if it is matched then access will be given 

otherwise is deny. [Avinash Kumar Singh_2014]. 

Reference’s [Renu Bhatia_2013] discuss biometric techniques that exist nowadays 

like iris, fingerprint, voice and face recognition methods and where to use these 

techniques in a different line of our lives such airport, prison, forensic and accessing 

banking applications. The researcher also discusses how biometrics differ from each 

other from various aspects, the accuracy, user acceptance, stability, ease of use and 

error incidence. Moreover, the researcher built a comparison matrix for these aspects 

and come with the result that face recognition is highly considered, reliable and 

accurate to be used in security access and replace traditional methodology such as 

user a password. The research topic will be recognized as one of the resources that we 

will use in our thesis. 

 

Fig. 2.8 Samples of Spoof Images  

Figure 2.8 shows the differences between real and fake face images for the customer.  

2.1.4.6 Face Recognition Mechanism: 

Any biometric system consists of two parts; the first part is enrollment and the second 

part is recognition. We use face techniques in this research to meet with user 

experience expectation and create a new channel of bank account opening and 

minimize the need of the customer to reach the bank's offices. Also, using biometrics 

such as face recognition make accessing sensitive application more secure based on 

multiple factors of authentication (Deepak S, 2015). 

Biometric systems have the lowest error rate based on (Anil K. Jain, 2015). Face 

recognition method has a low error rate for both the identification phase and 
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verification phase. Identification phase we user, FMR and FNMR rates, to measure 

the accuracy of the images captured during this phase. Meanwhile verification phases 

we use FPIR and FNIR to measure the accuracy rate in this phase. 

➢ Face Recognition SDK flow: 

We choose Zoom SDK to implement in this research to simulate the face recognition 

phase. Zoom is a product for Face Tech company for liveness detection that 

established a solution depends on AI techniques to capture human face characteristics 

and compare them with real stored images, which solve the weakness that is found 

using the traditional way of passwords [Avinash Kumar Singh, 2014]. 

Flow process begins to identify user's face features such as noose, moth, eye, hair, and 

so on, in addition to background environment keeping mobile camera in moving by 

users to catch the all changes that will happened to these features within  (20s – 30s)  

as a maximum allowable acepted period , then create 3D profile for user face to be 

used in process of registration, enrollment, authentication and verification phases. 

 

 

Fig 2.9 Image Capture 

Figure 2.9 shows the trial capture image that will be produced using mobile devices  

2.1.4.7 Old Biometric techniques still weak: 

• Old biometric technologies still using traditional easy to capture the user 

features and do not depend on liveness detection tactic. 



22 
 
 
 

 

• If liveness exists, still using simple methods that depend on simple details 

such as blinking eyes and libs movements that can be easily spoofed using a 

photo for the user. 

• New designed techniques used by Zoom can stop most of all threats. 

• Can be used for high and critical applications such as financial transaction 

using mobile banking and internet banking applications. 

➢ Spoofing Methods: 

There are three methods to spoof face recognition: 

1. Picture or photo as 2D for a user. 

2. Video in motion for a user. 

3. 3D photo or video for a user. 

Our proposal using ZDK form Zoom can eliminate all these threats even using 2D 

paper photos & digital images like: 

1. High-end resolution images. 

2. Photos or video avatars 

3. Sleeping users. 

4. Identical twins 

So, the output of using such these techniques cannot be spoofable when user try to 

access by an attacker to reproduce same media or video using top technology tools 

available in the market [Avinash Kumar Singh, 2014]. 

➢ Image Cloud Storage: 

1. The image once taken is stored in the cloud storage in Zoom. 

2. Then, will be sent to the private bank database. 

2.1.4.8 Face Recognition Algorithms & SDK: 

ZoOm Hybrid Authentication [ Avinash Kumar Singh, 2014] merge device and 

server-side features to be run over image data stored in the cloud that will use for 

Mobi-cash application. SDK biometric represent face map that takes from live video 

up to 3 seconds as biometric data. 
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2.2 - Cloud Computing Technologies: 

Cloud Computing Overview: 

Computing is the study of how the process of utilizing computer technology to design 

and build a CS includes both hardware and software to collect a various type of 

information.  

There are several and different types of computing that vary depending on structure 

and services that they offer, such as distributed computing, cluster computing, utility 

computing, grid computing, cloud computing, edge computing. The increasing 

demand for Internet and increasing computers power and high speed of networks 

bandwidth, in addition to the lower cost of product components, are changing how we 

can use this computing. Internet, Parallel computer and distributed system begin a 

new era of cloud computing. 

Cloud Computing have two type of services, one for deployment topology and second 

for service delivery as describes below: 

• Deployment Models: 

Describe the way and methods of access to the cloud and where the cloud is located 

from geographically respective. Cloud types consist of four categories: Public, 

Private, Hybrid, and Community [Carlos Rompante, 2017]. 

• Service Models  

These models define how the end users can access the services, different types of 

modules which are SAAS, IAAS and PAAS [Carlos Rompante, 2017]. 

2.3 CC & MCC threats and Vulnerabilities: 

There many vulnerabilities using cloud computing technologies besides the benefits 

of using it. We will present some of them that our thesis will face and how we will 

solve it by introducing ways of mitigation process cycle [ Pericherla Satya Suryateja, 

2018] and [Qijun Gu and Mina Guirguis,2014]. 

[Sarang V. Hatwar,2015] discuss cloud security from all aspects and explore most of 

the vulnerabilities at cloud computing environment and suggest countermeasures to 

protect from each of these threats. Also, the researcher investigates the open stack 

concept that used in a cloud computing environment. Moreover, most of the discussed 

vulnerabilities have been picking up from cloud security alliance research.  

http://www.businessdictionary.com/definition/process.html
http://www.businessdictionary.com/definition/computer.html
http://www.businessdictionary.com/definition/technology.html
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We will study and analyze some of the related works in both cloud, and mobile cloud 

computation security issues based on vulnerabilities & threats list as below: 

• Session hijacking 

• Reliability and availabilities of cloud services 

• Insecure Cryptography 

• Organization data protection 

• Cloud Structure model 

• Insecure API 

• Malicious Insider and outsider 

• Data loss and data leakage 

• Identity Theft 

• Device theft 

• Virus attacks 

• Virtual machine attacks 

• Misuse of Access rights 

• Limited resources 

• Low Bandwidth 

• SMS Attacks 

• Communications channel attacks 

2.4 Compliance: 

Data and information of an organization for their customers should be kept 

safely and securely. Banks must follow international industry standards and 

comply with regulations to meet with these requirements. 

Reference’s [Jalil Totonchi, 2010] focus his research on speaking about how 

much the importance of protection financial services application such as 

mobile banking that used as a payment gateway for banking customers. Also, 

he discusses what are the capabilities and limitation using such these 

application from security perspectives — the researcher focus to address the 

security issues in mobile banking applications from risk, regulatory and legal 
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aspects. In spite of this, the researcher did not give theoretical or practical 

solutions to tackle security issues in mobile banking applications. 

[Imran Ashraf,2012] discuss the security controls and actions that have been 

taken to address security issues of mobile banking application and to divide 

them into multiple categories. The researcher also explains some threats that 

face each of users, mobile devices, banking application, and governance. 

Moreover, the researcher explores the type of mobile banking application such 

as SMS and mobile website banking. In spite of that the research discusses 

mobile banking environment from audit perspective even, he addresses 

security issues of the mobile banking from multiple security aspects begin 

from the user, application, data, and end of risk aspects. 

In Palestine, the authority’s organization for financial service is PMA that 

issue and circulate their instructions to these institutions to keep people 

information and their money in a secure place. Moreover, industry regulations 

also should be addressed and need to be followed, the essential standards for 

the financial organization are PCI (Jing Liu, Yang Xiao, 2010). Payment card 

industry considers a form of minimum standard for data security required to 

comply with it and contains 12 requirements and over 300 of controls as 

shown in below table 2.1 of PCI-DSS requirements.  
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Table 2.1 PCI DSS Requirements 

Control Objectives Security Requirements 

Build and Maintain a 

Secure Network 

• Install and maintain a firewall configuration to 

protect cardholder data 

• Do not use vendor-supplied defaults for system 

passwords and other security parameters 

Protect Cardholder 

Data 

• Protect stored cardholder data 

• Encrypt transmission of cardholder data and 

sensitive information across public networks 

Maintain a 

Vulnerability 

Management Program 

• Use and regularly update anti-virus software 

• Develop and maintain secure systems and 

applications 

Implement Strong 

Access Control 

Measures 

• Restrict access to cardholder data by business 

need-to-know 

• Assign a unique ID to each person with 

computer access 

• Restrict physical access to cardholder data 

Regularly Monitor and 

Test Networks 

• Track and monitor all access to network 

resources and cardholder data 

• Regularly test security systems and processes 

Maintain an 

Information Security 

Policy 

• Maintain a policy that addresses information 

security for employees and contractors 

 
Summary: 

We review a lot of previous works in the field of cloud and mobile cloud 

computing and shows what are the different types of payment system 

platforms like mobile banking and mobile payment. In addition to highlight of 

critical issues in mobile payment system from security perspectives that 

contains most of threats and vulnerabilities. 
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Chapter Three 

3. System Analysis  

3.1 Current Systems: 

Most nowadays banking operations are done using the bank local servers only, but in 

the proposed system, the banking operations will have used a hybrid model that some 

of the infrastructure components are using through cloud services like Microsoft 

Azure with off-premise private cloud and some of the others using the bank local 

environment servers as On-premise cloud depends on the demand for each feature or 

operation. 

➢ Mobile Banking Application in Palestine: 

Based on PMA report [PMA Payment System, 2013] that describe the status of 

banking sectors in Palestine, state that we have 15 working banks, seven local banks, 

eight foreign banks with almost around 300 branches in offices, 500 ATM, 5000 POS, 

and 60,000 credit cards. PMA has their cash incoming as below image. The report 

also shows there are 1- 4 ATM for every 10,000 people which still consider low 

comparing with most of the world countries and that because of political issues 

caused by the Israeli occupation. So, this is why I choose my thesis to be one of 

aspect to enhance the Palestinian situation in term of payments and commerce. 

The mobile application becomes one of the essential pillars to push the idea of 

financial inclusion in Palestine and the best way to reach all people. 

Most of nowadays applications use traditional way to authenticate users with ID and 

password that needs to keep remember the password each time when he or she needs 

to access the mobile banking application and sometimes use a weak password that 

exposes the user for a lot of threats such as man in the middle and phishing attacks 

that leads to stolen the password quickly. 

Banks try to enforce the users to use a complex and long password to protect the users 

from such these attacks, and the whole process becomes complicated and not user-

friendly and not very secure to use. 

The main difference between mobile payment and mobile banking is in the way of 

transferring money, Mobile banking is a part of electronic banking doing financial 



28 
 
 
 

 

transactions which the customer uses mobile communication techniques in 

conjunction with mobile devices’ [Barati & Mohammadi, 2009] & [Pousttchi & 

Schurig, 2004].  

Mobile payments alternatively, are a way to pay for goods in online shopping sites 

using a mobile device, while mobile banking is based on the banks own systems and 

infrastructure [Mallat , 2006]. An example of mobile banking is accessing the internet 

banking site of a bank using the phone’s web browser or a dedicated application 

installed on the mobile phone. 

Two factor or multiple authentications have been a rise to solve such these issues 

using customer information that has been knowing or have our own, such as pin cards 

and biometric service like a fingerprint and face images of the customers. 

3.1.1 Issues with the current system design: 

• Deficiency of security of data. 

• Data needs high availability. 

• Authentication methods for the transactions must be reliable in the whole 

process of the Authentication phase.  

• More latency. 

3.2 Proposed System (Mobi-Cash) 

The proposed system is developed to improve and enhanced its functionaries and 

overcome and solve all issues that described in the above section.  

Mobi-cash focuses into four categories (Mobile, application, Service Providers, Data 

Center(network, host, storage, OS)). 

➢ Mobi- Cash as Mobile Banking Application: 

Mobi-cash in the cloud in conjunction with ZoOm On-Device SDK provides several 

advantages over device-only authentication: 

• 3D depth, and liveness detection 

• The real-time video feed from the camera 

• Security controls are shared with the application 

• User-Friendly 



29 
 
 
 

 

• Multi devices and multi user’s configuration 

• The application is controlling the authentication system 

➢ Requirements: 

➢ Device Requirements: 

• iOS 8.3 

• Android 4.3 

• The application must include the standard ZoOm SDK Version 6.1 

➢ Cloud / Server / Cluster Requirements 

• Ubuntu / RedHat/ CentOS 

• Development and small Production environment (up to 20 

authentications/second) 

• Large-scale (up to 100+ authentications/second) 

➢ Generating Encryption Keys 

Set up your encryption keys, using Public Key Infrastructure PKI using public 

and private keys. 

➢ On-Device Enrollment and Authentication: 

1. Initialization 

Initialization launches a network transaction to verify the app token license. 

2. Enrollment 

Enrollment is the first step and called registration, so it is the process of capturing a 

base face map associated with the user. A base face map can be obtained from either 

the Enrollment or Verification modes. Key elements when deciding between using 

Enrollment Mode and Verification Mode: 

• To set up a purely server-side authentication solution, it is recommended to 

use Verification Mode. We recommend this as it does not create a facemap 

and store it on the device, which is unnecessary if you are only doing server-

side authentication. 

• To also perform matching on the device, use Enrollment Mode. 

• Both modes allow you as the application developer to retrieve the face map 

from the result object. 
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a) Authentication 

Once the user has successfully enrolled and has biometric data securely stored on the 

server, you can kick off an authentication flow at any time. To perform server-side 

authentication only, use Verification Mode with retrieve Zoom Biometric flag set to 

true to attempt to authenticate the user. Note, you can also use Authentication Mode if 

the user is enrolled on the device to perform authentication on both the client and 

server (and on the client only for offline, poorly networked, or other use cases). 

b) Mobi-Cash Face map 

The face map can be accessed on the standard response objects. Once the face map 

bytes are obtained, the application is responsible and has full control over how this 

data is uploaded. 

➢ Performing User Authentication on Cloud: 

On the cloud server/cluster, after receiving the Mobi-cash face map saved on the 

cloud then lookup begin fetching for user face profile. 

a) Initializing 

The initialize calluses your app token and server token to validate the SDK and sends 

some usage data to off-premise cloud servers like the version of ZoOm SDK being 

used and the OS it is being run on. Calling initialize is required to use other functions 

of the SDK. 

b) Performing Face maps Comparison Matching 

As an example of how you would initialize ZoOm Hybrid and compare two face maps 

that have been captured from the device. 

c) Generating Face maps from a Single Image 

We can create a Mobi-cash face map from an image. Off-premise server will return a 

user face map as long as it determines that the image can be used for authentication. 

To generate this, do the following: 

d) Verifying Face maps 

We can also obtain the necessary information from the face maps being used by your 

application. The possible types of a facemap are: 

• Device: A Face map that was created using a Mobi-cash app on the device. 



31 
 
 
 

 

• Image: A Face map that was created from an image. 

➢ Important security notes regarding face map verification: 

The ZoOm SDK library functions that operate on face maps assume that theses face 

maps have been encrypted and generated by unaltered code generated by the Mobi-

cash iOS or Android SDKs. It is conceivable that, since the Hybrid APIs accept 

arbitrary data, that malicious data can be constructed and submitted to the Hybrid 

APIs with the objective of crashing the process, leading to a potential denial of 

service attack. To prevent such attacks, Face Tec recommends that at a process 

outside the primary process performing authenticate calls to be set up in a sandboxed 

fashion for the specific purpose of checking for the validity of face map data using the 

get face map Info valid API. This way, a system can be architected that can continue 

to operate on well-formed face map data despite the submission of lousy face map 

data to perform a denial of service attack. 

a) Preparing Face maps 

ZoOm SDK keeping Mobi-cash software is always being updated with the latest and 

greatest recognition models.  

b) Verifying Face maps 

You can also obtain relevant information from the face maps being used by your 

application. The possible types of a facemap are: 

• Device: A Face map that was created using a Mobi-cash app on the device. 

• Image: A Face map that was created from an image. 

➢ Getting Liveness Result from Face maps 

To retrieve liveness result from a face map. 

➢ Getting Metrics from Face maps 

To retrieve metrics from authentication such as match score or if Mobi-cash detected 

the user was wearing glasses from authentication results or face map creations. 

➢ Continuous Learning 

Upon successful authentication, you may obtain a new Mobi-cash face map that will 

improve performance over time.  
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There are two scenarios where a new face map will not be available on the Mobi-cash 

Authentication Result object 

• Authentication failed. 

• Either of the face maps passed into authentication was generated from a single 

image. 

➢ Hardware Requirements and Benchmarks: 

• Web/Upload Server Resources: Each authentication Mobi-cash face map is 

~50-100KB. 

• Storage of Face maps: Storage of Mobi-cash face maps will presumably be 

done in a database. 

• Face map Compare Time: Mobi-cash face map Comparison time will rely on 

CPU hardware setup. Mobi-cash authentication times will be in the 3-30ms 

range, per processor on most modern, mid-grade processors. 

3.2.1 SMS & OTP Algorithm: 

➢ OTP: 

 (TOTP) [Emiliano De  Cristofaro, 2014 ] is a one-time password, is an algorithm that 

calculates the password from a shared secret key and the current time. TOTP is a 

hash-based code called (HMAC). It consists of a secret key with the current 

timestamp using a cryptographic hash function to generate a one time password.  

Google Authentication tool is designed by generating an HMAC-SHA1 token, which 

uses a 10 byte encoded shared secret as a key and separated into a 30-second interval 

as inputs. The Output results are 80-byte token changed to a 40 character hexadecimal 

string; the least significant hex digit is then used to calculate a 0-15 offset. The offset 

is then used to read the next eight hex digits from the offset. The resulting eight hex 

digits are then AND’d with 0x7FFFFFFF (2,147,483,647), then the modulo of the 

resultant integer and 1,000,000 is calculated, which produces the correct code for 

those 30 seconds (George Watkins, 2011). 

Reference’s [Wencheng Yang_2013] that use OTP mechanism and proposed 

fingerprint and its vein as a biometric form to authenticate users when using mobile 

payment application. The researcher about the barriers of using biometric techniques 

https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/One-time_password
https://en.wikipedia.org/wiki/Shared_secret
https://en.wikipedia.org/wiki/Hash-based_message_authentication_code
https://en.wikipedia.org/wiki/Cryptographic_hash_function
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from technical and social perspectives. Technical part deal with how security levels in 

biometric templates and recognition accuracy, from on other hand social parts explore 

what level of acceptance of use for the end user to replace their password with 

biometric types such as fingerprint, face, and iris. Moreover, researcher injects OTP 

techniques to be added at the infrastructure level of the biometric cycle. In spite of 

this, the research did not discuss others security issues such as mobile, mobile 

banking applications and banking environment. 

➢ TOTP Algorithm: 

The current timestamp is twisted into an integer time counter (TC) by defining the 

start of (T0)  till (TI). For example:  

TC = floor((unixtime(now) − unixtime(T0)) / TI), 

TOTP =  HOTP(SecretKey, TC), 

TOTP-Value = TOTP mod 10d, where d is the desired number of digits of the one-

time password. 

SMS: 

We use an open source SMS gateway that provides services of messaging from the 

local Palestinian company “ MTC company based in Gaza.” 

Other tools that have been used in our solution will be described below in next 

sections for hardware and software tools. 

➢  Cryptography  

the original form of a message is called plaintext (P), and the encrypted message 

form is called ciphertext (c). The encryption process is formed to transfer plain 

text to cipher text, and a decryption process is a form of transfer from ciphertext to 

plain text. Basic operation with and without encryption and decryption keys are 

illustrated as follows: 

1- Encryption → C = E(P) 

2- Decryption → P = D(C) 

3- requirement: P = D(E(P)) – without keys 

4- Encryption key: KE 

https://en.wikipedia.org/wiki/HMAC-based_One-time_Password_Algorithm#Definition
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5-  Decryption key: KD 

6- C = E (KE, P) 

7-  P = D (KD, E (KE, P)) 

➢ Advanced encryption standard (AES)  

AES symmetric algorithm is a repeated block cipher with a fixed block length of 

128 and a variable key length. We use this algorithm to encrypt and decrypt the 

draft stored in a storage container in both on-premise and cloud environment to 

ensure confidentiality and integrity of data. 

3.3 Benefits of the proposed system design: 

• Reduces the time and the effort of the traditional banking operations. 

• Reliable authentication methods for the transactions. 

• High availability. 

• Minimize the latency. 

• Greater efficiency.  

• User friendliness. 

• The data will reduce data damages. 

• Bill payment. 

• Mobile Top-Up. 

• Fraud security. 

• Subscription fees payments. 

 3.4 Software development on Mobile Applications:  

As in Software development life cycle, any software application will pass through 

these phases to set up the application [H.K. Flora,2014]. 

1. Planning 

2. Analysis 

3. Design 

4. Implementation 

5. Testing 

6.  Validation 
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Fig. 3.1 Software Architecture Diagram 

Figure 3.1 describes software architecture phases to build and develop mobile banking 

application. Also, we inject agility process “Agile Development - Scrum” in the 

building of our software mobile banking application to satisfying customers’ needs 

and absorb all required changes to our proposed solution.  

3.5 Mobile Devices: 

As we intend to develop a new mobile banking application, we should give a brief 

about these mobile devices types and their operating system that existing right now. 

• Mobile Phones: 

All these mobile devices that use for only SMS and calling and does not 

contains any other features such as cameras and video and gaming and 

consider has low-end mobiles that use just for primary users.  

• Smart Phones: 

These services work as mobile phones and Mobile technologies such as 3G. 

Also have many features such as multitasking operating systems, high-

resolution cameras with video recording capabilities. These devices that we 

will target them in our thesis for a banking application. 

3.5.1 Mobile Devices Operating System: 

Most smartphone device OS is using IOS such as in Apple mobile devices, 

and others using Android such as Samsung and Huawei, and other such as 
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windows mobile. These operating systems OS [Ganiyu Rafiu Adesina, 2014] 

some of them as open sources like Android and some of them, are paid such as 

like Windows mobile. IOS and blackberry are proprietary to their mother 

companies.  

 

Fig. 3.2 Android OS Kernel [Ganiyu Rafiu Adesina, 2014] 

Fig 3.2 shows the OS kernel for the mobile Android platform that we will use and 

depend on it in the thesis that consist application, framework, libraries, android run 

tome, and Linux kernel. 

3.6 Feasibility Study: 

It is a survey made before beginning a project and must lead to a decision for: 

• Proceed in the project  

• Stop the Project 

• Re-think to do more studying 

Sometimes need to check if the project requires a proper budget and need to build the 

appropriate team to do the project with objective met with time plan of the project. 

Benefits of this study are to show how the strengths and weaknesses of an existing 

solution and proposed the proper solution which is the objective of this thesis. 

Significant feasibility components Study is: 

• Technical Feasibility 

• Financial Feasibility 

• Resources and time Feasibility 
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• Risk & Legal Feasibility. 

3.6.1 Technical Feasibility. 

The software of mobile banking application will be developed to cover all required 

functions and excluding all limitations. The major components are the mobile 

software tools that used to build and develop the software such as HTML, MYSQL, 

CSS, JavaScript, PHP, Laravel. 

3.6.2 Financial Feasibility. 

Mobi-Cash developed by the very lowest cost using different open source software 

and programs and mix than in a new model of infrastructure using a hybrid cloud 

environment as in chapter 4 Table 4.1 of hardware and software requirements.  

3.6.3 Resources and time Feasibility 

• Mobile devices 

• Payment methods 

• Cloud computing 

• Laptop 

• Draw.io 

For the public cloud we used Microsoft Azure, and for the private cloud, we have 

used Linux based server and some security solutions like Mod-Security. 

3.6.4 Risk & Legal Feasibilities: 

This section of the study has many contexts such as: 

• Size of software regarding the number of line codes 

• Size of software regarding the number of programs 

• Size of regarding the database 

3.6.5 User & System requirements: 

Hardware and software requirements and specifications that should include the 

software provider and constraints which it should be operating in, and it is consist of 

following: 

• Mobile Phone 

• Public Cloud  

• Private Cloud 

• Laptop 
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• Oracle VM 

• Software development tools 

3.6.6 Functional requirements:  

It describes how the system will behave to deliver the required output and 

respond to system inputs and how to act in term of the following subjects: 

• User authentication. 

• Payments 

• Transactions 

• Transfers 

• Register and create accounts 

3.6.7 Non-Functional requirements: 

It is described what the system services issues will be regards some of the 

system constraints such as following 

• Security 

• High availability 

• Reliability 

• Scalability 

• High performance 

• Timing 

• Development process & Standards 

3.6.8 Domain Requirements: 

It describes from where the problems or issues can come from even it is 

functional or non-functional. Such as following: 

• Speed  

• Size 

• Ease of use 

• Relatability 

• Robustness 

• Portability 
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3.7 Mitigation methods to tackle most of the Vulnerabilities and threats of cloud 

& Mobile Cloud computing: 

Threats: 

1- Session hijacking: 

That happens by using or stealing cookies and customer or end user’s 

credentials to gain unauthorized access to remote servers and application that 

customer use to serf his/her web or mobile application. 

[X. Zhang, 2009] proposed a new framework and mode for elastic application 

to be used between mobile devices and cloud 

This type of attack can be mitigating by using a strong authentications service 

such as we proposed in the thesis using biometric authentication service “Face 

Recognition.”  

2- Reliability and availabilities of cloud services: 

Infrastructure service can be a blackout and suffering from unavailable at 

some or certain time such what happened to [Amazon at 2008] that will affect 

the end user usage of the system that these clouds provide. Some cloud 

providers also suffer from of weak change management that affects a directly 

to the end-user behavior of their software’s such as happened to [Microsoft 

Skype service in 2018].  

We propose to use the hybrid model of investiture components to serve the 

available by using private and public cloud scenarios. 

3- Insecure Cryptography: 

Most of the cloud environment could or may use improper cryptography 

algorithms that enable hackers to interrupt their traffic and figure out how to 

breach it such VMware servers even in windows or Linux platforms. 

Cloud provides. 

[T. Meng, 2015] proposed a method to transfer computing parts from mobile 

devices to the server side. Timing attacks are most concerns in this research 

since encryption techniques cannot be protected by such these threats unless 
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using a new offloading method such as the research use. Also, the researcher 

uses quantification analysis to evaluate the proposed system. 

[P. K. Tysowski, 2013] introduced new key management system to secure data 

between mobile devices and mobile cloud environment. 

Public cloud providers use their encryption keys, but in our model, we use our 

certificates such as Comodo (mobile – API cloud), Comodo (API – API), 

SSL/TLS Zo0m login certificate (Mobile – Z0om API). 

4- Organization data protection: 

Most of the companies that go and use cloud environment forget in most cases 

to be sure what they will do when the engagement with a specific cloud 

provider and what about their data in use in term of privacy and security. This 

a massive data breach most of the client forget to tackle it. 

[Y. Yu,2014] proposed a secure protocol that used both of asymmetric key and 

proxy signature to guarantee the integrity of data that has been transferred to 

cloud storage by the end mobile user devices.  

Most of the companies that go and use cloud environment need to be sure that 

they have a very strong SLA between them and has a proper validation and 

verification processes. 

5- Cloud Structure model: 

Most of the cloud providers sometimes change their IT service delivery such 

as servers, storage and so on, so that the end user may lose their control of this 

service and expose their data and service for breaches and out of service. 

[M. Ali, 2015], a proposed a new model to secure data sharing between user’s 

storage cloud environment, this model was named by the researcher as SE 

DAC. 

We use at least two cloud service providers, such Virtual private server that 

we use it from Aruba and Azure. 

6- Insecure API: 

Most of developer and cloud providers use Cloud API to let programmer set 

up their interfaces to use in their framework and system design, some of these 
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API use clear text authentication and body of transaction that exposes the end 

user to disclose their private information. 

[L. Tang, 2015] proposed a new security mechanism to secure web API 

service to ensure an end to end security in mobile cloud computing 

 To mitigate these issues, we use Cloud flare WAF, Data log management and 

monitoring, Comodo Certificate for API. 

7- Malicious Insider and outsider: 

Most clouds protect from an external malicious process using an antivirus and 

Malware software’s, but the weak point comes from an insider that can have 

access to confidential information without proper privileges even the cloud 

providers can present some solution such firewall and intrusion detection 

system, but the misconfiguration and tuning is the biggest issue in these 

systems.  

[J. Tan,2014] proposed STOVE model which is abbreviation to strict, 

observable, verifiable data and execution models to secure mobile devices and 

their OS and application from unwanted or malicious programs. 

To mitigate such these threats for malware and virus that may face multilayer 

of the proposed solution we add following programs to minimize such these 

threats. 

(AV for Mobile. AV at Server, AV workstation we use a Kaspersky, and for 

logging & monitoring and SIEM we use an elastic stack,) 

8- Data loss and data leakage: 

This threat considers the most critical issue of using cloud environment since 

client information exposes of lost because improper backup solution and 

leakage because missing monitoring system that reviews all data in and out of 

client systems. 

References [D. Popa, 2013] Proposed new framework to secure data in transit 

between the mobile cloud computing application components such as mobile 

devices and mobile cloud application. 
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To protect our solution from such these threats, we are using token in DB, 

SIEM, FW, Access list. 

9- Identity Theft: 

Is a considers one of the shapes of fraud techniques that used to trick the user 

and use his or her credentials to access the end user private information? Some 

of these issues come from using very weak password m keynoters or phishing 

attacks to a cloud environment. 

[A. N. Khan, 2013] proposed a light version of security mechanism to secure 

the mobile user’s identity using dynamic credential from different dedicated 

attacks of password guessing methodologies. 

Our module to protect when the device is stolen or lost, we use Face 

recognition, SMS utilities to protect mobile banking application and Two-

factor authentication from Google OTP to safeguard internal users “Banking 

employees.” 

Vulnerabilities : 

1- Device theft: 

Many customers expose to lost or stolen their devices, so their data will be 

disclosed to unauthorized users and leak confidential information. Therefore 

geolocation can be protected from such this threat. 

[H. Zhang, 2015] Proposed new model for location-based service by 

introducing a trust proxy server to access by a mobile node before access LSB 

server. 

We use a Pin code application, Face recognition, SMS. 

2- Virus attacks: 

Mobile devices and their applications expose to be infected by malware and 

viruses that can harm the end users that use a very critical application such as 

internet banking and others. 

[Kevin Curran, 2015] Proposed security mechanism cover mobile devices 

threats. 
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Our Mitigation approach we use a Kaspersky software to protect client and 

server side such as Mobile devices, Banking teller station, Server in both 

premise and cloud environment). 

3- Misuse of Access rights: 

Mobile devices need to be configured very well to activate pin access to the 

mobile devices and especially to critical applications installed on the mobile, 

so sometimes these applications can steal their credential and give unauthorize 

access to vital information. 

[F. A. Alvi,2015] also discuss some security problems using a cloud 

computing environment and explore what the most challenges facing cloud 

computing are. 

Mobile devices need to be configured very well to activate pin access to the 

mobile devices and especially to critical applications installed on the mobile, 

so sometimes these applications can steal their credentials and give 

unauthorized access to critical information. 

 We use to add to pin access a SIEM elastic stack search tools and logging & 

monitoring to validate user and interface access rights for the mobile 

application and 2FA from Google OTP for web application access by banking 

employees. 

4- Limited resources: 

A mobile device that already created to be used for calling aspects, after the 

revolution of smartphones, is considered to work as mini laptops, so most 

mobile devices suffer from limited resources for all computing resources.  

[S. Kungspisdan,2005] research subject was about the constraint of wireless 

communication using mobile devices that also suffer from low computing 

resources. 

Our mobile application, in general, uses a less resource from web application 

by using restful between Mobi-Cash API, Zoom Login API. 
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5- Low Bandwidth: 

When using mobile devices to surf the internet and used some applications 

such banking application suffer from low bandwidth because of both 

limitations on low device power and low bandwidth even using Wi-Fi or 3G 

connectivity that will reflect poorly of use and complicity to handle such 

critical process such financial transactions.  

Reference’s [ Liu Jinsheng,2013] subject was about to build and design a new 

identification recognition system for mobile payment system using J2ME over 

wireless public key infrastructure WPKI and do reciprocal authentication 

between customers and banking payment gateway. 

This factor considers the most benefit of using cloud solution to overcome 

bandwidth issues using mobile application. 

6- Communications channel attacks: 

Most of the mobile cloud solution expose to many attacks that block using 

their applications on communication level (AAAD) such as: 

• Access-Control. 

• Authentication 

• Availability 

• Data-Integrity. 

[H. Wang,2014] proposed a solution to address some of security and privacy 

between the user and cloud environment for media exchange between them. 

Our web application that uses by banking employees, we use a 2FA Google 

OTP as mitigation for such these attacks, additional to WAF tools. 

Summary: 

We analysis current banking applications used in payment system and 

proposed new model to handle all issues facing payment system at three 

levels, environment using hybrid cloud; security and compliance. 

Moreover, we use scrum agile development process cycle to build and design 

of our system structure. 
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Chapter Four 

4. System Design and Implementation 

Based on deep learning and study of different methods, techniques and algorithms 

concerning our major problem we inspire our approach. (Mobi-Cash). 

Mobi-Cash is mobile banking application that developed to improve and enhanced its 

functionaries and overcome and solve all issues facing cloud model architecture and 

designed to use On-premise and an off-premise cloud environment to build the mobile 

application. Also, it is addressing most of vulnerabilities and threats facing mobile 

cloud security aspects and divide into four categories (Mobile, application, Service 

Providers, Data Center(network, host, storage, OS)) and achieved most of below key 

elements of this new model. As Shows in Figure 4.1. 

• Reduces the time and the effort of the traditional banking operations. 

• Reliable authentication methods for the transactions 

• High availability 

• Minimize the latency 

• Greater efficiency 

• User friendliness 

• The data will reduce data damages 

• Bill payment 

• Mobile Top-Up 

• Fraud security 

• Subscription fees payments 

 



46 
 
 
 

 

 

Fig. 4.1: our System & Structural Model (Mobi-Cash) 

➢ The new model design have three main categories :  

1. We build our infrastructure model of the platform on the basis of a hybrid 

model environment (local and cloud). 

2. We build our Access system model of the platform on the basis of risk-based 

and adaptive authentication mechanism using biometric techniques (Face 

Recognition). 

3. We build The compliance model of the platform to match with local 

regulatory bodies in Palestine (PMA) , and international standard of payment 

card industries (PCI). 

4. System structure get acceptance from experts in IT field in banking sector. 

(Appendix F). 

4.1 Our Public Cloud Layers 

The public cloud (off-premise – Private cloud) as in Fig 4.2 runs the electronic 
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banking services that are given to the customers, the authentication services and it 

holds a backup for the internal banking data to guarantee the availability of the 

information even when internal services in the private cloud goes down. 

Also, it provides the low-latency usage, scalability and the availability of the 

customers due to the robust infrastructure which is offered by the public cloud 

providers sub as Microsoft, Google, and Amazon. 

Public cloud layer structure interaction diagram as in fig 4.2 , shwos the system 

components that consist of following: 

1. Web Application Server. (Customer API) 

• Functionalities :  

1. Customers authentication.  

2. Transactions handling. 

3. Customers information. 

• Database: 

1. MySQL Store users’ information and transactions. 

• Programming Language: 

1. PHP/Laravel implementing the main API Laravel. 

• Encryption: 

1. Tokens / AES-256-CBC Encrypt sensitive data and 

JSON Web Tokens (JWT) (Authentication Tokens). 

2. TLS SHA256-RSA / 2048 Bits ;  Encrypt HTTP traffic. 

• Protocol: 

1. HTTPS – TCP / Encrypted HTTP traffic  

2. SSH – TCP / Encrypted remote Access to the server 

3. GIT / Source code control  

• Integrations:  

ZoomLogin: 3D face authentication and liveness 

detection. 

• MTC SMS: delivering SMS OTP codes to the customers. 

• CloudFlare: Web application firewall. 
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• GeoNames: Geographical axes lookup. 

• OS: Ubuntu server. 

• HTTP Server: Apache. 

• Hosting VPS from Aruba is Navicosoft pre-installs scripts 

including PHP5/Perl/Python & maintains all the software 

which you need in your server. 

• between the API and the Mobile Application. 

2. SMS Server.  

SMS (short message service) is It used for Delivering OTP via SMS. 

Random OTP Length as input in below formula: 

OTP = random()*OTP_Length(6) 

To generate a six-value OTP code we use a random function the 

returns a value from 0 to 1 then we take the output of multiplying its 

value with 6 to get a six-digit code. 

3. DNS Server – External part with GoDaddy. 

Domain Name Servers (DNS) This DNS level work to serve external 

request that received by internal DNS server in private cloud 

environment. 

4. Mail Server. 

mail server used to send verification emails to employee account 

manager to activate and approve or decline a specific request/s such as 

add payee and register new mobile client users. 

GoDaddy SMTP Gateway was used to do this task process. 

5. Captcha & TOTP services from Google. 

Captcha (Completely Automated Public Turing) , that used in 

authentication cycle process to distinguish between human and 

computer action.  

6. SSL Certificates from GoDaddy. 

SSL (secure sockets layer) certificate is a digital certificate that both 

authenticates the identity of a website, and encrypts sensitive 
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information so that any passwords, addresses or credit card numbers 

can not be intercepted or read by anyone other than the intended 

recipient. 

7. Face Authentication form Zoom. 

Using liveness detection within a face recognition phase will improve 

and enhance the security level of authentication and authorization the 

customers when trying to locate there mobile banking application as 

we try to do in this thesis. Liveness & 3D depth detection 

methodology / approach / techniques  have been adopted in this thesis 

and choose Zoom login SDK. 

8. Web Application Firewall and Monitoring system by Cloudflare. 

Web application firewall (WAF) is an application firewall for HTTP 

applications. It applies a set of rules to an HTTP conversation. 

Generally, these rules cover common attacks such as cross-site 

scripting (XSS) and SQL injection. While proxies generally protect 

clients, WAFs protect servers. 

 

 

Fig 4.2 Public Layer Interaction block diagram 
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• Enrollment & Registration Process: 

• Downloads the mobile banking application. 

• Choose ID based on Bank rules and protocols. 

• Banking Employees linkage the ID to a banking account. 

• Authentication of Mobile number. 

• SMS activation. 

➢ Authentication Process: 

• Face Capture phase: 

1. Customer use mobile device. 

2. Mobile device camera opened. 

3. The face image is taken. 

• Bank teller & customer employees: 

1. Employee login to a web application using two-factor authentication by 

username and Google OTP 

2. linkage the Mobile ID with a banking account. 

• Face Recognition Phase and Logon MobCash: 

1. Face images that have been taken are identified and varified. 

• Face Images Store Phase: 

1. Face image will transfer to the dedicated cloud. 

2. Face images validation profile has become created to allow the customer to 

access the mobile application based on saved face images. 
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Algorithm 1: Registration Phase 

---------------------------------------------------------------------------------------------------

Start  

Open registration page 

Fill registration customer details ID1and create INDEX CLIENT 

Send ID1 account manager for approval 

          if (FLAG==Success) then  

              Capture face successfully for ID1 

          else 

                 FLAG ← FAILS 

              Manual check by the account manager 

          end if 

Calculate INDEX NEW CLIENT (Face map) ← INDEX CLIENT * FACE Image  

Store face map in public cloud storage DB 

Registration successful for ID1 

Stop 

 

 

Algorithm 2: Login Phase 

------------------------------------------------------------------------------------------------------- 

   Start 

   Open login page  

   Insert the login username for ID1 

   Show captcha 

   Insert captcha 

         if (FLAG==Successful) then 

              Login ID1 

              SMS created and send to ID1 

         else  

   Return to login page 

        end if  

   Open SMS verification code page 

   Insert verification code 

    Capture the face of ID1 and create INDEXCLIENT 

   Compare INDEX CLIENT with NEW INDEX CLIENT (ID1 + Face Image) 

        if (FLAG== Successful) then  

   Open security status result 

        if (FLAG== Successful) then 

   Login ID1 successful 

        else 

   FLAG ← FAILS 

   Login failed 

        end if 

   Stop 
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4.2 Our Private Cloud Layers 

The private cloud (On-premise) use for internal banking operations, such as money 

transfers, customer relationships, and management. The private cloud allows the bank 

to retain control and apply rigorous security with lower cost and effort. So, it 

decreases the total cost of ownership of software licenses and reduces the deployment 

resources. 

➢ Private cloud layer structure interaction diagram as in fig 4.3 , shwos the system 

components that consist of following: 

 

Fig 4.3 Private Layer Interaction block diagram 

1. Web Application Servers.(Employee Administration portal) 

Same as in Public cloud but with different functionalities as following: 

• Customers approval and reporting. 

• Payees requests approval and reporting. 

• Virtual Cards issuing. 

• Cash flow withdraw/ deposit.  

2. Database Servers. 
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MySQL server: relational database, It’s used to store users’ information and 

transactions.  

3. Web Application Firewall. 

Mod-Security is a toolkit for real-time web application monitoring, logging, and 

access control work as WAF. 

4. Network Security Management Server. 

Security Onion IDS It is used for monitoring your network for security related 

events and It used to identify vulnerabilities or expiring SSL certificates. 

5. Security and event logging management servers (SIEM). 

Elastic Stack is security, security information and event management (SIEM) , It 

works as central logging and records all events for all system, network and 

application in the infrastructure environment. 

6. Storage & Backup System. 

Storage is used to store all customer and employees data and information, such as 

HP , IBM and DELL EMC storage. 

Backup is the process of backing up the operating system, files and system-

specific useful/essential data. Backup is a process in which the state, files and data 

of a computer system are duplicated to be used as a backup or data substitute 

when the primary system data is corrupted, deleted or lost, it can be hardware or 

software. 

7. Domain Name System Server.(Internal Part) 

8. Active Directory Service Server. 

Algorithm 3: Pin Change 

------------------------------------------------------------------------------------------------------- 

   Start 

   Request new pin for secured service for ID1 

        if (FLAG== Successful) then 

              Insert the PIN code 

   New service requested success 

        else 

             Request new PIN code 

        end if 

   Stop 
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Algorithm 4: Reset Password 

------------------------------------------------------------------------------------------------------- 

   Start 

   Open reset password menu 

   Insert the current password ID1 

        if (FLAG==Successful) then 

             send mail with a new password for ID1 mail 

   Teller approved ID1 request 

   password changed  

        else 

             no password changed 

        end if 

   Stop 

 

Algorithm 5: Forget Password 

------------------------------------------------------------------------------------------------------- 

   Start 

   Open forget password menu 

   Insert the login name and mobile phone of ID1 

       if (FLAG==Successful) then 

           send mail with a new password for ID1 mail 

   Teller approved ID1 request 

   password changed and send a new password to ID1 mail 

       else 

           no password changed 

       end if 

   Stop 

 

Algorithm 6: Teller Login with OTP 

------------------------------------------------------------------------------------------------------- 

   Start 

   Open teller (T1) login page 

   Insert username and password for T1 

        if (FLAG==Successful) then 

            Send OTP to T1 mobile 

            insert new OTP 

            FLAG ← SUCCESS 

   Open web server page  

        else  

   Open T1 login page again  

        end if 

   Stop 
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4.3 Our Mobile Application Layers: 

• This layer will concerning mobile application and authentication services 

depend on biometric services as authenticated the customer. 

• The mobile application is used by the customers to check their accounts and 

proceed with their online banking operations. For transaction process will use 

PIN created by client after logon the Mobile application. 

• Mobile Application Layer contains the following services: 

• Identification Services & Authentication Services using face rcognation. 

• Geolocation using Google Geonames. 

• SMS using local company to deliver this service. 

4.4 Development & Experimental Results: 

• Public Cloud: 

1. Face Authentication – API: ZoomLogin 

2. SMS Authentication – API: Twilio SMS 

3. Web Security/DNS Security, Web Application Firewall, Cloud flare. 

4. Hosting/VPS Customers' API: Aruba cloud Ubuntu_Apacheserver 

MYSQL 

5. DNS & Business Mail admin@mobi-cash.com: Godaddy 

6. SSL certificate: Comodo  

• Private Cloud: (On-Premise) 

1. Hosting Employees Web Portal: Linux server (Apache Server) / 

MYSQL. 

2. SIEM: Elastic Search (Centos) 

3. Web Application Firewall: CacheGaurd (Ubuntu) 

4. Two Factor Authentication, Google OTP 

• Software Tools: 

1. PHP Laravel: Web Application and RESTful API 

2. Android SDK: Mobile Application 

3. MYSQL: Database 

4. GROK: Share local web server on public - Testing Environment 

mailto:admin@mobi-cash.com
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5. Valet: Laravel Development Environment 

6. Git: Source Code Version Control and Collaboration 

7. Draw.io: Drawing Diagrams 

8. Google Drive: Documentation 

9. Photoshop: Graphics 

10. VMWare: Virtual Machines 

11. CAPTCHA 

• Hardware Tools: 

1. Mobile: Android 5.1, RAM 2GB 

2. Laptop: I7, Windows, 16 GB ram 

• Table 5.1 shows all hardware and software specification used to design and 

build Mobi-cash application. 

 

Table 4.1 Hardware & Software Specifications 

Public Cloud (Off-

Premise) 

Private Cloud (On-

Premise) 

Software Tools Hardware Tools 

Service Provider Service Provider Name Purpose Device Specifications 

Face 

Authenticati

on - API 

Zoom 

Login 

Hosting 

Employe

es Web 

Portal 

Linux 

server 

(Apache 

Server) / 

MYSQL 

PHP 

Laravel 

Web 

Application 

and 

RESTful 

API 

Mobile Android 5.1, 

RAM 2GB 

SMS 

Authenticati

on - API 

MTC 

SMS 

SIEM Elastic 

Search 

(Centos) 

Android 

SDK 

Mobile 

Application  

Laptop I7, Windows, 

16 GB ram 

Web 

Security / 

DNS 

Security, 

Web 

Application 

Firewall, 

Monitoring 

Cloudfla

re 

Web 

Applicati

on 

Firewall 

MoD 

Security 

MYSQL Database 
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Hosting / 

VPS 

Customers' 

API 

Aruba 

cloud 

Ubuntu / 

Apache 

server / 

MYSQL 

  
NGROK Share local 

web server 

on public - 

Testing 

Environme

nt 

  

DNS GoDadd

y 

  
Valet Laravel 

Developme

nt 

Environme

nt 

  

SSL 

certificate 

Comodo 
  

Git Source 

Code 

Version 

Control and 

Collaborati

on 

  

    
Draw.io  Drawing 

Diagrams 

  

    
Google 

Drive 

Documenta

tion 

  

    
Photoshop Graphics 

  

    
VMWare Virtual 

Machines 

  

 
 

 

 

 

http://draw.io/
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Chapter Five 

 

5 Experimental Results of Implementation: 

5.1 Part # 1: Hybrid cloud model  

➢ Cloud Comparison: 

Based on studying and analysis related works in the cloud and mobile cloud 

computing analysis and design from security architecture respective in chapter 

two, we make a table of comparison between thesis new model of Mobi-Cash and 

others research for private, public and hybrid clouds [R. Balasubramanian, 2012]. 

Criteria of evaluation items shown in Table 4.2 describe the level of coverages of 

these items at the scale of (High, Medium, and Low) for each type of cloud 

environment (Private Cloud; Public Cloud; Hybrid Cloud (On-Premise & Off-

Premise); Hybrid Cloud (Off-Premise)). 

[Kathleen Jungck_2011] use key elements property that we choose to do the 

evaluation and comparison between others related works and our proposed model. 

The criteria’s are: 

• Data Security 

• Cost Variations 

• Control 

• Compliance 

• Service Level Agreement 

• Data Transfer & Integrations 

• Compatibilities of Applications & Programs 

• Performance 

• Availability 

• IT Operation Models & Organizational Structure 

• Time and Resources 

• Fast Deployment and Productivity 
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• Scalability and Flexibility 

• Non-Lock-In 

• Management and Migration 

Table 5.1 Mobile Cloud Computation Security Comparison -related works 

Item Discerption 
Private 

Cloud 

Public 

Cloud 

Hybrid 

Cloud 

Mobi-Cash 

Cloud 

Data Security High Low Medium High 

Cost Variations High Low Medium Medium 

Control High Low Low High 

Compliance Medium Low Low Medium 

Service Level Agreement Medium Low Low Medium 

Data Transfer & Integrations High Low Low High 

Compatibilities of Applications 

& Programs 
High Low Low High 

Performance Medium Low High High 

Availability Low High High High 

IT Operation Models & 

Organizational Structure 
High Low Low High 

Time and Resources High Low Low High 

Fast Deployment and 

Productivity 
Low High High High 

Scalability and Flexibility Low High High High 

Non-Lock-In High Low Low High 

Management and Migration High Low Low High 

 

➢ In this research chooses a small key of elements to make the comparison, and 

the average gives the hybrid cloud off-premise from two cloud providers the 

best scores. Mobi-Cash model was designed in two cloud model which is On-

premise and public cloud (off-premise), also that the public cloud has two 

cloud service providers one from Zoom and one from Microsoft Azure. 

➢ The result as shown below chart diagrams between these cloud models shows 

that newly introduced model by this thesis gives the best results with high and 

medium confidence comparing with other current cloud models.  
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➢ Mobile banking questionnaire in appendix G, show that experts opinion prefer 

to use our system structure (Mobi-Cash) with average score of 4/5. 
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Fig 5.3 Hybrid Cloud 
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Fig 5.4 Hybrid Cloud “ Mobi-Cash” 
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5.2 Part # 2: Security Mobile Payment Comparison 

 

➢ Security measures and controls: 

Table 4.3 shows a comparison of security issues in related works (study & 

analysis described in chapter 3 and 4) of mobile cloud computing depend 

following security schemes: 

• Dynamic credential generations such as using biomtric service instead of 

password. 

• Location Privacy 

• Secure data communication 

• Authentication 

• Data Confidentiality 

• Access Control 

• Data Integrity 

• Identity Protection 

Each related works covers one or two of these security schemes only. These works 

describe in brief in Table 4.4. 

➢ Mobi-cash shows that use a set of combination of security schemes that 

consist of following with high scalability: 

1. Seamless password authentication – no password needed. 

2. Biometric authentication using face recognition SMS OTP. 

3. Identity protection using rando ID creation and encryption, in addition to 

Firewall and WAF system. 

4. Secure access control using SSL certificate and Bomgar system. 

5. Data Integrity by following software life cycle and use access control. The 

system from Bomgar, also, to using Kaspersky AV on mobile devices. And 

servers in the banking environment. 

6. Data Confidentiality using encryption software and access control system.  
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7. Data Availability using hybrid cloud model, private cloud (On-premise) and 

public cloud in private mode (Off-premise). 

8. Secure data communication using SSL certificate by Comodo. 

9. Location Privacy using Google maps. 

Table 5.2 Security Mobile payment Comparison  

Item Discerption Niranjana-

murthy 

M,2013 

Imran 

Ashraf 

,2012 

Raphael 

Akinyed

e,2010 

Wencheng 

Yang , 

2013 

Zijiang 

Hao , 

2015 

Our 

Approach 

Mobi-Cash  

Access using Username / 

Password 
Yes Yes Yes Yes Yes Yes 

Access using Biometric NO NO NO Yes NO Yes 

Data Storage (Premise & 

Cloud) Security 

(Encryption) 

Yes Yes 
Partial(3

DES) 

Partial - No 

cloud  
Yes Yes 

Data Integrity & Identity 

Protection 
Yes Yes Yes Yes Yes Yes 

Data Privacy NO Yes Yes Yes Yes Yes 

Cost Variations NO NO NO NO Yes Yes 

Control NO Yes Yes NO Yes Yes 

Compliance NO Yes NO NO NO Yes 

Service Level Agreement NO Yes NO NO Yes Yes 
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Data Transfer & 

Integrations 
NO Yes Yes Yes Yes Yes 

Compatibilities of 

Applications & Programs 
NO Yes NO NO Yes Yes 

Performance Yes Yes NO NO Yes Yes 

Availability Yes Yes NO NO Yes Yes 

IT Operation Models & 

Organizational Structure NO NO NO NO NO Yes 

Time and Resources NO NO NO Yes Yes Yes 

Fast Deployment and 

Productivity 
NO NO NO Yes Yes Yes 

Scalability and Flexibility NO NO NO Yes Yes Yes 

Non-Lock-In NO NO NO NO NO Yes 

Management and 

Migration 
NO NO NO NO Yes Yes 

Location Privacy 

 

NO NO NO NO NO Yes 

Secure data 

communication 
NO NO NO NO NO Yes 

➢ Mobile banking questionnaire in appendix G, show that experts’ opinion for 

securing mobile banking application using above table items criteria’s and get 

average score of 4/5. 
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Table 5.3 Security of Mobile cloud computing-related works 

Works  

 

Proposed 

Features 

Schemes 

Security 

Technical 

Approaches 

Scalability 

H. Wang, 2014 

[29] 

Secure data 

storage and 

sharing in 

mobile media 

cloud 

Authentication Scalable 

watermarking 

and Reed-

Solomon coding 

High 

M. R. 

Baharon,2015 

[30] 

Data storage 

security 

Data 

Confidentiality 

Homomorphic 

encryption 

Low 

Y. Yu, 2014 

[31] 

A public 

auditing 

protocol for 

secure 

data storage and 

sharing 

Data Integrity & 

Identity 

Protection 

Asymmetric 

group key 

agreement and 

proxy re-

signature 

Medium 

M. Bahrami 

and M. 

Singhal, 2015 

[32]  

A lightweight 

data privacy 

preserving 

method 

Data Privacy Pseudo-random 

permutation 

method 

Medium 

V. Odelu, 

2016 [33] 

CP-ABE-

CSCTSK (CP-

ABE- constant 

size ciphertext 

and secret keys) 

Access Control Ciphertext-policy 

attribute-based 

encryption (CP-

ABE) 

algorithm 

Medium 

M. Ali, 2015 

[34] 

Secure Data 

Sharing in 

Clouds 

(SeDaSC) 

Secure Data 

Searching 

Advanced 

Encryption 

Standard and 

symmetric 

encryption 

High 

Y. Xia, 2015 

[35] 

TinMan Secure 

Offloading 

Trusted node, 

SSL session 

injection and 

TCP payload 

replacement 

Medium 

T. Meng, 2015 

[36] 

Security 

analysis of 

offloading 

under 

timing attacks 

Defend Timing 

Attack 

Modified 

cryptographic 

system 

Low 

S. Y. 

Vaezpour, 

SWAP, an 

aware security 

Protecting data 

leakage 

Dynamic 

allocation and 

High 
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2016 [37] provisioning 

and migration 

approach 

from phone 

clones 

migration of 

phone clones 

Z. Hao, 2015 

[38]  

SMOC, secure 

mobile cloud 

platform 

Secure 

application 

cloning on VM 

Hardware 

virtualization, a 

proposed file 

system 

Medium 

H. Liang, 2014 

[39] 

Security 

isolation and 

migration 

approach for 

VM deployment 

Secure VM 

deployment 

The mandatory 

access control 

mechanism, 

security label in 

socket 

communication 

Medium 

D. Popa , 2013 

[40] 

SMC, a security 

framework for 

mobile clod 

applications 

secure data 

communication 

Trusted 

managers, 

application 

signature 

verification 

Medium 

P. K. 

Tysowski, 

2013 [41] 

A protocol for 

secure mobile 

applications 

Application 

security 

Attribute-based 

encryption, 

group keying 

mechanism and 

re-encryption 

High 

J. Tan, 2014 

[42]  

STOVE model Secure 

application 

execution 

Trusted party, 

strong isolation 

and verification 

High 

L. Tang, 2015 

[43] 

Strong API 

security for 

securing 

MCC 

Web API 

security 

encryption, 

public key 

infrastructure, 

transport 

layer handshake 

protocol 

Medium 

X. Zhang, 

2009 [44] 

The secure 

elastic 

application 

model 

Authentication, 

secure 

communication 

and migration 

Trusted 

managers 

High 

H. Zhang, 

2015 [45] 

Preserving 

location-based 

information 

survey 

applications 

Location Privacy System-level 

cloning of 

mobile devices 

Medium 

A. N. Khan, 

2013 [46]  

Identity privacy 

protection 

approach 

Identity Privacy Dynamic 

credential 

generations 

High 
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Mobi Cash  Dynamic 

credential 

generations , 

Location 

Privacy ,  

secure data 

communication 

, Authentication 

, Data 

Confidentiality , 

Access Control 

, Data Integrity 

& Identity 

Protection 

Dynamic 

credential 

generations , 

Location Privacy 

,  secure data 

communication , 

Authentication , 

Data 

Confidentiality , 

Access Control , 

Data Integrity & 

Identity 

Protection 

Dynamic 

credential 

generations , 

Location Privacy 

,  secure data 

communication , 

Authentication , 

Data 

Confidentiality , 

Access Control , 

Data Integrity & 

Identity 

Protection 

High 

 

➢ Below images is proof of concept attack result showing that the WAF system 

is working and block attacks from login to mobile banking system Mobi-Cash. 

 

Fig. 5.5 Web Access before attack 

 

Fig. 5.6 Web Access after attack 
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5.3 Part # 3: PCI Compliance 

➢ PCI Defining processing security requirements: 

Mobi-cash uses PCI checklist sheet as below table to ensure applying most of 

the PCI requirements onto its design to comply fully with 12 standards 

requirements as below table 4.5. A full detailed checklist contains more than 

300 controls, but we will point to it in indexes for this thesis.  As a result of we 

manage to apply almost 70 % of the requirements (PCI SSC Quick Reference 

Guide v3.2, 2016). 

Table 5.4 PCI DSS Requirements 

Control Objectives Security Requirements 

Build and Maintain a Secure 

Network 

1. Install and maintain a firewall configuration to 

protect cardholder data 

2. Do not use vendor-supplied defaults for 

system passwords and other security parameters 

Protect Cardholder Data 3. Protect stored cardholder data 

4. Encrypt transmission of cardholder data and 

sensitive information across public networks 

Maintain a Vulnerability 

Management Program 

5. Use and regularly update anti-virus software 

6. Develop and maintain secure systems and 

applications 

Implement Strong Access Control 

Measures 

7. Restrict access to cardholder data by business 

need-to-know 

8. Assign a unique ID to each person with 

computer access 

9. Restrict physical access to cardholder data 

Regularly Monitor and Test 

Networks 

10. Track and monitor all access to network 

resources and cardholder data 

11. Regularly test security systems and processes 

Maintain an Information Security 

Policy 

12. Maintain a policy that addresses information 

security for employees and contractors 
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Summary : 

Mobi-Cash, follow internal guides and instructions for local regulations issued by 

Palestinian Money Authority PMA as described in their publications[ PMA 

PaymentSystem,2013] for financial inclusion and global payment system in the 

Palestinian market. Also, PMA builds new systems to such as reconsolidation system, 

national switch and mobile national switch to sustain the strength of financial sectors 

by adopting new electronics financial transaction in the market and encourage all 

people to use new e-channel provided by banks such online banking, mobile banking, 

and mobile payments. Moreover, PMA endorses new legal charter for electronic 

financial transactions to be used in dispute between people and companies using 

different channels of payment systems. 
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Chapter 6 

6. Conclusion and Future Work: 

6.1 Conclusion: 

➢ We proof on our demonstration that we manage to give better results 

comparing with related works for each part mentioned in our objectives and 

goals of this research. 

➢ Our research can be considered as foundation key base for any applied 

research works in the field of payment system. 

➢ We manage also, to introduce and build new secure payment system that will 

be valid to work in market that targeting any financial service organization 

like banks , payment and fintech companies. 

As a conclusion of our work on this thesis, we try to tackle and solve most of the 

challenges and constraints that our Palestinian market needs to cope with world 

market in the term of payment aspects and create a new model to use a new method of 

payments using mobile application using their smart mobile phones.  

Issues that have been resolved by the proposed solution in thesis summaries as 

follows: 

1- Local Regulations by PMA: Based on the nature of my works on the bank of 

Palestine, we met with PMA and discussed how must the current policies 

moreover, procedures should be changed to facilitate to introduce a new way 

of payment such as mobile banking application and mobile payment, 

especially to endorse new regulation for electronic transactions and procedures 

to assist the type of electronic document that will be used in e-forms and e-

signature , since the electornics legesation not adopted in the Palestine yet 

completely. 
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2- Internal Banking modules: Most of core banking system need to be changed or 

upgrade to add new modules that can be fitted with new payment modules 

using their external services such as internet banking and mobile banking. 

Digital transformation “Digitalization” considers the latest approach to adopt 

and support such these new features. 

3- User authentication: Most internet banking and mobile banking still use 

traditional user authentication such as username and password to access their 

web and mail application, and because a vast attack surfaces to financial 

services banks should be using a new adaptive authentication model such as 

Biometric techniques to get rid of traditional authentication way using user 

password and mitigate the massive attack of such this method of 

authentication. 

 Mobi-Cash, use a very innovated method depended on biometric face 

recognition and added two level for authentication using SMS and OTP 

process to prove login user access to such this critical application “Mobile or 

Web Banking applications” is the same user that try to get access, not another 

person or automatic tools such botnet. 

4- Threats & Vulnerabilities issues by using cloud computing and mobile cloud 

computing have been mitigated by using our thesis approach and methodology 

that explains in-depth details in Chapter 4 by using many tools such as 

Kaspersky for Virus and malware; Elastic stack for SIEM ; Mode-security and 

cloud flare as WAF ;  Face recognition from Zo0m for logging issues;  Secure 

API; SMS tools ; SSL certificates by Comodo. 

5- Availability, Expandability & Reliability issues that face most of the local 

banking environment have been tackle based on our proposed solution by 

using hybrid environment that consists of private and public cloud 

environment works together to serve the idea behind this thesis. 

6- Result based on experts opinion For System Structure Mobi-Cash: 
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• “ After Reviewing the high level design for the mobile payment system 

, the design is robust enough in security which is established in a very 

clear way in using the services of public and private cloud.” 

• The design also getting benefit from the  cloud services high 

availability by balancing the services through them.” 

7- Cloud comparison result based on questionnaire has a result score of 3.8/5. 

8- Security comparison result based on questionnaire has a result score of 4.6/5.  

Finally, such these technologies for mobile application and mobile payment are very 

needed and required for our Palestinian market, since the Israeli occupation divide our 

land to small pieces of areas that not sufficiently connected to each other’s and we 

cannot control our boards and cannot issue a national currency as in PMA report for 

financial inclusion [PMA Payment System, 2013]. This thesis will consider the first 

model to activate mobile payment using mobile banking application to facilitate for 

Palestinian people to do their financial transaction with very ease of use as a term of 

usability “customer experience” and more secure environment and considering 

availability to access their banking system from anywhere and at any time. 
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6.2 Future Works:  

Mobi-cash as new mobile banking application will open new opportunities to enable 

customers to open new banking account remotely and no need to visit the branch; this 

called Onboard account opening for a mobile banking application. 

As future work for the developed mobile application, I will add blockchain, and AI 

tends to be used by the application to enable Palestinian to begin exchange 

cryptocurrencies till they success of issuing our national currency and taking all 

consideration of risk profile of using this technology and to improve transfer model in 

and out of Palestinian market. 

 Moreover, I will enhance the application to act as mobile payment using e-wallet to 

facilitate buying and selling all type of goods from inside and outside Palestine.   
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Appendices: 

A. Pseudo Codes: (Share by Below Link) 

https://drive.google.com/open?id=1wD1Ul0cJ4dKek9NCzK0YPuchxGhf6pgU 

 

B. Mobile and Web Application Interfaces Diagrams: 

 

 

Fig 1: Customer Use Case Diagram 

 

 

https://drive.google.com/open?id=1wD1Ul0cJ4dKek9NCzK0YPuchxGhf6pgU
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Fig 2: Data Flow Diagram 
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Fig 3: Entity-Relationship UML Class Diagram  
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Fig 4: Customer Login Diagram  

 



89 
 
 
 

 

 

 

 

 

 

 

 
 

Fig 5: Customer Register Diagrm 
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Fig 6: Customer Add payee Diagram 
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Fig 7: Customer Create Sub-Account Diagram 
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Fig 8 : Customer Submit Transaction Diagram 
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Fig 9 : Employee Login Diagram 
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Fig 10 : Employee & Customer Report Diagram 
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Fig 11:  Customer Add Payment Diagram: 

 

 

 

 

 

 



96 
 
 
 

 

 
 

Fig 12:  Employee Add Credit Diagram: 
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C. Mobile & Web Application Images: 

Mobi-Cash had two interfaces, one used by customers and called mobile banking 

application; second is used by bank employees called mobile web application. 

C.1 Steps login-on to mobile banking application:  

Security Status report of login users include User Geolocation, Face ID, Banking ID 

and SMS Token as show below Fig 1. 

 

 

 

Fig 1: Security Status report 
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• Step # 1: User registration  

 

Fig 2: User Registration Page 

• Step #2: User Login 

 

Fig 3:  User Login Page 
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• Step # 3: User face capturing  

 

Fig 4: User Face Capture 

• Step # 4: User creation profile include user account and face image 

 

Fig 5: User Authentication Phase 
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• Step # 5: user login mobile banking application, the user captcha entered to go 

for the next step. 

 

Fig 6: User Login Page after Success Registration 

• Step # 6 : SMS OTP challange to user logon process 

 

 Fig 7: SMS OTP Login Page 
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            Fig 8: SMS OTP Verifaction Pahse 

• Step # 7 : face recognation  

 

Fig 9: Face Recognition Page 
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• Step # 8 : user logon to Mobi-Cash application 

 

Fig 10: Mobi Cash Login Pages 

Step # 9: user transfer from accounts process 

 

               Fig 11 Mobi Cash Tarnsfer Accounts Page 
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Fig 12: Mobi Cash New Payment Page 

 

Fig 13: Mobi Cash Trasfer Status 
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Fig 14: Mobi Cash Payment Status 

D. Web Application Interface: 

Teller uses a web application server website to approve user creation mobile banking 

application accounts using username and password in addition to OTP SMS as 

second-factor authentication to log in the system as shown below. Also, the website 

protected by SSL certificate from Comodo to secure communication channel between 

the teller and the mobile banking system. Fig 1. 
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Fig 1: Web Portal Login Page 

 

Fig 2 Web Portal SMS OTP Page 
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E. Mobile Web Portal Reports: 

 

Fig1: Account Manger Portal – Pending Request Statistics 

 

Fig2: Account Manger Portal – Pending Request Status  
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F: Experts Opinion For System Structure Mobi-Cash: 

1. Quoted: 

• “ After Reviewing the high level design for the mobile payment system , the 

design is robust enough in security which is established in a very clear way in 

using the services of public and private cloud.” 

 

• The design also getting benefit from the  cloud services high availability by 

balancing the services through them.” 

2. Cloud comparison result based on questionnaire has a result score of 3.8/5. 

3. Security comparison result based on questionnaire has a result score of 4.6/5.  

 

G: Mobile Banking Questionnaire and Experts response for our 

system structure (Mobi-Cash): 

 

Mobile Banking Questionnaire 

Arab American university of Palestine, faculty of graduate studies  

This survey allows us to obtain information that will help in our master’s degree 

research in building a secure payment model using mobile banking system. Please 

answer the question to the best of your knowledge. 

1. Personal Information:  

• Name: 

• Email: 

• Position: 

2. Are you using mobile banking services?     Yes (   ).  No (   ). 

3. Do you have an experience in cloud services? Yes  (   ).  No (   ). 

4. How often are you using the mobile banking? 

• Daily  (   ). 

• Weekly (   ). 



108 
 
 
 

 

• Monthly (   ). 

• Rare (   ). 

5. Do you have a problem with remembering your banking password?  Yes (   ).  

No (   ). 

6. Do you trust that your password is secure enough to protect your account? Yes 

(   ).  No (   ). 

7. Do you think using biometric service in authentication process of mobile 

banking will be more secure?  Yes (   ).  No (   ). 

8. Do you think follow local regulations and international standards such as PCI 

is important? Yes (   ). No (   ).  

9. Fill the fields with numbers 1 (Low) to 5 (High) to describe each row item 

according to the cloud topology in the columns. 

Item Discerption 
Private 

Cloud 

Public 

Cloud 

Hybrid 

Cloud 

(Private 

+Public) 

Hybrid 

Cloud  

(Private+ 

Private) 

Data Security     

Cost Variations     

Control     

Compliance     

Service Level Agreement     

Data Transfer & Integrations     

Compatibilities of Applications 

& Programs 
    

Performance     

Availability     

IT Operation Models & 

Organizational Structure 
    

Time and Resources     

Fast Deployment and 

Productivity 
    

Scalability and Flexibility     

Non-Lock-In     

Management and Migration     

 



109 
 
 
 

 

10. From security perspective, to what extent do you agree with the following 

statements: 

Item Discerption Strongly Agree Agree Neutral Disagree Strongly Disagree 

Access using 

Username / 

Password 

     

Access using 

Biometric 

     

Data Storage 

Security 

(Encryption) 

     

Data Privacy      

Location 

Privacy  

     

Control      

Compliance      

Secure data 

communication 

     

Data 

Confidentiality 

     

Access Control 

 

     

Availability      

Data Integrity 

 

     

Identity 

Protection 

 

     

Any other suggestions: 

-------------------------------------------------------------------------------------------------------

------------------------------------------------------------------------------------------------------- 

Signature: 

THANK YOU VERY MUCH FOR YOUR VALUABLE TIME AND INFORMATION 
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  الملخص

تصميم وبناء وتطوير تطبيقات تحليل وتهدف هذه الرسالة إلى تقديم نموذج جديد ل

المستخدم في عمليات الدفع الالكتروني في القطاع المصرفي في  المحمول الهاتف

،وتكون  البنية التحتية الخاصة بهاناحية تجيهزات و الناحية الامنية فلسطين بما فيها

 .ية هجينةبعلى أساس بيئة سحا مبنية

لفد قمنا في هذه الرسالة بعمل دراسات بحثية معمقة تعني باصول بناء وتصميم 

تكوينات تطبيقات الهاتف المحمول وطرق التراسل وتحليل الصور في بيئة ديناميكية 

 معقدة وانية.

 مراحل.  ةلنموذج الجديد بثلاثتمر عملية التصميم والبناء لسوف  

د مكونات الأجهزة والبرمجيات الخاصة بتطبيقات الهاتف م ببناء وإعداوقسنأولاً ، 

 المحمول والبنية التحتية الخاصة به.

كلمة لا داعي لم طريقة المصادقة دون الحاجة إلى كلمة مرور "اثانياً ، استخد 

 ." حان الوقت لتحويل المصادقةفقط ويكفي تغيير سياسات كلمة المرور "لاالمرور: 

تثال للتعامل مع المعايير المحلية والدولية مثل لوائح سلطة النقد ثالثاً ، بناء نموذج ام

 . (PCI)ولوائح صناعة بطاقات الدفع (PMA) الفلسطينية

مختلفة من الدفع مثل الدفع  شكالفي السوق الفلسطيني لها أالموجودة حاليا طرق الدفع ان 

توفر هذه ها ، وبهذا سوغير النقدي ، أو الدفع عن طريق بطاقات السحب وبطاقات الائتمان

الرسالة طريقة جديدة للدفع باستخدام الهواتف المحمولة لتسهيل قيام الأشخاص بتسديد 

 .افواتيرهم ودفع ثمن السلع والخدمات التي يشترونه
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عملية تطوير تطبيق الخدمات المصرفية عبر الجوال باستخدام برنامج حيث اننا سنعتمد في 

التطبيقات  سوف يتم بناءأيضًا ، كما انه نات النظام. مفتوح المصدر لبناء معظم مكو

داخل المؤسسة  منهما ستكون علي بيئة بيئتين مختلفتين ، واحدةعلي  والخوادم الرئيسية

 .ة الهجينةالسحابعلي بيئة والثانية في 

تطبيق  للاشخاص وعملاء البنك من خلال دخولالعملية تسجيل في ستخدم كما انه سن

 التقليديةوإزالة كلمة مرور (2FA) باستخدام المصادقة الثنائية وذلكآمنة طريقة بالجوال 

 واستبدالها بمستويين من المصادقة.

 ساسي للنظام ومنتم إنشاؤه بواسطة النظام الايخدم رمزًا عشوائياً فريداً نستأولاً ، س 

 .لمستخدماإلى جهاز  نصية كرسالةاسم المستخدم  ثم أرسل

لية التقاط صورة الوجه للتحقق من صلاحية المستخدم للوصول إلى م عماثانياً ، استخد

 .التطبيق

تحكمها  كترونيةبان انظمة الدفع الال الصعيد العالمي وفي النهاية لابد من ذكر انه وعلي

تقوم  التي مؤسساتال جميعالعديد من التشريعات والقوانين التي يجب اتباعها من قبل 

 التشريعات والقوانين المتبعة محليا في السوق الفلسطيني يتم  من الخدمات المالية ، بتقديم

يتم اصدارها بواسطة كبري عالميا الاخري من قبل سلطة النقد الفلسطينية، و هاإصدار

 .فيزا وماستر كارد شركتي الشركات العالمية مثل

 


