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Abstract 

In the current digital environment, detecting malicious activities within network 
traffic has become paramount for ensuring cybersecurity. This thesis introduced the 
Normal Traffic Detection (NTD) model, which differentiates between normal and 
abnormal IP address traffic. Drawing upon the collaborative strengths of Support Vector 
Machines (SVM), Sequential Artificial Neural Networks (ANN), and Decision Trees, it 
stands for Network Traffic as a beacon of innovation in anomaly detection. The 
methodology of the NTD model lies in its sophisticated approach to analyzing incoming 
traffic data. Initial scrutiny involves capturing and analyzing the nuances of the traffic, 
with particular emphasis on behavior. This data is scrutinized meticulously against an 
Anomaly Behavior Database (ABD), a repository teeming with previously identified 
aberrations in network behavior. Any matches with entries within the ABD are promptly 
flagged as malicious, warranting further investigation. However, not all traffic bears the 
hallmark of known anomalies. For those instances that evade identification within the 
ABD, NTD embarks on a journey of sequential classification. The traffic is subjected to 
the discerning scrutiny of SVM, Decision Trees, and ANN, each algorithm meticulously 
parsing through the data in pursuit of anomalous patterns. Upon detection of malicious 
intent, the traffic is promptly logged into the ABD, enriching its repository with 
newfound insights. The efficacy of NTD transcends mere theoretical conjecture; 
empirical validation using real-world cybersecurity datasets serves as a litmus test for 
its prowess. Comparative analyses against traditional single-algorithm methods reveal 
a resounding victory for NTD, boasting superior metrics. Whether measured by the F1 
score, precision, or recall, NTD emerges as the undisputed champion, heralding a new 
era in network traffic anomaly detection. Beyond its immediate applications in 
cybersecurity, NTD's implications extend far and wide. Its robust performance 
underscores its potential to fortify defenses across various domains, from financial 
institutions safeguarding sensitive transactions to governmental agencies protecting 
critical infrastructure. The ripple effects of NTD's deployment resonate throughout the 
digital ecosystem, engendering a newfound sense of confidence in the face of ever-
evolving cyber threats.  

Keywords: Network Traffic Detection (NTD), Anomaly Detection, Support 
Vector Machines (SVM), Machine Learning, Cybersecurity. 
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1 

Chapter One: Introduction  

1.1 Background 

In recent years, significant developments in communications and information 

technology have occurred. Technology used widely into all aspects of life, especially in 

the financial sector. Methods of conducting financial operations have diversified, and 

people have become more dependent on financial wallets and mobile banking. With the 

development of communication methods through mobile devices, particularly with the 

advancement of 3G, 4G, and 5G networks in cellular technology, the use of electronic 

financial wallets in financial operations and commercial exchanges have spread more 

widely. These online operations varied, such as withdrawals and deposits, money 

transfers, online purchases, stock trading, etc. 

This development led to a significant improvement in efficiency and methods of 

hacking techniques executed by hackers to hack networks and electronic accounts of 

individuals and companies (Alenezi et al., 2020).  

Moreover, reactively, it led to a development in the performance of protection 

measures against cyber-attacks. This development increased the efficiency and 

effectiveness of protection tools like Intrusion Detection Systems IDS, Firewalls, and 

Intrusion Prevention Systems IPS. IDS is a mechanism to detect attacks and alert 

technical administrators about attack attempts with no intervention to mitigate attacks. 

IPS, which stands for Intrusion Prevention System, acts as the detection and prevention 

of suspicious traffic (Fazal et al., 2022). 

In the past, all these tools have been built on the concept of signature-based 

classification, which means “IP Reputation” where any of these security systems has its 

repository of malicious IP addresses that have a history of suspicious behavior such as 

malware, Scanning, spoofing, phishing(Usman et al., 2021). 

IP Reputation means in cyberspace refers to the reliability or credibility associated 

with entities such as IP addresses, domains, files, or even individuals and organizations. 

It is a key concept used to assess potential risks and ensure security in the digital realm 

(Sucuri, 2022)  

In addition to lousy reputation IP addresses, these tools have been built repositories 

based on malicious patterns and behaviors against networks; this repository contains 

identified behaviors that indicate hacking and abnormal traffic. 
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Nevertheless, this method did not solve the whole problem; it did not have the 

optimal degree of protection against malicious traffic targeting the networks since there 

were attacks from IPs and behaviors that still needed to be added to the repository, a zero-

day attack. This type of attack exploits unidentified vulnerabilities that cybersecurity tools 

cannot detect. (Guo, 2023). 

Machine learning contributed greatly to overcoming such a problem. All new 

security systems include dynamic detection based on Machine Learning (ML) techniques 

and take suitable actions to allow or deny traffic.   

In this chapter, the description of the problem is presented and demonstrated 

through the problem statement section; Chapter 2 discusses the literature reviews, 

demonstrates the meaning of (Intrusion Detection Systems) IDS and (Intrusion 

Prevention Systems) IPS, and the differences between both systems; it also discussed 

some of proposed IDS and IPS solution presented thorough previous research. Chapter 3 

discussed the methodology and proposed solution for Normal Traffic Detection (NTD) to 

enhance detection and resolve the problem statement, as demonstrated in section 1.2. The 

experiment discussed in Chapter3 showed the use of three classification algorithms 

separately: Supervised Vector Machine SVM, Artificial Neural Networks ANN, and 

Decision Tree, as well as compared the evaluation metrics for each algorithm 

independently to judge the efficiency and effectiveness of NTD, evaluation metrics such 

as F1 score, Recall, Precision, and elapsed time were used for evaluation, this is because 

it focuses on resolution time and accuracy. Then, it presents the proposed solution, how 

it will work, and how it will improve the detection process, then applies the required 

actions on the firewall to block or permit access based on the prediction results. 

The experiments and results analyses discussed in Chapters 4 and 5 showed that the 

proposed NTD model achieved the highest values making it a good choice to be used in 

cyber security traffic classification. It showed very high accuracy compared to the 

algorithm above, F1 0.975, Precision score 0.983, Recall 0.970, accuracy 0.972, and low 

processing time measurements of 6.155 seconds. The F1 score for using SVM 0.948 

separately has been calculated. The result of calculating the F1 score for Decision Tree 

was 0.823, and for ANN 0.953.   
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This indicates that the proposed solution NTD can be considered as a perfect choice 

for data classification. It will act in case of wrong traffic classifications hitting the 

networks and resolve the problem statement. 

 

1.2 Problem Statement 

Most detection and prevention systems have built their solutions on two 

technologies, traditional signature-based detection and pattern-based analysis, using 

machine learning techniques. Machine learning methods have improved the efficiency 

and effectiveness of the protection process.(Sen & Mehtab, 2020) 

IPS and IDS 

IDS and IPS systems are responsible for detecting anomaly attacks against 

networks, and there are three types of systems based on mechanism (Singh & Khare, 

2022) : 

(1)   Signature-based IDS: This type stores signatures of known attack types to find 

similar attacks targeting the network. (Sowmya & Mary Anita, 2023) 

(2)   Anomaly-based IDS: Detects anomalies in traffic behavior or pattern. This 

mechanism applies to match the pattern detected with stored normal system behavior       

(S. , Kumar et al., 2023).  

(3)   Hybrid IDS: This type uses both mechanisms together. (Qazi et al., 2023), 

Assigning a public or private IP address is determined by the availability of IP 

addresses in a pool of IPs from Internet Service Providers (ISPs) and cellular operators, 

in the case of 3G, 4G, or 5G. These ISP providers assign private IP addresses to users and 

then apply a Network Address Translate (NAT), where a public IP address represents all 

private IP addresses of internal machines. (Ebbers, 2016) which is a mechanism by which 

traffic is handed over to the internet. Below figure 1.1illustrates the process: 
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Figure 1.1:  Internet Access Through ISP 
 

According to the above flow, the problem is that a normal traffic which does not 

include suspicious and malicious traffic behavior will be blocked and prevented from 

accessing the destination network because of a misdiagnosis of the IP address, which 

considers that IP addresses are malicious where the traffic is normal. Due to the very high 

traffic sourced from many of these users, a high rate of this traffic contains malicious and 

suspicious behavior; this will lead to classifying NATed IPS belonging to internet service 

providers (ISP) as malicious. Therefore, Security systems such as firewalls, IPS, IDS, and 

WAF will register the repository and then block it.  
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As a result, all customers and users who access the Internet through this NATed IP 

will be blocked once they try to access destination networks such as banks, wallets, 

mobile service providers, etc., even if they have normal traffic. 

This problem was raised and discovered when IPs, especially for ISPs (Internet 

Service Providers) and Cellular technology users Third generation of connective/network 

technology (3G), Fourth generation of connective/network technology (4G), Fifth 

generation of connective/network (5G), and Long-Term Evolution (LTE), are blocked 

from destination networks (Salman et al., 2023). 

The high probability of obtaining public Nated IP address that has been used for 

malicious activities by another user who may apply abnormal behavior will occur, which 

will lead to adding this IP to the database signature and then being blacklisted in the 

security systems, therefore, this IP address will be blocked and prevented from accessing 

destination networks all over the world where any security system such as firewalls or 

web application firewalls WAFs, which is meant by abnormal behavior such as hacking 

attempts, viruses, malware, and scanning, 

As a result, the security system in the destinations will prevent access to its 

networks. This will cause interruption of the service provided by the destination company, 

since preventing access means that users or clients who expect to get service from various 

sectors through online services like wallets, mobile banking, and trading cannot execute 

their transactions. 

In this thesis, NTD mechanism is built on four phases: 

Phase I: Pattern analysis of traffic originating from bad reputation IPs to decide whether 

traffic is normal or anomalous. In this phase, to get the most optimal accuracy three 

classification algorithms where used: 

First:  SVM: Supervised Vector Machine. 

Second: ANN: Artificial Neural Networks. 

Third: Decision Tree. 

Phase II: Reconfiguring Security devices such as IPS, firewalls, to permit only all normal 

traffic from the source IP will enable users to handle these transactions, regardless of 

source IP address reputation. In the case of malicious traffic, the model will do nothing 

with no intervention and keep the action taken from the destination network which is to 

block the traffic.  
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Phase III: Evaluating NTD efficiency and effectiveness. The F1 score, a combination of 

two metrics calculated by compensating recall and precession, has been used to evaluate 

algorithm performance. 

Phase IV: Comparing three algorithms separately with the proposed solution. 

Two datasets were used in the model training and testing, as well as for comparison 

and analysis of the results generated; one data set will be created from scratch to help the 

model perform a successful prediction, and another data set will be built from a collection 

of traffic data from various sources as mentioned in section  4.2. Also, the model will be 

fine-tuned to achieve the intended result. Therefore, due to the lack of a specific-domain 

dataset, the following research questions have been formulated: 

Question 1: Can the proposed solution (NDT) accurately detect regular traffic originating 

from IPs identified as malicious? 

Question 2: Does the proposed model achieve higher accuracy than other protection 

system models? 

Question 3: Does the proposed solution achieve high performance in response time? 

Question 4: Regardless of the IP address's reputation, can the proposed solution be 

considered a good choice for permitting normal behavior? 

 

1.3 Cyberspace 

Most of the users’ activities in cyberspace, at all levels, are carried out in 

cyberspace; these activities include all real-life transaction domains such as financial, 

economic, social, commercial, and governmental activities; these activities are practiced 

in all fields of users including, non-governmental, governmental institutions, and 

individuals (Li & Liu, 2021) 

Chalupniks, K.((Chałubińska - Jentkiewicz, 2022) defined Cyberspace as a term 

consisting of a combination of the two words Cybernetics and Space, which means 

cybernetic space, where Cybernetic refers to the science of communications and 

automatic control systems in both machines and living, things. In 1982, a science fiction 

author, William Gibson (Gibson, 1982) , created the word cyberspace in his book, 

Burning Chrome. Even if this was fictional, this term has become used in professional 

and academic contexts.  

William described cyberspace in this book as a  

“Consensual hallucination experienced daily by billions of legitimate operators, in every 

nation, by children being taught mathematical concepts... A graphic representation of 
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data abstracted from the banks of every computer in the human system. Unthinkable 

complexity” (Gibson, 1982) 

This definition focused on how people perceive a new environment, but it is still very 

applicable because it shows how fully interactive cyberspace knowledge could be created.  

National Institute of Standards and Technology NIST defined cyberspace as: 

“A global domain within the information environment consisting of the interdependent 

network of information systems infrastructures including the Internet, 

telecommunications networks, computer systems, and embedded processors and 

controllers.” (National Institute of Standards & Technology, 2016) 

Cyberspace Domains 
Cyberspace can be considered a mixture of multiple fields, such as the physical, 

digital, network, and social domains while the cyber domain can be considered part of 

cyberspace; the sections below describe various types of cyber domains, the following 

table describes each type of cyberspace domains. 

 Table 1.1 Cyberspace Domains 
Domain Name Description 

Physical 

Domain 

 

It consists of physical security information in cyberspace, such as 

rooms, buildings, doors, and hardware devices like computers, 

printers, scanners, and server terminals. In this domain, both attacker 

and security defender may enter the room, get out of the room, and 

control computers in addition to other actions to use these devices (L. 

Zhang et al., 2022) 

Digital 

Domain 

The digital domain includes information that is digitally stored 

in cyberspace, which means digital data like usernames, passwords, 

documents, applications, and databases (L. Zhang et al., 2022); the 

digital layer called the logical layer also, as it contains the logical data 

software, data packets (Tsagourias, 2021). 

Network 

Domain 

 

The Network domain plays a major role in cybersecurity according 

to dictionary.com (Dictionary.com, 2021), the network domain 

includes a system containing combinations of hardware devices like 

personal computers, computer terminals, servers, multifunction 

machines, display devices, and telephones connected through 

telecommunication media like cables and wireless devices used as an 

intermediate for data transmission. The main objective of networks 
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is to share resources; therefore, in cyberspace, computer networks 

should be protected to guarantee the protection of communication 

through these networks. Network security means that a network 

system does not contain threats and can understand the function of 

resource sharing. To achieve this goal, both the network's hardware 

and software should work normally; in addition, data security should 

be maintained during information transmission (Zheng, 2021). 

Social 

Network 

Domain 

 

This domain allows users, individuals, groups, and governmental and 

nongovernmental organizations to connect to share ideas, beliefs, and 

knowledge. This exchange will provide a very large and rich pool of 

knowledge; therefore, this knowledge and information may have a 

critical role for corporations and governments. 

In addition, the majority of social media posts are written in 

text format, enabling text processing and applying data mining 

techniques to people’s sentiments, feelings, and beliefs (Malizan et 

al., 2022). Bishop, M (M. Bishop, 2019) assured that social media are 

effective and efficient interactive communication methods in the 

health sector; this effect has appeared very clearly in developing 

countries, which still face constraints of limited access to healthcare 

systems. 

 

 
1.4 Cyberattack 

An assault carried out by attackers using more than one computer or network is 

referred to as a Cyberattack. Such attacks have the potential to steal data and maliciously 

disrupt the system. Utilizing infected computers allows for this (Hasan & Al-Ramadan, 

2021). 

In addition to the above definition, and according to Bebeshko  (Bebeshko et al., 

2021)a Cyberattack can be defined as the use of technical weakness and shortcomings 

of security techniques in modern cyberspace to interrupt the services introduced and 

steal valuable information from the organization . 

The National Institute of Standards and Technology (NIST) (National Institute of 

Standards and Technology, 2011), also has defined cyber-attack as  
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“Any kind of malicious activity that attempts to collect, disrupt, deny, degrade, or 

destroy information system resources or the information itself. ” 

According to Miao (Miao, 2021), a Cyber-Attack is malicious behavior that aims 

to disable, destroy, or control the environment/infrastructure and information to destroy 

one of three pillars of information security: Confidentiality, Integrity, and Availability 

of the data.”  CIA is defined in the section below. 

 

1.5 Cybersecurity 

Many literatures and dictionaries have defined cybersecurity as tools, policies, 

processes, and procedures that aim to preserve and maintain data confidentiality, integrity, 

and availability, where Confidentiality aims to preserve authorized access and disclosure, 

including measures and tactics to protect privacy and proprietary information,  Integrity 

protects data from modification or deletion by unauthorized users, which means 

maintaining data accuracy, and Availability means Ensuring that systems, services, and 

data are available and accessible when needed (H. Azam et al., 2023). Accountability is 

the ability to trace activities on the system to a specific user or person; it aims to map an 

activity to the responsible person or user (ISACA, 2008) 

  American Dictionary Merriam–Webster dictionary, which is considered one of the 

publishers of language references, defines cyber security as “measures taken to protect a 

computer or computer systems (as on the Internet) against unauthorized access or attack” 

(Cains et al., 2022) 

International Telecommunications Union (ITU) (Study Group, 2008)published 

another definition for cyber security that states: “The collection of tools, policies, security 

concepts, security safeguards, guidelines, risk management approaches, actions, 

training, best practices, assurance and technologies that can be used to protect the cyber 

environment and organization and user’s assets” within the cyber security foci of 

confidentiality, availability, and integrity (CIA) objectives”. 

The Department of Homeland Security’s National Initiative for Cybersecurity 

Careers and Studies glossary defines cybersecurity as an activity or process that carries 

out the defense of data and systems against various attack objectives, including damage, 

unauthorized use, modification, and exploitation (National Initiative for Cybersecurity 

Careers & (NICCS), 2020). 
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1.6 Attack Techniques and Cybersecurity. 

Many literatures and dictionaries have defined cybersecurity as tools, policies, 

processes, and procedures for preserving and maintaining data confidentiality, integrity, 

and availability. Confidentiality aims to preserve authorized access and disclosure, 

including measures. 

With the development of technology and telecommunications, Cyber criminals 

have developed various techniques of attack; these techniques caused information 

security problems for the users of technology, such as individuals, private sectors, and 

public sector, which makes them more exposure to vulnerabilities related to security 

problems. Attacks and types have a massive impact that stimulated many researchers to 

discuss different types, techniques, and methods of attacks on all layers and the 

technology field. Attacks can be classified according to the objective of attacks, which 

means the objective of interrupting communication. Two types of this classification were 

identified: Passive attack and Active attack.  

Johan Note and Maaruf Ali (Note & Ali, 2022) have introduced a diagram 

containing attack types, categories, and examples of these categories Figure 2-1 illustrates 

the diagram. These categories include Misuse of resources such as Man in the middle, 

User Access Compromise, Root Access Compromise, Web Access Compromises 

including SQL Injection and Cross-site Scripting, Malware like Viruses, Trojan, Spyware, 

and Ransomware, and Denial of Service DOS like Host-Based, Network-Based, and 

Distributed (DDOS) and tactics to protect privacy and proprietary information.  
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Figure 1.2: Attack Categories and Types 
 

1.6.1 Passive and Active Attacks 

Hackers have divided the attacks into several ways; two major types of attacks have 

been defined in cyberspace and cybersecurity: Passive attack and Active attack. In a 

passive attack, the attacker listens without interfering or affecting data flow or changing 

the data transferred between clients, users, and network devices; this type of attack does 

not affect data integrity or availability and has a massive effect on data confidentiality; 

examples of this type of attack include Man in the Middle (Mohapatra, 2020) . 

In an active Attack, the attackers interfere, modify, and alter the content of data 

packets or systems; in addition to affecting efficiency, effectiveness, continuity, or 

denying the service, this attack affects the integrity, confidentiality, and 

availability.  (Hadi, 2022), Examples of active attacks include Modification, Spoofing, 

Replaying, Repudiation, and Denial of Service (DoS). (Canto et al., 2023). 

 

1.6.2 Targeted and Untargeted Attacks 

Another way to classify attacks is through targeted and untargeted attacks. Jibi 

Mariam Biju, Neethu Gopal, and Anju J Prakash (Biju, 2019)have defined two main types 
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of attacks: targeted attacks and untargeted attacks. In a targeted attack, the attacker has a 

particular interest in the specific target group, and the perpetuation of this type of attack 

may take a long time as the attacker puts much effort into piercing the system. The 

attacker uses spear phishing attacks, botnet deployment, and subverting the supply chain.  

In an untargeted attack, attackers target many users or devices. They use techniques 

that include phishing, ransomware, and scanning, but they are not limited to these. 

Cybercriminals use many attack methods (Yohanandhan et al., 2020). In their 

survey have listed sixty-three methods of these attacks, including data tampering attacks, 

man in the middle attack, DOS attacks, SQL injection attacks, …,  

According to Amin & Rahman Attacks also can be categorized according to the 

network OSI model, along with network layers: Application, Presentation Session, 

Transport, Network, Data Link, and Physical (Amin & Rahman, 2023) 

Position on the network: 

Attacks can also be classified based on their position in the network in two ways, 

Internal or external: This clarifies whether the attack source comes from an internal 

network as an internal threat or if the source comes from outside the network. Attacks on 

the OSI model: This means the attacks on each layer of the network OSI model (physical, 

data link, network, transport, and application layer); in this classification, some attacks 

can target more than one network layer (Bengag et al., 2021)  

Common Types of Attacks 

The National Institute of Standards and Technology NIST (National Institute of 

Standards & Technology, 2016), a US agency responsible for setting standards and 

measures, has identified common types of attacks: Identity Theft, SPAM, Web Attacks, 

and Ransomware. These types are listed below 

Identity Theft:  Illegal use of another user's identity information, like username, 

without his or her approval. (Wyre et al., 2020)  

SPAM: Any undesired, intrusive digital communication transmitted in large 

volume, frequently transmitted by email, or shared through text messages, voice calls, 

and social media. (Malwarebytes, 2020) 

Web Attack: Malicious activities search for any kind of vulnerability in websites 

to get unauthorized access, in order to steal confidential information, introduce malicious 

content, or modify and alter the website's content (Dawadi et al., 2023).  
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Ransomware: A special type of malware that encrypts a targeted sensitive file for 

the victim; these files include financial data, business data, databases, and personal 

information, with a decryption key to restore encrypted files. (Ali, 2017) 

(Cisco, n.d.) Identified the top seven cyber-attack types: Malware, Denial of Service 

DOS, SQL injection, Cross Site Scripting, DNS Tunneling, Zero-Day-Exploit, Man in the 

Middle MITM, and Phishing. Cisco did not mention other important types of attacks, like 

social media attacks, advanced persistent threat (APT), Khaleefa and abdullah have 

identified the APT (Khaleefa & Abdulah, 2022). which is a sophisticated method with 

main objective of the attack is to steal sensitive information from targeted victims  

Coursera (Coursera Staff, 2024) , a learning platform identified eight basic types of 

attacks: Malware, Phishing, Spoofing, Backdoor Trojan, Ransomware, Password attacks, 

Internet of Things attack, Cryptojacking, Drive-by download, Denial-of-service attack 

(Matzelle, 2019)in thier work missed other important types of attack like SQL 

injection, Brute Force, Man in the Middle, and APT. 

In general, there are many types, and techniques of attacks, which target the 

organizations' assets, table 2.1 contains some of the well-known methods and types of 

attacks. 

Table 1.2 List of Attack Methods 
Worm  Data Tampering False Negatives  

Password Cracking Man-in-Middle False Alarms 

Repudiation Attack Replay Attack Stealthy Attack 

Ransomware  Denial of Service (DoS)  Masquerade Data  

GPS Spoofing  False Data Injection Time Delay  

Payload Attack Switching Disordered Data  

Mail BOMB  Data Integrity Attack Information Disclosure  

Smurf  Data Availability Attack Confidentiality Attack 

 

1.7 Summary 

This chapter studies the prompt advances in communication technologies and their 

effect on economic operations, such as mobile banking and digital wallets.  

While these developments have enhanced transaction efficiency, they have also led 

to advanced cyber threats targeting networks. Traditional security tools like IDS and IPS 

depend on signature-based methods, concentrating on known malicious IP addresses and 

patterns. However, these methods struggle against zero-day attacks, which utilized 
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unexplored vulnerabilities. The next chapter will discuss the existing research related to 

the study's topic. This literature review helps set the stage, points out what's missing in 

current knowledge, and shows how the thesis adds to the academic conversation. 
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Chapter Two: Literature Review 

2.1 Mechanisms to Detect Attacks 

This chapter covers previous works on solutions to detect and prevent anomalies 

and abnormal behavior in network traffic. Most research discussed this subject, including 

analysis and evaluating detection and prevention techniques.(Qaddoura et al., 2021). 

While searching for related work small amount of research discussed permitting 

normal pattern detection to access networks. Also, a few papers proposed solutions built 

on three layers of detection, i.e., three classification algorithms. 

(Al Jallad et al., 2020) 

Diaba, S. Y., & Elmusrati, M.  (Diaba & Elmusrati, 2023) presented an algorithm 

to detect Distributed Denial of Service DDOS attacks through a hybrid Convolutional 

Neural network and Gated Recurrent Unit (GRU) in a physical smart grid. Alshehri, A., 

Khan, N., Alowayr, A., & Alghamdi, M. Y (Alshehri et al., 2023)employed machine 

learning techniques with User Behavior Analytics (UBA) to present a proposed attack 

detection framework; this framework used a user activity over a network to determine 

normal behavior. 

Hybrid models play a crucial role in identifying network attacks. Hongyu Liu and 

Bo Lang  (H. Liu & Lang, 2019) combined support vector machines (SVMs) with k-

means clustering to detect intrusions. They first used k-means to cluster network traffic 

data, identifying potential anomalies. Then, they applied SVM to assess these clusters and 

classify them as malicious or benign. This hybrid approach significantly improved 

detection accuracy and reduced false positives with percentage of 4.1% compared to 

standalone methods, highlighting the effectiveness of combining supervised and 

unsupervised learning in anomaly detection. Tekerek A, Bay O(Tekerek & Bay, 2019). 

presented two mechanisms for detecting attacks: Signature-Based Detection (SBD) and 

Artificial Intelligence-Based detection (AIBD). SBD detects known attacks, and AIBD 

detects anomaly traffic. 

 

2.2 Signature-Based Detection (SBD): 

Events and behavioral activities of traffic are used to generate the signature; this 

signature is matched with a signature database to detect attacks, like Intrusion Prevention 

System IPS, firewall, Web Application Firewall WAF, or Intrusion Detection System IDS, 
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alerts and blocks such malicious traffic found in these signatures. (Sihag Vikasand 

Swami, 2020). 

A traditional signature-based detection, which depends on Signature Detection, is 

a method that identifies specific patterns in network traffic that match pre-defined attack 

signatures registered in the database    (Markevych & Dawson, 2023).  

The main shortcoming of this method is that it is effective and efficient in 

detecting only pre-defined known attacks registered on its database. However, in the case 

of new attacks or anomaly behavior that does not exist in the database, or the last updates 

are not installed on the signature, or in case of zero-day attacks,  it has a severe problem, 

as it cannot detect such attacks because the dependency of catching malicious traffic 

depends only on the signature database it has (Elshafie et al., 2019) . Therefore, the SBD 

method has severe problems with zero-day attacks, which are new and unknown. 

(Meddeb et al., 2023) . The seriousness of this problem lies in the raising rate of Zero Day 

Attack, which has made this technique less effective and perform poorly (Spadaccino & 

Cuomo, 2020). 

 

 2.3 Machine Learning Techniques 

With the increase of zero-day attacks and the development of attack methods, 

traditional cyber detection systems have become unable to detect newly developed 

attacks. Over  the last few years, machine learning has been developed to improve cyber-

attack detection methods, and traditional signature-based detection. Machine learning has 

been used to improve the effectiveness and efficiency of attack detection, such as 

malware, breach recognition, and other types of attacks (Fraley & Cannady, 2017). 

Machine Learning is a subfield of Artificial intelligence, which is the ability of 

machines to simulate humans in solving problems. It is a branch of computer science that 

trains computers without being programmed   (Bi et al., 2019).  It is a type of artificial 

intelligence technique that can automatically discover information from huge 

datasets  (Michie et al., 1995). 

Several research studies have been developed to use machine learning in data 

science to enhance attack detection in different areas, such as the Internet of Things (IoT), 

networks, and telecommunications. For instance, Dr. R, Valanarasus and A, Christy (V. R 

& A, 2019) has used a combination of the neural network NN and support vector machine 

SVM for detecting and classifying the distributed denial of service attacks DDOS in 

telecommunications networks to enhance detection accuracy. He used features such as 
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packet type (UDP, TCP), window size, time window, traffic flow up to 1000, payload, 

and packet size 1024 as simulation parameters. Vinayakumar R, Alazab M, Soman K, 

Poornachandran P, and Venkatraman S (Vinayakumar et al., 2019) Proposed a new 

scalable and hybrid framework named ScaleMalNet; this model helps collect malware 

samples from various sources. In addition, the research presented a processing technique 

for malware classification; this framework follows an approach of two stages: the first 

stage was built on classifying the executable files into malware or normal using both 

dynamic and static analysis. Then, in the second stage, the framework has classified the 

malware file into the corresponding malware family. 

Merton Lansley, Francois Mouton, Stelios Kapetanakis & Nikolaos Polatidis  

(Lansley et al., 2020) developed a mechanism that detects attacks on social media, known 

as social engineering attacks. They built a method on neural network algorithms and 

natural language processing. Both offline and online texts can be examined using the 

method. First parsing is applied to the text, checking the grammar of the text using natural 

language processing. Then artificial neural networks classify the text if it contains normal 

traffic or abnormal attacks. They used the decision tree algorithm, random forest 

algorithm, and multi-layer perception algorithms. They measured the accuracy of the 

method over both real and semi-synthetic datasets, The results of their experiment are 

shown below Table 02-2: 

Table 2.1: Result Comparison (Lansley, 2020) 
Real Dataset (a) Semi-Synthetic Datasets (b) 

Algorithm Results Algorithm Results 

Decision tree 0.681 Decision tree 0.918 

Random forest 0.683 Random forest 0.9107 

Multi-Layer 

perception 

0.691 Multi-Layer 

perception 

0.925 

 

The above table shows unsatisfactory results, as the percentage does not exceed 

92%, meaning that there is about 8% inaccuracy in the results, where 8% is high compared 

with massive traffic in the network and the criticality in cyberspace, which means every 

100-network packet we have a probability of eight malicious packets. 

Many machine-learning methods were used to detect abnormal traffic behavior. 

The critical point in these techniques is the efficiency and effectiveness of the proposed 

detection approaches that use ML algorithms and datasets. 
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2.4 IPS and IDS 

Intrusion Detection System IDS is a system that detects and monitors traffic for 

potential malicious and abnormal behavior and attack attempts; it is passive, meaning that 

it does not make any intervention in traffic flow; it is just used for alerting, whereas 

Intrusion Prevention System (IPS), works actively, it detects malicious traffic and 

prevents such traffic from reaching the targeted resources (Thapa & Mailewa, 2020) .  The 

terms intrusion detection system (IDS) and intrusion prevention system (IPS) were 

initially used in an academic work titled "An Intrusion Detection Model" by Dorothy E. 

Denning in (Denning, 1987)The Stanford Research Institute (SRI) took this chance and, 

created the Intrusion Detection Expert System (IDES). The IDS system used statistical 

anomaly detection, user signature profiles, and host systems to identify malicious network 

behaviors .(Radoglou-Grammatikis et al., 2020) 

 

2.5 Intrusion Detection System IDS 

The first intrusion detection system was proposed in 1980 by Anderson J 

(Anderson, 1980), and many IDS products have been introduced since then. These 

systems differ in two ways: design and structure, as well as data collection and monitoring 

mechanisms.  

However, most of these proposed systems depend on the design shown in Figure 

1 below. Which consists of three components:  

Sensor device: a gathering device that collects data from systems and components 

integrated into IDS. 

 Analysis: responsible for data processing, analyzing received data, and deciding 

anomaly activity.  

-   Knowledgebase Component: a Database that contains collected and processed data; 

this component includes information on attack patterns and data profiles.  

Finally, the configuration device provides information about the IDS system's 

status and is responsible for initiating all procedures and components; Figure 2-2 below 

illustrates the mechanism of the basic IDS system (Faker & Dogdu, 2019)   



19 
 

 

Figure 2.1: Basic Intrusion Detection System design 
 

However, many proposed intrusion detection systems still face a high rate of false 

positive alarms as well, and they generate many alerts for low risk while they are high 

risk; this approach will lead to reduced trust of security analysts and, as a result of that it 

will lead to ignoring severe security alerts. Many researchers have focused on developing 

IDSs with higher accuracy and efficiency to reduce false favorable rates. For instance, 

ftikhar Ahmad , Qazi Emad Ul Haq, Muhammad Imran, Madini O. Alassafi,  and Rayed 

A. AlGhamdi(Ahmad et al., 2022) proposed a network detection system based on 

artificial intelligence techniques; they used Ad boost techniques for their proposed 

system. 

Ad boost, also called the meta-learning method, is designed to increase the 

efficiency of binary classifiers in machine learning (Kurama & Vihar, 2020) . They 

selected features from the known UNSW-NB15 dataset, a hybrid dataset containing two 

types of behaviors: real normal behaviors and attack activities (Moustafa & Slay, 2015); 

the proposed solution used three techniques. Artificial neural network (ANN): to match 

targets, Support vector machine (SVM), and Ad boost. The solution design shown in 

Figure 2-3 is based on different components: Training data, testing data, data processing, 
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feature selection, applying the Ad boost model, which contains the training and testing 

phase, and classification.  

 

Figure 2.2: Proposed Solution Design 
 

Liu, G., Zhao, H., Fan, F., Liu, G., Xu, Q., & Nazir, S.  (G. Liu et al., 2022), 

Presented an enhanced intrusion Detection Model based on an improved K- Nearest 

Neighbor (KNN) technique to detect anomaly behavior and attacks, especially DDOS, 

and various attacks in wireless sensor networks (WSNs).  
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The WSN solution used a combined Arithmetic Optimization Algorithm (AOA) 

and KNN algorithm to detect numerous DDOS attacks. Figure 2-4 below describes the 

proposed architecture and illustrates the model. 

 

Figure 2.3: WSN Model of IDS 
 

Current intrusion detection systems have several problems and challenges, 

summarized into three areas (Khan et al., 2019) The first problem is that the existing 

intrusion detection techniques are often ineffective in achieving high detection rates or 

lowering false alarms because they cannot keep up with the ongoing evolution of the 

cyber threat landscape and the emergence of new threats. 

 The second problem is that traditional machine learning techniques, utilized in 

intrusion detection systems, have several drawbacks, including overfitting and excessive 

bias caused by redundant or irrelevant information and unbalanced class distribution of 

network traffic.  



22 
 

The third problem is labeling the network data set for intrusion detection systems 

development, which is a severe problem. Over time, extensive work is needed to develop 

labeled datasets. 

 

2.6 Intrusion Prevention System IPS 

(Anggraeni et al., 2022) in their work have focused on the implementation of 

intrusion prevention systems (IPS) and their role in protecting and strengthening the 

networks from being hacked, also the illustrated intrusion prevention systems (IPS) 

discover and prevents suspicious traffic and attack attempts This research did not address 

allowing natural traffic to pass through the net, but the focus was only on preventing entry. 

Many proposed IPS solutions have been presented last period; for example, Bocu R, 

Iavich M (Bocu & Iavich, 2022)proposed a real-time intrusion detection and prevention 

system based on machine learning techniques on 5G networks. This research used a 

convolutional neural network (CNN) to train the model. Researchers proposed a design 

of a detection and prevention system that contains four stages or layers: 

Data Forwarding Layer: This is the first stage in the model design. It is responsible 

for monitoring and collecting traffic, it detects suspicious pattern in real time and sends 

information to the data management and control layer to block it.  

Data and Intelligence Layer: This layer detects suspicious traffic and identifies the 

anomalies based on the analysis. 

Data Management and Control Layer: Receives data security measures from 

data intelligence. The architecture and design for the proposed solution are illustrated in 

Figure 2-5 below: 
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Figure 2.4: Design of IDS IPS System 
 

This system's maximum accuracy was 94.1%, which needs improvement and will 

be considered insufficient in security. 

Constantinides, C., Shiaeles, S., Ghita, B., & Kolokotronis, (Constantinides et al., 

2019) proposed an online Incremental Learning intrusion prevention system that 

combines SVM, and a Self-Organizing Incremental Neural Network SOINN. Their 

solution does not depend on signatures, and according to experimental findings using the 

NSL KDD dataset.  

The framework, as shown in Figure 2-6 consists of a detection engine, a 

preprocessing module for the incoming traffic, a validation module, and an update module 

that feeds the detection engine's failed results. 
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Figure 2.5: Framework of the Proposed Model SOINN 
 

The results in Table 2-3 showed that the best accuracy metric achieved in this 

proposed solution is 89.67% for all five classes is not very high since the accuracy should 

be higher, also the time elapsed for all five classes showed long time.  

Table 2.2: Evaluation and Time Elapsed of the Proposed Model. 

 
 

2.7 False Positive Detection 

False positive detection means the classification of normal traffic from IP 

addresses classified as malicious by the signatures of any security component, such as 

firewalls, WAFs, IPS, or IDS; at the same time, these malicious IP addresses generate 

normal traffic. 
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Signature-based intrusion detection and prevention systems will not achieve 

accurate results with the highest efficiency (Malek, 2020). 

Kuang, Xu, Suo, & Yang, (Chen et al., 2020) proposed an IPS based on 

Convolutional Neural Networks (CNN). This solution comprises two parts: Part one 

contains offline training using CNN, which includes an input layer of 9 × 9. It then reduces 

it through successive convolutional layers with a maximum pooling layer to reach an 

output layer of  1 × 1. 

 The second part is the online detection phase, using an open-source IDS, Suricata. 

The packets are pre-processed, and the trained model is used on the network traffic to 

produce the detection outcome. The CICIDS2017 dataset is used to test the model. Their 

model achieved an accuracy of 96.55% and 99.56%. 

Despite the proposed system achieved very high evaluation metrics,   but it did not 

address the problem of false positive detection of normal traffic based on signature. 

Kumar Singh Gautam & Doegar (Kumar Singh Gautam & Doegar, 2018) 

performed three tests to show how their approach proposed better results. First, they 

applied normalization on KDD Cup9e9 dataset. Then, they performed feature selection 

using a correlation method. The feature selection used information gain as a decision 

factor; finally, they used three algorithms: Naïve Bayes, PART, and Adaptive Boost. They 

obtained an accuracy of 99.9732% on the KDD Cup99 dataset only. 

Pan, Fan, Chu, Zhao, & Liu (Pan et al., 2021) Proposed a solution to detect 

intrusion patterns in wireless networks. The solution has been built in the cloud platform 

to achieve maximum computational power efficiency. Moreover, to minimize the load on 

cloud computing, the model employed sink nodes based on the fog. They combined 

Polymorphic Mutation (PM) and Compact SCA (CSCA) to create a solution that was as 

light as possible. CSCA reduced the computational load by leveraging probability to 

lower the density of the data. In order to lessen the loss of precision when utilizing CSCA, 

polymorphic mutation was incorporated. They employed PMCSCA to improve the KNN 

algorithmic parameters for the optimum configuration. They tested their solution on the 

NSL-KDD dataset and obtained an accuracy of 99.327%, and on the UNSW-NB15 

dataset, and obtained 98.27%. 

Yu & Bian (Yu & Bian, 2020) They proposed a Few-Shot Learning-based IDS 

model (FSL). This model is a deep learning technique that can be used to learn from minor 

to no data. In the proposed solution, they extracted features using two embedding models, 

Convolutional Neural Network (CNN) and Deep Neural Networks DNN, which have at 
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least two layers of complexity. These models assist in reducing the input data's dimension 

without wrapping significant data. They used the UNSW-NB15 and NSL-KDD datasets 

to test the model. Their solutions achieved an accuracy of 92.34% and 92%, respectively. 

 

2.8 Hypothesis 

First: Many proposed systems and solutions failed to address the issue of allowing 

normal traffic from IP addresses that are incorrectly classified as malicious. 

Second: The proposed model will effectively predict and permit normal 

traffic utilizing the dataset. 

Third: The proposed (NTD) model, presents advanced solutions using multiple 

machine learning algorithms, and will successfully recognize and permit potential normal 

traffic, illustrating high reliability and strength. 

Fourth: The proposed model will accomplish higher accuracy than existing models 

and algorithms. 

Fifth: This hypothesis recommends that the proposed model, through its inventive 

approach and design, will beat existing security frameworks across various performance 

metrics such as accuracy, precision, recall, and overall performance metrics. 

Sixth: The proposed model will display high performance in response time, 

ensuring fast detection and response. 

Seventh: This hypothesis is built on the premise that the model's optimized 

architecture will allow it to operate productively and swiftly without affecting system 

confidentiality, integrity, and availability and permitting potential legitimate traffic in 

real-time scenarios. 

 

2.9 Summary This Chapter investigates the evolution of cyber-attack detection 

methodologies. It begins with an overview of Signature-Based Detection (SBD), which 

is effective for identifying known threats but encounters significant challenges when 

dealing with new or zero-day attacks. To address these limitations, Artificial Intelligence-

Based Detection (AIBD), particularly through machine learning techniques, has emerged 

as a promising avenue for detecting emerging threats, including malware and denial-of-

service attacks. Nevertheless, these approaches still face obstacles, such as a high rate of 

false positives and challenges related to dataset labeling. The chapter further explores 

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS), highlighting 

their critical roles in identifying and mitigating cyber-attacks. While these systems are 
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valuable, they are often impeded by elevated false positive rates. In response, researchers 

are investigating the integration of machine learning to enhance both the accuracy and 

efficiency of IDS and IPS solutions. The chapter concludes by positing that a novel model 

that combines machine learning with advanced detection mechanisms has the potential to 

outperform existing systems, thereby offering improved detection capabilities and real-

time response. 
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Chapter Three: Methodology 

 This chapter describes the methodology and approach to building NTD model; this 

methodology depends on the following steps demonstrated in Figure 3-1: Data Collection 

and gathering, Data Processing, Model Building, Model Evaluation, and Model 

Deployment, these steps. 

 

Figure 3.1: Machine-Learning Methodology of the Proposed Solution 
 

As discussed in the literature review in Chapter 2, many previous works have 

proposed machine learning techniques to improve efficiency and effectiveness in 

detecting and preventing malicious activities against networks. These techniques use 

three approaches: signature-based, Pattern analysis, and Hybrid, which employ both 

signature-based and pattern analysis to detect traffic.  

Data Collection

Data Preprocessing

Model Building

Model Evaluation

Model 
Deployment
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However, most of them aimed to deny the malicious traffic, but they did not reach 

the intended results, especially in eliminating the false positives detection; as a result, this 

led us to propose a solution based on the use of multiple algorithms consequently, in order 

to achieve optimal accuracy, effectiveness, and efficiency of detection, as well as taking 

action in permitting normal network traffic by building APIs that apply a whitelisting 

mechanism on the firewalls and other security devices, conjugated with continuous 

monitoring of all activities of the same source IP addresses which generated such traffic. 

In short, the main objective of the proposed solution has been described as:  

to detect and permit normal patterns from malicious IP addresses. To achieve this 

objective, the proposed model NTD is designed based on the process that uses multiple 

algorithms; SVM, Decision Tree, and ANN. 

 

3.1 Description of Proposed Model Architecture 
The proposed solution is NTD, which stands for Normal Traffic Detection. The 

architecture of this model consists of the following steps: 

First: Implement data preprocessing techniques on a dataset, including data gathering 

and cleaning. 

Second: Database called ABD, which stands for Abnormal Behavior Database; this 

database is built from any traffic that was classified as abnormal or malicious; this will 

help in classifying traffic so that if the incoming traffic behavior exists in the ADB, there 

is no need to proceed in the classification, which improves the efficiency and 

effectiveness of the proposed model “NTD” at the first run of the model NTD,  ADB 

database will be empty, then as soon the model started ” NTD “ will store the malicious 

packet information and data on ADB database. 

Third: dataset is being loaded into the model and stored in a CSV file. 

Fourth: Network Packets from the data set will be checked to see if such a malicious 

pattern exists in the ADB database, which means that it was classified before and 

registered in the database. 

Fifth: If such a pattern does not exist in ADB, traffic will be classified by three algorithms 

as the following sequence: 

 Classification using SVM algorithm, If the classification result is Normal, the process 

will continue to another Decision Tree algorithm. In the case of an anomalous 

classification result, the ADB will be updated by adding packet information. The same 

procedure is implemented with both decision trees and ANN. 
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If the classification result indicates that the traffic is “Normal,” the source IP address is 

waitlisted to permit traffic to the destination networks. This is done in conjunction with 

continuous monitoring of the source IP address and behavior. 

Figure 3.2 includes the flowchart of the Detection of the normal traffic model (NTD): 

 

Figure 3.2: NTD Model Flowchart 
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3.1.1  Supervised Vector Machine (SVM) 
Support Vector Machine (SVM) is a learning model that employs classification 

techniques to classify data into two groups (Valkenborg et al., 2023). The linear SVM 

model seeks out the hyperplane with the most significant decision boundary (Z. Liu et al., 

2022); Figure 3-3 below illustrates the linear SVM.  It looks for hyperplane wx+b=0, 

where w is the weight vector, and x is the input vector. 

 

Figure 3.3 Linear SVM 
 

SVM is widely used in high-dimensional classification due to its high accuracy in 

the evaluation. (Palanivinayagam & Damaševičius, 2023), also according to (Butt et al., 

2023). SVM has perfect accuracy in detecting attacks, achieving high accuracy rates 

across various classification experiments. After SVM classifies data as normal or 

abnormal, another classification technique, the decision tree, is applied to normal traffic. 

RBF is a popular choice for SVMs because of its high flexibility and ability to detect 

relationships between variables (S. Zhang et al., 2023). 

Most of the research proved that the Redial Basis Function RFB is Effective for 

non-linearly separable data; it maps features into an infinite-dimensional space using 

Gaussian radial basis functions. It is the best kernel used in SVM Umaporn Yokkampon, 

Sakmongkon Chumkamon, Abbe Mowshowitz, Ryusuke Fujisawa, Eiji Hayashi 

(Yokkampon et al., 2021).in research Anomaly Detection Using Support Vector Machines 

for Time Series Data.” Also, this research shows that using the RBF kernel improved the 
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validity and accuracy of anomaly detection. Also, Krishnaveni S. and Vigneshwar  

(Krishnaveni S.and Vigneshwar, 2020) showed that the RBF kernel has achieved the 

highest accuracy. The RBF kernel has been used in the experiments to execute the 

Supervised Vector Machine algorithm. Other research showed that RBF achieved high 

accuracy, more than 95%, on the KDD cup99 dataset, which makes RBF a good choice 

for SVM in anomaly detection (Almaiah et al., 2022). 

The RBF kernel has two essential parameters: gamma and C (regularization parameter). 

The choice of these parameters can significantly impact the performance of an SVM 

model, making it necessary to tune them carefully. 

Gamma: A Gaussian Kernel's parameter, gamma, determines the width of the kernel 

function; it is used to handle non-linear categorization ensemble learning. Gamma value 

calculation was used in previous experiments and research, such as research titled 

Prediction of phases in high entropy alloys using machine learning (Bobbili, 2023), which 

showed the enhancement in reduction of overfitting, the accuracy of predictions, and the 

generalizability of models. 

Regularization parameter (C): Frequently represented by the letter C, a regularization 

parameter controls the trade-off between achieving a good fit to the training data and a 

simple decision boundary. It manages the compromise between reducing the 

classification error and maximizing the margin. While a larger C number reduces 

misclassification but may result in a less margin, a smaller C value permits a larger margin 

but may misclassify some points (Dehlaghi-Ghadim et al., 2023). 

In this research, the C value will be selected first at value 1, then the performance will be 

evaluated. After that, the value will be tuned to reach the optimal value of C. The gamma 

ensemble method will be used to calculate the C value. 

 

3.1.2 Decision Tree 
A decision tree is a binary tree structure used to isolate instances; in detection, this 

binary tree method isolates the normal behavior traffic from abnormal instances (Munir 

et al., 2019) , this technique is based on outlier detection; Every tree is made by 

recursively splitting the instances, choosing an attribute at random, and splitting the value 

between the attribute's maximum and minimum values (Meira et al., 2020). It is 

recognized for its speed and user-friendliness; consequently, it has become widely utilized 

in the development of classification models, also it was proposed as a model for detecting 

anomalies in much research.  
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Machine learning decision trees provide an efficient method of making decisions 

by methodically describing the issue and considering all possible outcomes. The 

algorithm becomes more adept at predicting results for upcoming data as it processes 

more data (Z. Azam et al., 2023). 

Decision Tree (DT) has shown better performance in previous studies such as Geeta 

Singh & Neelu Khare  (Singh & Khare, 2022),  Mahshid Helali Moghadam; Ali 

Balador; Hans Hansso (Dehlaghi-Ghadim et al., 2023).  

Chauhan, Nagesh Singh has described a Decision Tree in his paper as a popular 

machine-learning approach for classification and regression tasks, it classifies instances 

by arranging them from the root to the leaf or terminal node, where the leaf or terminal 

node shows the instance's classification. Then, the nodes in the tree act as a test case for 

a specific attribute, and every edge dropping from the node represents potential solutions 

to the test case. This recursive procedure is applied to every subtree (Chauhan, 2022) 

Also  (Myles et al., 2004)  described how they used a Decision Tree to classify 

network traffic into normal or anomaly. The characteristics of the supplied data create a 

hierarchical structure of judgments or rules. The tree's leaf nodes reflect the ultimate 

forecasts or results, whereas each interior node represents a judgment call or test on a 

particular attribute. Figure 3-4 illustrates the working principle of the decision tree: 
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Figure  3.4: Decision Tree 
 

3.1.3 Artificial Neural Networks (ANN) 
The third level of classification applied in this proposal is Artificial Neural 

Networks NTD, so after SVM and DC have classified the traffic as normal, another level 

of classification takes place using Sequential  ANN, it is another technique that classifies 

traffic into two classes. The traffic that was classified as normal from a binary tree will 

also be tested using neural networks. Sequential ANN has achieved excellent results in 

different cybersecurity solutions, for example vulnerability detection (Bilot et al., 2023), 

(Nguyen et al., 2022) , (Chen et al., 2020; Wei et al., 2021), and threat intelligence (Wei 

et al., 2021) . Moreover, malware detection has been widely and successfully applied to 

intrusion detection and prevention systems. 

ANN Neural networks are strong models that can extract complex relationships and 

patterns from data. It can learn on its own and complete tasks that a linear program cannot 

do, also, its parallel architecture allows neural networks to function normally even if one 

of its components fails. (Revanesh et al., 2024). Described Neural Networks as a self-

learning and do not require reprogramming. The fact that ANN learns from sample data 

sets is one of its important advantages  (Shah & H Trivedi, 2012). 
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Architecture Artificial neurons, nodes, or units are arranged in layers and connected 

to form neural networks.  The input layer, hidden layer(s), and output layer are the three 

primary types of layers into which these nodes are arranged. The input layer collects the 

input data, the hidden layers process it, and the output layer generates the results or 

predictions that are ultimately produced. 

Weights and Bias: Each connection between two nodes is given a weight indicating 

the connection is strength. The associated bias of every node (aside from the input nodes) 

can change the node's activation threshold. 

Feedforward Pass: The input data is transmitted through the network from the 

input layer to the output layer in a forward direction. The input values are multiplied at 

each node by the appropriate weights, added with the bias term, and then passed through 

an activation function. The network can learn intricate relationships to the non-linearity 

introduced by this activation function. 

Backpropagation: The algorithm compares the predictions to the true values (in 

supervised learning scenarios) and determines an error or loss after the feedforward pass 

is finished. Then, the network generates predictions. The weights and biases in the 

network are then modified using a method known as backpropagation using this error. 

Backpropagation updates the weights and biases in a way that minimizes error by 

calculating the gradient of the loss concerning those parameters. 

Repeating the backpropagation-based iterative adjustment of the weights and biases 

is called epochs or iterations. In order to reduce error and raise prediction accuracy, the 

neural network learns from the data and updates its parameters (C. M. Bishop & 

Nasrabadi, 2006). 

 

3.2 Data Sampling: Collection and Gathering 
An attempt was made to collect a dataset containing real traffic records; however, this 

effort failed because acquiring the necessary data required approval from management. 

Management denied the request due to an internal data classification policy that prohibits 

the use of such information by external parties, as this type of data is classified as 

restricted. To overcome this problem, datasets were collected from multiple sources, and 

then lists were merged to into a unified dataset that contains a list of malicious IP 

addresses and network traffic, where the dataset consisted of the following:  

First: Part of the dataset that contains network activities and network flows collected 

from IP Network Traffic Flows Labeled with 75 Apps from Kaggle.com (Kaggle).  
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Second: Part of the data was collected from the Network Entity Reputation Database 

(NERD) 

Third: Part of the data was collected from NSL-KDDNetwork Entity Reputation 

Database (NERD) 

This dataset contains the Network Entity Reputation Database (NERD) , a database 

containing a list of malicious IP addresses worldwide. The NERD system collects data 

about the sources of cyber threats and creates an updated database of known malicious IP 

addresses.  NERD includes hostnames, geolocation data, and information regarding 

malicious IP addresses, such as date and time of reporting, hostname, and geographical 

location (Bartoš, 2020). This database is dependent on several sources, such as:   

First: Warden- CESNET: A database system sharing threat information; it collects data 

from reports from multiple security systems, such as NetFlow, honeypots, and other 

sources(CESNET, 2017) .  

Second: DShield: A firewall log correlation system run by SANS institute (SANS Internet 

Storm Center, 2023). 

Third: Blocklists: IT uses around fifty public "blacklists" from nearly twenty providers; 

these lists contain lists of suspicious and malicious IP addresses in a plain text format.  

Fourth: AlienVault Open Threat Exchange (OTX) (Project, 2011): an open portal where 

security researchers and experts share millions of daily threat indicators (AlienVault, 

2019).  

Sixth: MISP is an open-source threat intelligence and sharing platform that includes IP 

addresses from events. Events tagged with "top: (Wagner et al., 2016) 

NSL-KDD 

A data set was used to solve some problems of the KDD'99 data set. It is a newer version 

of the KDD data, and it can be applied as an adequate benchmark dataset that helps 

compare various intrusion detection methods. In addition to that, the reasonable size of 

this dataset, which is around four million records,  makes it affordable to run the 

experiments on the complete set without randomly selecting a small portion. Data files of 

NSL-KDD, used in this research, are described in the following Table 3-1 
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Table 3.1: Data Files of NSL-KDD 
Data Files Description 

KDDTrain+.ARF Full NSL-KDD train set with ARF format binary labels 

in ARF 

KDDTrain+_20Percent.ARF A 20% subset of the KDDTrain+.ARF file. 

KDDTrain+_20Percent.ARF A 20% subset of the KDDTrain+.txt file. 

KDDTest+.ARF Full NSL-KDD test set with binary labels  in ARF 

format 

KDDTest+.TXT Full NSL-KDD test set including attack type and 

difficulty level in CSV format 

KDDTest-21Percent+.ARF A subset of the KDDTest+.arf file which does not 

include records with difficulty of 21 out of 21 

KDDTest-21Percent+.ARF A subset of the KDDTest+.txt file which does not 

include records with difficulty of 21 out of 21 

 

3.2.1 Features Description 
Table 3-2 describes all features in the NLS-KDD data set, and because the all the used 

datasets are extracted from network traffic, same features will be used when the 

experiment deals with other datasets such as: 

Table 3.2 Features Description of the NLS-KDD Dataset 
No. Feature Name Type Description 

1 duration Continuous Length (in seconds) of the connection. 

2 protocol_type Categorical Protocol used (e.g., TCP, UDP, ICMP). 

3 service Categorical Network service e.g., HTTP, FTP 

4 flag Categorical Status flag of the connection  

5 src_bytes Continuous Number of bytes sent (source to dest.) 

6 dst_bytes Continuous Number of bytes sent (dest to source.) 

7 land Binary 0,1 IF connection is on the same host/port 

8 wrong_fragment Continuous No. of wrong fragments  
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9 urgent Continuous No. of urgent packets  

10 hot Continuous No. of accesses to sensitive data 

11 num_failed_logins Continuous No. of failed login attempts. 

12 logged_in Binary 0,1 If connection is from a successful login 

13 num_compromised Continuous No. of compromised conditions. 

14 root_shell Binary 0,1 If root shell was obtained 

15 su_attempted Binary 0,1 If "su root" command was attempted 

16 num_root Continuous No. of root accesses. 

17 num_file_creations Continuous No. of file creation operations. 

18 num_shells Continuous No. of shell prompts invoked. 

19 num_access_files Continuous No. of operations on access control files. 

20 num_outbound_cmds Continuous No. of outbound commands in an FTP . 

21 is_host_login Binary 0,1 If the login belongs to a host  

22 is_guest_login Binary 0,1 If the login is a guest login  

23 count Continuous No. of connections to the same host. 

24 srv_count Continuous No of connections to the same service 

25 serror_rate Continuous % of connections that have SYN errors. 

26 srv_serror_rate Continuous SYN errors to the same  

27 rerror_rate Continuous % of connections that have REJ errors. 

28 srv_rerror_rate Continuous REJ errorsthe same service . 

29 same_srv_rate Continuous % of connections to the same service. 

30 diff_srv_rate Continuous % of connections to different services. 

31 srv_diff_host_rate Continuous % of connections to different hosts. 
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32 dst_host_count Continuous No. of connections to the same dest. 

33 dst_host_srv_count Continuous NO. of connections to the same dest  

34 dst_host_same_srv_rate Continuous % of connections to the same dest. 

35 dst_host_diff_srv_rate Continuous % of connections to different dest. 

36 dst_host_same_src_port_rate Continuous % of connections with the same source port. 

37 dst_host_srv_diff_host_rate Continuous % of connections to different destination  

38 dst_host_serror_rate Continuous % of connections of SYN errors on dest.  

39 dst_host_srv_serror_rate Continuous % of connections of SYN errors on dest. 

40 dst_host_rerror_rate Continuous % of connections with REJ errors on dest. 

41 dst_host_srv_rerror_rate Continuous % of connections with REJ errors on dest. 

 

3.3 Data Preprocessing 
Data is available in many forms and formats that the machine cannot understand as 

raw data extracted from devices, so it is essential to convert data into a form that is clear 

and readable by the machine  

 Data processing is an essential machine-learning step involving converting raw 

data into a format suitable for training and testing a machine-learning model. The quality 

and accuracy of the model is highly dependent on the quality and accuracy of the dataset 

used for training. The overall process of data processing plays a critical role in the success 

of machine learning models. The goal is to ensure that the data used for training is 

accurate, relevant, and representative of the real-world problem the model is designed to 

solve. Also, it is necessary to solve problems that affect consistency and may prevent data 

analysis (Maharana et al., 2022).  

The preparation process starts after collecting and aggregating data; therefore, data 

should be prepared before building models. Data preparation is the basic stage in data 

processing; it is important to ensure high-quality data accuracy to have effective and high-

accuracy results from data analysis. Data processing includes Data Cleaning, Data 

transformation, Feature Engineering, Handling data imbalance, Dimensions Reduction, 
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splitting data into training and testing, and Normalization and scaling (Raina & 

Krishnamurthy, 2022). 

 

3.3.1 Data Cleaning 
This process involves detecting and resolving errors or inaccuracies in the dataset. 

This includes handling missing fields, error correction, and removing duplicates. 

Regarding outliers’ detection, we will not solve them here because, in traffic activities, 

the outliers indicate suspicious traffic or behavior (Tableau, 2016). 

Python script was developed to apply data cleaning on the dataset, this includes 

removing duplicate records from the dataset. In addition, a manual inspection review 

technique was used for data validation. A script using Python was developed to achieve 

this mission.  

After script execution, forty-two columns (features) were adopted, which is the 

same number of actual fields in the dataset. 

 

3.3.1.1 Missing Values  
As for the Identification of missing values, the method must be used to treat null 

values, the missing data has been corrected using the Mean/Median/Mode Imputation 

method, which replaces missing values with the mean, median, or mode of the observed 

values in the variable (Li D. Z., 2021) .  

 

3.3.1.2 Error Correction 
The error correction process was then executed, and the script used several 

functions to correct the errors. 

 

3.3.1.3 Removing Duplicates 
Because duplicate data negatively affects the evaluation metrics and analysis, the 

removing duplicates process aims to remove all duplicates in the dataset. Therefore, this 

process is considered one of the essential steps in the data cleaning process. since when 

there is a high rate of repetition of data records in the dataset, it will reduce the generality 

of the results, as the selected features may be overfit to classes or instances with more 

repetitions. As a result, this will lead to poor accuracy of the results at the evaluation stage 

(Yin et al., 2023). After this step, all duplicated data was removed, and the number of 

duplicates removed was 30000. 
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3.3.2 Data Transformation 
Data Transformation involves converting raw data into an appropriate format for 

analysis. In this process, a Python script executes all its components: standardizing units 

of measurement, scaling numerical values, Encoding, and Normalization. Standardizing 

units of measurement. 

 

Label Encoding 
The Label Encoding technique was applied to non-numerical values that include 

protocol type (TCP, UDP) and Service (HTTP, HTTPS, …) in addition to label, which 

implies whether the traffic is normal or abnormal. 

 

3.3.2.1 Scaling of Numerical Values 
Z-score normalization was used to scale numerical values. This technique preserves 

the same shape of the distribution of values and puts features to a similar scale (zero mean 

and unit variance). Also, it is suitable when there are different scales of feature values. In 

addition, considering that outliers may be anomalies, the outliers will not be affected, and 

it is suitable for spotting outliers (Chikodili et al., 2020). 

 

3.3.2.2 Feature Engineering 
This step focuses on creating new features from the existing features in the dataset 

to provide additional information. This process is useful for training the model (Patel, 

2021) Because the solution is to investigate traffic from malicious IP addresses, a blocked 

source IP address feature was added to the KDD cup dataset; this list of IPs was collected 

from intelligence tools, as mentioned in the data gathering and collection section.   

 

3.3.3  Splitting Data 
This process involves dividing the dataset into two subsets, training to train the 

model, and testing to test it. An 80-20 ratio was used, with 80% of the data used as a 

training dataset and 20% as a test dataset. 

 

3.3.4  Encoding Categorical Variables 
Categorical variables are defined as variables that can assume a finite number of 

discrete values. As machine learning algorithms necessitate numerical data for 

processing, it is essential to encode these variables into numerical formats before their 

use in training. In this context, the Label Encoding technique was employed to convert 

non-numerical values, including protocol types (such as TCP and UDP), service types 
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(such as HTTP and HTTPS), and the categorical label indicating whether the traffic is 

classified as normal or abnormal. This encoding process facilitates the transformation of 

categorical values into numerical representations, effectively enabling their integration 

into machine learning models. 

3.4 Model Building 
After the dataset has been collected and processed to make it ready to be fit into  the 

suggested module NTD, the model-building phase starts; the model-building approach 

contains four main steps: 

First: Design the module which consists of: 

 Import the required libraries, classes, and modules.  

 Development of the three functions used in the NTD model: SVM, Decision Binary 

Tree, and ANN. 

Second: Evaluate the implemented algorithm separately,  

Third:     Evaluate the NTD model to find out its efficiency and effectiveness 

Fourth: Compare the evaluation metrics between each algorithm and the NTD model. 

 

3.5 Using Ensemble Learning in Model Development 
Algorithms have different strengths and weaknesses, so using multiple algorithms 

in the model can help understand patterns, behaviors, and relationships that might not 

exist using a single algorithm.(Cvitić et al., 2021). 

Combining multiple algorithms into a hybrid detection model effectively leverages 

the unique strengths of each technique, leading to significant improvements in detection 

accuracy and a substantial reduction in false positive rates. This approach not only merges 

various algorithms and models to create a powerful system capable of addressing a wide 

range of data patterns but also demonstrates an exceptional ability to adapt to emerging 

threats in real-time. The synergy achieved through this integration eliminates the 

weaknesses of individual methods, resulting in a comprehensive and robust detection 

solution. This ultimately enhances trustworthiness and effectiveness in identifying 

unusual behaviors within data sets.(Olateju et al., 2024) 

Ensemble learning is a technique that combines multiple algorithms to overcome 

their limitations and leverage their strengths. For instance, DT may perform well in 

certain situations and combining them with SVM or ANN can improve overall 

performance, especially in complex classification tasks (Acito, 2023). 
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NTD utilized a stacking ensemble method using SVM, DT, and ANN algorithms. It 

involves training these algorithms on the same dataset and using their predictions as 

inputs to make the final prediction. In addition to the above Ensemble Method has many 

advantages: 

 

3.5.1 Improve Accuracy 
Various algorithms have their own strengths and weaknesses. By using multiple 

algorithms in a model can help overcome the limitations of any single approach. For 

example, while decision trees may be effective in certain scenarios, combining them with 

other algorithms like SVM or ANN can enhance overall accuracy, especially in complex 

tasks such as classification. 

 

3.5.2 Reducing Bias 
Depending on a single algorithm when building a model can result in bias. 

Sometimes the algorithm may overfit or underfit the data. Using multiple algorithms 

reduces this risk and achieves better generalization of new data (Doganer, 2021). 

  

3.5.3 More powerful 
Combination of several models into a single one is more powerful, and accurate 

prediction . 

 

3.5.4  Robustness and Reliability 
In scenarios where the data is noisy or incomplete, multiple algorithms can provide 

more reliable results by cross validating each other's predictions, leading to more robust 

conclusions. 

 

3.6 Model Evaluation 
A confusion matrix was used to evaluate each algorithm separately and the 

proposed solution NTD. The evaluation process consists of three stages:  

First, evaluating each algorithm alone,  

Second: Evaluating the NTD model 

Third: comparing the results. 

Performance metrics have been used which will effectively measure four values: 

model’s precision, accuracy, recall, and F1-Score (Bohutska, 2021).  
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Accuracy = 
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Recall: It measures actual anomalies that were detected by the application of the 

solution and algorithms; it is calculated below equation: 

Recall = 
𝑻𝑷

𝐓 𝐏 ା  𝐅 𝐍
 

The precision determines cases that are identified as anomalies are true anomalies; it is 

calculated using the below equation: 

Precision = 
்௉

୘୔ ା  ୊୔
 

F1 Score calculates the overall performance of the model by depending on both Recall 

and Precision; the below equation calculates the F1 score: 

F1 − Score = 
ଶ
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Where FP = False Positive. 

FN = False Negative. 

TP=True Positive. 

TN=True Negative (Muntean & Militaru, 2023) 

True Positives (TP) refers to the total number of samples correctly expected to be 

positive. 

True Negative (TN): Refers to the count of instances accurately predicted as negative. 

False Positives (FP) refers to the number of samples incorrectly expected to be positive. 

False Negatives (FN) represent the number of samples that were incorrectly predicted as 

negative. 

 

3.7 Summary  
The NTD (Network Traffic Detection) model utilizes a systematic approach 

encompassing various stages, including data collection, preprocessing, model 

construction, evaluation, and deployment. This methodology is designed to overcome the 

limitations of earlier techniques, notably the incidence of false positives, by incorporating 

advanced algorithms such as Support Vector Machine (SVM), Decision Tree, and 

Artificial Neural Network (ANN). To facilitate efficient classification, abnormal traffic 

data is systematically logged in an Abnormal Behavior Database (ABD). In instances 

where a traffic pattern does not exist within the ABD, the data undergoes a sequential 

classification process utilizing the three algorithms. Furthermore, normal traffic is 
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subjected to a whitelisting procedure for continuous monitoring. The NTD model draws 

upon diverse datasets from reputable sources, including Kaggle's network flows, NERD, 

and NSL-KDD. The preprocessing phase is meticulous, featuring essential steps such as 

data cleaning, encoding, and feature engineering to enhance data quality. Ensemble 

learning techniques are employed to synergize the different algorithms, thereby boosting 

both accuracy and robustness, which is crucial for the reliable classification of normal 

versus malicious traffic. The forthcoming chapter, titled "Experimental," will provide an 

in-depth examination of the implementation and evaluation of the NTD model.  
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Chapter Four: Exploratory Data Analysis 

4.1 Data Preprocessing 

The processes mentioned above have been applied to data before starting to execute the 

algorithms and building the model. 

 

4.2 Dataset Properties 

The experiment in this research used a subset of the main NLS KDD dataset which 

contains 494021 records, the subset size was 125972 records, 25.5% of the main dataset, 

the reason of using part of dataset was due to limitation of resources, since many failed 

trials have been done to obtain results from main dataset,  and to address  the limitation 

of resources issue, the approach was to reduce the size of the dataset gradually until results 

were obtained. with the number of features 41 columns as they represent attributes.  

 

4.3 Traffic Distribution 

Distribution of Traffic in Terms of Normal or Abnormal 

The selected data set contains 125972 with 42 features, 67342 records with 53.46 % of 

data classified as Normal traffic, while 58630 records with a percentage of 46.54% are 

classified as attacks.  Figure 4.1 below shows the distribution of traffic in terms of attack 

type, i.e., normal or attack.  

 

Figure 4.1: Label Distribution of Traffic 
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4.3.1 Distribution of Traffic Type(Class) 
Table 4-1 below shows the traffic distribution according to the traffic's nature. Normal 
or abnormal over the main dataset of records: 

Table 4.1 Attack Type Distribution 
Label Count Label Count 

normal 67342 warez master 20 

neptune 41214 land 18 

satan 3633 imap 11 

ipsweep 3599 rootkit 10 

portsweep 2931 loadmodule 9 

smurf 2646 ftp_write 8 

nmap 1493 multihop 7 

back 956 phf 4 

teardrop 892 perl 3 

warezclient 890 spy 2 

pod 201 buffer overflow 30 

guess_passwd 53   
Total 125972 

 

4.3.2 Classification of Data into Two Categories  
Because the module focuses on only two classes, data labels in the Labels column 

have been changed into two classes, Normal for normal behavior, and Attack for not 

normal, so that data has been classified into two categories (Normal, Attack), any labels 

do not equal “Normal” will be considered as label of attack, then we obtained the result 

in below table 4-2: 

Table 4.2 Classification of Traffic Normal/Attack 
Labels Count 

Attack 58630 

Normal 67342 

Total 125,972 
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Figure 4.2 shows the distribution of attack type and count:

 

Figure  4.2 Distribution of Attack Types 
 

4.3.3 Feature Distribution in Dataset 
For the purposes of data analysis and understanding the relationships between features 

in the dataset, a statistical analysis method that studies dependencies and relationships 

between features in the dataset (Kneusel, 2021) was implemented. In other words, any 

change of one value will affect the value of the other.  

The below Figures shows some samples of features distribution, each figure has pair of 

features, such as : 

dst_host_srv_rerror_rate' and Frequency, 'srv_serror_rate' and frequency, Labels (Class) 

and Srv_rerror_rate. 



49 
 

Figure 4-3 below shows a visualization of these features:  

 

Figure 4.3 Features Distribution in Dataset 
 

Other examples of feature’s distribution are shown in below graph in figure 4-4 

shows the correlation between Labels (Class) and Srv_rerror_rate which indicates 

normality of traffic and Srv_rerror_rate feature. 
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Figure 4.4 Class Distribution on Srv_Rerror_Rate and Labels 
 

Distribution of protocol type and volume is illustrated in the below figure 4-5  

 

Figure  4.5 Traffic Label in Terms of Protocol Type and Volume 
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4.4 Summary 

This chapter presented a comprehensive overview of the experimental setup, 

detailing the datasets employed, the preprocessing methods applied, and the procedures 

for model training and testing. It explicitly defines the performance metrics utilized to 

assess accuracy, precision, recall, and the overall effectiveness in differentiating between 

normal and malicious network traffic. The subsequent chapter discussed the results in 

depth and compared the performance of each algorithm when applied independently with 

that of the NTD model, evaluating the performance enhancements achieved through the 

ensemble approach. 
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Chapter Five: Results 

5.1 Processing of Data in the Dataset 

The dataset underwent a data preprocessing phase. This includes removing 

duplicates and applying Mean imputation, a process that compensates null values with 

the Mean value of the same feature  (Rosenthal, 2017). Then, to compare the evaluation 

metrics for each algorithm separately with the proposed NTD model, the methodology is 

to apply SVM, Decision Tree, and ANN separately on the same dataset.  

This researcher has adopted Accuracy, F1, Recall, Precision, and elapsed time as 

evaluation metrics. However, the main evaluation metric in the research experiment 

focused on is the F1 score as the main; this is because the F1 score is a combination of 

other tow metrics, Recall and Precision, as mentioned in Equation:   

F1= 2* (Precision * Recall)/ (Precision + Recall) (Ismail & Wediawati, 2023), this 

equation shows that F1 score represents the harmonic mean of precision and recall, 

balancing the tradeoff between them.(M. Mahmud et al., 2023). 

 

5.2 Applying Each Algorithm Separately 
The study applied three algorithms separately. It calculated the number of malicious 

packets, elapsed time, and all values of evaluation metrics, including accuracy, 

perception, recall, and F1 score.  

The first step in the experiment is to apply SVM to the main dataset. The section 

below will discuss SVM and the metrics' results analysis. 

The initial attempt at the experiment using the main dataset was unsuccessful due 

to hardware limitations. The primary dataset contains approximately 500,000 records, and 

to address this problem a smaller subset of the main dataset was extracted, which included 

125972 records with 41 out of 42 features as IP address feature was removed .  

  

5.2.1 SVM Algorithm 
The implementation of the SVM algorithm contains the following steps: 

Splitting datasets into training and testing datasets with a ratio of 80:20 with 

100777 records training dataset and 25195 testing dataset, this ratio is set based on a 

review of previous papers and books that shows that this ratio will be a good choice for 

dataset splitting and enough for training and testing modules for such as (A.- Mahmud & 

Shimada, 2023)and (Alharbi et al., 2023).  
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The table shows the confusion matrix for the SVM algorithm over the first dataset; 

below table 5-1shows the confusion matrix for the SVM algorithm: 

First Confusion Matrix SVM: 

 

Table 5.1 Confusion Matrix for SVM 
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Predicted 

Negative 

Predicted 

Positive 

- True Positives (TP): 49309 

- False Negatives (FN): 708 

- False Positives (FP): 622 

- True Negatives (TN): 49128 

- Accuracy = 98.9% 

 

The result in the table below showed that SVM achieved very high evaluation 

metrics on the customized dataset; Table 5-2 illustrates the results: 

Table 5.2 Evaluation Metrics for SVM Algorithm 
Evaluation Metric Value 

F1 Score 0.990 

Recall 0.986 

Precision 0.9879 

Accuracy 0.989 

Total Elapsed Time 23.8165 seconds 

The above values of evaluation metrics F1, Recall, Precession, Accuracy, and total 

elapsed time indicate that SVM is a very good choice for data classification and anomaly 
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detection in network traffic, especially for F1 score, but it did not achieve optimal elapsed 

time. 

The reason for the high elapsed time value is that SVM tries to find the hyperplane 

that maximizes the margin between different classes. This involves solving a complex 

quadratic optimization problem, especially when there are many features and data points. 

For large datasets, this optimization becomes computationally expensive. 

 

5.2.2 Decision Tree algorithm. 

A decision tree is considered one of the good algorithms used for anomaly detection. 

Various papers concluded that decision trees achieved high detection accuracy and 

better processing time (S. R et al., 2023).the execution of the decision  indicated a high 

F1 score. 

The results also showed high accuracy. Table 5-3 below shows the confusion matrix for 

the Decision Tree algorithm over the dataset. 

Confusion Matrix: 

Table 5.3 Confusion Matrix for Decision Tree 
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50000 5874 

505 36,841 

 

Evaluation metrics: As shown in the results in Table 5-4 below, the decision tree 

achieved very high evaluation metrics over the dataset: 
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Table 5.4 : Evaluation Metrics for Decision Tree 

Evaluation Metric Value 

F1 Score 0.920 

Recall 0.991 

Precision 0.851 

Accuracy 92.5% 

Elapsed time 0.78 seconds 

 

First, a high F1 score demonstrates that the decision tree is highly precise and recall, 

which means it balances false positives and false negatives well. In this case, the F1 score 

of 94.1% is very high. 

Second: Recall, which is sensitivity or true positive rate, measures the percentage 

of the actual positive cases identified correctly by the Decision tree. A high recall value 

indicates the decision tree's effectiveness in capturing most of the positive cases. For 

example, a Recall value of 99.4% indicates that the model correctly identified about 

99.4% of the actual positive cases. 

Third: Precision measures the proportion of correct identifications. A high precision 

value indicates that the decision tree has few false positive errors. The value of 0.89.3% 

indicates that about 0.89.3% of the positive predictions made by the model are correct. 

Figure 5-1 below demonstrates the scores of evaluation metrics: 

 

Figure 5.1 Scores of Evaluation Metrics of the Decision Tree. 
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 5.2.3 Artificial Neural Networks (ANN) 

Like SVM and decision trees, ANN is considered a good algorithm for anomaly 

detection. The results showed very high evaluation metrics, as illustrated in the confusion 

matrix in table 5-5:  

Confusion Matrix: 

Table 5.5 Confusion Matrix for ANN Algorithm 
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60000 241 

120 38707 

As shown in the below table 5-6 the evaluation metrics achieved very high values, 

which indicates nonlogical results. 

Table 5.6 Evaluation Metrics for the ANN Algorithm 
Evaluation Metric  Value 

F1 Score 0.997 

Precision 0.996 

Recall 0.998 

Accuracy 0.987 

Total Elapsed Time 47.37649965286255 seconds 

 

These results indicate that the sequential ANN algorithm is a good choice for data 

classification solutions. In addition to that, many papers concluded and recommended the 

use of ANN as a classifier of anomaly detection such as Nebrase Elmrabit; Feixiang 

Zhou; Fengyin Li; Huiyu Zhou in their paper Evaluation of Machine Learning 

Algorithms for Anomaly Detection  (Elmrabit et al., 2020) and Mimoun Lamrini, 

Mohamed Yassin Chkouri,  and Abdellah Touhafi in the paper Evaluating the Performance 

of Pre-Trained Convolutional Neural Network for Audio Classification on Embedded 

Systems for Anomaly Detection in Smart Cities  (Lamrini et al., 2023) 

Figures 5-3 visualizes the evaluation metric, which shows high values of these 

metrics, which indicates that it can be considered a good choice for classification. It shows 

a high rate of model Accuracy in both Training and validation, as shown in Figure 5.3 
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Figure 5.2 Accuracy in ANN Algorithm for Training and Validation 
 

The result of loss indicates that the algorithm achieved a very high evaluation, 

which supports that it can be considered a good choice to classify the data; below, Figure 

5-4 illustrates the low loss values in both training and validation. 
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Figure 5.3 Percentage Loss for ANN Algorithm 
 

5.3 Normal Traffic Detection Model (NTD) 

The research has proposed a solution called the Normal Traffic Detection Model, 

abbreviated by (NTD) to address the problem mentioned in the problem statement. It 

consists of several steps; the below paragraph describes the algorithm that applies triple 

classifications after data preparation for classification: 

First, Prepare the data for classification; this includes preprocessing and dividing 

the dataset into training and testing datasets. 

Second, a knowledge base database called Abnormal Database Packets (ADP) 

contains a repository of traffic that has been detected before and classified as malicious 

(abnormal) traffic. By reducing detection and classification time, this database helps 

improve the NTD performance, efficiency, and effectiveness. 

Third: steps on how the solution works, below figure 5-5 shows the model algorithm. 
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Step 1: Read traffic. 

Step 2: Search for the behavior in the ABD database. 

Step 3: If behavior exists in ABD, then. 

              Classify the traffic as malicious, do nothing, and exit 

              Else, classify traffic using the SVM algorithm. 

                    If the is classified as malicious, then.   

                       classify the traffic as malicious 

                       Add traffic details to the ABD database, do nothing, and exit 

                    Else classification is Normal: 

                        classify traffic using a Decision Tree 

                        If the classification is Malicious, then.  

                        Add traffic details to the ABD database, do nothing - exit 

                        Else classification is Normal, then: 

                            Classify traffic using neural networks. 

                            If the Classification is Malicious, then:  

                           Add traffic details to the ABD database; do nothing-exit 

                            Else classification is Normal: do the following: 

                                  Grant access to source IP 

                                   Build an API to add the source IP in allowlisting. 

                                   Keep Monitoring the traffic. 

 

   Figure 5.4 NTD Model Algorithm 
 

5.4 Evaluation of Proposed Solution 

First Dataset:  

The main dataset source is a collection of aggregated datasets described in the above 

section 4.2. first dataset was extracted randomly from the main dataset, it contains 125972 

out of 494021 records of normal and malicious traffic. Then dataset was splatted into 

training and testing. A common split ratio 80% training and 20% testing, was used, 

therefore training dataset contains 100777 records and testing dataset contains 25195 

records the result showed a very high metrics that proved the hypothesis and answer the 

questions, and the model achieved the heist values of evaluation. The results in Table 5-

7 below show very high metrics’ values, proposed NTD. 
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5.5 Evaluation Metrics for NTD Model over Dataset 1 

5.5.1 Confusion Matrix 

The confusion matrix of the model over training is shown in table 5-7 below: 

Table 5.7 Confusion Matrix of NTD 
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Table 5.8 Comparison of Results of all Algorithms Over Dataset 1 

Evaluation metrics Results 

F1 Score 0.99912 

Precision 0.99913 

Recall 0.9992 

Accuracy 0.9992 

Total Elapsed Time 9.154 seconds 

 

5.5.2 Comparison between Algorithms and NTD Over Dataset 1 

The results shown below, comparison Table 5-8  below  clarifies the difference in 

evaluation metrics between the three used algorithms separately and the NTD proposed 

solution: 

Table 5.9 Comparison of Results of all Algorithms Over Dataset 1 
Algorithm F1 Precision Recall Accuracy Elapsed Time 

Proposed Model 

         (NTD) 
0.99912 0.99912 0.99924 0.99924 9.154 s 

SVM 0.998 0.987 0.985 0.989 23.816 s 

Decision Tree 0.998 0.998 0.998 0.998 0.7768 s 

ANN 0.997 0.996 0.998 0.996 47.376 s 

Despite the existing problems in the dataset, the above comparison table shows that 

the proposed solution (NTD) achieved the highest F1 score with 0.999 scores. At the same 

time, SVM has the lowest score of 0.998; also, in the other metrics, in precision, NTD  has 
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0.999, while ANN has the lowest value of 0.997, in recall with the highest value of 0.999 

and SVM with the lowest value of 0.986, and accuracy with 0.999 while SVM is the 

lowest with 0.989. Regarding the total elapsed NTD, it failed in achieving the optimal 

elapsed time; while  Decision Tree has applied the classification with the lowest time of 

0.776 seconds, the proposed solution has the second value with 9.154 seconds. The time 

is long due to calculations and sequential implementation of more than one algorithm. 

Also, ANN has the highest elapsed time with 47.376 seconds, which indicates that ANN 

needs more time to process the classification. 

Second Dataset 

According to above results, the problem has been raised on the dataset, since is 

shows illogical results, and to check the generalization and transformation of the model 

(NTD) and to ensure the results of the study, the same approach was implemented 

on  another dataset of 145000 extracted from the main dataset , 80% of dataset was   

training dataset with 116000 records and 29000 record testing dataset, considering data 

preprocessing to prepare the dataset for implementation, taking into consideration the 

checking  existence of overfitting, duplicate records, imbalanced data, empty records, and 

other actions, the results also showed excellent and logical results, below sections shows 

results : 

SVM Algorithm: 

Below, Table 5-9 shows the confusion matrix for SVM over Dataset 2: 

Table 5.10: Confusion Matrix for SVM over Dataset2 
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The results of evaluation metrics for SVM over dataset2 are shown in figure 5.6: 

Table 5.11 Evaluation Metrics of SVM over Dataset2 
Metric Results 

F1 Score 0.948 

Precision 0.960 

Recall 0.939 

Accuracy 0.944 

Total Elapsed Time 15.963 seconds 

 

Decision Tree:  

Confusion Matrix: 

Table 5-12 below shows the confusion matrix for the Decision tree 

Table 5.12 Confusion Matrix for Decision Tree 
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30,000 3578 

9312 
22310 

 

 

True Negatives (TN): The results of evaluation metrics are shown in Table 5-13 

below shows the results of evaluation metric od Decision Tree: 

Table 5.13 Evaluation Metric of Decision Tree over Dataset 2 
Metric Results 

F1 Score 0.823 

Precision 0.893 

Recall 0.763 

Accuracy 0.802 

Total Elapsed Time 0.428 seconds 
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ANN Algorithm: 

Confusion Matrix: 

Table 5-14 below shows the confusion matrix for the ANN algorithm: 

Table 5.14 Confusion Matrix for ANN Over Dataset2 
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The values of evaluation metrics are shown in Table 5-14 below, which indicates 

high values of the ANN algorithm over the second dataset: 

Table 5.15 Evaluation Metrics of ANN Over Dataset 2 
Evaluation Metrics Results 

F1 Score 0.953 

Precision 0.960 

Recall 0.951 

Accuracy 0.955 

Total Elapsed Time 8.921seconds 

NTD Model- Confusion Matrix 

Below, table 5-15 shows the results of the confusion matrix of the proposed model over 

dataset2: 

Table 5.16 Confusion Matrix of NTD over Dataset 2 
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Table of Results: 

Table 5-16 below shows the evaluation metric results for the proposed NTD 

model over dataset 2, indicating very high F1, Precision, Recall, and accuracy values. 

Table 5.17 Results of NTD over Dataset2 
Evaluation Metrics Results 

F1 Score 0.975 

Precision 0.983 

Recall 0.970 

Accuracy 0.972 

 

Comparison Tabel: 

Below, Table 5-17 shows the comparison table of the evaluation metrics over data set 2: 

Table 5.18 Comparison Table of the Evaluation Metrics over Dataset 2 
Algorithm F1 Precision Recall Accuracy Elapsed Time 

Proposed Model 

         (NTD) 
0.975 0.983 0.970 0.972 6.155 seconds 

SVM 0.948 0.960 0.939 0.944 15.964 seconds 

Decision Tree 0.823 0.893 0.763 0.803 0.152 seconds 

ANN 0.953 0.960 0.951 0.955 8.922 seconds 

 

5.6 Summary  

The results of the evaluation metrics demonstrated that the proposed solution, NTD, 

is a highly effective and efficient model for addressing the problem, achieving very high 

accuracy with minimal elapsed time. In contrast, the SVM algorithm recorded the lowest 

evaluation scores. In the next chapter, "Future Work," we will outline action items aimed 

at enhancing the effectiveness and efficiency of NTD. These include improving the 

generalization of the dataset, optimizing real-time implementation, enhancing scalability 

for large-scale networks, integrating threat intelligence, improving user experience, and 

adopting a multi-level security approach. 
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5.7 Future Work 

The NTD model has demonstrated strong performance, and there are numerous 

opportunities to expand its capabilities, enhance its resilience, and widen its range of 

applications. Future research should focus on the following key areas: 

Improving Generalization of the Dataset 

The NTD model has shown promising results, but it must be tested on various 

datasets that include additional traffic patterns and types of threats to support widespread 

adoption. To assess how effectively the model generalizes to new scenarios—such as 

different types of cyberattacks, network topologies, and traffic patterns not included in 

the initial training data—it is essential to evaluate it in diverse network environments. 

Optimizing Real-Time Implementation 

The model's response time is crucial for efficient real-time threat detection. While 

the NTD model performs well, optimizing its architecture for quicker detection will 

enhance its effectiveness.  

Enhancing Large-Scale Network Scalability 

Future studies could focus on improving the scalability of the NTD model to enable 

it to process large datasets in real time. This could involve managing the significant 

amounts of data generated by large, complex networks through edge computing, cloud-

based solutions, or distributed processing techniques. 

Integrating Threat Intelligence 

Currently, the NTD model does not utilize threat intelligence or external data 

sources. Enhancing detection capabilities could be achieved by incorporating real-time 

threat intelligence sources, such as open-source threat databases and security feeds. 

Improving User Experience 

Implementing adaptive learning capabilities could enhance the user experience and 

reduce false positives. The model could adjust its detection strategies based on changes 

in the network environment and user behavior. 

Multi-Level Security Approach 

Future research could focus on integrating the NTD model with other security 

technologies, such as firewalls, intrusion prevention systems (IPS), Endpoint Detection 

and Response (EDR), and SIEM solutions. Although the model currently emphasizes 

behavioral analysis and the detection of normal traffic from malicious IP addresses, a 

multi-layered security architecture would provide a more comprehensive defense against 

a broader range of potential attack vectors. 
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5.8 Conclusion 

This thesis set out to answer four critical questions regarding the efficiency of the 

proposed model in prediction, prevention, and performance within the context of a 

specific dataset. The results from our extensive analysis provide positive answers to these 

questions, clarifying the robustness and potential of the proposed solution. The results 

showed that, when applied to the dataset, the suggested model successfully achieved 

accurate prediction and permitting of normal traffic regardless of IP address reputation, 

utilizing sophisticated analytical approaches and machine learning algorithms. 

When benchmarked against other protective system models, the suggested model 

performed better than others. Through testing and cross-validation, our model surpassed 

other solutions in important performance parameters, such as F1, precision, recall, and 

overall accuracy. According to the performance evaluation, NTD highlights reaction 

speed. The model's speed-optimized architecture guarantees fast detection and reaction to 

threats. Because of its quick response time performance, the model is well-suited for real-

time applications by protecting system integrity.  

NTD's ability to allow normal activities and patterns regardless of IP address 

reputation is strong. Rather than depending exclusively on IP reputation, the model 

ensures actions are not unnecessarily impeded by concentrating on behavioral patterns 

and anomaly detection. This strategy improves user experience and operational 

effectiveness, making the solution a sensible option for networks with various dynamic 

situations. Effective Prediction and Prevention: Within the dataset, the suggested model 

(NTD) showed a high degree of accuracy in expecting, 

permitting,  and preventing security risks.  

The model proved its robustness and dependability by successfully identifying an

d reducing potential risks. In comparative tests, the proposed model NTD accomplished 

higher accuracy rates than other systems built on one classifier. This was apparent through 

prevalent performance metrics:  F1 score, precision, recall, and overall accuracy, 

underscoring the model's improved detection capabilities.  

The evaluation of response times showed that the proposed solution works with 

high efficiency but not the highest. The research designed NTD to guarantee quick 

detection and response to threats, making it well-suited for environments where timely 

mediation is critical.  
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  ʥوعة مʙʵʸور الʙʸة ال ʙؕʲǺ احʸʴاف والʵʯالاك ʥȂعʹاوIP  عةʸʴارة. ذات الʷال  
 

ʙفى جابʠʶم ȏʗار سعʵǺ  
  

  الاشʙاف اسʸاء لʱʹة 
  الʦʯؕʗر أسامة مʹʦʶر 

  الʦʯؕʗر مȏʗʱ عʦدة
  ؕاتʥȂʙ قʗȂʦر الʦʯؕʗرة 

  
 ʝʳمل  

نʺʨذج  ت الأʛʡوحة  هʚه  تقʙم  الʛʰʽʶاني.   ʧالأم لʹʺان  أساسॽًا  عʛًʸʻا  الȞॼʷة  مʛاॼʀة   ʙعNTD 
  ʧج مȄʜام مʙʵʱاسǼ ةॽɻॽʰʢال ʛʽة وغॽɻॽʰʢال ʧȄاوʻالع ʧʽب ʜʽʺǽ ʘʽة، حǽور العادʛʺة ال ʛؗاف حʷʱلاك

 .، وأشʳار القʛار(ANN) ، والȞॼʷات العॽʰʸة الاصʻʢاॽɺةSVMخʨارزمॽات 
ॽة   NTDتعʙʺʱ مʻهॽʳة   ʨؗلʶال ȋقارنة الأنʺاʺǼ ةॽأ العʺلʙʰت ʘʽور، حʛʺة ال ʛؗʴل شامل لʽلʴعلى ت

ة ضارة، مʺا   ABDيʦʱ تʅॽʻʸ أȑ تʢابȘ مع  .(ABD) مع قاعʙة بॽانات الʚʷوذ  ʛؗʴؗ رʨعلى الف
ʙʱʶǽعي تॽʁʴقًا إضاॽًɾا. في الʺقابل، يʦʱ تʺʛȄʛ الॽʰانات غʛʽ الʺʢاǼقة عʛʰ عʺلॽة تʅॽʻʸ مʱʱاǼعة  

الॽʰانات مʧ زواǽا   ANNو ǼSVMاسʙʵʱام   تʴلʽل  تʶهʦ ؗل خʨارزمॽة في   ʘʽار، حʛالق وأشʳار 
ȞʷǼل مʛʺʱʶ مʧ خلال تʽʳʶل   ABDمʱʵلفة للʷؔف عʧ الʴالات الʷاذة غʛʽ الʺعʛوفة. يʦʱ إثʛاء 

الʛʰʽʶا الʱهʙيʙات  مع   ʅॽؔʱال على  وقʙرته  الʤʻام  دقة  ǽعʜز  مʺا  ً̡ا،  حʙي الʺʷʱȞفة  نॽة  الʱهʙيʙات 
، تʦ إجʛاء اخॼʱارات تॽʰȄʛʳة Ǽاسʙʵʱام مʨʺʳعات بॽانات حॽʁॽʁة في  NTDلإثॼات فعالॽة  و .الʺʨʢʱرة

على الأسالʖʽ الʱقلǽʙʽة أحادǽة الʨʵارزمॽة،    NTDأʣهʛت الʱʻائج تفʨق وقʙ    مʳال الأمʧ الʛʰʽʶاني
و والاسʙʱعاء  الʙقة   ʝॽلʺقاي وفقًا  عالॽة  أداء  معʙلات   Șحق  ʘʽحF1-Score   . قات  وॽʰʢت  ʙʱʺت

NTD    اعاتʢلف القʱʵفي    إلى م ʙاعʶǽ ʘʽانات  حॽʰئ للʡاʵال ʅॽʻʸʱة الʳمعال    ʦǽʙخلال تق ʧم
ʙ هʚه الأʛʡوحة على دور   .نهج تؔاملي ǽعʙʺʱ على الʚؗاء الاصʻʢاعي والʱعلʦ الآلي ʕؗت NTD 

تʴلʽل مʱقʙمة ونʱائج تॽʰȄʛʳة   بʱقॽʻات  ا  ًɹ ة الʺʛور، مʶل ʛؗوذ في حʚʷاف الʷʱفي اك ʛؔʱʰل مʴك
 .داعʺة، مʺا ǽʺهʙ الȘȄʛʢ لʨʺʻذج دفاعي أكʛʲ تʨʢرًا ومʛونة

الʺفʱاحॽة الʺʛور :الؔلʺات  ة  ʛؗح الʚʷوذ،  (NTD) اكʷʱاف  الأمʷؗ ،SVM ʧف  الآلي،   ʦعلʱال  ،
 .الʛʰʽʶاني


