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Abstract

The thesis addresses the alignment of Palestinian criminal legislation with international
conventions on combating cybercrime. The significance of this topic arises from the
increasing use of the internet and the growing number of users, making cyberspace a
suitable environment for planning and committing various crimes, later termed as
cybercrimes.

In response, the Palestinian legislator enacted Decree-Law No. (10) of 2018 on
Cybercrimes, establishing it as a specialized legal framework for combating cybercrime
and curbing its proliferation. This legislation aims to effectively classify cybercrimes,
ensure the protection of violated rights, and harmonize with relevant international legal
frameworks; Accordingly, the thesis examines the concept of cybercrime, its
characteristics, and related legal notions. It further explores the legal framework
governing cybercrime, taking into account the procedural challenges posed by such
offenses from both legal and practical perspectives. The study also delves into the legal
measures adopted to combat cybercrime at the international, regional, and national
levels, with a particular focus on the evidentiary aspects of cybercrime prosecution.
Keywords: Alignment, Cybercrime, International Conventions, Criminal Legislation,

Electronic Evidence.
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