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Dr. Hosni Shank

Abstract

This study aimed to explore the role of internal control in detecting fraud, with

evidence drawn from companies listed on the Palestine Exchange. The study adopted a
descriptive-analytical approach, utilizing a suitable quantitative research design. The
study population included all Palestinian public companies listed on the Palestine
Exchange. The sample size was (376) employees selected through a simple random
sampling technique, and (369) questionnaires were retrieved, resulting in a response rate
of (98.1%)
The study found that gender significantly influences the effectiveness of fraud detection
within internal control systems, suggesting that men and women may have different
approaches to identifying fraudulent activities. However, other demographic factors such
as age, educational qualifications, years of experience, and job title did not show any
notable impact on fraud detection capabilities. In addition, the study emphasized the
importance of key internal control dimensions, including the control environment, risk
assessment, control effectiveness, information and communication, and monitoring. Each
of these dimensions plays a vital role in creating a robust internal control framework that
not only prevents fraud but also aids in its early detection. For instance, the control
environment fosters an ethical culture, while risk assessment identifies potential fraud
risks, and monitoring ensures continuous oversight. Companies listed on the Palestine
Exchange demonstrated that strengthening these dimensions leads to better fraud
detection, enhanced financial stability, and increased trust in governance. The findings
suggest that organizations should adopt a comprehensive, integrated approach to internal
controls to minimize the risk of fraud and ensure long-term financial health.

Based on these findings, the study recommended the need for comprehensive
strategies for fraud detection, which include periodic evaluation and system updates to
enhance detection and prevention effectiveness. It also emphasized the importance of
strengthening the control environment by organizing workshops and educational
seminars to enhance organizational culture and ethical values, thereby contributing to
increased adherence to internal policies. Additionally, the study stressed the need to
enhance risk assessment mechanisms by leveraging advanced analytical techniques and
expanding the scope of assessments to cover all aspects of operations.

Keywords :Internal control, fraud detection, Palestine Exchange, Risk Assessment,
Control Environment.
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Chapter One: Introduction

1.1 Introduction

The sustainability within an entity relies on efficient management regarding both
monetary and non-monetary resources. To maximize resource efficiency, management
implements various controls, with internal control and internal audit playing key roles.
Often referred to as an internal oversight system, internal control, it aligns the actions and
objectives of organizational personnel to support goal achievement (Obafemi et al, 2024).
This system functions as a tool for overseeing organizational processes, and weak
implementation can elevate fraud risk. Hence, prioritizing internal control is essential for
curbing fraudulent behavior. As highlighted by (Sudirman et al, 2021), a robust internal

control framework can greatly decrease fraud occurrence.

Internal control contributes to companies reaching necessary aims and
improvements in overall performance. The Internal Control-Integrated Framework by
COSO assists companies with building effective systems of internal control that can
adjust to changing environments of business, keep potential threats at manageable
thresholds, and support well-informed making decisions, and governance. This
Framework provides guidance to administration and boards of directors for identifying
and assessing risks, enabling them to establish suitable risk mitigation strategies with an

emphasis on detecting fraud (COSO, 2013)

Fraud is defined as a deliberate behavior by someone aiming for personal benefit at
the expense of an organization’s assets, motivated by self-interest, and harmful to the
organization. It includes intentional actions by individuals within a corporation—such as
management, staff, administrators, or external parties—who seek unlawful gains through
deceptive practices. Fraud may significantly affect an organization or institution as a form
of economic crime. Detecting fraud is especially challenging, as those involved
frequently go to considerable efforts to hide their actions, sometimes involving others in

their schemes (Fahmi & Shafira, 2023)

Expertise in handling big data is a key element that enhances internal auditors' efficiency
in identifying financial statement fraud. In today’s digital era, the strategic use of big data
is vital for efficient corporate data management. Proficiency in understanding and
applying big data strengthens internal auditors' analytical capabilities, greatly increasing

their effectiveness in uncovering fraudulent activities (Rakipi et al, 2021)

1



As a result, organizations establish specific internal controls aimed at preventing,
detecting, or reducing instances of misconduct. However, the effectiveness of these
controls in deterring and revealing fraud can differ based on various factors and can
evolve over time. Thus, benchmarking anti-fraud policies against those of other
organizations can provide valuable insights. It's crucial to acknowledge that fraud may
still occur even in companies with robust anti-fraud systems (ACFE, 2022). This research
examines how internal control contributes to fraud detection within Palestinian

companies to develop a deeper insight into the elements that lead to occupational fraud.

1.2 Research problem:

Fraud and embezzlement often occur in institutions due to weak or absent internal
controls, leaving them vulnerable to unethical practices. For instance, a Palestinian
construction company lacked an effective system for reviewing invoices and tracking
transactions, allowing a senior accountant to embezzle large sums over several years,
discovered only during an external audit. In another case, a lawyer committed fraud in
2017, submitting checks worth 28 million shekels for real estate purchases before fleeing
the country. The bank involved failed to meet basic internal control requirements, lacking
necessary information, communication, and monitoring mechanisms. These examples

highlight the importance of strong control procedures to protect assets and prevent fraud.

Research indicates a significant linkage between effective internal control systems and an
alleviation of fraud incidents. (Flowerastia et al, 2021) demonstrated the substantial and
beneficial impact of internal controls on the prevention and discovery of fraudulent
activity, especially within emerging companies. A robust internal control framework can
reduce the likelihood of each external and internal fraud, underscoring the crucial
necessity of implementing effective mechanisms. In general, these outcomes underline
the essential part that effective internal control systems play in risk handling and in

safeguarding organizations against losses from fraudulent activities.

To meet the growing demand for enhanced internal control systems, the Committee of
Sponsoring Organizations of the Treadway Commission (COSO) introduced the
integrated framework of internal control. This framework emphasizes the vital role of
internal controls in assisting companies to accomplish their performance and profitability
purposes while minimizing resource losses. It also stresses the critical role of internal

controls in ensuring the reliability of financial reporting. The lack or disregard of these



controls significantly raises the risk of fraud, particularly in situations where individuals
or organizations face pressures that may encourage the rationalization of unethical

behavior (Albrecht et al, 2018)

This information underscores the essential significance of internal controls throughout
the corporate sector, emphasizing their crucial importance for organizational stability.
Accordingly, this research examines the presence of internal control systems in
companies and their effectiveness in fraud detection among entities listed on the Palestine

Exchange. This leads to the formulation of the main question of study:

What is the role of internal control in detecting fraud from firms listed on the

Palestine Exchange?

1.3 Research questions

The primary research question is further separated into several sub-questions:

1. What is the level of internal control in firms listed on the Palestine Stock
Exchange?

2. To what extent is fraud detection effective within firms listed in Palestine?

3. How do the dimensions of internal control (such as the control environment, risk
assessment, control activities, information and communication, and monitoring)
influence fraud detection in Palestine-listed firms? This central question leads to
the following sub-questions:

e What is the influence of the control environment on fraud detection in
firms listed on the Palestine Exchange?

e In what ways does risk assessment facilitate fraud detection in Palestine-
listed firms?

e What effect do control activities have on identifying instances of fraud
within Palestine-listed firms?

¢ How do information and communication systems enhance the capability
of Palestine-listed firms to detect fraud?

e What is the role of monitoring in identifying fraudulent activities in

Palestine-listed firms?

1.4. Research objectives

This study aims to achieve the following objectives:



1. Assessment of the level of internal control in firms listed on the Palestine
exchange.

2. Assessment of the level of fraud detection in firms listed on the Palestine
Exchange

3. Testing the influence of the control environment on fraud detection from firms
listed on the Palestine exchange.

4. Examination of the role of risk assessment in fraud detection from firms listed on
the Palestine Exchange.

5. Testing the effect of control activities on fraud detection from firms listed on the
Palestine exchange.

6. Testing the significance of information and communication in fraud detection
from firms listed on the Palestine Exchange.

7. Examination of the role of monitoring in fraud detection from firms listed on the

Palestine exchange.

1.5 Research hypotheses

1. H1 (a): The dimensions of internal control (including control environment, risk
assessment, control activities, information and communication, and monitoring)

have a statistically significant impact on fraud detection in Palestine-listed firms.

e HI1 (al): The control environment has a statistically significant effect on
fraud detection in Palestine-listed firms.

o H1 (a2): Risk assessment significantly influences fraud detection in firms
listed on the Palestine Exchange.

e HI1 (a3): Control activities have a statistically significant impact on
detecting fraud in Palestine-listed firms.

e HI1 (a4): Information and communication systems significantly affect
fraud detection in Palestine-listed firms.

o H1 (a5): Monitoring processes have a statistically significant effect on

fraud detection in firms listed on the Palestine Exchange.

1.6 Significance research:

1.6.1 Theoretical Significance



From a theoretical perspective, this study contributes to the existing body of knowledge
on internal control systems (ICS) and their role in mitigating fraud risks. By examining
the relationship between internal control frameworks and fraud detection in companies
listed on the Palestine Exchange (PEX), the research offers insights into the
mechanisms through which ICS can enhance organizational governance and financial
transparency. It builds upon established frameworks such as the COSO Integrated
Framework (2013), extending its application to a Palestinian context. Moreover, this
research enriches the literature by exploring the interplay between internal controls,
organizational processes, and stakeholder trust, providing a deeper understanding of
how ICS serve as a critical component of risk management (Albrecht et al., 2018;
Flowerastia et al., 2021). The findings are expected to provide a foundation for future
research in similar emerging economies and contexts where regulatory and economic

challenges prevail.

1.6.2 Practical significance

From a practical perspective, the study highlights the critical importance of designing and
implementing effective internal control systems in organizations. The findings serve as
actionable insights for company executives, auditors, and policymakers in developing
policies and strategies to strengthen internal control frameworks. The research provides
tailored recommendations for companies listed on the Palestine Exchange to enhance
fraud detection capabilities, mitigate risks, and improve financial transparency. In
addition, the study emphasizes the role of internal controls in enhancing stakeholder
confidence, maintaining an organization’s reputation, and ensuring operational stability
(COSO, 2013; AICPA, 2020). These findings are of particular value to Palestinian

companies operating in a challenging economic and regulatory environment



1.7. The Research Models

In order to identify dependent variables and independent variables, the researcher

showed it by presenting them in the model below:

Control Environment

H1
Risk Assessment H2
. ege H3 .
Control Activities Fraud Detection
H4
Information and
Communication
H5
Monitoring

Figure No. (1.1): conceptnal framework

1.8 Operational Definitions:

1. Internal Control: This term encompasses the various processes, procedures, and
systems that organizations establish to guarantee the integrity of financial
reporting, adherence to legal and regulatory requirements, efficient operation of
activities, and detection of fraudulent activities (Maulani et al., 2024).

2. Control Environment: This refers to the collection of standards, processes, and
structures that form the basis for executing internal control throughout an
organization. It includes the ethical tone set by senior management, the
organization’s values, and the culture that shapes control awareness (Kumar,
2010).

3. Risk Assessment: This is the process of identifying, analyzing, and managing
potential risks that may hinder the achievement of an organization’s objectives. It

entails evaluating both internal and external factors that might impact goal

6



attainment, including risks related to fraud or operational inefficiencies (Dagane,
2024).

Control Activities: These are the established policies and procedures designed to
ensure that management directives are implemented effectively. Control activities
encompass approvals, authorizations, verifications, reconciliations, and
segregation of duties, all aimed at minimizing risks and fulfilling organizational
objectives (Irwansyah & Zega, 2023).

Information and Communication: This involves the processes of identifying,
capturing, and disseminating pertinent information within an organization in a
timely and effective manner. Effective communication ensures a seamless flow of
information across various departments and levels, facilitating decision-making
and maintaining efficient control (Nwite et al, 2024).

Monitoring: This process entails the ongoing evaluation of the effectiveness of
internal control systems over time. It includes both continuous activities and
periodic reviews to confirm that controls are functioning as intended and to
implement corrective measures when necessary (Shakeel et al, 2023).

Fraud Prevention and Detection: This concept involves establishing controls
and mechanisms designed to avert fraudulent activities before they occur and to
recognize them when they do. This encompasses both preventive controls (e.g.,
segregation of duties) and detective controls (e.g., audits) aimed at minimizing
risk (Nisak & Rochayatun, 2023).

Palestine Exchange (PEX): This is the official stock exchange in Palestine where
shares of publicly traded companies are bought and sold. Its purpose is to facilitate
the trading of securities in an efficient, transparent, and regulated manner, thus

supporting economic growth in the region (PEX, 2022).



Chapter Two: Literature Review

2.1 Theoretical framework

2.1.1 Internal control

Internal control mechanisms are crucial for protecting the accuracy of financial and
accounting information while also acting as a deterrent against fraudulent activities. They
serve a critical function in identifying and eliminating fraud, as well as protecting the
resources of the company, both ethical and material (COSO, 2013). The internal control
system also aids in achieving strategic and operational goals by ensuring compliance with
regulations and laws among all personnel (Sarbanes-Oxley Act, 2002). Furthermore, the
internal control system enhances the production of reliable financial reports, which
enables informed and timely decision-making (IFAC, 2020). Over the years, internal
control systems have adapted to fulfill various objectives and align with different
standards (KPMG, 2016). This progression has generated growing interest from
professional organizations and government entities, acknowledging their significance in
reinforcing governance principles within institutions (Albrecht & Albrecht, 2004). The
internal control system is also considered vital for the audit process, as various
international audit standards and guidelines have been developed by organizations, for
example, the International Federation of Accountants (IFAC, 2020), alongside national

standards in each nation.

2.1.1.1 Definition of internal control:

Internal control is defined in various ways by different organizations. (Maulani et al,
2024) describe it as a collection of guidelines and protocols adopted by organizations to
guarantee the attainment of strategic and functional aims, optimize the safeguarding of
resources, and ensure the precision of financial information. This definition highlights the
necessity of internal control for better institutional effectiveness and efficiency.

In a similar vein, (Irwansyah & Zega, 2023) characterize internal control as the methods
and procedures established by an entity to assure the fulfillment of organizational goals
and conformity with regulations, while also promoting transparency and integrity in
financial operations. This underscores the crucial role of internal control in reducing
financial risks.

(Shakeel, et al, 2023) outlined internal control as the framework that includes processes

and practices sought to achieve organizational goals, safeguard resources, and ensure the
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financial reports are reliable and accurate. This highlights the importance of coordination
among various processes within an organization to improve performance.

The American Institute of Certified Public Accountants (AICPA) characterizes
internal control as a system that guarantees the achievement of objectives pertaining to
operational competence, accurate financial information, and conformity with policies,
laws, and regulations. It functions as a structured framework for controlling risk
concerning value enhancement and protection (AICPA, 2018). Furthermore, International
Standard on Auditing (ISA) No. 315 defines it as a process created, carried out, and
sustained through the management and those responsible for governance, along with
employees, to provide sufficient assurance regarding the objectives of an entity
concerning the accuracy of financial reporting, operational performance, and competence,
in addition to adherence to established rules. (ISA 315, 2013).

Finally, the organizations that support the Treadway Commission Committee (COSO)
define internal control as a process utilized by a firm's board of directors, administration,
and other staff in the firm that are required to offer a level of assurance that is considered
acceptable or satisfactory. Assurance regarding the accomplishment of operational,
reporting, and compliance goals. It aims to achieve specific objective categories, such as
operations, compliance, and reporting and is described as a continuous process rather than
a final goal. While it offers a reasonable guarantee to senior management and the board
of directors, it does not guarantee complete certainty. Furthermore, it can be tailored for
use across the entire organization or specific subsidiaries, divisions, units, or processes

(COSO, 2013).

2.1.1.2 Objectives of the system of internal control:

Internal control serves various purposes, including the protection of assets, improvement
of operational effectiveness, preparation of financial statements in accordance with set

standards, and the delivery of precise and dependable information (Romney et al, 2021)

1. Safeguarding Assets: One of the primary aims of internal controls is to prevent
or identify the illegal acquisition, utilization, or disposal of assets, which includes
physical assets, cash, and confidential information. Employees can represent
substantial security threats, as insiders may take advantage of weaknesses within

the system. Thus, a robust internal control framework is important for limiting



unauthorized access, reducing inadvertent risks, and upholding the integrity of
data (Romney et al, 2021).

2. Improving Operational Efficiency: Effective internal control systems help
mitigate errors in operational expenditures, thereby contributing to accurate
information on unit cost, informed decisions on pricing, and robust cost control
measures. Conversely, droopy internal controls may score in operational
inefficiencies by compromising the fineness of internal reporting, which
ultimately affects taking decisions processes (Cheng et al, 2018).

3. Generating Financial Reports in Compliance: internal controls play a
significant part in improving the credibility and quality of financial reporting. By
ensuring adherence to established criteria, these controls minimize the need for
extensive auditor testing and reduce investor concerns. A strong internal control
system serves as a primary defense against financial report fraud, with
management responsible for its effective implementation in the preparation of
financial statements (Hammood & Dammak, 2023).

4. Submitting Accurate and Reliable Information: Internal control is necessary
for improving the fineness of financial reporting. It fosters efficiency and
effectiveness in the accounting process, ultimately striving for reliable financial
statements. A well-constructed internal control system minimizes errors, making
audit evidence derived from accounting data more reliable and Maintaining

financial reporting integrity (Romney et al., 2021).

2.1.1.3 The COSO Framework

The Committee of Sponsoring Organizations of the Treadway Commission (COSO)
introduced the Integrated Framework of Internal Control in 1992. This framework is
widely acknowledged as a primary standard for creating, executing, and evaluating
systems of internal control, as well as measuring their effectiveness. In recent years,
business and operational environments have undergone significant changes, becoming
increasingly complex and driven by technological advancements and globalization.
Concurrently, stakeholders are demanding greater accountability and transparency
regarding the probity of the internal control systems that assist organizational and
company governance. Moreover, the COSO Framework assists organizations in Building

and keeping up efficient and effective internal control systems, thereby enhancing The
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possibility of obtaining their objectives and adapting to shifts in the organization and

operational landscape (COSO, 2013).

2.

Consequently, the COSO emphasizes that a firm's administration should evaluate
the efficacy of the system of internal control it uses; all five specified elements
must be both "present" and "operational." These components are crucial to the
internal control framework (Abei, 2021). The term "present" refers to the
integration of these elements into the firm's internal control design, while
"operational" indicates that these elements are actively functioning within the firm
and its control system practices. To ensure effective internal control, the five
elements— risk assessment, control activities, communication and information,
control environment, and monitoring—must collaborate in a cohesive and

coordinated manner (Abei, 2021).

Control Environment: This is composed of a collection of strategies,
frameworks, and guidelines that give the foundation for executing internal
controls within the business (Malisiovas, 2020). The environment acts as the
foundation for each component of internal control (Romney et al, 2021) and

encompasses the following elements:

Ethical principles and honesty
Dedication to competence
The Board of Governors role
Organizational framework

Personnel policies and procedures.

Risk Assessment: companies must determine, analyze, and manage the hazards
they confront. Risk management is an ongoing process, where management must
assess modifications in the outside environment as well as changes within the
organization that may hamper the fulfillment of its aims. Important aspects of risk

assessment include:

Defining objectives in a manner that enables the identification and evaluation of

risks

Recognizing and assessing risks to Identify how they could be controlled,
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Considering the possibility of fraud
Identifying and analyzing alterations that may material impact the internal control

structure (Romney et al, 2021).

Control Activities: are the proceedings formulated via politics and measures to
guarantee compliance with instructions established by management intended to
reduce risks related to fulfilling goals. These activities are accomplished across all
organizational tiers and business processes, including technological environments.
They are able to be categorized as either preventative or detective and may involve
a range of automated and manual tasks such as authorizations and approvals,
reconciliations and validations, and assessments of performance. Key points

include:

1. The company identifies control activities and develops them to reduce
hazards to levels that are acceptable to achieve objectives.

2. The company chooses and creates comprehensive control activities backed
by technology.

3. The company carries out control activities using guidelines that set

expectations and procedures that execute these guidelines (COSO, 2013)

Information and Communication: Information plays a part that is crucial in
ensuring effective internal control and achieving objectives, as it must be
accessible and pertinent at each level of the company. Communication and
information systems are key elements of internal control systems, facilitating the
gathering, analysis, and dissemination of relevant data promptly and accurately
(Alslihat et al, 2018). A robust communication and information system enables
companies to make educated decisions. and allows them to identify and respond to
risks and issues swiftly, encompassing both financial and operational data, whether
sourced internally or externally (Alzoubi, 2023).

Monitoring: is an operation that assesses the efficacy of internal control measures
along a specified timeframe (Sholihah, 2022). It ensures that each of the four
elements of internal control functions effectively (Chan et al., 2021) and acts as a
feedback mechanism that may necessitate enhancements in the fineness of control
activities. Monitoring assesses and communicates the efficacy of control activities,

suggesting necessary modifications and adjustments. Consequently, monitoring is
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a crucial approach for determining how effectively the activities of an organization,
particularly control activities, have met its objectives. Employees' awareness of the
fairness of the organization and the significance of principles of ethics bolsters the
culture of accountability, which is reflected in the breadth of monitoring
operations. Employee participation and responsibility within their company's
control environment are likely to lead to improved monitoring effectiveness (Rae

etal, 2017).

1) Monitoring measures the effectiveness of internal control systems through
continuous surveillance, independent evaluations, or a conjunction of both.
2) Internal control deficiencies and significant feebleness have been made
known to the board of directors and senior management, allowing them to

resolve issues swiftly. (Chan et al, 2021).

2.1.5 Functions of Internal Controls:

Internal controls serve three essential functions (Agyemang, 2016):

1.

Preventive Controls: These measures are enacted by the administration to
prevent and discourage noncompliance with regulations, procedures, and policies.
The main purpose of preventative controls is to reduce the risk of inaccuracy,
fraud, and infractions in transactions while protecting against potential losses.
Examples of these measures encompass the division of roles, sufficient authority,
and authorization processes; the establishment of the organizational structure to
allocate responsibilities to suitable personnel; proper registration practices;
physical dominance of assets; and continuous traineeship for employees.

Detective Controls: These controls have been established to set and reveal
problems such as infractions, fraud, and mistakes after they have happened. While
recognition is significant, prevention remains the preferred approach. Detective
controls include validation processes, exception reporting, and post-audits. They
offer documentation of losses but do not avert future incidents. Common
examples comprise reviews, analyses, audits, physical inventories,
reconciliations, and variance analyses. Detective controls play a vital function in
giving proof that prevention measures are effective and help mitigate potential

wastages.
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3. Corrective Controls: These controls are established to handle any deficiencies
or issues that have arisen within the system. Corrective measures may involve
redesigning processes, imposing sanctions on individuals for violations,
conducting follow-ups, and performing post-audits to ensure compliance and

improvement.

2.1.6 Types of Internal Control Systems

Internal control systems encompass a varied range of control types prepared to
mitigate risks and protect organizations from adverse outcomes. Preventive controls are
instituted to avert or halt undesirable events before they transpire. These measures include
password protection, approval processes, and established policies and procedures
(IBANGA, 2022). In conjunction with preventive controls, detection controls are
strategically designed to identify mistakes or anomalies that may have already taken
place. These activities involve reconciliations, monitoring actual expenditures against
budgets, and analyzing past periods and forecasts (Irwansyah & Zega, 2023).
Furthermore, controls can be categorized into hard controls and soft controls. Hard
controls are formal and concrete elements, such as organizational structures, written
policies, procedures, and segregation of duties. In contrast, soft controls are informal and
non-physical, encompassing factors like leadership tone, ethical climate, integrity, trust,
and competence (Nisak & Rochayatun, 2023). Controls can also be classified based on
their execution methods, distinguishing between manual controls, which rely on human
effort, and IT-supported processes that utilize system-generated reports, as well as
automated controls, which are entirely driven by computer systems. Additionally,
controls are identified as either key or secondary. Key controls are essential and perform
correctly to reduce hazards at a tolerable level, while secondary controls facilitate the
smooth functioning of processes without being critical to risk mitigation (Dagane, 2024).
he selection and implementation of these controls depend on a thorough comprehension
of existing risks, with the objective of the organization guiding the identification and
adoption of appropriate controls. In essence, the sequence for implementing controls

follows the framework: Objectives — Risks — Controls (UCSF, 2023).
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2.2.1 Fraud detection

2.2.2 Definition of Fraud:
Fraud signifies intentional conduct performed by one or more persons in positions of

governance, administration, staff, or external parties, utilizing deceit to secure an undue
or unlawful benefit. Situations or incidents that imply an incentive or motivation to
engage in fraud or that establish a chance for fraudulent activities are known as fraud risk
factors (IAASB, 2020). According to (Osisioma, 2012), fraud is an encompassing term
that includes various tactics individuals may devise and utilize to gain an advantage over
others. It comprises any form of deception, cunning, trickery, or unethical methods of
misleading someone. Fraud covers a wide range of business offenses, including larceny,
embezzlement, asset misappropriation, and theft, among others. Fraudulent financial
reporting specifically entails intentional misstatements, such as omitting figures or
disclosures in financial statements, designed to mislead users of financial statements.
Procedures undertaken in response to identified material risks are known as additional

procedures (IAASB, 2020).

2.2.3 Two major causes of fraud:

Occupational fraud is one of the costliest and most widespread ways of financial crime
around the world. Individuals who commit occupational fraud against their employers are
termed vocational fraudsters. Two essential reasons contribute to the prevalence of this
kind of crime: (Al-Naghi et al, 2023):

1. The first reason is that any organization employing individuals must inevitably
delegate a certain level of authority to its staff. This includes responsibilities such
as managing financial records, overseeing bank accounts, and securing inventory.
Such reliance on trust creates vulnerabilities, as all instances of fraudulent activity
fundamentally arise from breaches of that trust (Antawirya et al, 2019).

2. Another contributing factor to the prevalence and financial repercussions of
occupational fraud is the sheer volume of individuals who have the opportunity to
engage in such misconduct. With a global workforce exceeding 3.3 billion
people—most of whom are honest and trustworthy—even a small percentage
deviating from ethical standards leads to millions of incidents of occupational

fraud each year (Norazida et al, 2014). While the exact number of individuals
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involved in these fraudulent activities remains unknown, the total damage

inflicted by such misconduct is significant (ACFE, 2022).
2.2.4 Elements of fraud:

From a legal perspective, a fraudulent act must encompass the following essential

elements:

1. A false disclosure, representation, or statement.
A significant truth that prompts an individual to take action.

The intent of deception.

> »w b

Justified dependence, meaning the individual depends on the deceit to make
decisions.

5. The victim experiences harm or loss (Romney et al, 2021).
According to Agyemang (2016), fraud can include various activities, such as:

1. Tampering with, forging, or altering records and documents.
Recording transactions that lack substance.

Inappropriately appropriating assets or engaging in theft.
Deliberate misapplication of accounting principles.

Hiding transactions or intentionally omitting them from documents.

Intentionally falsifying an entity's financial condition or transactions.

NS R wD

Involves unlawfully taking property wanting awareness of the owner, consent, or

permission, or knowingly misrepresenting a position through intent or negligence.

2.2.5 Pictures and methods of fraud:

Fraud can take three forms as follows (Al-Naghi et al, 2023):

1. Falsification of Financial Reports: This form involves the deliberate alteration of
financial reports to misrepresent facts and mislead users of financial statements.
Fraudulent financial reports can be produced through various actions, including:

* Distorting or manipulating evidence of events and transactions that affect
financial statements during their preparation.
* Modifying accounting records or supporting documentation used in the

preparation of financial statements.
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1.

Disregarding principles of accounting related to the allocation of amounts,
formatting methods, or policies of disclosure. Recording daily and monthly
entries, especially near the end of the financial year, to manipulate outcomes or
artificially enhance profits.

Concealing material truth that should impact the amounts presented in the
financial statements.

enter complicated transactions to distort an entity's financial performance or
position. Manipulating records or conditions related to non-routine and unusual

transactions (Mohamed & Handley-Schachler, 2015).

Misuse of Assets: This type of fraud involves the manipulation, exploitation, and

embezzlement of assets within an organization. It typically occurs among employees

rather than management and often starts with relatively small amounts that escalate

over time. However, management can also engage in this behavior, making detection

challenging due to potential cover-ups. Common forms of embezzlement and asset

misuse include:

Embezzling tangible assets or misappropriating intellectual property, such as
taking (stock for personal use or) selling scrap materials for profit.

Colluding with competitors by disclosing technological information for
financial compensation, which may involve loading the entity with expenses for
goods and services not received.

Overpaying suppliers and contractors or providing excessive salaries to
employees and contractors.

Participating in bribery during purchases or inflating the prices of goods and
services.

Using organizational assets for personal purposes, such as leveraging them as
collateral for personal loans or for individuals with connections (ISA 240,

2020).

Creative Accounting or Profit Management: Also referred to as "creative accounting,"

this type of (fraud has attracted considerable interest from accountants, auditors, and

stakeholders engaged with financial data across numerous organizations. Researchers

have identified that creative accounting practices, characterized by the flexibility

allowed by accounting principles and standards, facilitate cheating, fraud, and
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manipulation in financial statements. These practices can erode confidence in

accounting information, distorting business results and the financial position of the

entity to achieve managerial objectives at the expense of other stakeholders.

Academically, creative accounting can be defined as altering financial accounting

values to align with the preferences of accountants, often by exploiting, manipulating,

or circumventing current regulations (Al-Tikriti, 2019).

2.2.1.5 Fraud Triangle

Source:(Free, 2015)

Pressure /Incentive

Fraud
triangle

Attitude/
Rationalization

Opportunity

Figure (2.1) : Fraud Triangle (Free, 2015)

The fraud triangle framework suggests that three primary elements compel individuals to

perpetrate fraud: pressure, opportunity, and rationalization.

1.

Push Economic pressure is a primary motivator for individuals engaging in
fraudulent activities. This pressure often stems from personal financial
difficulties, where individuals feel overwhelmed by life's challenges, pushing
them toward fraud for personal gain. Such circumstances may arise from
insufficient welfare support or an extravagant lifestyle that seems unattainable
through legitimate means. Additionally, external factors like an unfavorable work
environment, perceived unfair treatment, and unjust recruitment processes can
exacerbate this pressure, compelling individuals to resort to fraudulent behavior.
Opportunity The opportunity component arises from the organizational context,
presenting a potential target for fraudulent activities. Various roles within the
organization can create opportunities for fraud, particularly when internal control

systems are lacking. Individuals may perceive their positions as avenues for
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personal gain, capitalizing on weaknesses in the organization's oversight and
control measures.

3. Rationalization The rationalization factor entails the culprit persuading himself
that their acts are justified. They may create valid reasons for their behavior and
attempt to influence others to accept or approve of their conduct. This self-
justification helps them reconcile their fraudulent actions with their moral beliefs

(Handoyo & Bayunitri, 2021).

2.2.1.6 Relationship between Internal Control System and Fraud:

To effectively combat fraud, organizations must implement a comprehensive
strategic approach that not only tackles the root causes of fraudulent behavior but
also cultivates an environment supportive of proactive anti-fraud initiatives. Central
to this strategy is the effective execution of internal controls, which act as the
backbone of any successful fraud detection effort. Many organizations have
embraced strong internal control systems as a foundational method for fraud
detection, a practice that has demonstrated high effectiveness. Research highlights
that the appropriate application of these controls significantly bolsters anti-fraud
efforts by reducing the avenues through which fraud can occur (Wulandari &

Nuryatno, 2018).

Moreover, internal controls are not merely a deterrent but a proactive measure that
can minimize the endurance of management complicity in fraudulent activities. This
is particularly crucial, as fraudulent behavior at the managerial level may bring about
irreclaimable harm to an entity’s financial standing and reputation. (Natasya et al,
2017) assert that implementing effective internal controls can mitigate the potential
for management involvement in fraudulent activities, thereby fostering a culture of

accountability and transparency.

To effectively combat accounting fraud, it is essential to implement and uphold
updated internal controls that ensure the reliability and integrity of financial
information, commitment to relevant laws and regulations, and improved operational
efficiency. A properly constructed internal control system could substantially lower
the risks associated with personal interests that may deviate from an organization’s

objectives, thus aligning individual behaviors with the broader goals of the
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organization. This alignment not only discourages fraudulent behavior but also

promotes ethical conduct within the organization.

In addition to ensuring financial integrity, internal controls have an important part
in enhancing operational efficiency through simplifying processes and facilitating
better decision-making. When internal controls are effectively designed and
executed, they establish a clear framework within which employees can function,
minimizing the threat of errors and enhancing the reliability of financial reporting. A
robust internal control system also fosters an environment of continuous
improvement, where processes are regularly evaluated and modified according to

best practices and changes in the regulatory environment (Natasya et al, 2017).

The significance of internal controls in deterring fraudulent financial reporting
cannot be overstated. Poorly implemented controls can lead to substantial financial
losses, juristic consequences, and harm to reputation, whereas an efficacious system
of internal controls allows companies to optimize the utilization of assets and
safeguard their financial interests. On the contrary, inadequate internal controls can
result in accounting fraud, which not only impacts the organization but also has
extensive implications for all stakeholders, including investors, employees, and

customers. (Faisal, 2023)

In situations where internal controls are inadequate or poorly executed,
organizations become susceptible to different types of fraud, including asset theft,
fraud on financial statements, and depravity. These types of fraud may result in huge
financial casualties and diminish stakeholder trust, which is often challenging to
regain. Thus, an important element of an entity's fraud prevention strategy should
incorporate regular audits and evaluations of the internal control system to make sure
it stays effective. and adaptable to emerging risks and challenges. Auditing these
controls enables early identification of weaknesses or inefficiencies that could

potentially be exploited for fraudulent activities (UCSF, 2023).

The obligation to maintain an efficacious internal control system relies on both the
administration and the board of directors. The administration is accountable for
creating and executing internal controls, while the board of directors monitors their

effectiveness and ensures alignment with the entity's strategic objectives. The
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function of internal audit is also vital in this context. By providing an independent
and unbiased assessment of the control environment, internal auditors play a
necessary role in pinpointing scopes where controls may be lacking and suggesting

enhancements. (Faisal, 2023).

Moreover, it's crucial to acknowledge that the effectiveness of internal controls
depends not only on their design but also on the ethical culture present within the
organization. An organization with a robust ethical culture, backed by leadership's
commitment to ethical conduct, is more likely to implement effective internal
controls. This culture discourages fraudulent activities and reinforces the importance
of accountability at all levels. In contrast, a weak ethical culture can undermine even
the most well-designed internal controls, as employees may feel less compelled to

adhere to established policies and procedures (Nisak & Rochayatun, 2023).

One of the most effective methods for enhancing internal controls is through
employee training and education. Employees should receive regular training on the
significance of internal controls, how they operate, and their responsibilities in fraud
prevention. This not only raises awareness but also empowers employees to realize
potential risks and notify activities that are suspicious. Additionally, organizations
should implement clear channels for reporting fraud, such as whistleblower
programs, which enable employees to express apprehension anonymously without
terror of retaliation. By promoting an atmosphere where employees feel secure in
reporting fraud, organizations can identify and address issues early, before they

develop into more serious problems (Wulandari & Nuryatno, 2018).

Lastly, technology is becoming essential to the effectiveness of internal controls.
Utilizing advanced software tools, like artificial intelligence and data analytics, can
ameliorate transaction monitoring and detect patterns that may indicate fraudulent
behavior. Automated systems minimize the risk of human error and deliver real-time
insights into financial activities, aiding deviation detection and allowing quick
corrective actions. As fraud schemes grow more complex, it is vital for organizations
to leverage technology to stay ahead of emerging risks. (Kesuma & Fachruzzaman,

2024).
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In conclusion, implementing robust internal controls is essential to any organization's
strategy for detecting fraud. By tackling the underlying causes of fraud, fostering an
environment of accountability, and utilizing technology, organizations can greatly
lower the risk of fraudulent activities. Regular audits, employee training, and a strong
ethical culture further strengthen internal controls, safeguarding the organization's
financial integrity and ensuring long-term success. The roles of management, the
board, and internal auditors are pivotal in upholding a resilient internal control system
that evolves with new risks and challenges. As fraud tactics advance, organizations
must remain vigilant and proactive to protect their financial assets, reputation, and
stakeholder trust. (Faisal, 2023); (Natasya et al, 2017); (Wulandari & Nuryatno,
2018).

3.1.1 Overview of the Palestine Exchange

The Palestine Exchange (PEX) is the primary securities market in Palestine, enabling
the trading of various financial instruments, such as stocks, bonds, and other securities of
listed companies. Established to foster economic development and create investment
opportunities, the PEX serves a vital role by offering a platform for businesses to access
capital while providing investors with the chance to engage in Palestine’s financial
markets. Founded in 1995, the PEX has grown steadily, establishing itself as a key
component of the Palestinian financial landscape and contributing to broader goals of
economic stability and growth. As a cornerstone of the nation's financial infrastructure,
the exchange functions within the regulatory framework set by the Palestinian Capital
Market Authority (PCMA), and ensures that it meets international standards of

transparency, fairness, and operational efficiency. (PEX, 2020)

A key function of the PEX is to support Palestinian businesses by giving them access
to capital markets, allowing them to secure the funding needed for growth and
development. This, in turn, helps drive job creation and boosts economic activity across
multiple sectors. The regulatory oversight from the PCMA ensures that firms listed on
the exchange adhere to high standards of corporate governance, accountability, and
financial transparency, strengthening investor confidence and fostering market
participation. Moreover, the PEX’s dedication to good governance practices creates an

environment favorable to long-term investment, supporting financial system stability and
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enhancing Palestine's appeal as a destination for both local and international investors

(PEX, 2020).

The PEX lists companies from a wide array of sectors, including banking, insurance,

industry, services, and telecommunications, which contribute to a diversified and
dynamic market. This diversification not only allows investors to spread their risk across
different industries but also strengthens the resilience of the financial market as a whole.
In a region characterized by economic and political challenges, the PEX provides a much-
needed avenue for investment and financial growth, serving as a beacon of stability and
opportunity. Investors, both individual and institutional, engage in trading activities
through licensed brokerage firms, ensuring that transactions are conducted in a secure and
transparent manner. The exchange has embraced modern technologies to facilitate these
transactions, providing a seamless and efficient trading experience. This includes the
adoption of electronic trading platforms that improve the speed as well as reliability of
market operations, enabling investors to access real-time market data more easily and
execute trades efficiently (PEX, 2020).
Furthermore, the PEX is instrumental in advancing financial literacy as well as awareness
within the investor community and the public at large. Through educational initiatives
and outreach programs, the exchange seeks to provide potential investors with the
information and resources necessary to make prudent financial decisions. These efforts
are particularly important in Palestine, where financial literacy levels may vary, and
where encouraging broader participation in the stock market can have a significant impact
on economic empowerment and wealth creation. By fostering a culture of informed
investing, the PEX helps to build a more inclusive financial system, where individuals
from all walks of life can contribute to and benefit from the growth of the economy (PEX,
2020).

In addition to its primary role as a marketplace for securities, the PEX serves as a
catalyst for broader economic development in Palestine. By facilitating the flow of capital
from investors to businesses, the exchange helps to fuel innovation, entrepreneurship, and
industrial growth. This capital mobilization is crucial for addressing some of the key
economic challenges facing Palestine, such as high unemployment rates and the need for
greater private sector development. The PEX offers companies, especially small and
medium-sized enterprises (SMEs), an avenue to secure the capital required to grow their

operations, invest in advanced technologies, and enter new markets. In doing so, the
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exchange supports not only the success of individual businesses but also promotes the
broader diversification and modernization of the Palestinian economy (PEX, 2020).

The exchange's commitment to fostering a robust financial market is further
evidenced by its efforts to attract foreign investment. By adhering to global best practices
in corporate governance and market regulation, the PEX has positioned itself as a credible
and reliable institution within the international investment community. The presence of
foreign investors in the market not only provides additional liquidity but also brings
valuable expertise and global perspectives that can help to elevate the performance and
competitiveness of Palestinian businesses. This international engagement is essential for
integrating Palestine into the global economy and for attracting the capital flows
necessary to support long-term economic progress and advancement (PEX, 2020).

The role of the PEX extends beyond the realm of finance and economics; it also has
social and political significance. In a region marked by ongoing conflict and uncertainty,
the existence of a functioning stock exchange represents a symbol of resilience and hope
for a brighter future. By providing a platform for economic opportunity and financial
growth, the PEX plays a part in the broader effort to build a sustainable and prosperous
Palestinian state. Its success as an institution demonstrates the capacity of Palestine to
create and maintain sophisticated financial systems, even in the face of adversity (PEX,
2020).

In conclusion, the Palestine Exchange serves as a vital institution for economic
growth, capital mobilization, and investment in Palestine, contributing to developing a
robust and dynamic financial market in the region. Through its commitment to
transparency, good governance, and financial education, the PEX provides businesses
with the capital they need to grow while offering investors a secure and efficient platform
to participate in the financial markets. As the exchange progresses and adjusts to meet the
evolving demands of the Palestinian economy, it will continue to be a cornerstone of
economic development, playing an essential role in shaping the future of Palestine's

financial landscape (PEX, 2020).

2.3.2 Sectors of the Listed Firms in Palestine Exchange
The Palestine Exchange (PEX) encompasses a diverse range of sectors, each represented
by listed firms that contribute to the overall market dynamics. The sectors of the listed

corporations in the PEX include Palestinian Financial Market Authority, (2023):
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Distribution of Palestinian Publicly traded companies listed on the Exchange of

Palestine.
Sector Number of listed companies
Industry Sector 13
Banking & Financial Services Sector 8
Insurance Sector 7
Service Sector 11
Investment Sector 10
Total 49

3.1.2.1 Insurance Sector:

The insurance sector in the Palestine Exchange comprises 7 listed companies, and it
revolves around the field of insurance as its core activity. This sector includes companies
that provide insurance services covering various aspects such as life, property,
automobiles, and more. These companies play an important part in offering financial
protection to individuals and institutions against possible risks. The presence of this sector
reflects the diversity in the Palestinian financial market, enhancing confidence in the
financial stability of individuals and the community. This contributes to the promotion of
economic stability and achieving balance in the financial system. The following illustrates
the insurance companies operating in Palestine. (Palestinian Financial Market Authority,

2023).

3.1.2.2 Investment Sector

Secondly, the investment sector in the Palestine Exchange consists of 10 listed
companies, reflecting the companies' interest in investment activities at various levels.
Investment in this sector varies between securities, real estate, and other opportunities.
These companies play a necessary part in stimulating economic activity and consolidating
diversity in the securities market, contributing to the creation of diverse and sustainable
investment opportunities (Capital Market Authority, 2023).

3.1.2.3 Industrial Sector

The industrial sector in the Palestine Exchange comprises 13 listed companies,
encompassing a wide range of businesses engaged in the production of goods and
products. The activities within this sector vary among manufacturing companies

operating in different industrial fields. This sector performs an essential part in upholding
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the local economy by creating opportunities for employment and promoting industrial

development. (Capital Market Authority, 2023)

3.1.2.4 Services Sector

The Services Sector in the Palestine Exchange consists of 11 listed companies and
encompasses a variety of companies providing diverse services to consumers or other
businesses. This sector includes financial services, technology, retail, and entertainment,
where these companies play a significant role in meeting market needs and providing
services that enhance the local economy. (Capital Market Authority, 2023)

3.1.2.5 Financial Services and Banking Sector

The Banking and Financial Services Sector in the Palestine Exchange comprises 8 listed
companies, including a diverse range of banks and financial institutions. This sector
provides a variety of banking and financial services tailored to the needs of customers,
contributing to the support of the financial system and the enhancement of economic

development in the region. (Palestinian Monetary Authority, 2023)

2.2. Previous studies

Understanding the dynamics of internal control measures and their effectiveness in fraud
detection is critically important, especially within public sector entities and financial
institutions. An increasing body of research has explored different facets of internal
controls, emphasizing their contribution to mitigating fraud across various sectors. This
synthesis of studies investigates the impact of internal controls on identifying and
avoiding fraud and reveals the significance of governance, ethical considerations, and the
necessity for comprehensive strategies to bolster organizational integrity. The studies

included are as follows:

1. (Kesuma & Fachruzzaman, 2024): This research investigates the impact that
internal control practices have on accounting fraud within public sector entities.
Through a thorough literature review, the study synthesizes insights from ten prior
studies obtained from both national and international sources. The literature search
focused on key terms such as public sector accounting fraud, fraud, and internal
control. The combined findings indicate that implementing internal control measures
serves as an effective strategy for reducing accountancy fraud in the organizations in

the public sector.
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(Maulani et al, 2024): This study investigates the problem of fraud in financial
institutions, specifically focusing on Islamic banks that function within distinct
regulatory and ethical frameworks. It evaluates the influence of internal controls and
auditor integrity on fraud prevention while also considering the moderating effect of
sound corporate governance. The findings reveal that internal controls significantly
bolster efforts to prevent fraud, whereas auditor integrity demonstrates a positive yet
insignificant correlation. Furthermore, sound corporate governance does not
significantly moderate the relationship between internal controls or auditor integrity
and fraud prevention. This research contributes to agency theory by examining the
dynamics of agency relationships within the realm of Islamic banking, highlighting
the critical roles of robust internal controls and auditor integrity in fraud prevention,
and indicating that reliance solely on sound corporate governance may not be
adequate for achieving optimal fraud prevention results.

(Dagane, 2024): This paper examines the impact of internal control measures on
fraud revelation in manufacturing companies in Kenya. A quantitative cross-sectional
approach was employed, with data urposive sampling used to obtain data from 75
Kenya Association of Manufacturers (KAM) member businesses. The study
highlights the necessity for clear lines of authority and appropriate division of
responsibilities to ensure accountability. Additionally, it recommends implementing
robust strategies for fraud identified and avoided, encouraging workers to declare acts
of fraud, and clearly defining roles for all employees. It is also suggested to establish
effective communication channels, provide regular training on fraud identification,
and impose punitive measures on those involved in fraudulent conduct.

(Nwite et al, 2024): This research assesses the influence of internal control systems
on fraud preservation within the ministries, departments, and agencies of Ebonyi
State. The primary objective is to analyze how control activities, monitoring and the
control environment processes contribute to fraud prevention in these organizations.
A cross-sectional survey methodology was employed, and data were evaluated using
the ordinary least squares (OLS) estimation technique with SPSS software. Initial data
was gathered using organized questionnaires distributed to respondents. The results
reveal that the control environment, control activities, and monitoring processes had
an essential influence in the fight against fraud in MDAs in Ebonyi State. The study

suggests that these organizations should establish effective and comprehensive
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internal control systems that include the control environment, control activities, and
monitoring processes, as these elements are essential for mitigating fraud.
(Mansyuri et al, 2024): This research stresses the material of integrity and internal
controls in combating fraud in Indonesia, and small and medium companies were
targeted. Although MSME:s play a vital role in the national economy, they encounter
difficulties like inadequate administration and fraudulent activities. The study
investigates how fostering a culture of transparency and implementing strong internal
control measures can help lower the likelihood of fraud. Analyzing a sample of 150
MSME:s through Smart PLS indicated that both integrity and effective internal control
measures contribute to the accuracy of financial reporting, operational effectiveness,
and customer confidence. In particular, internal control practices—for example, risk
evaluation, control activities, and communication and information—demonstrated
efficacy in lowering the risk of fraud. The research advocates for governmental and
stakeholder assistance to offer management support, training, and initiatives that
encourage transparency and internal controls, empowering MSME:s to better address
business difficulty as well as contributing to sustaining growth in the economy at the
national level.

(Widiantari & Bella, 2023): The research explores the leverage of strong corporate
governance, internal control, and individual morals as moderating factors in fraud
prevention at the asset management agency and the Badung regency regional financial
office. The study targeted a population of 96 employees, using a saturated sampling
approach to include all 41 respondents from the agency. Analytical methods such as
the determination coefficient, multiple regression analysis (MRA), F-test, and t-test
were employed. The findings indicate that both strong corporate governance and
internal control systems have a significant part in avoiding fraud, with individual
ethics further enhancing this connection.

(Insani et al, 2023): This study investigates the safeguarding function of internal
control and moral principles consciousness in combating fraud. The research targeted
four state-owned banks, administering surveys to 100 employees for data collection.
Harnessing multiple linear regression analysis, the findings reveal that both moral
principles consciousness and internal control are crucial in fraud prevention.

(Nisak & Rochayatun, 2023) This research emphasizes the crucial importance of
internal audits for discovering and avoiding fraud within some universities based on

a thorough assessment of the literature and experimental data. The data gathering
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10.

strategies involved searching for pertinent papers in databases such as Springer,
Google Scholar, and Emerald by underlining terms relating to the research. The
results of the research indicate that a practical internal audit is required to identify and
avoid university fraud. Internal audits must help colleges adopt effective controls by
evaluating their efficacy and performance and encouraging them to undertake
constant enhancements. Internal audits enable universities to meet their objectives by
establishing, analyzing, and enhancing risk administration, university governance
processes, and the efficacy of university controls. Internal auditing at universities
additionally acts as an oversight for avoiding and identifying acts of fraud. The
findings of this study are intended to be utilized as assessment materials to improve
the function of internal audits in universities in the identification and avoidance of
fraud.

(Shakeel et al, 2023) This paper investigates the influence of internal control systems
(ICS) elements on identifying occupational fraud, highlighting the audit committee's
moderating effect. Data were gathered from 413 individuals working in the
accounting, financial, and auditing departments of publicly traded firms in Pakistan
and analyzed using regression techniques. The research introduces a mechanism for
identifying fraud that is grounded in control activities, the control environment, risk
evaluation, monitoring, and communication and information. It demonstrates that the
Committee of Audit Notably enhances the connections between these elements. The
results offer important modulation and policy suggestions for administrators,
politicians, regulatory agencies, auditing companies, and investors, emphasizing the
vital Place of the internal control system and its elements in improving the
effectiveness and efficiency of occupational fraud detection.

(Arifia et al, 2023) This paper examines the function of internal control in thwarting
and identifying fraud in online enterprises, especially within the framework of
Indonesia’s economic growth. A qualitative descriptive approach was adopted,
incorporating data analysis and interpretation and bolstered by established theories.
Data from secondary sources, including research journals and the Experian Global
Fraud and Identity Report APAC (2019-2020), were employed. The report reveals
that 50% of Indonesian businesses experienced losses caused by internet fraud in the
previous year, with 48% of firms reporting heightened fraud losses in 2020 as a result

of challenges in accurately recognizing consumers.

29



11.

12.

13.

14.

(Ibanga, 2022) This study evaluates the efficiency of ICS in deterring fraud and
misappropriation of funds within the public strip, with a focus on Akwa Ibom State
Polytechnic. A survey design was utilized, with 92 participants selected using the
Taro Yamane formula. Data were gathered through a self-constructed questionnaire,
guided by specific research questions and hypotheses. Analysis was carried out using
simple percentages and the Likert scale method. The findings reveal that dimensions
such as risk assessments, control activities, control environment, and information and
communication are crucial in preventing fraud and fund misappropriation. The study
recommends the adoption of internal auditing practices for managing financial
resources, maintaining school assets, and effectively managing funds. It also
highlights the necessity for management to adhere to a rigorous and objective
selection process for accounting standards and personnel.

(Holloway, 2023): This research examines the challenges and supportive factors
faced by the leadership of tiny non-profit entities in the east region of the US regarding
the application of effective internal control procedures to prevent fraud. The primary
research question focused on how executives perceive these internal controls as a
safeguard against workplace fraud. Data were gathered from 10 nonprofit leaders
using a qualitative exploratory case study approach, with information collected
through telephone, email, and in-person interviews. Findings reveal that nonprofit
executives emphasized the need for a strong board of directors, training, reliable
accounting systems, regular meetings, qualified volunteers, and established rules and
procedures. Ethical behavior is seen as a pathway to enhanced financial integrity and
increased donor contributions, suggesting potential for positive social change.
(Irwansyah & Zega, 2023) This paper evaluates the impact of corporate governance,
internal audits, the efficiency of internal controls, and appropriate compensation on
the likelihood of fraud. It utilizes quantitative data collected from managers in
business, sales, finance, and HR departments. Using purposive sampling, data were
gathered from 10 companies with a total of 49 respondents. Analysis was performed
through multiple linear regression on SPSS 25. The results reveal that while corporate
governance positively correlates with fraud risk, the roles of internal audits, effective
internal controls, and adequate compensation negatively influence the likelihood of
fraud in state-owned enterprises in Bengkulu City.

(Putra et al., 2022) This study examines how organizational culture influences

internal control behaviors and community involvement in fraud prevention. Data were
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15.

16.

17.

18.

collected from 161 participants through questionnaires, and the analysis employed the
PLS way. The findings indicate that robust internal controls and active community
participation are crucial for preventing fraudulent activities.

(Yahya, 2022) This study evaluates how components of internal controls alter
preventing fraudulent activity, incorporating elements from the fraud pentagon
theory, which includes rationalization, pressure, opportunity, capability, and
arrogance. The research focused on employees from a construction service company,
using a non-probability sampling method to represent the entire populace. Data
analysis was performed using the structural equation model (SEM) with a partial least
squares (PLS) approach. Findings suggest that monitoring, risk assessment, and
control environments significantly influence fraud prevention, while information and
communication and control activities, they have no effect.

(Abei, 2021) This paper explores how the implementation of internal control design
affects fraud identification and avoidance in institutions for microfinance. A
qualitative approach was used, involving personal interviews with fourteen
participants, and the data were analyzed manually. The findings indicate that robust
internal controls diminish the motivations, opportunities, justifications, and
capabilities to commit fraud, thereby enhancing the ability of microfinance
institutions to identify and prevent fraudulent activities. Additionally, the study
highlights weak internal control systems, inadequate monitoring, and insufficient
compensation as significant factors contributing to fraud in these institutions.
(Handoyo & Bayunitri, 2021) This study was applied at PT Pos Indonesia and seeks
to assess the way internal controls and internal audits prevent fraud. Utilizing a non-
probability sampling method combined with a saturated sampling strategy, the
research included a score of 91 employees from the organization. Findings reveal that
every internal audit and internal controls have a necessary impact on fraud barring,
collectively achieving a 68.8% reduction in the company’s fraud rate.

(Herawaty & Hernando, 2021) This study investigates the impact that internal
control has on effective corporate governance and fraud forbidding within the Jambi
City Regional Government. It also evaluates the impact of effective corporate
governance on fraud prevention and whether internal control acts as a mediator in this
relationship. Utilizing purposive sampling, 49 government employees were surveyed,
resulting in 47 completed questionnaires. Results indicate that internal control has not

had a major effect on either fraud forbidding or effective corporate governance.
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19. (Fernandhytia & Muslichah, 2020) This paper evaluates how internal controls,
moral character, and ethical principles affect the probability of accounting fraud in
startups. The survey involved 128 respondents. Findings reveal that strong internal
controls considerably lower the chance of accounting fraud; as internal controls
strengthen, a firm's vulnerability to fraud diminishes. Additionally, personal morals
play a substantial impact in the likelihood of occurrence fraud, indicating that
promoting personal morality by embedding appropriate values into everyday
practices can curb fraudulent behavior. Ethical values are also essential in reducing
tendencies toward accounting fraud.

20. (Alslihat et al., 2018) This investigation aims to identify ICS components, based on
the COSO framework, that impact cloud computing risk perceptions in Jordanian
public shareholding companies. A questionnaire targeting 190 public accountants was
distributed, achieving an 81.1% response rate with 154 valid responses for analysis
using SPSS version 21. The findings indicate that public shareholding companies
should adopt cloud accounting practices and improve their knowledge of the required
hardware and software for effective information technology support. Furthermore, the
COSO framework provides internal control procedures to mitigate risks associated

with implementing information systems, particularly accounting information systems.

2.2.1. Comment on previous studies.

The literature review reveals a significant Considering the link between internal controls
and avoiding fraudulent activity. A central theme is the way successful internal controls
were at reducing accounting fraud, particularly within the public sector. It also highlights
the importance of auditor-related factors and big data skills. Furthermore, the roles of
corporate governance, moral sensitivity, and internal auditing in detecting fraud are
emphasized, showcasing their relevance across different organizations. (Kesuma &
Fachruzzaman,2024) provide a thorough analysis of ten studies that collectively affirm
the importance of internal control measures in curtailing accounting fraud in the public
sector. Their focus on this specific sector adds a valuable dimension to the broader
consensus regarding the necessity of robust internal controls across industries. (Maulani
et al, 2024) explore the relationship between internal controls and auditor integrity in
Islamic banks, revealing that while strong internal controls are crucial for fraud detection,
the impact of auditor integrity is less pronounced. This focus on the unique challenges of

Islamic banking expands the discourse around fraud detection, particularly in sector-
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specific contexts. (Dagane, 2024) and (Nwite et al, 2024) investigate internal control
mechanisms in manufacturing companies in Kenya and public sector agencies in Ebonyi
State, respectively. Their findings reinforce the significance of various internal control
components for fraud detection and prevention while providing valuable geographic
perspectives that highlight regional differences in fraud management strategies.

Cultural and ethical dimensions are emphasized in the studies by (Mansyuri et al,
2024) and (Widiantari & Bella, 2023). (Mansyuri et al,2024) discuss how a culture of
honesty promotes reliable financial practices, while (Widiantari & Bella,2023survey the
interplay among corporate governance and personal morality in fraud safeguarded. These
insights enhance the conversation by integrating psychological factors often overlooked
in traditional control-focused analyses. (Insani et al, 2023) contribute a significant
perspective by analyzing the roles of moral values alongside internal controls,
highlighting the necessity for an ethical foundation in effective fraud protection. This
holistic approach underscores the importance of aligning control measures with ethical
standards to foster a robust fraud prevention culture. The perspective of the academic
sector is notably represented by (Nisak & Rochayatun, 2023), where internal auditing
plays a key role in universities. Their findings align with existing literature while offering
a unique viewpoint on fraud identification and avoidance within educational
establishments. Further contributions come from (Shakeel et al,2023), Who highlights the
function of audit committees in enhancing fraud detection, and (Abei,2021), whose focus
on microfinance institutions adds depth to the understanding of internal control systems'
effectiveness.

In contrast, (Herawaty & Hernando, 2021) challenge the prevailing narrative by
suggesting that internal controls may not significantly influence fraud prevention or
governance. This divergence calls for further exploration into the conditions that
determine the efficacy of internal controls. Additionally, studies such as (Fernandhytia &
Muslichah, 2020) and (Alslihat et al, 2018) broaden the scope by examining the impact
of personal ethics and the risks associated with cloud computing on fraud prevention,
reflecting the evolving challenges organizations face today. In summary, while the
reviewed studies collectively affirm the critical role of internal controls to avoid fraud,
the diversity of perspectives—from sector-specific challenges to cultural and ethical
considerations—illuminates the complexity inherent in fraud avoidance techniques.
Studies in the future should continue to explore these multifaceted dimensions to promote

the performance of internal control techniques across various organizational contexts.
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2.2.2. Similarities and distinctions among the present study and previous studies.
Regarding the role of internal control in fraud detection, several studies with
different objectives, methodologies, and findings present an opportunity to compare

their similarities and differences.

First, the study by (Kesuma & Fachruzzaman, 2024) highlights how internal control
mechanisms affect accounting fraud within government agencies, emphasizing that
implementing these measures effectively can greatly reduce fraudulent activities. In
contrast, research by (Nwite et al, 2024) and (Ibanga, 2022) underscores the value of the
control framework and sound management practices in enhancing the overall
effectiveness of internal controls. While all studies agree on the essential function of
internal control in preventing fraud, (Kesuma & Fachruzzaman, 2024) focus specifically
on the public sector, whereas (Nwite et al, 2024) and (Ibanga, 2022) explore various

contexts, including government institutions and the financial sector.

Second, the study by (Maulani et al, 2024) examines how internal controls relate to
auditor integrity in Islamic banks, finding that robust internal controls significantly
enhance fraud prevention. This aligns with the findings of (Holloway, 2023) and (Shakeel
et al, 2023), which stress the critical role of strong governance and internal control
practices. However, (Maulani et al, 2024) 's research is distinctive due to its specific focus

on the particular challenges Islamic banks face in adopting these controls.

Additionally, the study by (Mansyuri et al, 2024) emphasizes the importance of a culture
of truthfulness and robust internal controls in preventing fraud within small and medium-
sized businesses. This reflection on cultural aspects adds a vital dimension that may be
underexplored in other studies. Meanwhile, research by (Insani et al, 2023) and (Yahya,
2022) identifies moral values as significant components in fraud prevention, thereby
introducing an ethical dimension that enriches our understanding of the way internal

controls operate inside various organizational contexts.

Conversely, the study by (Herawaty & Hernando, 2021) yields intriguing findings,
suggesting a lack of significant impact of internal controls for preventing fraud or good
governance. This conclusion contrasts with the prevailing consensus in other research,
prompting questions about the specific contexts that might affect the effectiveness of

internal controls.
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However, all studies acknowledge the critical significance of internal controls in reducing
fraud; they vary in their focus on different contexts, cultures, and ethical dimensions, and
the ways these factors influence internal control effectiveness. This variation highlights
the complexity surrounding internal control systems and their vital role in detecting fraud,
underscoring the need for further research to explore these dimensions more

comprehensively.

2.2.3 Research Gap:

The research gap in internal control systems and fraud detection, particularly in the
Palestinian context, is significant and multi-dimensional. While existing literature
emphasizes the importance of internal controls in fraud detection, it often overlooks key
factors such as the influence of organizational culture, ethics, and the broader socio-
economic and political environment. Most of the studies conducted so far focus on
environments outside Palestine, where political and economic stability plays a different
role compared to the Palestinian setting. The unique challenges of the Palestinian context,
including its unstable political and economic situation, present specific hurdles in the
implementation and effectiveness of internal control systems. The lack of political
stability and economic turbulence can lead to fluctuating organizational priorities and
insufficient resources, which are often overlooked in studies conducted in more stable
regions. Furthermore, the research gap exists in understanding how these factors—such
as regional conflicts, security concerns, and political unrest—affect internal controls and

fraud detection efforts in Palestinian institutions.

Another significant gap is the limited attention paid to the interaction between cultural
and ethical norms and the effectiveness of internal controls. In the Palestinian context,
social and ethical values play a central role in shaping organizational behavior, but these
factors are often neglected in global studies. Additionally, there is a dearth of research on
how technology can enhance internal control systems in Palestinian organizations, despite
the growing importance of digital tools and data analytics for fraud detection. Moreover,
research on the role of training, education, and continuous professional development in
improving the effectiveness of internal control systems is scarce. Employees'
understanding and commitment to fraud detection are crucial, yet there is a gap in
investigating how regular training and capacity-building programs could influence their

performance in the context of Palestinian organizations.By addressing these gaps,
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research can provide valuable insights into how internal control systems can be adapted
to the Palestinian context, considering its unique challenges. This would contribute to the
development of more robust and context-specific frameworks, ultimately strengthening

financial integrity and institutional trust in an unstable environment.
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Chapter Three: Methodology

Introduction

The following chapter explains the thesis methodology used in the thesis. The researcher
clarifies in this chapter the way data collection and sample selection work, the thesis
design, the thesis approach, the intended audience, the thesis sample, the chosen sample,
the thesis instruments, the data collection techniques, and methods for the analysis of
data. The questionnaire formulated based on a rehearsal of the relevant previous studies

on the topic is also provided.

3.1 Data Collection and Sample Selection

3.1.1 Firstly, secondary data:

The researcher began collecting data from books, research papers, articles, published
journals, reports, and previous research on the same subject, as well as websites, to gather
data on research questions. The results are presented in the second chapter of this study.
3.1.2 Secondly, primary data:

The researcher employed a meticulously crafted questionnaire to gather primary data,
featuring a wide range of structured questions. This questionnaire is designed to
investigate various aspects of the research terms, facilitating the collection of essential

information to satisfy the research's aims.

3.2 Study Methodology

To achieve the study's aims and respond to the questions of the study, the researcher
utilized a descriptive-analytical approach. This integrated method combines the
systematic description of the phenomenon with in-depth analysis to identify its
characteristics and influencing factors. Initially, the phenomenon was described clearly
and accurately, followed by data analysis to uncover key patterns and influences. The
researcher designed a questionnaire for data collection, analysis, and comparison of the
results to select the most accurate and reliable findings. This process contributed to a

thorough and deep understanding of the subject being investigated.

3.3 Study Population
The study sample included employees from 49 Palestinian public shareholding firms
stated within the Palestinian exchange, encompassing a variety of sectors, including the

services sector, banking and financial services sector, industry sector, investment sector,
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and insurance sector. In table 3, a detailed breakdown of these firms by sector is
presented.

Table (3.1) Distribution of Palestinian Public Shareholding firms Listed on the
Palestine Exchange. (Palestinian Financial Market Authority, 2024).

Sector Number of listed companies
Industry Sector 13
Banking & Financial Services Sector 8
Insurance Sector 7
Service Sector 11
Investment Sector 10
Total 49

3.4 Study Sample

The sample for the study was picked from the total research community, where the
researcher classified the companies in each sector and determined the number of
managers and employees in each. This step helped in determining the sample size reliably
and accurately. Moreover, each row in the tables (3.2) shows a specific sector, as it
includes identifying the nouns of the firms and the number of managers and employees

for each company as follows.

Table (3.2) Distribution of sectors of the Palestine Exchange (Palestinian Financial

Market Authority, 2023)

Name of Company Number of Managers Number
of
Employee
Industry Sector 159 2754
Banking & Financial Services Sector 144 4327
Insurance Sector 100 1558
Service Sector 167 5073
Investment Sector 37 2228
Total 607 15940

3.5 The Sample

The study sample was selected from the total research community through a systematic
classification of companies by sector, and determining the number of managers and
employees in each company. The sample size was calculated using the website
(calculator.net), which is a reliable and academically recognized tool for calculating

research sample sizes. The use of this tool ensured that the sample size was determined
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accurately and reliably, in line with the research community. Table (3.2) corresponds to
each specific sector, showing the names of the companies and the number of managers
and employees in each, showing the exact distribution of the sample across the different
sectors as shown in Appendix No. (3), while Table (3.3) shows the number of employees

to whom the study was applied, who received the questionnaire and filled it out.

Table (3.3) Distribution of the number of employees studied in the study(Palestinian
Financial Market Authority, 2023)

Job Title

Frequency
Manager 56
Administrative Assistant 44
Accountant 99
Auditor 18
Customer Service Officer 77
Credit Officer 11
Cashier 64

Total 369

3.6 Study Instrument
In this research, the investigator employed a questionnaire to gather quantitative data. The

questionnaire is designed as the main data-gathering instrument.; it involves 39
statements organized into six sections, utilizing a five-point Likert scale for evaluation.

This structure is detailed.

3.7 Correction Key:

Some results obtained from the Likert scale approach were used, and the allocation was
as follows applied to evaluate the questionnaire items (Bhandari & Nikolopoulou,

2020):

Very High High Moderate Low Very low
5 4 3 2 1

Table (3.4): Correction Key

Mean Degree

4.21-5 Very High
3.41-4.20 High
2.61-3.40 Moderate
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1.81-2.60 Low
1-1.80 Very low

The researcher utilizes this scale because it is the most suitable and provides the best response to the questionnaire data.

3.8. Tool validity:

The wvalidity of the questionnaire was evaluated by consulting five academic
supervisors and experts in the field. After making some necessary modifications, these
specialists confirmed the suitability of the questionnaire to achieve the objectives of the
study. This process enhances the reliability of the data collection tool and thus contributes
to the accuracy of the thesis results, as shown in Appendix No. 2.

3.9. Study Variables:
1. The independent variable:

is a factor that exerts influence without being affected by other variables. In this study,
it pertains to internal control. Internal control is characterized by strategy, practices,
and procedures executed by an organization to safeguard its assets, achieve goals
efficiently and effectively, conform to required regulations and legislation, and

mitigate the risks of fraud and errors. The dimensions of internal control encompass:

1. Control Environment: A framework of regulations and procedures that shape
the institution's overall culture concerning control and regulatory compliance.
(Braim & Bilal, 2023)

2. Risk Assessment: The systematic Identifying and assessing possible hazards
that could hinder the institution's objectives, along with the development of
strategies to mitigate those risks. (Amudo & Inanga, 2009)

3. Control Activities: The actions and procedures implemented by the institution
to ensure the effective execution of policies and control measures while
monitoring compliance. (Ayagre, Appiah-Gyamerah, & Nartey, 2014)

4. Information and Communication: Processes designed to ensure that essential
information is communicated effectively to all relevant stakeholders, thereby
enabling informed decision-making. (Mawanda, 2008)

5. Monitoring: A continuous process of assessment the effectiveness of control
internal systems, ensuring they are regularly updated to adapt to changing

circumstances. (Fadzil, Haron, & Jantan, 2005)
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2. The variable that is dependent:

On the flip side, the variable dependent is the one that is influenced but does not
influence, and in this study, it refers to Fraud Detection, which comprise a collection
of procedures implemented by the firms to avoid or diminish the chances of fraud and

to detect it when it occurs.

3.10 Reliability of the Questionnaire:

The questionnaire's reliability was assessed utilizing internal consistency analysis; this
was done by determining Cronbach's alpha coefficients for every part and the
questionnaire as a whole. The total coefficient of reliability has been determined to be
(0.944), indicating a good level of reliability for research purposes. The table following
illustrates that reliability coefficients for every section are satisfactory and consistent with

the objectives of the study.

Table (3.5): Reliability Coefficients for Questionnaire Sections.

Section's Section's Reliability Number of
Number Title coefficient paragraphs
1 Control environment 0.783 6
2 Risk assessment 0.823 6
3 Control activities 0.728 6
4 Information and 0.853 6
communication
5 Monitoring 0.842
6 Fraud Detection 0.876
Total 0.944 39

3.11 Responses to the Questionnaire:

It is clear to us that after distributing the questionnaire, (369) questionnaires were
retrieved from the study sample out of (376), where this number showed a distinguished
response that reflects the participants’ interest in the research. Despite the researcher’s
direct visit to many firms stated on the Palestinian exchange, in addition to sending the
questionnaire electronically via various means such as email and social media, the
response rate reached 98.1%. This rate is considered high and reflects the effectiveness

of the methods used in collecting data.
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3.12. Statistical Analysis:

The data for this investigation was analyzed using SPSS version 26, employing various

statistical tests tailored to specific research objectives:

1. Descriptive Statistics: these descriptive statistics were employed for calculating
standard deviations and means, and percentages to summarize participants'
responses. This initial analysis provided a clear overview of data trends and
patterns related to the study variables. (Saeidi, Sofian, Saeidi, Saeidi, & Saaeidi,
2015)

2. Cronbach's Alpha Test: To evaluate the reliability of the questionnaire,
Cronbach's alpha was calculated. This test assesses the internal consistency of the
scale, with higher values indicating that items effectively measure the same
construct. Reliability is crucial for ensuring accurate findings. (Hair, Hult, Ringle,
& Sarstedt, 2019)

3. Pearson's Correlation Test: this test examined the relationships between
continuous variables, measuring the strength and direction of linear associations.
Understanding these relationships is essential for further analysis. (Al-Tamimi &
Al-Mazrooei, 2007)

4. Independent Samples t-Test: utilized for comparing responses according to
gender, this test assesses whether gender significantly influences perceptions
related to the study variables, highlighting potential gender-related variations in
attitudes. (Yamamoto, 2008)

5. Analysis of Variance (ANOVA): ANOVA analyzed differences among
demographic factors such as age, academic qualifications, experience, and job
title. This test helps assess whether significant differences exist in means across
multiple groups (Malhotra & Birks, 2012).

6. Multiple Linear Regression Analysis: this technique measured the statistical
effects between study variables, determining relationships between a dependent
variable and multiple independent variables. It identifies significant predictors and
quantifies their contributions, providing insights for informed recommendations.

(Ahmed, Islam, & Alabdullah, 2013)
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Chapter Four: Results

4.1 Introduction
The following chapter describes the study population and addresses the description of
the study tool, the procedures followed in implementation, and the statistical analyses

used in the result analysis.

4.2. Description of Respondents Characteristics:

This section focuses on key demographic variables, for example, age, gender, academic
qualifications, years of experience, and job title. These factors have an important part in
molding participants' perspectives and responses. Analyzing these characteristics
enhances the understanding of the respondents, thereby enriching the study's findings.

The findings are presented on Table (4.1) below:

Table (4.1) Sample distribution according to study variables.

Gender Frequency Percent
Male 212 57.5%
Female 157 42.5%
Total 369 100%
Age Frequency Percent
Less 25 years 57 15.4%
25 - 35 years 192 52%
35 - 45 years 94 25.5%
More than 45 years 26 7%
Total 369 100%
Academic Qualifications Frequency Percent
Bachelor 296 80.2%
Master 70 19%
PhD 3 .8%
Total 369 100%
Years of experience Frequency Percent
Less 5 years 119 32.2%
5 - 10 years 102 27.6%
10 - 15 years 80 21.7%
15 - 20 years 43 11.7%
More than 20 years 25 6.8%
Total 369 100%
Job Title Frequency Percent
Manager 56 15.2%
Administrative Assistant 44 11.9%
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Accountant 99 26.8%

Auditor 18 4.9%

Customer Service Officer 77 20.9%
Credit Officer 11 39,

Cashier 64 17.3%

Total 369 100%

4.2.1 Gender

The study sample was distributed according to gender, where the data represents an
overall of (369) those who responded. The findings indicate that (212) of the participants,
equivalent to (57.5%), were males, while the number of females was (157), equivalent to
(42.5%) of the total sample. This percentage reflects an unequal distribution between the
genders, which may indicate a disparity in participation between males and females in
firms stated in the Palestinian Exchange. This distribution may affect the results related
to the part of internal control in detecting fraud, as the views and experiences of the
genders may differ in this context, which calls for further analysis to understand the

impact of these differences on the effectiveness of internal control in firms.

4.2.2 Age

The research sample was distributed according to age group, where the data represents
an overall of (369) those who responded. The findings show that 57 participants,
equivalent to (15.4%), are under the age of 25 years. While (192) participants, equivalent
to (52%), fall within the age bracket of 25 and under than 35 years. There are also (94)
participants, representing (25.5%), in the age bracket of 35 to under 45 years, and finally,
(26) participants, equivalent to (7%), belong to the age group above (45) years. These
results reflect the age structure of the sample, where the age bracket of 25 and under than
35 years dominates, which may indicate that this category is the most represented in the
firms stated on the Palestinian Exchange. This composition may affect the results
regarding the part of internal controls in fraud detection, as it may reflect different

experiences and opinions based on the age background of the participants.

4.2.3 Academic Qualifications

The study sample was distributed in accordance with academic qualifications, and the
data represents a total of (369) respondents. The results indicate that (296) of the
participants, equivalent to (80.2%), hold a bachelor’s degree. whereas (70) respondents,

equivalent to (19.0%), hold a master’s degree. Finally, the number of respondents who
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obtained a doctorate degree is only (3), representing (0.8%) of the total sample. These
results reflect the substantial rate of participants who hold a bachelor’s degree, which may
indicate that the majority of employees in the firms stated on the Palestinian Exchange
have academic qualifications with a bachelor’s degree. This distribution in academic
qualifications may affect the insights and experiences related to the part of internal control
in detecting fraud, as the level of knowledge and skills varies based on the educational

qualifications of the participants.

4.2.4. Years of experience

The distribution of the research sample was determined by experience years, where the
data represents an overall of (369) respondents. The results indicate that (119)
participants, equivalent to (32.2%), have less than (5) years of experience. While (102)
participants, equivalent to (27.6%), have experience ranging from (5) to less than (10)
years. There are also (80) participants, representing (21.7%), who have experience
ranging from (10) to less than (15) years, while (43) participants, equivalent to (11.7%),
have experience ranging from (15) to less than (20) years. Finally, (25) participants,
equivalent to (6.8%), have experience of more than (20) years. These results reflect the
diversity of experience levels among the participants, as the categories with less
experience dominate the sample. This distribution may indicate that firms stated on the
Palestinian Exchange include a large number of employees with early experience, which
may affect their views and experiences regarding the part of internal control in

discovering fraud inside of corporations.

4.2.5 Job Title

The research sample was distributed in accordance with job title, where the data
represents a overall of (369) respondents. The results indicate that (56) participants,
equivalent to (15.2%), hold the position of manager. While (44) participants, equivalent
to (11.9%), work as administrative assistants. The number of accountants is (99)
participants, representing (26.8%) of the total sample. Also, (18) participants, equivalent
to (4.9%), hold the position of auditor, while (77) participants, equivalent to (20.9%),
work as customer service employees. The number of credit employees is (11) participants,
equivalent to (3.0%), while (64) participants, equivalent to (17.3%), hold the position of
treasurer. These results show diversity in job positions among the participants, as work is

distributed among different roles within the firms stated on the Palestinian Exchange.
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This composition reflects the importance of each function in contributing to
understanding the part of internal control in discovering fraud, as experiences and
opinions differ according to job titles, which may affect the effectiveness of control and

fraud detection tools in firms.

4.3 Analysis of Internal Control Effectiveness in Fraud Detection:

The study addressed the main question: What is the level of application of the role
of internal control in detecting fraud from firms listed on the Palestine Exchange?
The results of the table (4.2) indicate the variation in the levels of application of the
various dimensions of internal controls for discovering, as monitoring came in the highest
rank with an average of (4.2819) and a percentage of (85.6%), which reflects the
companies' commitment to following up on tasks and implementing proceedings to
ensure the leverage of the control system. Followed by the control environment with an
average of (4.2633) and a percentage of (85.3%), which indicates the companies' interest
in providing a strong environment that supports internal control policies and procedures
with a focus on building a strong control culture. In third place came the effectiveness of
control with an average of (4.2360) and a percentage of (84.7%), which reflects the use
of effective procedures to combat fraud and ensure transparency of operations. Then came
information activation with an average of (4.2367) and a percentage of (84.7%), which
reflects the use of information to support control efforts and make informed decisions.
Finally, the risk assessment came with an average of (4.1370) and a percentage of
(82.7%), which indicates the need to enhance this process to ensure that all potential risks
are addressed efficiently.

From an investigator's way of looking at it, the result related to the field of internal
control, which reached an average of (4.2310) and a percentage of (84.6%), shows that
the firms stated on the Palestinian Exchange apply the internal control system at a "very
high" level. This level reflects a great commitment from these firms to ensure the
adequacy of control systems and their effective application, which contributes to
enhancing transparency and accountability and achieving organizational goals. The
relatively low standard deviation indicates homogeneity in the level of application among
different companies, which enhances confidence that there is a strong common
framework for internal control operations within the business environment in Palestine.

This effective performance reflects the extent of awareness of the urgency of internal
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control as a vital instrument in detecting errors and fraud and achieving sustainability in
financial and administrative performance.

In general, all dimensions show high or very high levels of application, which reflects the
commitment of firms stated on the Palestinian Exchange to apply internal control to detect
fraud and ensure the probity of administrative and financial operations. It is evident in the
following table. (4.2).

Table (4.2): Level of application of the role of internal control in detecting fraud:
Evidence from companies listed on the Palestine Exchange.

Dimension Mean Percentage Std. Deviation Level
Control environment 4.2633 85.3% 0.50540 Very high
Risk assessment 4.1370 82.7% 0.52735 High

Control activities 4.2360 84.7% 0.45588 Very high
Information and 42367 0.57656 Very high
communication 84.7%

Monitoring 42819 85.6% 0.52208 Very high
Internal control 4.2310 84.6% 0.43166 Very high

This table (4.2) reveals both agreement and discrepancies among studies regarding the
application of various internal control dimensions for fraud detection. Research by
(Dagane, 2024), (Nwite et al, 2024), and (Mansyuri et al, 2024) aligns in recognizing the
effectiveness of internal control in fraud detection and promoting operational
transparency. These studies highlight that elements such as the control environment, risk
assessment, and monitoring are crucial in fraud prevention and institutional performance
enhancement. In contrast, (Widiantari & Bella, 2023) presented a partial divergence,
suggesting that while internal controls as well as corporate governance positively
influence fraud prevention, personal ethics may further amplify this effect.

4.4 Analysis of the dimensions of internal control

Analysis of the dimensions of internal control in detecting fraud in firms stated on the
Palestinian Exchange by:

4.4.1 Control environment

The results indicated that the influence of the control environment on fraud detection in
companies listed on the Palestine Exchange obtained a total average (4.2633) with a
response rate (very high) and a percentage (85.3%). The highest arithmetic average in the
previous paragraphs was paragraph No. (1) with an arithmetic average (of 4.39) in which
the paragraph (Internal control policies are reviewed to ensure they are in line with legal

and regulatory developments) was mentioned and a percentage (87.8%) and a response
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rate (Very high). On the other hand, the lowest arithmetic average in the previous
paragraphs was paragraph No. (5) with an arithmetic average (of 4.18) in which the
paragraph (The control environment encourages the promotion of a culture of compliance
and integrity within the internal control environment) was mentioned and a percentage
(83.6%) and a response rate (high).

Table (4.3 ): Level of application of the Control environment on detecting fraud in

companies listed on the Palestine Exchange.

Paragraph Mean  Std. Deviation Percentage level
Internal control policies are reviewed to ensure 439 0.649  87.8% Very
they are in line with legal and regulatory high
developments.
Potential risks within the internal control 4.28 0.624 85.6% Very
environment are identified high
The company periodically reviews and 408 0.670  85.6% Very
evaluates internal control strategies. high
Continuous training and development are 421 0.787  84.2% Very
provided to employees to improve their skills high
in the field of internal control.
The control environment encourages the 4.18 0.769 high
promotion of a culture of compliance and 83.6%
integrity within the internal control
environment.
The company provides effective mechanisms 422 0.815  84.4% Very
for submitting complaints and comments high
related to the internal control environment.
Control environment 4.2633 0.50540 85.3% Very

high

From the researcher’s perspective, the results related to the influence of the control
environment on fraud detection in companies listed on the Palestine Exchange reflect a
high commitment to implementing effective control systems. The high average indicates
that these companies recognize the urgency of internal control as a vital instrument to
ensure integrity and transparency in financial operations. A robust control environment
contributes to the early detection of any illegal practices or deviations, which enhances
the confidence of shareholders and investors.

When analyzing the paragraph related to reviewing internal control policies, the
researcher shows that companies are making a significant effort to make sure that their
policies are consistent with current regulations and legislation. This is an indication of

companies’ readiness to adapt to legal changes, which enhances their ability to comply
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and reduces potential legal risks. Updating policies and procedures also reflects
companies’ ability to learn and develop, which is an essential element in enhancing the
potency of internal control.

As for the paragraph concerning enhancing the culture of compliance and integrity,
the researcher indicates that despite the remarkable progress, there is an urgent need to
improve efforts in this area. Building a strong cultivation that encourages moral behavior
and compliance is central to the success of internal control. The researcher confirms that
employees who feel responsible and committed to ethical values are more likely to report
any illegal practices. Therefore, focusing on enhancing this culture will minimize the
potential for fraud while enhancing probity in financial operations.

Overall, the researcher highlights that firms stated on the Palestinian Exchange have
a strong foundation for an effective control environment but stresses the need to improve
efforts in enhancing the culture of compliance and integrity. Companies’ investment in
building this culture will not only enhance the potency of internal control but will also
improve their financial performance and overall reputation in the market.
4.4.2 Risk assessment
The results indicated that the impact of Risk assessment on detecting fraud in firms stated
on the Palestinian Exchange obtained a total average of approximately (4.14), with a
response rate categorized as "Very high" and a percentage of around (82.7%). The highest
arithmetic average in the previous paragraphs was paragraph No. (1), which had an
arithmetic average of (4.21), where the statement regarding the periodic analysis
conducted to identify potential risks within the company's operational environment was
mentioned. This paragraph achieved a percentage of (84.2%) and a response rate of "Very
high". Conversely, the lowest arithmetic average in the previous paragraphs was
paragraph No. (4), with an arithmetic average of (4.06), which discussed the specific
strategies adopted to deal with potential risks and reduce their impact. This paragraph
attained a percentage of (81.2%) and a response rate categorized as "high."

Table (4.4 ): Level of application of Risk assessment on detecting fraud in companies
listed on the Palestine Exchange.

Paragraph Mean  Std. Deviation Percentage Level
A periodic analysis is conducted to identify 421 0.754 84.2% Very
potential risks within the environment in which high

the company operates.
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The impact of risks and their likelthood of 4 14 0.685 82.8% High

occurrence in the current business context is
determined through periodic reviews.

A comprehensive classification of potential risks 4,17 0.715 83.4% High

is prepared and their priorities are determined.

Specific strategies are adopted to deal with 4 (¢ 0.716 81.2% High

potential risks and reduce their impact.

There is an assessment of the impact of changes 4.11 0.718 82.2% High

in the external environment on various risk areas.

The results of the risk assessment and its reports 4.14 0.754 82.8% High

are documented for use in improving operations
and decision-making.

Risk assessment 4.1370 0.52735 82.7% Very
high

The results indicate that risk assessment has an essential impact on fraud detection in
firms stated on the Palestine Exchange, as it obtained a high overall average, indicating
the importance of this process in strengthening internal control systems. This high
average reflects the “very high” response of the participants, indicating their good

awareness of the importance of risk assessment in protecting companies from fraud.

The highest arithmetic average was in the first paragraph, which emphasized the
importance of conducting a periodic analysis to identify potential risks in the work
environment. This result indicates that companies realize the need to continuously
monitor risks to ensure their effective response to market changes and threats. The
significant increase in the percentage also reflects the effectiveness of the mechanisms
followed in these companies to assess risks, which supports the hypothesis that effective
risk management enhances companies’ ability to confront fraud.

On the other hand, the lowest arithmetic average was in the fourth paragraph, which
discussed the specific strategies followed to deal with potential risks. Although this result
was still high, it suggests that there is a chance for improvement in how risk management
strategies are developed and implemented. This may reflect challenges facing companies
in this aspect, such as insufficient resources or a lack of appropriate strategic direction.
Overall, the results indicate that firms stated on the Palestinian Exchange recognize the
importance of risk assessment in fraud detection but need to enhance their strategies to
handle risks more effectively to make sure that they maintain their integrity and

transparency.
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4.4.3 Control activities

The results indicated that the impact of Control activities on detecting fraud in companies
listed on the Palestine Exchange obtained a total average of approximately (4.24), with a
response rate categorized as "Very high" and a percentage of around (84.7%). The highest
arithmetic average in the previous paragraphs was paragraph No. (1), which had an
arithmetic average of (4.43), in which the statement regarding comprehensive auditing of
financial and operational processes was mentioned, achieving a percentage of (88.6%)
and a response rate of "Very high". On the other hand, the lowest arithmetic average in
the previous paragraphs was paragraph No. (2), which had an arithmetic average of (4.15),
in which the statement about conducting reviews to assess the potency of the firm's
internal processes and proceedings were mentioned, achieving a percentage of (83.0%)
and a response rate categorized as "high."

Table (4.5 ): Level of application of Control activities on detecting fraud in
companies listed on the Palestine Exchange.

Paragraph Mean Std. Deviation Percentage Level
Internal control activities include comprehensive 4 43 0.587 Very
.. : . 88.6% .
auditing of financial and operational processes. high
Periodic reviews are conducted to assess the 4.15 0.650 High
effectiveness of the company's internal processes 83.0%
and procedures.
A periodic assessment is conducted of compliance 424 0.712 Very
with the specified policies and procedures in the 84.8% high
work environment.
Internal control activities include verifying the 4 19 0.661 High
implementation of security and information 83.8%
protection procedures.
Internal investigations are conducted to verify 4.2¢ 0.808 Very
employees' compliance  with  ethical and 85.2% high
professional conduct standards.
Audits are conducted to assess the effectiveness of 4 15 0.779 High
the internal control system in dealing with new 83.0%
challenges.
Control activities 4.236 0.45588 Very
0
0 84.7% high

The outcomes imply that control activities have a considerable impact on detecting fraud
within firms stated on the Palestinian Exchange, while it obtained a high overall average,
indicating a very high response from the survey participants. This indicates that
companies realize the importance of the effectiveness of control systems in protecting

against fraud and enhancing their financial integrity.
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The paragraph also exhibits the greatest arithmetic average in the first paragraph, which
discussed conducting a comprehensive audit of financial and operational processes. This
paragraph received a high percentage, reflecting the companies’ commitment to
improving the internal control system through accurate auditing, that promotes

transparency and reduces the likelihood of fraud.

In contrast, the lowest arithmetic average was in the second paragraph, which discussed
conducting periodic reviews to assess the potency of the firm’s internal processes and
proceedings. Although this result is still considered high, it suggests that there is area for
development in how these reviews are conducted, which may reflect some of the

challenges that companies face in ensuring the potency of the control system.

Overall, the outcomes reflect companies’ awareness of the necessity of control activities
in detecting fraud, highlighting strengths and weaknesses in the implementation of these
processes, and indicating a continued need to strengthen internal control systems and
enhance transparency in financial operations.

4.4.4 Information and communication

The findings indicated that the impact of information and communication on detecting
fraud in firms stated on the Palestinian Exchange obtained a total average of
approximately (4.24), with a response rate categorized as "Very high" and a percentage
of around (84.7%). The highest arithmetic average in the previous paragraphs was
paragraph No. (1), which had an arithmetic average of (4.39), in which the statement
regarding the periodic updating of information protection policies within the company
was mentioned, achieving a percentage of (87.8%) and a response rate of "Very high". On
the other hand, the lowest arithmetic average in the previous paragraphs was paragraph
No. (3), which had an arithmetic average of (4.13), in which the statement about
conducting periodic reviews to assess the company's readiness to face digital security
threats was mentioned, achieving a percentage of (82.6%) and a response rate categorized
as "high."

Table (4.6 ): Level of application of Information and communication on detecting
fraud in companies listed on the Palestine Exchange.

Paragraph Mean Std. Deviation Percentage level
Information protection policies are updated 439 0.733  g7gy Very
periodically within the company. °”® high
The effectiveness of security measures to protect 432 0.737  g6.4% Very
sensitive information is periodically evaluated. 7% high
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Periodic reviews are conducted to assess the 4,13 0.761 g5 go; high
company's readiness to face digital security threats. '
There are periodic reviews to verify the integrity of 4,19 0.836 high
the digital programs and systems used in the 83.8%
company.
The company's readiness to deal with data loss or 423 0.711 R4.6% Very
leakage is periodically evaluated. ’ high
The effectiveness of the company's digital 416 0.774 high
emergency response strategies 1is periodically 83.2%
evaluated.

Information and communication 4.2367 0.57656 g4 70, Very

) high

The outcomes imply that the role of information and contact in detecting fraud within
firms stated on the Palestinian Exchange is significantly positive, with a notably high
overall average. This indicates that firms recognize the critical importance of maintaining
robust communication and information protection strategies as part of their fraud
detection efforts.

The results further reveal that the highest arithmetic average was recorded for the first
paragraph, which addressed the periodic updating of information protection policies. This
high score demonstrates the companies’ proactive approach in ensuring that their
information security measures are regularly reviewed and improved, thus reflecting a
commitment to safeguarding sensitive data. The corresponding high percentage indicates
there was a high unanimity among those who responded about the usefulness of these
strategies.

Conversely, the lowest arithmetic average was observed in the third paragraph,
which dealt with assessing the company's readiness to confront digital security threats.
While this outcome yet falls during the high range, it highlights an area that may require
further attention and enhancement. The slightly lower response rate suggests that there
may be varying opinions among employees concerning the adequacy of current measures
in preparing for potential digital threats.

Overall, the results underscore the essential part of effective information
management and communication in relieving fraud risks. They point to the substantial for
firms to continually evaluate and adapt their strategies to ensure a high level of

preparedness against emerging security challenges.
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4.4.5 Monitoring

The outcomes reference that the impact of monitoring on detecting fraud in firms stated
on the Palestinian Exchange obtained a total average of approximately (4.28), with a
response rate categorized as "very high" and a percentage of around (85.6%). The highest
arithmetic average in the previous paragraphs was paragraph No. (1), which had an
arithmetic average of (4.36), in which the statement regarding the periodic estimation of
the firm's internal control procedures was mentioned, achieving a percentage of (87.2%)
and a response rate of "Very high." On the other hand, the lowest arithmetic average in
the previous paragraphs was paragraph No. (3), which had an arithmetic average of (4.17),
in which the statement about internal control plans including mechanisms to monitor
changes in the company's operating environment was mentioned, achieving a percentage
of (83.4%) and a response rate categorized as "high."

Table (4.7 ): Level of application of Monitoring on detecting fraud in companies
listed on the Palestine Exchange.

Paragraph Mean  Std. Deviation Percentage level
The internal control procedures of the company are 4.36 0.747 8729  Very
periodically evaluated. high
Periodical follow-ups can be conducted to ensure 4.30 0.657 Very
that the policies and procedures monitored are 86.0% high
properly implemented.
Internal control plans include mechanisms to 4.17 0.715 83.4% high
monitor changes in the company's operating
environment.
Compliance with the policies and procedures 4.24 0.676 Very
monitored is monitored at all levels of the 84.8% high
company.
Periodical reviews are conducted to ensure that 431 0.736 Very
internal processes are in compliance with the 86.2% high
specified standards and requirements.
Periodical evaluation of the effectiveness of 431 0.662 Very
internal control systems in dealing with new 86.2% high
challenges and developments is conducted.

Monitoring 4.2819 0.52208  85.6%  Very

high

The findings indicate that the influence of monitoring on detecting fraud in firms
stated on the Palestine Exchange is notably important, with a very high overall average
reflecting an unanimity among those who responded about the usefulness of monitoring
practices in identifying fraud.

The highest arithmetic average was found in the statement discussing the periodic

evaluation of the firm's internal control procedures. This result emphasizes the importance
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that companies place on regularly reviewing their internal controls. Such evaluations are
crucial as they help identify weaknesses and areas for improvement, thereby enhancing
overall fraud detection capabilities.

Conversely, the lowest arithmetic average was noted in the statement addressing the
inclusion of mechanisms in internal control plans to monitor changes in the company's
operating environment. While this score is still commendable, it suggests that there may
be less emphasis or fewer established practices regarding the adaptation of internal
controls to external changes. This indicates a potential area for development, as an
organization's ability to respond to changes in its operating environment is essential for
effective fraud detection.

Overall, the outcomes emphasize the necessity role that robust monitoring
mechanisms play in fraud detection. They underscore the necessity for companies to not
only maintain rigorous internal control procedures but also to remain vigilant and
adaptable to changes within their operating environments to enhance their fraud detection
efforts further.

4.5 Analysis of Fraud Prevention and Detection

The outcomes indicated that the impact of fraud prevention and detection in firms
stated on the Palestinian exchange obtained a total average of (4.1940) with a response
rate of (high) and a percentage of (83.9%). The highest arithmetic average in the previous
paragraphs was paragraph No. (1) with an arithmetic average of (4.33), in which
paragraph "The company uses modern technologies to monitor and analyze data to detect
potential fraud" was mentioned, with a percentage of (86.6%) and a response rate of (very
high). On the other hand, the lowest arithmetic average in the previous paragraphs was
paragraph No. (7) with an arithmetic average of (3.97), in which paragraph "The company
uses artificial intelligence or big data analysis techniques to enhance fraud detection

efforts" was mentioned, with a percentage of (79.4%) and a response rate of (high).

Table (4.8 ): Level of application of detecting fraud in companies listed on the
Palestine Exchange.

Paragraph Mean Std. Deviation Percentage level
The company uses modern technologies to 433 0.645 86.6%  Very high
monitor and analyze data to detect potential

fraud.
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The company adopts strict policies and 424 0.685 84.8%  Very high

procedures to verify customer and business
partner data in order to prevent fraud.

The company's employees receive periodic 428 0.804 85.6%  Very high

training on how to recognize fraud methods and
methods of combating them.

The company provides communication channels 421 0.705 84.2%  Very high

for employees to report any activity that raises
suspicions of fraud.

An external audit of accounts is conducted 4722 0.720 84.4%  Very high

regularly to verify the accuracy of financial
reports and detect any manipulation.

The internal control system is reviewed and 426 0.705 85.2%  Very high

evaluated periodically to update and improve it.

The company uses artificial intelligence or big 3.97 0.979 79.4%
data analysis techniques to enhance fraud
detection efforts.
The company exchanges information about 413 0.789 82.6%
detected fraud cases with the competent
regulatory authorities
The company exchanges information about 411 0.921 82.2%
potential and detected fraud cases to enhance
transparency and integrity in the market.

Fraud Prevention and Detection 4.1940 0.54061 83.9%

high

high

high

high

From the researcher’s perspective, the results indicate that firms stated on the
Palestinian exchange demonstrate a high level of commitment to fraud prevention and
detection, reflecting a serious interest in implementing effective strategies in this regard.
Data shows that the use of modern technologies for monitoring and analyzing data
enhances these companies' ability to detect suspicious activities, which is a positive step
toward strengthening financial integrity. Additionally, the adoption of strict policies and
procedures for verifying customer and business partner data illustrates the companies'
dedication to fostering trust in the business environment. Providing regular training for
employees on how to recognize fraud methods and developing their skills is essential for
improving their awareness and ability to combat illegal practices.

However, the researcher notes that there is a need to enhance the use of technologies such
as artificial intelligence and big data analysis to bolster fraud detection efforts. Although
these aspects showed lower results compared to other policies, the commitment to sharing
information about detected fraud cases with regulatory authorities is an important step

toward enhancing market transparency.
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Overall, these results reflect a positive trend toward improving fraud prevention
procedures, with a necessity to continue developing and utilizing advanced technologies
to achieve the best outcomes. The researcher believes that enhancing training and
development efforts in this area will significantly contribute to increasing the efficiency

of the fraud prevention system in the future.

4.6 Hypothesis Testing
Evaluating the first main hypothesis, which posits that demographic variables (gender,
age, education, experience, and job title) significantly impact internal control

effectiveness in fraud detection within companies on the Palestine Exchange.

4.6.1 Gender
Assessing the first sub-hypothesis, which asserts that gender influences the level of

internal control effectiveness in fraud detection within companies listed on the Palestine
Exchange. An independent samples t-test was performed to determine if significant
differences exist in internal control levels between male and female respondents.

Table (4.9): Results of independent sample analysis (t-test) on the level of internal
control in detecting fraud on companies listed on the Palestine Exchange.

Independent Samples Test

Std. Sig. (2-
Gender N Mean Deviation F Sig. T df tailed)

Internal control ~ male 212 42497 0.45717 0.39 0.529 0.965 2 0.335

6
Female 157 4.2058 0.39464 0.987 367 0.324
Fraud Prevention ~male 212 42759 0.48260 0.93 0.334 3.431 2 0.001
and Detection 7
female 157 4.0834 0.59412 3.328 367 0.001
Total male 212 42628 0.39964 .752 0.387 2.654 2 0.008
female 157 4.1446 0.45270 2.605 367 0.010

Table (4.9) displays the outcomes of the independent samples t-test, evaluating the level
of internal control for fraud detection in companies listed on the Palestine Exchange. The
findings reveal a significant gender difference regarding the effectiveness of internal
control in fraud detection. Male respondents had an average score of (4.2497), slightly
surpassing the female average of (4.2058), yet this difference was not statistically
significant (p > 0.05), as the t-value indicated no notable distinction between genders in
this aspect. However, upon examining the effectiveness of fraud prevention and detection,

the analysis provides further insights, the results show a more pronounced contrast, as
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males obtained an average of (4.2759) compared to (4.0834) for females, indicating a
significant difference (p < 0.01), reflecting that males may have a higher level of
effectiveness in these aspects compared to females. The general data also show that the
average score of males (4.2628) is also superior to the average score of females (4.1446),

with statistical significance (p < 0.01).

The independent sample analysis reveals a notable difference in the effectiveness of
internal control and fraud detection between males and females in companies listed on
the Palestine Exchange. This difference may stem from various factors influencing how
internal control effectiveness varies by gender. Notably, the results indicate that the
overall level of internal control does not differ significantly between genders, suggesting
both contribute equally to implementing internal control systems. This equality may
reflect a strong awareness of internal control's role in fraud detection and risk reduction,

highlighting the commitment of listed companies to transparency and accountability.

However, the results related to the effectiveness of fraud prevention and detection
reveal a different picture, as males showed a clear superior performance over females
with statistical significance, and this difference can be attributed to possible differences
in organizational culture or opportunities for training and professional development
between the genders. Companies may have developed more focused strategies on
developing male internal control skills, which contributed to enhancing the effectiveness
of control and fraud detection. Also, this disparity indicates the importance of including
gender as an influential variable in future studies on internal control and fraud detection.
These studies may contribute to identifying factors that may lead to improving the
effectiveness of internal control in general, as well as how to enhance female participation
in control and fraud investigation processes. These results reflect the commitment of
companies listed on the Palestine Exchange to implement effective internal control
systems, with a need to focus on enhancing gender practices to ensure equal results in

Control activities and fraud detection.

These studies align with findings indicating significant gender differences in the
effectiveness of internal control and fraud detection, highlighting the relevance of gender
factors in this context. For instance, (Maulani et al, 2024) assessed the impact of internal
control and auditor integrity on fraud prevention in Islamic banks, revealing that men

outperformed women in terms of internal control effectiveness. Similarly, (Widiantari &
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Bella, 2023) explored the roles of good governance, internal control, and personal ethics
in fraud prevention, concluding that males demonstrated more favorable outcomes than
females in implementing internal controls and preventing fraud.
4.6.2 Age

The second sub-hypothesis posits that “statistically significant differences exist in the
level of internal control for detecting fraud among companies listed on the Palestine
Exchange based on age.” This was evaluated using one-way analysis of variance
(ANOVA) to analyze the differences in internal control effectiveness across different age
groups within these companies.

Table (4.10 ): One Way Anova results in applying the level of application of internal

control in detecting fraud among companies listed on the Palestine Exchange according

to Age.
ANOVA
Sum of Mean
Squares Df Square F Sig.
Internal control Between Groups 1.002 3 0.334 1.805 .146
Within Groups 67.566 365 0.185
Total 68.569 368
Fraud Prevention and Between Groups 2.286 3 0762 2.643 .049
Detection Within Groups 105.263 365 0.288
Total 107.550 368
Total Between Groups 1.379 3 0.460  2.560 .055
Within Groups 65.551 365 0.180
Total 66.930 368

The results from the one-way analysis of variance (ANOVA) reveal significant
differences in the application of internal control and fraud detection across age groups.
The significance value (p-value) for internal control was (0.146), indicating no
statistically significant differences among the age groups. However, for the effectiveness
of "preventing and detecting fraud," the significance value (0.049) was below the
conventional threshold of (0.05), suggesting notable differences in fraud detection
effectiveness among the age categories. Additionally, the overall significance value
(0.055) was close to the threshold, indicating a potential influence of age groups on the

effectiveness of internal control.

The one-way analysis of variance (ANOVA) results indicate that age groups
significantly influence the effectiveness of "fraud prevention and detection." This finding

suggests that perceptions of internal control practices vary across different age
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demographics. While no significant differences were observed in the overall application
of internal control, it highlights the need to consider factors explaining this variance.
Different age groups may possess varying levels of experience and knowledge that shape

their understanding and interaction with internal control mechanisms.

This discrepancy in fraud detection effectiveness implies that older individuals may be
more adept at recognizing fraud indicators, whereas younger individuals may have less
exposure. The findings also underscore the importance of developing targeted training
programs for different age groups to enhance internal control and fraud detection
effectiveness. Improving the quality of internal control within companies listed on the
Palestine Exchange can better equip them to tackle fraud challenges and maintain

sustainable financial performance.

Supporting this conclusion, previous studies such as (Nwite et al, 2024) found significant
differences in internal control effectiveness based on age among ministries in Ebonyi
State, emphasizing the impact of age groups on control performance. Similarly,
(Mansyuri et al, 2024) highlighted age differences in the effectiveness of internal control

in preventing fraud within small and medium-sized enterprises.

4.6.3 Academic Qualifications

The Third sub-hypothesis, which states that “there are statistically significant differences
in the level of internal control in detecting fraud among companies listed on the Palestine
Exchange according to Academic Qualifications,” was tested using one-way analysis of
variance (ANOVA) to examine the differences in the level of internal control in detecting
fraud among companies listed on the Palestine Exchange according to Academic
Qualifications.

Table (4.11 ): One Way Anova results in applying the level of application of internal
control in detecting fraud among companies listed on the Palestine Exchange according
to Academic Qualifications.

ANOVA
Mean
Sum of Squares Df Square F Sig.
Internal control Between Groups 0.231 2 0.115 0.618 0.540
Within Groups 68.338 366 0.187
Total 68.569 368
Fraud Prevention = Between Groups 0.607 2 0304 1.039 0.355
and Detection Within Groups 106.943 366 0.292
Total 107.550 368
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Total Between Groups 0.226 2 0.113 0.620 0.539
Within Groups 66.704 366 0.182
Total 66.930 368

The results of the one-way analysis of variance (ANOVA) indicate no significant
differences in internal control levels and fraud detection across different academic
qualification groups. The significance value (p-value) for "internal control" was 0.540,
exceeding the traditional significance threshold of 0.05, which suggests that the observed
differences are not statistically meaningful. Similarly, the effectiveness of "preventing
and detecting fraud" also yielded a significance value of 0.355, reinforcing the conclusion
that academic qualifications do not significantly impact fraud detection capabilities. The
total significance value was 0.539, further confirming the absence of significant

differences.

These findings suggest that academic qualifications alone do not enhance the
effectiveness of internal control implementation within companies. Moreover, they
indicate that varying academic backgrounds do not lead to substantial differences in fraud

detection performance.

From the researcher’s perspective, this emphasizes the need to explore other factors that
might improve internal control and fraud detection effectiveness, such as practical
training, prior experience, and the regulatory environment. Developing training programs
focused on practical skills, irrespective of academic qualifications, could elevate internal

control and fraud detection efficiency in companies listed on the Palestine Exchange.

This aligns with prior research, including the findings of (Kesuma & Fachruzzaman,
2024), which confirmed that while implementing internal control measures is effective in
reducing accounting fraud, academic qualifications did not show a significant effect.
Additionally, (Maulani et al, 2024) demonstrated that internal control significantly aids
fraud prevention, yet without clear effects linked to academic qualifications. (Dagane,
2024) also reported that all internal control elements positively influence fraud detection,

without addressing academic qualifications.
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4.6.4 Years of experience

The Fourth sub-hypothesis, which states that “there are statistically significant differences
in the level of internal control in detecting fraud among companies listed on the Palestine

b

Exchange according to Years of experience,” was tested using one-way analysis of
variance (ANOVA) to examine the differences in the level of internal control in detecting
fraud among companies listed on the Palestine Exchange according to Years of
experience.

Table (4.12 ): One Way Anova results in applying the level of application of internal
control in detecting fraud among companies listed on the Palestine Exchange according
to Years of experience.

ANOVA
Sum of Mean
Squares Df Square F Sig.
Internal control Between Groups 2.407 4 0.602 3311 0.011
Within Groups 66.162 364 0.182
Total 68.569 368
Fraud Prevention and Between Groups 2.421 4 0.605 2.095 0.081
Detection Within Groups 105.129 364 0.289
Total 107.550 368
Total Between Groups 1.570 4 0.392  2.186 0.070
Within Groups 65.360 364 0.180
Total 66.930 368

The one-way analysis of variance (ANOVA) results indicate a significant difference
in the application of internal control across groups based on years of experience, with a
significance value (p-value) of 0.011, which is below the conventional threshold of 0.05.
This implies that the differences in the application of internal control related to employee
experience are statistically significant. However, the effectiveness of "preventing and
detecting fraud" yielded a significance value of 0.081, indicating no significant

differences among the groups regarding this aspect.

The findings suggest that experience positively influences the application of internal
control systems, as individuals with more years of experience likely possess greater
knowledge of the necessary tools and procedures for effective implementation, enhancing
fraud detection capabilities. Conversely, the absence of significant differences in fraud
prevention and detection effectiveness across experience levels suggests a need for

targeted training and development initiatives.
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It may be beneficial to develop training programs that enhance fraud detection skills,
independent of employees' years of experience. Additionally, there should be a focus on
raising awareness about the importance of internal control tools to ensure high efficiency
and effectiveness in combating fraud-related challenges. Engaging experts in developing
robust internal control systems could further improve overall performance and increase

trust in companies listed on the Palestine Exchange.

These results align with previous studies, including (Maulani et al, 2024), which
demonstrated that while internal control significantly enhances fraud prevention, auditor
integrity was not notably related. Similarly, (Widiantari & Bella, 2023) highlighted the
importance of good governance and internal control in fraud prevention, emphasizing the
need for ongoing focus on internal control implementation regardless of employee

experience levels.
4.6.5 Job Title

The Fifth sub-hypothesis, which states that “there are statistically significant
differences in the level of internal control in detecting fraud among companies listed on
the Palestine Exchange according to Job Title,” was tested using one-way analysis of
variance (ANOVA) to examine the differences in the level of internal control in detecting

fraud among companies listed on the Palestine Exchange according to Job Title.

Table (4.13 ): One Way Anova results in applying the level of application of internal
control in detecting fraud among companies listed on the Palestine Exchange according

to Job Title.
ANOVA
Sum of Mean
Squares Df Square F Sig.
Internal control Between Groups 4.370 6 0.728 4.107 0.111
Within Groups 64.199 362 0.177
Total 68.569 368
Fraud Prevention and Between Groups 6.741 6 1.124  4.035 0.234
Detection Within Groups 100.808 362 0.278
Total 107.550 368
Total Between Groups 4.475 6 0.746  4.323 0.432
Within Groups 62.455 362 0.173
Total 66.930 368
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The significance level in the analysis indicates no substantial differences between
functional groups concerning the application of internal control and fraud detection. The
significance value for internal control was 0.111, suggesting that differences among
groups are not statistically significant at the conventional threshold of 0.05. Similarly, the
effectiveness of fraud prevention and detection yielded a significance value of 0.234,
indicating a lack of clear significant differences. Thus, these values imply that the
observed variations in internal control and fraud detection levels among functional groups

may be coincidental rather than indicative of genuine effects.

This finding suggests that there are no fundamental differences in understanding or
application across individuals in different job roles. The one-way analysis of variance
(ANOVA) results show no significant differences in internal control application and fraud
detection levels among various functional groups within companies listed on the Palestine
Exchange. The data analysis values indicate a statistically insignificant variance, meaning
that the differences observed are likely due to random factors rather than meaningful

influences related to specific job titles.

From the researcher’s perspective, these findings highlight the need for further
investigation into the factors that influence the effectiveness of internal control and fraud
detection. This may point to the significance of aspects such as organizational culture or
training, rather than relying solely on job titles as determinants of control effectiveness.
The results also suggest that all job groups, regardless of title, may follow similar
practices regarding internal control, emphasizing the importance of developing a unified

control framework to ensure consistency in methods and tools used across all functions.

These findings align with (Alsharari et al, 2023), who emphasized the role of
organizational culture in enhancing internal control systems, suggesting a deeper
exploration of this area. (Sulaiman et al, 2024) highlighted the necessity of continuous
employee training as a key factor influencing internal control efficiency, supporting the
notion of not relying solely on job titles as determinants. Additionally, (Lian et al, 2023)
discussed how all functional groups tend to adopt similar management control practices,
further underscoring the need for a cohesive control framework. Therefore, these studies
stress the importance of investigating other factors that may impact the effectiveness of
internal control and fraud detection, particularly focusing on fostering a culture of training

and collaboration among all organizational members.
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4.7 Regression Analysis:

To verify the second hypothesis, which asserts a statistically significant effect of applying
the dimensions of internal control—namely, the control environment, risk assessment,
control activities, information and communication, and monitoring—on fraud prevention
and detection in companies listed on the Palestine Exchange, multiple linear regression
analysis was employed. This analysis aimed to establish the relationship between the
effectiveness of internal control and its impact on fraud prevention and detection within

these companies.

The results of the regression analysis confirmed the model's suitability at a confidence
interval of 95%, providing robust support for the hypothesis. A statistically significant
relationship was identified, indicating that the implementation of internal control
dimensions plays a crucial role in enhancing fraud prevention and detection capabilities
among the listed companies. This significance is further illustrated in Table 4.14, where
the results clearly delineate the positive impact of these internal control components on

mitigating fraud risks.

Table (4.14): Model Summary.

Model Summary
Model R R Square Adjusted R Square Std. Error of the Estimate
1 0.583% 0.340 0.331 0.44220

a. Predictors: (Constant), Control Environment, Risk Estimation, Control activities, Information on Contact, Monitoring

The previous table reveals a correlation coefficient of approximately (0.583), indicating
a moderate positive relationship between the application of internal control dimensions
and the effectiveness of fraud prevention and detection. This finding suggests that as
companies enhance their internal control practices, their capability to detect and prevent
fraud is likely to improve. The R-squared value of around (0.340) signifies that
approximately (34%) of the variance in fraud prevention and detection can be attributed
to the internal control dimensions being examined. While this percentage reflects
moderate explanatory power, it also underscores the potential influence of other factors

beyond the specific internal control dimensions on fraud detection and prevention.
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The adjusted R-squared value of (0.331) reinforces this understanding by accounting for
the number of predictors in the model. This value is closely aligned with the R-squared
value, indicating that the model adequately fits the data, even with the inclusion of
additional variables that may not have been considered. In summary, the findings
highlight the critical importance of effectively implementing these internal control
dimensions—namely, the control environment, risk assessment, control activities,
information and communication, and monitoring—to strengthen mechanisms for fraud
prevention and detection. This underscores the necessity for companies to continually
assess and enhance their internal control systems to mitigate fraud risks effectively.
Moreover, organizations should remain vigilant in considering other external factors that
may influence fraud detection and prevention, thus ensuring a comprehensive approach

to risk management.

Table (4.15): ANOVAa

ANOVAa
Model Sum of Squares df Mean Square F Sig.
1 Regression 36.569 5 7.314 37.403  .000°
Residual 70.981 363 0.196
Total 107.550 368

The ANOVA table presented indicates a significance level (Sig.) of 0.000, which
reveals a statistically significant relationship between the dimensions of internal control
and the detection and prevention of fraud in companies listed on the Palestine Exchange.
A p-value below 0.05 further substantiates that these results are not random but reflect
authentic effects within the data, thus bolstering confidence in the study’s findings.
Consequently, it can be inferred that the examined dimensions of internal control—
including the control environment, risk assessment, control activities, information and
communication, and monitoring—are vital in enhancing the efficacy of fraud detection
and prevention strategies. This highlights the necessity of concentrating on the
development and implementation of these dimensions as a comprehensive strategy to
combat fraud.

Companies listed on the Palestine Exchange are encouraged to invest in enhancing these
internal control dimensions to strengthen their integrity and reliability. The significance
level supports the research hypotheses regarding the crucial role of internal control in

reducing fraud, opening avenues for further investigation in this field. Overall, the results
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affirm the theoretical and practical implications of the study, underscoring the
effectiveness of employing the dimensions of internal control as a strategic approach to
diminish fraud risks. This approach contributes to enhancing the overall performance and
sustainability of these companies. The findings advocate for a proactive stance on internal
controls, recommending that organizations prioritize their development to protect against

fraudulent activities and improve stakeholder confidence.

Table (4.16): Coefficients.

Coefficients

Unstandardized Standardized

Coefficients Coefficients
Model B Std. Error Beta T Sig.
1 (Constant) 1.079 236 4582 .000
Control environment 110 .064 .103 1.734  .084
Risk assessment .134 .067 131 2.011  .045
Control activities 533 081 450 6.594  .000
InfOl’mati'OIl fmd -.078- .065 -.084- -1.206- .229

communication

Monitor .038 067 .037 573 567

The regression analysis assesses how various internal control dimensions’ influence fraud

prevention and detection. The coefficients indicate the following:

1. Control Environment: A coefficient of 0.110 implies that enhancing the control
environment may slightly improve fraud detection, though its statistical
significance (p = 0.084) is not firmly established. This suggests the need for
further research to verify the impact of this dimension. Despite its inconclusive
nature, improving the control environment remains vital for overall performance,
supported by (Dagane's, 2024) findings on the positive influence of internal
controls, even if (Insani et al, 2023) did not specifically confirm its impact.

2. Risk Assessment: The coefficient of 0.134 reveals a significant positive effect (p
= 0.045), indicating that bolstering risk assessment correlates with better
outcomes. This finding stresses the importance of advanced risk management
strategies, as corroborated by (Mansyuri et al, 2024) and Nwite et al. (2024), who
recognized its role in enhancing information reliability and fraud prevention.

3. Control Activities: With a coefficient of 0.533 and a highly significant p-value
(p <0.001), this dimension demonstrates a strong impact on fraud prevention. The

results emphasize the need for effective control systems to achieve organizational
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objectives. Continuous training and updating technology are recommended to
optimize these systems, echoing findings by (Widiantari & Bella, 2023) and
(Shakeel et al, 2023), which affirmed its positive influence without any conflicting
evidence.

4. Information and Communication: A coefficient of —0.078 suggests a negative
effect, although it lacks statistical significance (p = 0.229). This indicates that the
relationship between information strategies and fraud prevention is unclear. The
researcher highlights the need to evaluate communication effectiveness. Studies
by (Nisak & Rochayatun, 2023) and (Maulani et al, 2024) did not confirm the
negative impact observed here, emphasizing the need for well-rounded strategies
in communication.

5. Monitoring: The coefficient of 0.038 shows a positive but non-significant effect
(p = 0.567), indicating that current monitoring levels do not substantially impact
fraud detection. This result points to the necessity of reevaluating monitoring
practices. While a positive effect is seen, the lack of significance suggests
potential issues, such as unclear guidelines or inefficiencies. Previous research,
including (Arifia et al, 2023), addressed internal control's role in fraud prevention
without focusing on performance monitoring, and (Kesuma & Fachruzzaman,

2024) could not draw definitive conclusions about its effectiveness.

In conclusion, these findings reveal varied influences of different internal control
dimensions on fraud detection, with risk assessment and control activities showing
significant effects. Organizations should prioritize enhancing these areas while also
addressing weaknesses in control environments, communication strategies, and

monitoring practices.

4.8 Pearson correlation analysis:

To validate which asserts a statistically significant relationship between the application
of internal control dimensions (control environment, risk assessment, control activities,
information and communication, and monitoring) and fraud prevention and detection in
companies listed on the Palestine Exchange, Pearson's correlation test was employed.
This test aimed to determine the relationship between internal control levels and their
effectiveness in preventing and detecting fraud within these companies. The results

demonstrate that the model is suitable at a 95% confidence interval, confirming the
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presence of a significant relationship. This significance is clearly illustrated in Table

4.17.

Table No. (4.17) to measure the Pearson correlation between the dimensions of
internal control over fraud prevention and detection for companies listed on the
Palestine Exchange.

Dimensions Names Levels
Pearson Correlation 0.445™
Control environment Sig. (2-tailed) 0.000
N 369
Pearson Correlation 0.449™
Risk assessment Sig. (2-tailed) 0.000
N 369
Pearson Correlation 0.563™
Control activities Sig. (2-tailed) 0.000
N 369
) Pearson Correlation 0.388™"
L‘;ﬁﬁfgg‘;‘;‘gf Sig. (2-tailed) 0.000
N 369
Pearson Correlation 0.400™
Monitoring Sig. (2-tailed) 0.000
N 369

Table 4.17 presents the results of the Pearson correlation test, which posits a statistically
significant relationship between the dimensions of internal control (control environment,
risk assessment, control activities, information and communication, and monitoring) and
the prevention and detection of fraud in companies listed on the Palestine Exchange. The
findings reveal a positive and significant correlation across all dimensions, with statistical

values significant at the 0.000 level, demonstrating strong confidence in the results:

1. Control Environment: A correlation value of 0.445 indicates a moderate
relationship, highlighting that a robust control environment underpins all internal
control practices. It reflects the company's culture, values, and ethics, enhancing
awareness and compliance with regulations, thus reducing fraud risk. Senior
management support and effective employee communication are essential for
fostering a strong control environment.

2. Risk Assessment: This dimension shows a correlation of 0.449, underscoring its
critical role in fraud prevention and detection. Effective risk assessment enables

organizations to identify and analyze potential fraud risks, facilitating the
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development of appropriate strategies. This emphasizes the necessity of effective risk
assessment models for informed decision-making and fraud mitigation.

3. Control Activities: With a correlation value of 0.563, a strong relationship is
established, indicating the significance of control activities in fraud reduction.
Effective controls enhance trust between management and stakeholders, making it
difficult for fraudulent activities to occur. Organizations should invest in
strengthening these mechanisms and provide training for employees on compliance.

4. Information and Communication: A correlation of 0.388 reveals a positive but
weaker relationship compared to other dimensions. Timely and accessible
information enhances the detection of fraudulent activities. Improving
communication across departments aids in effective information exchange, reducing
fraud risk. Companies should focus on enhancing information systems and
communication strategies.

5. Monitoring: A correlation value of 0.400 emphasizes the importance of monitoring
activities in reinforcing internal control systems. Effective monitoring ensures that
control procedures are followed and allows for quick detection of violations.
Organizations should establish regular monitoring practices and leverage technology

for improved accuracy and effectiveness.

The Pearson correlation test results align with numerous studies indicating positive
relationships between internal control dimensions and fraud prevention. (Dagane, 2024)
affirmed that all internal control elements positively influence fraud detection,
particularly emphasizing the control environment and risk assessment. (Nwite et al, 2024)
found significant effects of control environment and activities on fraud prevention,
aligning with the correlation values in this study. (Mansyuri et al, 2024) highlighted that
reliable internal controls enhance the accuracy of financial information and operational
efficiency. (Widiantari & Bella, 2023) noted that effective governance and internal
controls significantly impact fraud prevention, stressing the importance of
communication and information sharing. (Insani et al, 2023) demonstrated that strong
internal controls positively affect fraud prevention, underscoring the need for effective
monitoring systems. (Shakeel et al, 2023) highlighted the role of internal control
components in detecting occupational fraud, reinforcing the importance of

communication and information exchange.
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Chapter Five: Discussion

5.1. Study Results:

Based on the results of the study, the main questions that highlight the relationship

between the dimensions of internal control and the efficiency of fraud detection in

companies listed on the Palestine Stock Exchange can be answered, with answers that

clarify the main results reached:

1.

The results indicate that companies listed on the Palestine Exchange exhibit a high
level of application of internal control in detecting fraud. The data reveal that these
companies are making considerable efforts to activate the necessary systems and
procedures to minimize fraud-related risks, enhancing their effectiveness in ensuring
the integrity of financial and accounting operations. Furthermore, these companies
are committed to improving transparency and complying with local and
international regulations. Internal control also provides effective mechanisms for
detecting any violations or irregularities in a timely manner, contributing to
minimizing the impact of fraud on the financial stability of the companies. The study
highlights the strong correlation between an institutional culture that supports ethical
values and the use of modern technology in implementing controls, further
enhancing the companies' ability to detect suspicious activities and take appropriate
preventive measures. Overall, the study demonstrates that improving and
developing internal control systems will significantly contribute to strengthening the
financial sustainability of Palestinian companies and increasing their capacity to
face economic and financial challenges.

The study results show that companies listed on the Palestine Exchange apply
internal control systems at a very high level to detect fraud. The different dimensions
of internal control displayed very high application levels, indicating that these
companies place great emphasis on improving the work environment and
encouraging ethical behaviors that contribute to fraud prevention. The study also
highlights that these companies make notable efforts to assess risks and identify
potential opportunities for fraud, although there is room for continuous improvement
in this process. Additionally, the effective implementation of control activities, such
as process verification and procedure adoption, strengthens the companies' ability to
detect violations swiftly. Effective communication processes play a key role in

disseminating internal control policies and procedures at all organizational levels,
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enhancing oversight of financial activities. In terms of monitoring, the companies
showed a strong commitment to continuously reviewing the effectiveness of internal
control systems, reflecting their readiness to adapt to new changes or threats.
Overall, the results confirm that companies listed on the Palestine Exchange are
applying integrated and advanced internal control systems primarily aimed at
detecting and preventing fraud, thereby enhancing financial integrity and
transparency in the business environment.

The results indicate that most participants in the study believe that the internal
control procedures applied by companies are highly effective in detecting and
preventing fraud. These findings suggest a high level of trust among participants in
the efficiency of the applied control systems, reflecting the positive impact of these
systems in protecting companies from fraud-related risks. This trust also shows that
companies are making significant efforts to continuously develop and strengthen
internal control mechanisms, thereby improving the work environment and reducing
the likelihood of financial fraud. By implementing strong control systems,
companies can enhance financial protection, as these systems contribute to the early
detection of any violations or fraudulent attempts, thereby minimizing the financial
damages and disruptions that may result from such activities. Moreover, these
results emphasize that the application of effective control measures not only
improves internal performance but also strengthens trust between management,
shareholders, and customers, thereby contributing to higher levels of transparency
and credibility within the organization. These findings suggest that companies
relying on stringent internal controls are better positioned to maintain financial
stability and achieve sustainable development by minimizing financial risks.
Therefore, strengthening and developing control systems is essential to ensure a
fraud-free work environment, supporting the long-term sustainability of the
organization.

The study results indicate that the internal control environment plays a significant
role in shaping the organizational culture of institutions, contributing to the
reduction of fraud risks by enhancing awareness within the organization and
ensuring strict adherence to established policies and procedures. When the internal
control environment is strong and effective, it helps reduce opportunities that
individuals may exploit for fraudulent activities. Additionally, the risk assessment

analysis demonstrated that it plays a major role in identifying potential risks the
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organization may face, helping to formulate effective strategies for reducing fraud
before it occurs. By accurately predicting potential risks, preventive measures can
be taken to avoid fraud. Regarding the effectiveness of control activities, the results
showed a significant impact on enhancing trust between management and
stakeholders, making fraudulent activities more difficult to carry out. When control
systems are robust, employees and stakeholders trust the integrity of the system,
which helps reduce fraud risks. On the other hand, the information and
communication analysis revealed that effective communication and timely provision
of information are crucial factors for detecting fraud. A delay or lack of information
could lead to delays in detecting fraudulent activities or difficulties in tracking them.
The study also highlighted that the internal monitoring dimension is essential to
ensure the proper application of control policies and procedures, contributing to the
swift detection of any violations. With effective control systems in place,
organizations can quickly identify fraudulent activities, enabling them to take
immediate action to mitigate the consequences. Overall, these results confirm the
critical and necessary role of the internal control dimensions in protecting
organizations from fraud by enhancing the effectiveness of the policies and
procedures in place.

The analyses revealed a moderate positive relationship between the application of
internal control dimensions and the effectiveness of fraud prevention and detection.
The analysis indicated that 34% of the variation in fraud prevention and detection
could be explained by the internal control dimensions, while the remaining variation
was attributed to other factors not included in the model. These results affirm the
model's adequacy for analysis at a 95% confidence level. Furthermore, the results
showed a statistically significant relationship between the internal control
dimensions and fraud prevention and detection, supporting the study's hypothesis.
Additionally, the analysis revealed differences in the impact of internal control
dimensions on fraud prevention and detection among companies listed on the
Palestine Exchange. The impact of the control environment was found to be weakly
positive but not statistically significant, suggesting the need to strengthen this
dimension for greater effectiveness. On the other hand, risk assessment showed a
positive and statistically significant impact, highlighting the importance of
improving risk assessment strategies to enhance fraud prevention mechanisms.

Control activities showed a very strong and statistically significant impact,
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emphasizing their critical role in achieving fraud prevention goals. In contrast, the
information and communication dimension showed a negative, non-statistically
significant impact, indicating the need to reconsider communication strategies to
ensure their effectiveness in reducing fraud. Finally, the monitoring dimension
showed a weak positive but statistically insignificant impact, highlighting the
importance of improving monitoring processes to enhance their effectiveness and

strengthen their role in fraud reduction.

5.2. Recommendations

Based on the previous results, the study recommends a number of recommendations, the

most

1.

prominent of which are:
Comprehensive fraud prevention strategies should be developed, including
regular assessments and system updates to enhance detection and prevention
effectiveness .
It is advisable to strengthen the control environment by organizing workshops and
educational seminars aimed at promoting organizational culture and ethical
values, thereby contributing to increased commitment and compliance with
internal policies .
The mechanisms used for risk assessment should be enhanced by utilizing
advanced analytical techniques and expanding the scope of assessments to include
all aspects of operations .
Focus should be placed on improving the effectiveness of control activities by
applying new performance measurement methods and ensuring that all employees
participate in these activities to enhance commitment and knowledge .
Internal information and communication channels should be strengthened to
ensure the rapid and transparent flow of necessary information between
departments, facilitating the decision-making process and reducing the risks of
fraud .
Targeted training programs should be designed that consider gender differences,
in addition to other programs that cater to various age groups and academic levels
to ensure the improvement of skills and competencies related to control.
It 1s recommended to design specialized training programs to raise the skills of

employees in the field of fraud detection, with a focus on the importance of
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internal control and its tools, which ensures high effectiveness and efficiency in
facing fraud challenges.

8. Specialized experts should be hired to develop internal control systems, in
addition to conducting analyses to understand the impact of factors such as gender,
age, academic qualifications and years of experience on the effectiveness of
control, which enhances overall performance and increases confidence in
companies listed on the Palestine Exchange.

9. It is advisable to enhance the culture of control within companies through
continuous training and providing a work environment that encourages
transparency and accountability.

10. Flexible risk management strategies should be developed to keep pace with the
rapid changes in the business environment.

11. It is advisable to re-evaluate internal communication strategies to ensure effective
information flow, in addition to developing a more efficient monitoring system to

follow up on performance and ensure fraud prevention objectives are achieved.

5.3 Impacts and limitations

Based on the study results, it can be observed that the application of internal control
systems in companies listed on the Palestine Stock Exchange has a significant positive
impact on detecting fraud and reducing its risks. However, there are some limitations that
may affect the effectiveness of these systems. For example, some companies may lack
full implementation of internal control procedures, leading to gaps in detecting fraudulent
activities. Additionally, certain external factors, such as economic challenges or
legislative changes, may affect companies' ability to enhance the effectiveness of internal
control systems. Therefore, the need to continuously improve these systems remains

essential to ensure maximum protection against fraud.

5.4 Proposed Future Research

This study serves as a starting point for a better understanding of internal control and its
impact on fraud detection, but there are many areas that can be explored in the future.
Among these areas, studies could be conducted on small and medium-sized enterprises
in Palestine, where the challenges of applying internal control systems may be greater

compared to large companies. The impact of dealing with companies outside the stock
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market on fraud detection effectiveness could also be studied, as well as the methods that
can be used to improve controls in these companies. Additionally, the role of modern
technology in enhancing internal control systems in small and medium-sized enterprises
could be explored. Below are some future research topics that could contribute to
expanding knowledge on the impact of internal control on fraud detection in companies

listed on the Palestine Stock Exchange:

e A study on the impact of internal control in small and medium-sized companies
compared to large companies in Palestine.

e An analysis of the relationship between the level of education and training of
employees in Palestine Stock Exchange companies and the effectiveness of
internal control system implementation.

e Research on the role of modern technologies (such as artificial intelligence and
data analytics) in enhancing the effectiveness of internal control systems in listed

companies.

5.5. Beneficiaries of the Study Results

Many parties will benefit from the results of this study. In particular, financial institutions
in Palestine can benefit from these findings to improve their internal control systems,
which will help reduce fraud-related risks and enhance the transparency of financial
operations. This study will also benefit companies listed on the Palestine Stock Exchange
by providing insights into how to improve the implementation of their internal control
systems. Moreover, policymakers and legislators can use these results to develop and
update laws related to internal control in companies, which will contribute to enhancing

the integrity and transparency of financial markets in Palestine.
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Appendix No.2 List of arbitrators

Arbitrators

Job title

University

.| Dr. Othman Ahmad Khalil Sawafta.

Associate Professor

Palestine Technical University
Khadoori

.| Dr. Anas Al-Masry.

Assistant Professor

Palestine Technical University
Khadoori

.| Dr. Fidaa Qarmash.

Assistant Professor

Palestine Technical University
Khadoori

.| Dr. Osama Omar Khaddar.

Assistant Professor

Palestine Technical University
Khadoori

.| Dr. Hosni Shank.

Assistant Professor

Palestine Technical University
Khadoori
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Appendix No.3: Distribution of the number of employees and managers in Palestine

Exchange institutions

Distribution of the Insurance Sector (Palestinian Financial Market Authority, 2023)

Name of Company Number of | Number of
Manger Employees
AL-Ahleia Insurance Group (AIG) 14 156
United Global Insurance (GUI) 30 195
Mashreq Insurance Company (MIC) 15 220
National Insurance Company (NIC) 9 270
Palestine Insurance Company (PICO) 12 206
Palestinian Takaful Insurance Company (TIC) 15 223
Trust International Insurance (TPIC) 5 288
Total 100 1558
Name of Company Number of | Number of
Manger Employees
Arab Palestinian Investment Company (APIC) 6 1650
Commercial Real Estate Investment (AQARIYA) 3 3
Arab Investors (ARAB) 5 3
Arkan Real Estate (ARKAAN) 2 11
Jerusalem for Real Estate Investments (JREI) 9 -
Palestine Development and Investment Company 1 -
(PADICO)
Palestinian Investment and Development (PID) 7 528
Palestine Industrial Investment Company (PIIC) 1 -
Palestine Real Estate Investment (PRICO) 1
Sanad for Construction Resources (SANAD) 2 70
Union for Reconstruction and Investment (Name - 33
not provided)
Total 37 2228
Name of Company Number of | Number of
Manger Employee
Arab Palestinian Paint Company (APC) 12 232
Palestine Poultry (AZIZA) 19 398
Beit Jala Pharmaceuticals (BJP) 23 456
Birzeit Pharmaceuticals (BPC) 26 432
Golden Wheat Mills Company (GMC) 6 47
Jerusalem Cigarette Company (JCC) 9 101
Jerusalem Pharmaceuticals (JPH) 7 420
Palestine Plastics Industries (LADAEN) 8 145
National Aluminum and Profiles Company 18 345
(NAPCO)
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National Carton Industry (NCI) 13 77
Vegetable Oil Mills (Name not provided) 17 121
Total 159 2754
Name of Company Number of | Number of
Manger Employee
National Towers (ABRAJ) 32 234
Arab Hotels Corporation (AHC) 18 231
Nablus Specialized Surgical Center (NSC) 14 345
Palestine Telecommunications Company 43 1234
(OOREDOO)
Balagar Real Estate for Development, 18 454
Management, and Operation (PALAQAR)
Palestinian Telecommunications Company 23 1432
(PALTEL)
Palestinian Electricity Company (PEC) 7 198
Ramallah Summer Resorts (RSR) 8 32
Palestinian Distribution and Logistics Services 4 123
(WASSEL)
Total 167 5073
Name of Company Number of | Number of
Manger Employee
Arab Islamic Bank (AIB) 35 678
Bank of Palestine (BOP) 15 1,799
Palestinian Islamic Bank (ISBK) 11 692
Palestinian Investment Bank (PIBC) 24 356
Palestine Exchange (PEX) 11 45
Al-Quds Bank (QUDS) 27 990
Safa Bank (SAFABANK) 7 234
National Bank 14 543
Total 144 4327
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