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Abstract
Given the specificity and emerging nature of cybercrimes, their legal treatment requires a
comprehensive approach, whether at the level of criminalization, proof, or prosecution of the
accused of committing these crimes, as they are characterized by... With unique

characteristics that require the development of special legal and procedural tools.

The process of proving cybercrimes faces many obstacles stemming from its rapidly evolving
and technically complex nature. The flexibility of digital evidence and its rapid change, in
addition to the insufficient legislative gaps in this area, impose major challenges on setting
clear standards for how to collect and analyze this evidence. As a result, criminal litigation
procedures are directly affected, as proving the occurrence of a cybercrime is subject to the
principle of free proof restricted by causation, which requires proving the physical fact by all
available methods and means, which becomes increasingly complex in light of the changing

nature of digital evidence.

The study aimed to clarify the legal provisions and rules governing the proof of electronic
crimes in Palestinian legislation and compare them with the proof of these crimes in Egyptian
and Jordanian legislation. The researcher chose the comparative analytical approach for her
study; where she worked on analyzing the general and specific criminal legal texts related to

electronic evidence and its validity in proving electronic crimes.

The study concluded with a set of results, the most important of which is that the main

difficulty in combating cybercrime lies in reconciling the protection of the system and public
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security within the state on the one hand, and enshrining the principle of preserving the
privacy and freedoms of individuals on the other hand. The researcher reached a set of
proposals, the most important of which are: amending procedural laws at the level of
Palestinian legislation in a manner consistent with the privacy of electronic crimes, giving
digital evidence greater validity in proving electronic crimes, especially since it is evidence
that requires more electronic technical expertise than This is the case in evidence of a

traditional nature.

Keywords: cybercrime, electronic evidence, criminal proof, probative value.
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