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The Crime of Electronic Identity Impersonation According to the
Palestinian Cybercrime Law: An Analytical Study

Thaer Khader Ahmad Bani Odeh
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Abstract

This study addresses the crime of electronic identity impersonation from both
substantive and procedural aspects. The aim of this study is to clarify the meaning of
this crime, explain the elements that must be present, identify its various forms, and
demonstrate how the Palestinian legislator has regulated its provisions and imposed
penalties on perpetrators. Additionally, the study outlines the procedures for
collecting evidence used in committing this crime and the investigation and trial
processes involved.

The researcher employed the descriptive-analytical method and the comparative legal
approach by presenting the legislative frameworks that govern the punishment of
electronic identity impersonation.

The study reached several findings, the most significant of which is that the crime of
electronic identity impersonation involves a person claiming to be someone else by
presenting themselves under a false identity. The Palestinian legislator, through
Decree-Law No. (10) of 2018 on Cybercrimes, explicitly criminalized electronic
impersonation and imposed penalties on its perpetrators, treating both the main
perpetrator and any accomplice equally in terms of punishment.

The researcher concluded with several recommendations, most notably the necessity
of increasing and tightening the penalty prescribed for the crime of electronic identity
impersonation due to its seriousness.

Keywords: Impersonation, Electronic ldentity, Cybercrimes, Elements of Crime,
Penalty for Impersonation Crime
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