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Abstract

This study aims to explore the reality of fraud detection and prevention in securities
in Palestine Securities Sector. Besides, exploring the reasons for occurrence of fraud,
identifying the most prevalent types of fraud as well as the red flags" that signal potential
financial fraud in the Palestinian securities sector. Additionally, exploring the most
followed fraud detection and prevention mechanisms in Palestine. The study used the
mixed research approach using interviews and questionnaire design. The data was taken
from a sample of (141) external and internal auditors.

The study results demonstrated that the auditors were rarely interacted with fraud
cases. Moreover, the highest percentage of them stated that they have moderate level of
training in fraud detection and prevention. Besides, there are several reasons of potential
fraud in Palestine securities sector. The most demonstrated reasons of committing fraud
are poor management policies, inadequate training of those responsible for fraud detection.
Additionally, economic pressure, and lack of government intervention. Furthermore, the
most prevalent types of fraud in Palestine securities sector are misappropriation of funds,
accounts manipulation to conceal theft or inflate company value. Likewise, creating or
altering documents to support fraudulent claims or tranactions.as well as false financial
statements and using of companies™ assets to personal use.

Additionally, the study revealed that the most common indicators or red flags that
signal potential financial fraud in the Palestinian securities sectors are financial statements
discrepancy due to inconsistent comparative numbers between balance sheets, income

statements and cash flow statements.
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The researcher suggested that there is a necessity to invest in auditors’ training and
development their competencies and qualification in fraud prevention and detection
through continuous training and improvement and encouraging them to have professional
certificates. Furthermore, Palestine securities sector should establish and develop clear
strategies to conduct regular assessments and system developments to increase the quality
of fraud prevention and detection practices. Eventually, there is a necessity to strengthen
the internal communication and information instruments to confirm the rapid and
transparent flow of information among the different departments in the company.
Keywords: Fraud — Fraud Prevention — Fraud Detection- Palestine securities sector-
securities sector- red flags — internal controls- financial fraud types — technical tools —
regulatory framework — financial fraud- fraud examination training — financial crimes —

fraud theories.
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Chapter One

Introduction

1.1 Introduction

International Standard on Auditing (ISA) 240 defined fraud as “An intentional
act by one person or more persons among management, employees, or third parties,
involving the use of deception and to obtain an unjust or illegal advantage”. Likewise,
the Institute of Internal Auditors (IIA's) stated that fraud is "Any illegal act
characterized by deceit, concealment, or violation of trust. These acts are not dependent
upon the threat of violence or physical force. Frauds are perpetrated by parties and
organizations to obtain money, property, or services; to avoid payment or loss of
services; or to secure personal or business advantage”.

A study performed by the PricewaterhouseCoopers (2020) in (99) territories
around the world found that approximately 47% of international businesses were
suffered of fraud in 2019 compared to 49% in 2018, 36% in 2016, and 37% in 2014.
The study found that total loss due to fraud in 2020 were more than $42 billion. Besides,
fraud affects negatively the reputation of the business, and decreasing its market share
and market value on the financial markets.

According to the Middle East and North Africa region (MENA) and the Middle
East the fraud has increased from 25% in 2016 to more than 35% in 2018 that is an
increase by more than 10% within two years, this indicates the high spread and

prevalence of fraud and fraudulent practices in Middle East (Alfordy, 2022)



There are several studies have explored the fraud detection and prevention. for
instance, Hakimi and Rahmat (2019) explored fraud prevention in banking institutions in
Saudi Arabia. Furthermore, Alanezi and Brooks (2014) explored the way that online fraud
control are used in financial institutions in Saudi Arabia. Likewise, In’airat (2015)
examined the effect of corporate governance on decreasing fraud detection and prevention
in private sector.

International Audit Standard (IAS) 240 pertained to the responsibilities of the
auditors relating to fraud in an audit of financial statements states that the basic
responsibility for the fraud prevention and detection is the responsibility of both the senior
executive management and the board of directors (International Audit Standard Board,
2023).

It is interesting that senior management with the oversight of those charged with
governance, emphasize very much on fraud prevention that may decrease opportunities for
fraud to occur, and fraud deterrence, that could convince persons not to commit fraud since
of the potential of detection and punishment (Dagane, 2024).

This involves a commitment to establishing an honesty culture and ethical conduct
that can supported by an efficient monitoring by those charged with governance oversight
by those charged with governance includes taking into consideration the likelihood for
override of controls or other improper influence over the financial; reporting process, such
as efforts by management to manage earnings to influence the analysts perception as to the

performance of the organization and its financial performance (El-shbrawy et al., 2024).



Furthermore, IAS 240 insisted that the “responsibility of the auditor in fraud
prevention and detection is to obtain reasonable assurance that the financial statements are
free from material misstatement, whether produced by fraud or error. Owed to the inherent
limitations of an audit, there is a mandatory risk that some material misstatements of the
financial statements may not be detected, even though the audit is properly planned and
performed in accordance with the ISAs”.

According to the Palestinian Central Bureau of Statistics, there was (1434) reported
fraud offenses in Palestine in 2022. The most common type of fraud offenses is fraud/
swindle that was (1082) cases. The second most common is perjury (115) cases (PCBS,
2023). However, the anti- fraud regulations and laws in Palestine is still weak and it covers
just a few range of practices and sectors and most of these laws and regulation either focus
on public sector or banking and insurance sector. Moreover, these laws and regulations did
not emphasize on the role of new technologies such as the role of artificial intelligence and
big data processing on the fraud prevention and detection practices and efforts of auditors
(Abueid & Hakami, 2023).

According to Wall & Fogrty (2018) who performed systematic study based on
revision of large number of previous studies around the world found that the lack of anti-
fraud prevention and detection practices, poor qualifications and competencies of internal
and external auditors, poor management competencies and practices, and expansion of
more sophisticated criminals have increased the widespread of fraud practices in financial

and securities markets.



Thus, fraud prevention and detection are a challenge that businesses and
organizations confront nowadays as several businesses in developed and developing
countries have suffered significantly due it. The fraudulent practices have massive negative

impacts on economic development and the financial performance of the business.

1.2 Problem of the Study

IAS 240 stated that the auditor is “Basically responsible for maintaining
professional skepticism during the audit process performance when obtaining reasonable
assurance, taking into consideration the likelihood for management ignore of internal
controls and identifying the reality that audit activities and procedures that are active for
discovering error may not be effective in detecting fraud. Thus, the requirements in this
ISA are established to help the auditor in detecting and preventing the risks of material
misstatement due to fraud and in creating policies and actions to find out such
misstatement”.

From another perspective, Abu Amuna and Abu Mouamer (2020) found that the
auditors in Palestine in general do not have the adequate knowledge, and experience to
detect and prevent the fraud in Palestinian financial market and how to deal with these
cases even if the auditor detect these cases. Furthermore, there is a limited studies and
researches have explored the fraud prevention and detection practices in Palestine. Thus,
the problem of the study us embedded in this question:

What is the reality of fraud detection and prevention in Palestinian securities

sector?



1.3 Study Objectives

This study aims to explore the reality of fraud detection and prevention in Palestine

Securities Sector.

Based on the major objective of this study, the researcher identified the following

minor objectives:

1.

N

Exploring the reasons for occurrence of fraud in Palestine Securities Sector.
Identifying the most prevalent types of fraud in Palestine Securities Sector.
Exploring the specific indicators or "red flags" that signal potential financial fraud in
Palestine Securities Sector.

Exploring the most followed fraud detection mechanisms in Palestine Securities
Sector.

Examining the most common followed fraud preventive mechanisms in Palestine

Securities Sector.

1.4 Thesis Significance

Theoretical Significance

This study has theoretical participation, as it explores the actual fraud
prevention and detection practices that are used in Palestinian context as the researcher
found that there is a gap in studies that explored this topic. Besides, this study is
expected to be a valuable secondary source for other novel studies and researches in
this regard.

Recently, there is also an increasing involvement in fraud prevention and
detection either in developed or developing countries and economies due to the

massive development in the fraud techniques and practices either from employees or



the senior executive managements of listed companies. Thus, the cost of the fraud is

devastating for individuals, organizations and the economic development.
Practical Significance

Practically, this study is important for accountants and internal as well as
external auditors to identify the best fraud prevention and detection practices that are
proper and efficient in Palestinian context. Likewise, it's important to senior executive
managements and the board of directors to set the efficient and effective policies and
strategies to fight fraud and fraudulent practices in Palestinian securities with especial
focus on increasing the efficiency of the management and enhancing the quality of the
internal control system. This study also has practical contribution to the policy makers
and regulators as this study provide them with relevant information to set laws,

regulations and policies to prevent fraud in Palestine securities sector.

1.5 Questions of the Study

This study will answer the following question:
What is the reality of fraud detection and prevention in Palestine Securities Sector?
Based on the major question, the researcher derived the following minor questions:
1. What are the reasons for occurrence of fraud in Palestine Securities Sector?
2. What are the most prevalent types of fraud in Palestine Securities Sector?
3. What are the specific indicators or "red flags" that signal potential financial fraud in
the Palestine Securities Sector?
4. What are the most followed fraud detection mechanisms in Palestine Securities

Sector?



5. What are the most common followed fraud preventive mechanisms in Palestine

Securities Sector?

1.6 Hypotheses of the Study

Based on the study questions and objectives, the researcher presented the following

hypotheses:

1. Lack of internal control efficiency and quality is the major reason for occurrence of
fraud in Palestine Securities Sector.

2. False financial statement is the most prevalent types of fraud in Palestine Securities
Sector.

3. There is moderate level of fraud indicators or "red flags" that signal potential financial
fraud in the Palestine Securities Sector.

4. External and internal audit are the most followed fraud detection mechanisms in
Palestine Securities Sector.

5. Have a code of conduct or ethics policies are the most common followed fraud

preventive mechanisms in Palestine Securities Sector.
1.7 Definition of terms

Fraud: “An intentional act by one or more persons among management, those
charged with governance, employees, or third parties, involving the use of deception to get
an unjust or illegal advantage”. (International Auditing and Assurance Standards Board,
2023, P. 273).

Fraud risk factor: “Events or conditions that indicate an incentive or pressure to
commit fraud or provide an opportunity to commit fraud.” (International Auditing and

Assurance Standards Board, 2023, P. 273).



Fraud Prevention: is “An activity performed by the organization management that
includes setting clear policies, strategies, systems, and procedures to confirm that the
required actions and procedures have been implemented by the board of directors and
senior management and other corporate human resources to provide sufficient assurance in
achieving reliability of financial reporting, efficiency of processes and operations and to
be in line with applicable laws and regulations™ (Sidik, 2016).

Fraud Detection: “this fraud will be reflected through the arise of specific
characteristics, both environmental conditions and the behavior of the person.
Characteristics of a particular setting or condition, behavior conditions off an individual
called red flags that are indictors of fraud. Even though the arise of the red flag is not
always is a fraud indictor, this red flag often emerges in every case of fraud that takes
place” (Tuanakotta, 2018).

Fraudulent Financial Reporting: “Intentional misstatements, including omission
of amounts or disclosures in financial statements, to deceive financial statement users”.
(Association of Certified Fraud Examiners, 2018)

Misappropriation of assets: “Encompasses the theft of an organization’s assets
and is usually committed by workers in fairly small and immaterial amounts. On the other
hand, it can furthermore include management who are typically more proficient of
concealing or concealing misappropriations in conducts that are hard to discover”

(Paranoan, 2022).



1.8 Tentative Study Design

This study consists of five chapters. The first chapter is the introductory chapter
that presents the research problem, questions, objectives and hypotheses of the study as
well as the theoretical and practical implication of the study and its limitations.

The second chapter is the theoretical framework. Literature review and hypotheses
development through presenting the most prevalent theories that explained fraud and fraud
detection and prevention, the fraud in securities markets, factors contributing to fraud in
the Palestinian securities sector, detection and prevention mechanisms, and gaps in the
existing literature.

The third chapter, presents and explains the research approach, research design,
research philosophy, data collection methods, population and sample of the study,
estimating reliability and validity of the instrument, and the statistical analysis that the
researcher will use to analyze the data of the study.

Chapter Four, summaries the findings of the study through answering the research
questions and objectives as well as examining the hypotheses of the study. The researcher
will perform an analysis of fraudulent activities in the Palestine securities sector, types of
fraudulent activities, identification of vulnerabilities and weaknesses and case studies of
previous fraudulent incidents and detection mechanisms and technologies. Besides,
exploring the traditional detection methods through exploring the Technology-Driven
Approaches (e.g., Data analytics, artificial intelligence.

Chapter five includes conclusion, discussion of the study results, practical
implications of the study, theoretical implication of the study, recommendations,

limitations of the current study and suggestions for further studies and research.
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Chapter Two

Literature Review

2.1 Introduction

This section presents the literature review of the study by presenting and discussing the
definition of fraud, its prevalence, types of fraud, exploring the most prevalent theories that
explain fraud, with a special emphasis on fraud triangle theory, fraud diamond theory, and
fraud management cycle theory. Furthermore, we will discuss the definition of fraud
prevention and detection and the most commonly used fraud prevention and detection
tools. Instruments and mechanisms, either classically used tools or those based on modern
technology. In addition, we will discuss the concept of red flags and the most prevalent

types of fraud in financial markets.
2.2 Fraud Definition

There are a several definitions of fraud in organizations. The first definition of fraud was
presented by Cressey (1953), who specifies that there are three elements that usually exist
in incidents of fraud: coercion, incentive, and rationalization. Paranoan, Sabandar,
Paranoan, Pali, and Pasulu (2022) defines fraud as “a form of deliberate mistake that leads
to harm or loss without the hurt party being aware of it and provides an advantage for the
fraud perpetrators”.

The Oxford English Dictionary (2019) states that fraud is “illegal, unlawful, and unethical
practices, conducts, or criminal deception directed to achieve financial or personal interests
and gains”. Whereas, Merriam-Webster Dictionary (2019) defines fraud as “a trick that is
a craft procedure or practice that results in deceiving or defrauding. Whereas, a trick refers

to a quick or artistic way of getting a result”.
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According to the International Audit Standard (IAS 240) (2023) the fraud is “an intentional
act by one person or more persons among management, employees, or third parties
involving the use of deception and to obtain an unjust or illegal advantage.”. While, the
International Internal Auditors (11A) (2017) stated fraud is "any illegal act characterized by
deceit, concealment, or violation of trust. These acts are not dependent on the threat of
violence or physical force. Frauds are perpetrated by parties and organizations to obtain
money, property, or services; to avoid payment or loss of services; or to secure personal or
business advantage”

According to the Panel of Auditors of the United Nations, fraud is “a wide diversity of
behaviors and practices that may encompass manipulation, forgery, or alteration of account
books or documents, misappropriation of company assets, concealment or omission of the
effects of transactions in account books or documents, the recording of transactions devoid
of content, and the incorrect application of accounting methods”.

ACFE classified fraud into three types: fraud on statements, misappropriation of assets,
and corruption. The most severe type is fraud in the financial statements, as it leads to huge
losses.

The ACFE (2007) defines fraud as “a deliberate action of dishonesty or practice of other
prejudicial means that assists in depriving an individual or company of property or money”.
The Canadian Institute of Chartered Accountants (1998) defines fraud as “the activities or
actions committed intentionally to deceive, and they involve a misappropriation of assets
or a misrepresentation of financial information to hide a misappropriation of assets or other

purposes”.
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Said, Alam, Karim and Johari (2018) stated that employees’ fraud is “an intentional or
unintentional misbehavior, misconduct, or misappropriation of the assets of the business
by staff from which the organization may incur losses.”.

Roudaki, Clark, and Alias (2010) stated that fraud is misstatements taking place due to
fraudulent financial reporting and misappropriation of organization assets.

Singleton, Bologna, Lindquist, and Singleton (2006) defined fraud as “the intentional
misrepresentation of the company's financial position by misrepresenting the financial
statements to deceive users."(P. 41). Likewise, Suh, Nicolaides, and Trafford (2019)
defines occupation fraud as “a type of fraud that is committed against a business by its staff
and is often distinguished as internal, insider, or employee fraud”.

Kranacher and Riley (2019) argue that there are three components of fraud practices and
incidents such as misappropriation of business resources and assets, awareness that the
financial statements are unrealistic and convey false information, and dependence on the
inaccurate and incorrect information provided by the victims.

Kurpierz and Smith (2020) stated that fraud is "a formal and practical term that is used as
an umbrella system to define a great number of deceitful and destructive conducts that lead
to financial losses or collateral damage that affect negatively the relationship of the
business with its external environment, organization reputation, employee morality and
ethics, and branding” (P. 177).

According to Magablih and Alshira’h (2021) a fraud is an intentional act committed by the
employee and related individuals, for instance, senior executive management and staff. The
fraudulent practices distort the corporate financial statements, and these actions and

practices are committed to obtain personal self-interest. These fraudulent practices lead to
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harm or loss to others, especially users of the corporate financial statements, such as
investors, shareholders, and other stakeholders.

Abdullahi and Mansor (2015) defined fraud as “a deliberate or negligent act in
performing something or not performing a specific thing that ought to be carried out, thus
the financial statements of the business are materially misleading” (P. 38).

The researcher in this study defined fraud as any deliberate wrongful or false

representation, including failure to declare information or abuse of position.
2.3 The Prevalence of Fraud

According to PricewaterhouseCoopers (2020), which performed in (99) regions
around the world, found that 47% of international businesses suffered of fraud in 2019
compared to 49% in 2018, 36% in 2016, and 37% in 2014. These fraudulent practices led
to a loss of more than $42 billion in 2018. Besides, these fraud incidents have negatively
affected corporate reputation, brands, and market share.

According to the distribution of companies based on the fraud incidents, the ACFE
(2020) found that 44% of companies that have suffered from fraud are privately held
companies, 26% are publicly held companies, 16% are government enterprises, and 9% are
NGOS. However, a study performed by ACFE (2018) demonstrated that half of the
companies that suffered of fraud in the MENA region were private companies, 31% were
public companies, 8% were government enterprises, and 6% were NGOs. Likewise, PwC
(2020) revealed that there was an increase in financial and fraud crimes in the MENA
region, as financial crimes jumped from 36% in 2018 to more than 46% in 2020. The most
common types of financial crimes were customer and procurement crimes, corruption, and

bribery. Moreover, the study demonstrated that the most common tools and practices to
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detect and prevent fraud are involvement in increasing the effectiveness and efficiency of
internal control in businesses, investment in employees” training and development on how
to detect and deal with fraudulent practices and incidents.

According to the Association of Certified Fraud Examiners (ACFE) report to the
Nations, financial statement fraud and securities fraud remains significant concerns, with
schemes usually enduring an average of 16 months before detection. Furthermore, it
estimated that organizations lose approximately 5% of their annual revenues to fraud, with
securities and investment fraud being a considerable subset. Furthermore, SEC reported
that in 2022, it brought 834 enforcement actions related to securities fraud, recovering more
than $4.2 billion in disgorgements, schemes, insider trading, and misrepresentations to
investors (SEC Annual Enforcement Results, 2022).

In a study published in the Journal of Financial Crime (2023) confirmed that

securities fraud cases increased by more than 12% globally in 2022 compared to 2021.
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2.4 Theories and Models of Fraud

There are several theories that have explained the fraud at workplace in
organizations. The most prevalent theories are the Fraud Triangle Theory, the Fraud

Diamond Theory, and Fraud Management life cycle Theory.

2.4.1 Fraud Triangle Theory

The most prevalent model to study
. . : < Q
fraud is the Fraud Triangle Theory, which was QO %
N4 ()
presented for the first time by Donald Cressey ,5\ ’)a
& >,
in 1950 and claimed that there are three s ’2
conditions of fraud: pressure or incentive,
opportunity, and rationalization or attitude Rationalization

(Huang etal., 2017). Figure 1 Fraud Triangle Theory Dimensions
Pressure: The pressure to commit fraud takes place when financial stability is
endangered, there is competition in the market or failure of businesses, and there are
adequate and satisfactory levels of financial performance and profitability. Thus, senior
executive management is threatened with unsatisfactory levels of performance. However,
opportunity takes place as a result of transactions that are unfair in size, rely on a large
number of accounting estimates, subjective considerations or an uncertain environment,
international transactions and operations, and cultural differences (Schuchter & Levi,

2016).
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Senior executive management or employees may have the reinforcement or
pressure to commit fraud based more on their conditions, for instance, confronting a
financial crisis or the bad habits of individuals, for instance, gambling or drinking or having
unrealistic inspirations and interests (Wells, 2017).

Rationalization: It refers to the individual s attitude towards justification of the
actions taken. This is because of inadequate information and communication concerning
ethical standards that ought to be adopted and spread in the company, aggressive financial
performance growth, and failure to use accounting systems and an effective and efficient
internal control system in the organization (Boddy et al., 2015).

According to Holtfreter (2015), both men and women give the same explanation
and rationalization of fraud commitment and stealing from their businesses. They said that
they were borrowing and intended to repay their organization at some point in the future.
However, according to the prosecution for fraud commitment and financial crimes,
Holtfreter (2015) found that the men stated that they have certain practices due to financial
needs, for instance, gambling debt or habits. On the other hand, the motivation for women
was medical expenses or medical expenses for their children or their family members.
Sidorov (2015) argued the most prevalent incentives for fraud commitment are salary
increases, promotion, titles, bonuses.

Opportunity: The workplace environment provides employees or managers with
an opportunity to commit fraud due to the existence of a weak internal control system or
inefficient management supervision. Thus, Boyle (2015) claimed that internal controls of
the business should be active in identifying the opportunities component of the fraud

triangle. The intention of individuals who commit fraud differentiates mistakes from errors
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or fraud as fraud perpetrators commit fraud to achieve their personal and self-interests at
the expense of other stakeholders and parties in the business (Sidorov, 2015).

Button, Blackbourn, Lewis, and Shepherd (2015) stated that based on the Fraud
Triangle theory, the main factors influencing the occurrence of fraud are: intention,
incentive/pressure, opportunity, and rationalization/attitude. Likewise, according to Ishida,
Chang, and Taylor (2016), rationalization is “the fraudsters" attitude, a mindset, a character,
or a set of values that give them the opportunity to do fraudulent acts knowledgeably and
desirably without regret. Moreover, Ishida et al. (2016) argued that the more incentives
drive employees and managers to be able to rationalize their unethical behavior and
practices.

Schuchter and Levi (2015) performed a study to examine which triangle of the
Fraud Triangle theory is the most significant to explain the fraudulent practices, illegal
conducts, and behavior of fraudsters in USA. The study demonstrated that opportunity is a
significant element in fraud commitment. Whereas, rationalization and pressure were the
least likely components influencing fraud commitment. Likewise, Owusu, Koomson,
Alipoe, and Kani (2022) found that pressure, opportunity, and rationalization are
significant predictors of fraud commitment in companies owned by the state in Ghana.

Skousen and Twedt (2009) examined the effectiveness and efficiency of fraud
prevention in companies using the Fraud Triangle theory. The researchers found several
measures and proxies to measure the three components of this model, which are: the
pressure proxies, which included the financial performance of the companies; the
expectations of analysts of the financial performance of the company; the compensation

and reward of senior managers; and the wealth and prevalence of financial targets.
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Whereas, the opportunity proxies included organizational structure and culture, monitoring
and controlling functions, ownership structure, and internal controls. Whereas, they
measured rationalization by expectations, communication, relationships with auditors, and
a historical record of individuals" misbehavior. The study demonstrated that there is a
positive correlation between the necessity of the company for cash and financial leverage,
maintaining a high market value of the business, and fraud commitment in the company.
Furthermore, they found that increasing audit committee independence increases the
effectiveness and efficiency of fraud prevention in the company. Moreover, increasing the
quality of internal control will help decrease the likelihood of fraud commitment and

occurrence.

2.4.2 Fraud Diamond Theory

Wolfe and Hermanson (2004)

OPPORTUNITY PRESSURE
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they stated that it’s an expansion of the \i The
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fraud diamond theory argued that the fraud \ Q ”

RATIONALIZATION

triangle theory is important for accountants o GARABUINY

to recognize and manage fraud. Figure 2 Fraud Diamond Theory
Conversely, the fraud diamond theory is

important because it supports the previous theory by adding the capabilities of individuals.
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Abdullah, Muhammad, and Nuhu (2015) argued that even though incentives,
opportunities, and rationalization for fraud exist, it is impossible to commit fraud unless
the individual who commits fraud has the abilities and capabilities to do so.

According to Wolfe and Hermanson (2004), capabilities refer to traits and abilities
of individuals that affect their decision to commit or not to commit fraud. Even the
existence of incentives, opportunities, and rationalization.

According to Almalki (2022), there are four elements of capability, which are:

1. The position, rank, or importance of the individual's work in the organization.

2. The existence of a smart and clever person to commit fraud, the good awareness of and
understanding of the internal control failures and weaknesses in the organization, and
having the capability to exploit the weaknesses in the internal control system in the
organization.

3. Having a high level of self-confidence that he or she will not be caught or that their
fraud practices will not be detected. Besides, he/she has such a high level of
commitment that he/she is able to get out of the problem easily.

4. The ability and aptitude to affect and lead other staff to hide or commit fraud. This
individual has the ability and capacity to convince others, which gives him/her the
opportunity to persuade others to commit fraud or to overlook the fraud.

The fraud diamond theory is an enhancement and development of the fraud triangle
theory, as it added personal capabilities to the Fraud Diamond theory to develop and
improve its predictability (Suh, Nicolaides & Trafford, 2019). This theory adds value to

the board of directors and senior executive management of the organization to set efficient
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and effective controls and measures that will decrease the temptation of fraud in the
organization from those who are in influential positions (Wolfe and Hermanson, 2004).

According to Rizki and Yovita (2024) found that there is a negative and significant
effect of capability variable as construct of fraud diamond theory on fraudulent in financial
statements of industries in the real estate, construction, and property sectors in Indonesia
during 2020 -2022. conversely, pressure, opportunity, and rationalization have an
insignificant effect on fraudulent financial statements. Likewise, in a study performed by
Boyle, Dezoort and Hermanson (2015) to compare the efficiency of the fraud triangle
theory compared to the fraud diamond theory, the study found that the fraud diamond
theory is more efficient in fraud detection compared to the triangle model. The study
demonstrated that capability has a significant effect on fraud commitment.

Lokanan (2015) adopted the case study method and the critical discourse analysis
to examine if the fraud triangle theory could be an efficient model to detect fraud and fight
it at Walmart an USA retail store, KPMG is one of big four audit companies, and Lehman
Brothers which is a former large-scale investment bank. The study found that this model is
inefficient in fraud detection as it cannot be used in all cases of fraud as not all three
components of this model are always present in cases of fraud commitment detected.
Besides, this model works poorly in explaining the fraudsters actions and behavior. Thus,
a more comprehensive model for explaining fraud commitment is required to support the

fraud triangle theory.
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2.4.3 Fraud Management Life Cycle Theory

Wilhelm (2004) Fraud Management Lifecycle Theory

presented the fraud management
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actions and practices, activities, . .

Figure 3 Fraud Management Life Cycle
operations, and functions that act
an essential role in fraud control”.

The fraud management cycle starts with a clear and obvious definition of different
stages within the cycle to give experts and professionals the opportunity to communicate
more efficiently with shareholders and other stakeholders in the business and its industries,
within their organizations, and among themselves (Wilhelm, 2004).

According Kimani (2011), there are eight interrelated stages of the fraud life cycle
that begin with deterrence of prevention encompasses a set of activities and doings that are
significant to prevent or impede any temptation to deceive, dishonesty, or fraud. The
importance of this stage is to confirm the prevention and deterrence of fraud before it is

committed by establishing fear, results, or making it difficult to commit fraud in the

organization.
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The second stage is the detection stage, which involves investigating fraud, trails,
and the success of fraud. This stage ought to demonstrate that the trails of fraud and fraud
commitment have been discovered (ljeoma & Aronu, 2013).

The third stage is the prevention stage, which encompasses procedures and
activities set to protect the organization from fraud commitments and activities and actions
against fraud commitments (Kimani, 2011).

The fourth stage includes fraud mitigation, which includes preventing and stopping
fraudsters from committing fraud in an attempt to finalize and end their fraudulent mission,
thereby decreasing their chances of success. The mitigation actions and activities may be
adopted promptly, or they may be deferred. This stage includes actions that are directed to
decrease the degree of the fraud, cut the number of losses charged throughout the fraud,
and make the efforts and expenses necessary to compensate for or reverse the effect of the
fraud (Wilhelm, 2004).

The fifth stage is the analysis stage, as this stage is important to provide information
on the essential reasons and factors that had led to the fraud commitment or fraudulent
practices and activities (Akelola, 2012). The analysts give an evaluation and assessment
report in mitigation concerning measurement and estimation of activity performance in
entirely acting on fraud detection alerts to decrease losses due to fraud.

Fraud policy is the sixth stage; the fraud stage refers in the organization is a basic
statement that specifies the attitudes of the company toward fraud. The fraud policy helps
candidates recognize fraudulent activities and illustrates and specifies the actions to be
taken in case of fraud, financial crime, or the existence of suspicious activities. The fraud

policy encompasses setting policies that prevent fraudulent practices, assessment and
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evaluation of the fraud policies, and communication to the staff to attempt to decrease the
cases of fraud in the organization (Ina, 2016).

Policy development encompasses three distinct aspects: setting the policy,
assessing and demonstrating that everyone in the organization has adequate awareness of
this policy to decrease opportunities for committing fraudulent activities, and decreasing
real fraud cases (Akelola, 2012).

The seventh stage is the examination or investigation stage, which focuses mainly
on getting adequate evidence and information to inhibit fraud, proving that theft assets are
entirely recovered or given back to legal owners, and providing sufficient confirmation to
improve accomplishments in providing evidence to law courts and imprisoning or
punishing the fraud perpetrators (Nenga & Osiema, 2013). This stage focuses basically on
examinations inside the company, investigations outside the company, and coordination
with low-level enforcers. Investigations within the business will encompass investigations
and examinations of employees and individuals' trading with the business, for instance,
suppliers, consultants, or wholesalers, whereas investigations outside the company involve
inspecting and investigating customers, fraudsters, and organized groups (Wilhelm, 2004).

The eighth stage is the delivery of evidence in law court; prosecution is “the
establishment and acting of legal actions against somebody in respect of a criminal charge”
(Oxford Dictionary).

According to Chepkoech and Rotich (2017), the prosecution of perpetrators of
fraud is essentially directed at preventing the commission of fraudulent activities and
compensating the victimized by punishing the perpetrators. Besides, prosecution aims to

confirm that the reputation of the business is maintained and supported by preventing and
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fighting fraudulent practices and financial crimes, confirming that fraud perpetrators are
clearly recognized, prosecuted, and punished. This is the last stage in the fraud
management lifecycle that determines the success or failure of other stages in the fraud
management lifecycle.

These actions and doings ought to be clear to the potential fraudsters who might
target the business, and it should become clear to them that the fraudulent activities and
actions will be detected and punished. Besides, the prosecution aims to detect and recover
the stolen resources and assets and to compensate the aggravated individuals (Ina, 2016).

According to the fraud management lifecycle, there are specified methods to
control and manage fraudulent activities. These stages may be efficient, may not be
comprehensive, and they are not the merely stages to control, detect, and prevent fraud.
Besides, these stages are not always linear, as argued by the followers and proponents of
this theory (ljeoma & Aronu, 2013). Besides, there are other processes to manage fraud
and decrease the inclination toward fraud, such as increasing the efficiency of the internal
control systems, adequate and satisfactory financial and nonfinancial compensation and
remuneration system, ownership options, and adequate training and awareness campaigns
on fraud detection, prevention, and its consequences. Besides, following these stages of

fraud management lifecycle theory takes a long period of time.



Aspect

25

Table 1 Comparison of Fraud Theories

Fraud Triangle

Fraud Diamond

Fraud
Management
Lifecycle

Focus

Explains why fraud

occurs

Explains who commits fraud
(capability added)

Provides how to
manage and
control fraud

systematically

Main

Components

Pressure, Opportunity,

Rationalization

Pressure,
Opportunity, Rationalization,

Capability

Deterrence,
Prevention,
Detection,
Mitigation,
Analysis,
Policy,
Investigation,

Prosecution

Strengths

Simplicity, widespread

use

Adds personal traits,
better predictive power

Holistic
approach,
organizational

focus

Limitations

Oversimplification,

ignores individual skills

Measurement of

capability is complex

Resource-heavy,
complex to

implement fully
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2.5 Types of Fraud

As the following graph presents there are three types of fraud: corruption, asset

misappropriation, and financial statement fraud.

Corruption originates from conflicts of interest, as has been explained by the agency theory.

1. Corruption takes place when senior executive management deliberately misuses their
assigned power and position to achieve their own interests at the expense of the
shareholders and stakeholder interests. Corruption may be in the form of bribes or the
arrangement of procurement schemes that give them the opportunity to use the
resources and assets of the organization. illegal operations, activities, and coercions
(Abdullahi & Mansor, 2015). According to Almalki (2022), there is a positive
correlation between corruption and the probability of fraud commitment in business,
earnings manipulation, earnings management, and creative accounting.

2. Asset misappropriation is a specific type of fraud in which managers discharge cash
from the organization, establish fraudulent disbursements, and obtain companies’
assets illegally or unethically (Nia & Said, 2015).

3. Manipulation of financial statements has two categories: either overestimation of
income, revenues, and assets or underestimation of organization liabilities and leverage
(Lisic, Silveri, Song & Wang, 2015). The aim of the overestimation of the financial
statements is to assume that the financial performance and efficiency of the business
activities and operations exceed their actual financial performance to maintain the high
market value of the business and to improve the senior management compensation and

remuneration that are based on the company's financial performance and well-being.
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However, the goal of the underestimation is to overcome some obligations, such as tax

obligations and tax disbursements (Wells, 2017).

. asset financial statement
corruption -
misapproporaition fraud
: asset /revenue
Economic Extortion Cash /
overestatements

Briber Bl Inventoryand all Jil asset /revenue
Y other assets underestatements

Figure 4 Types of Fraud in Organizations.

conflict of interestsfa

Illegal Gratuities o

2.6 Fraud Prevention

According to the fraud triangle theory, the essential root of fraud is either necessity,
greed, or opportunity. However, in order to prevent fraud, it’s important to identify and
eliminate the reasons for fraud. This takes place through the process of hiring ethical
employees and managers, increasing awareness of fraud consequences, improving the
ethical culture and environment of the company, and increasing the efficiency and
effectiveness of the internal control system in the business (Chepkoech & Rotich, 2017),

Fraud prevention refers to an activity performed by the board of directors and senior
executive management in terms of setting clear policies, procedures, and systems that
confirm that the required actions have been adopted by the board of directors, senior
executive management, and other company staff to provide satisfactory and sufficient

assurance in increasing the reliability of the financial statements, ensuring compliance with
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the laws and regulations, and efficient activities and operations of the company (Sidik,

2016).
2.7 Fraud Detection

It's necessary to mention that measurement of fraud detection differs among types of fraud.
Thus, in order to detect fraud, it’s necessary to have a good level of awareness of the
various types of fraud that may take place in businesses. The detection of fraud usually
takes place by concentrating on indirect evidence. Fraud indications are often indicated by
the emergence of symptoms, for instance, a change in the individual's lifestyle and
behavior, customers™ complaints, or suspicious documentation. Thus, the fraud detection
indications are associated with the behavior of the individuals or the conditions’
environment (Sidik, 2016). These indications of fraud commitment are usually called red

flags, which are danger signs (Irwandi, Ghozali, Faizal, & Pamungkas, 2019).
2.8 Fraud Prevention and Detection Tools and Instruments

Eiya, Otalor and Awili (2013) found that forensic accounting plays an essential role
in fighting corruption and fraudulent practices, as it acts an essential role in managing fraud
as the forensic accountants have good knowledge and expertise to articulate their opinions
in fraud investigation and detection. Moreover, Albercht, Albrecht, Albrecht, Zimbelman
(2018) found that technological breakthroughs and developments such as the invention of
artificial intelligence have enabled the development of innovative tools and instruments to
detect fraudulent practices, either in data collection, data processing, or transaction

analysis, to identify fraudulent signs.
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Bierstaker, Brody and Pacini (2006) found that password protection, firewalls, and
computer antivirus are crucial tools and techniques to detect and prevent fraudulent
practices. Furthermore, Chen, Liou, Chen and Wu (2019) found that data mining
techniques have an essential role in fraud detection and prevention in businesses. In the
same context, Rahman and Anwar (2014) demonstrated that firewalls, passwords,
protective software, and filtering are efficient and effective tools to detect and prevent
fraudulent practices in listed companies.

Chen et al. (2019) demonstrated that efficient and effective internal control systems
and developed protection software play an essential role in fraud prevention and detection
in listed companies in Malaysia.

Othman, Aris, Mardziyah, Zainan and Amin (2015) found that the most efficient
fraud detection and preventions instruments are increasing the efficiency of the board of
directors and audit committee, enhancing the quality of internal control, setting clear
policies for reporting fraud, rotating employees, hotlines for antifraud, recruiting and hiring
forensic accountants, arranging fraud detection and prevention training , the existence of
fraud investigation departments, fraud awareness and knowledge programs, and anti-
whistleblowing policies.

Lee and Fargher (2023) found that the existence of hotlines, efficient corporate
governance mechanisms, and a sound ethical code increased the efficiency and
effectiveness of fraud detection and prevention in companies. According to Sujana, Saputra
and Manurung (2020) the most efficient tools and policies to detect and prevent fraud are
the existence of efficient and effective policies that fight corruption and fraud practices,

reviews of contracts with different vendors, reference checks of employees and staff,
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performing analytical reviews, protection passwords, firewalls, data mining, using artificial
intelligence in audit practices, discovery samplings, fraud reviews, promoting ethical
behavior and a code of ethics, and a code of conduct.

Paranoan et al. (2022) examined the role of fraud prevention, detection, and
investigative audit on fraudulent financial statements in Makassar, Indonesia. The
researchers found the most important factors influencing the commitment to fraudulent
practices are auditing standards, the audit work environment, independent of the auditor,

and due professional care.
2.9 Mechanisms in Fraud Detection and Prevention

According to Sanchez-Martin, Lozano-Reina, Baixauli-Soler and Lucas-Perez (2017),
there are basically two mechanisms in fraud prevention and detection: Control mechanisms
and incentives and rewards mechanisms.

2.9.1 Control Mechanisms:

The most prevalent and efficient control mechanisms to decrease the potential of fraudulent
practices and conducts in the business are the existence of an efficient audit committee that
has independent directors (Chen et al., 2019). Actually, the existence of an effective and
efficient audit committee prevents and detects financial reporting procedures that are the
most significant tools and instruments to disguise and hide fraud occurrences and instances.
One of the most basic responsibilities and duties of the audit committee is to control and
supervise the financial information disclosure and reporting in the organization (Eulerich,
Kremin & Wood, 2019).

There are a number of laws and regulations that mandate organizations and businesses to

oversee and monitor their financial reporting activities. For instance, the Sarbanes-Oxley
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Act of 2002 mandates that US companies evaluate their internal control mechanisms and
to adopt further assistance and advice from external auditors to report fraud. These laws
and regulations are directed to confirm that actions of financial fraud are mitigated and
decreased, and organizations are involved in morale activities and conduct. Likewise,
Coram, Ferguson and Moroney (2008) stated that increasing the effectiveness and
efficiency of the internal control environment and supporting the efficiency of the internal
audit committee have a significant role in decreasing fraudulent practices in listed
companies in New Zealand and Australia.

Yang, Jiao, and Buckland (2017) claimed that ownership structure and the existence of
large ownership and institutional ownership decrease the potential fraud commitment.
They also noticed that managerial ownership, board independence, and the existence of an
internal audit committee have insignificant effects on fraud prevention. Besides, He,
Labelle, Piot and Thornton (2009) found that there is a significant role for the board of
directors’ independence and corporate governance mechanisms in decreasing fraudulent
practices in listed companies in Canada.

2.9.2 Incentive Mechanisms:

According to the incentive mechanisms argument, the organization can decrease the
temptation of fraudulent practices by increasing the incentives for stakeholders to avoid
fraud commitment (Yang et al., 2017). The most significant incentive mechanisms are
giving bonuses to senior executive management based on the organization's performance
and giving ownership of the company to senior managers, such as the existing stock option
plan for managers (Chen et al., 2019). A study of Zhou et al. (2018) that is conducted in

listed companies China examined the correlation between CEO and CFO compensation
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and the potential of fraud commitment. The study findings demonstrated that senior
executive managers with more compensation and reward were less inclined to commit

financial fraud.

2.10 Nontraditional Approaches of Fraud Prevention and Detection

Nowadays, with the expansion of technological developments and breakthroughs,
organizations can use several fraud detection and prevention instruments that are based on
technology, such as big data analysis, increased automation, appointing ethics officers,
machine learning, and artificial intelligence (Bologa, Bologa & Florea, 2013)

Akinbowale et al. (2024) found that utilization of efficient technology in fraud
detection and prevention acts an essential role in fighting fraudulent in banking institutions
in South Africa. Moreover, they found that the most significant technological tools in fraud
prevention and detection in banking institutions are firewalls, financial ratio analysis,
digital analysis, filtering software, discovery sampling, and virus protection. The most
common nontraditional approaches of fraud prevention and detection:

The Big Data analytical method gives organizations the opportunity to deal with
and analyze large data sets to prevent and detect fraudulent practices, as this technology
transfers raw data into meaningful and valuable information. The most well-known
companies that produce big data technologies are SAS, IBM, and Microsoft. Besides, there
are other open data sources that businesses can use freely without any cost or charge

(Akinbowale et al., 2024).
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According to Bologa et al. (2013) there are a large number of fraudulent practices
in the health sector in Romania. Thus, the scholars argued that there is a necessity to use
big data analytics to increase the efficiency and effectiveness of fraud prevention and
detection practices.

Big Data is a more recent technological environment to fight fraud, as these
instruments have the ability to analyze large amounts of data that human memory cannot
analyze since it cannot process large amounts of data. Besides, even though the
organization hired a large number of experts and analysts, the cost of this process is very
high. Thus, the solution is to acquire big data analytics to analyze the data to prevent and

detect fraudulent practices (Yang et al., 2017).
2.10.1 Increased Automation

There are a number of economic sectors, for instance, the financial services sector, that
require advanced technology to detect and prevent fraud in their organizations due to the
high losses attributed to these practices, either to financial institutions or the national and
global economies in general (Yang et al., 2017).

Siering et al. (2016) analyzed the fraud cases in the financial services sector in the USA
and Europe. The researchers suggested that there is a necessity to use an advanced decision
support system to track transactions in this complicated sector to detect and prevent fraud.
Van Vlasselaer et al. (2017) argued that automated systems are important tools and
techniques to prevent and detect fraud. One of these systems in this regard is the GOTCHA,
as this system decreases the cases of fraud in organizations as it helps to analyze the

relationship between employees and their organizations to detect fraudulent practices and
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actions. Besides, this system analyzes data to infer the likelihood of fraud occurring in the
future.

Save et al. (2017) using decision tree-based automated mechanisms to deal with credit card
fraud They found that this technology detects and prevents fraud as it uses complicated
algorithms that are holistic. Besides, it analyzes previous transactions that have been

conducted with customers.

2.10.2 Appointing Ethics Officers, forensic accountants, fraud

examiners, and other related jobs and professionals

Kaptein (2015) found that a number of companies around the globe have recently used
advanced instruments and technologies for fraud detection and prevention, for instance, by
setting ethics programs and hiring ethics experts. The researcher argued that even though
companies have a diversity of alternatives related to ethics programs to select from, it can
be hard to estimate which program is the most efficient for the organization. Since the
nature and activities of business differ greatly, the ethical program should identify clear

ethics officers, investigation policies and procedures, and ethics reporting lines.
2.10.3 Machine Learning and Artificial Intelligence (Al)

Machine learning and Al are tools developed to detect and prevent fraud. Jordan and
Mitchell (2015) found that these two mechanisms are effective and efficient to detect and
prevent fraudulent practices in financial institutions in the USA. Besides, Bauder and
Khoshgoftaar (2018) found that machine learning and Al are tools to detect and prevent
fraud in the medical and healthcare sectors in the USA. Moreover, they found that these

tools help analyze data using machine-learning-based algorithms.
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Qiu and He (2018) found that Al and machine learning instruments play an essential role
in decreasing fraud incidents in the Chinese film industry, as they help to analyze a large
amount of data and can be efficient and effective instruments for decreasing fraudulent

practices.
2.10.4 Red Flags

Rustiarini and Novitasari (2014) defined red flags are signals and alarms for auditors to
concentrate on through the audit performance to get adequate audit results and decrease the
fraudulent practices and fraud risk commitment in the organization. Besides, Hanifa and
Laksito (2015) stated that red flags are an indicator that are infrequent in the presentation
of the financial statements, as well as that they need more investigation. The existence of
these red flags is an indication for fraud detection and it is interesting for auditors.
Likewise, according to Purwanti and Astika (2017), there is a positive and significant
correlation between red flags and the potential of auditors to detect fraudulent practices in
organizations.

Fraud prevention and detection is not an easy activity or task performed by external
auditors and experts, as they should have a clear and high level of awareness of fraud
commitment methods and characteristics (Rustiarini & Novitasari, 2014). Furthermore, the
fraud detection does not always have a clear spot as there is no definite way of fraud
commitment (Kassem & Higson, 2012).

The existence of weak and inefficient internal control systems as well as weak corporate
governance systems will increase the potential for fraud commitment in organizations.

Thus, the red flags are efficient methods to detect and prevent fraud (Yucel, 2013).
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Efrim-Boritz and Timoshenko (2014) stated that red flags are checklists that help the
auditors detect fraud in organizations as they reflect suspicions of probable deceitful
conduct. At the same context, Holtzlatt, Needles, and Tschakert (2016) stated that red flags
are indications and signs that warn the auditors of fraud commitment in the audited client,
as there is a positive correlation between these signs and the risk of fraud commitment at
the workplace.

Some of the red flags are the existence of the manager or employee under a high level of
financial pressure or severe financial crisis, increased power and authority in the company,
rewards and remunerations, rising prices, reducing quality, discrimination and nepotism in
vendors, or complaints from customers (Amin, 2019).

Zakaria and Setyahuni (2023) explored the most red flags of fraud commitment detection.
They found that financial crisis and pressure, unwillingness to share responsibility and
delegating authority, and not taking vacations for long periods of time. aggressive behavior,
habits, and drinking drugs and gambling have a positive effect on fraud commitment
practices.

Mangala and Kumari (2015) stated that the most prevalent and red flags are criminal
experiences, hostile attitudes, exaggerated financial performance targets, and high
remuneration and reward system for senior executive management, existence of poor
commitment with laws and regulations, high compensation and reward system, and rapid
developments and changes in the economic industry, existence of complicated
organizational culture and structure, close relationship with suppliers and customers, poor

and ineffective separation of responsibilities and duties among employees and coworkers,
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and poor job screening, deficiency of the internal control system, and poor physical control
policies, procedures and environment.

Moreover, Kramer (2015) found that red flags have a significant role in fraud prevention
and detection as they are indicators of possible fraudulent practices. Some of the
documented red flags in that study are missing and voided checks, a high amount of
expenses compared to the previous years and other competitors in the market, a lifestyle
that goes beyond the employee's or manager's salary and income, purchasing expensive
things such as expensive automobiles or buildings, or going on vacation on a constant basis
within the same year.

According to the ACFE (2016), the most notable red flags are "living beyond income,
financial necessity or financial crisis, close relationship with suppliers or customers, family
problems and divorce, complaints about the amount of salary and compensation,
suspiciousness, not taking vacations for long periods of time, excessive work pressure at
the workplace, social isolation, legal background problems, complaints about lack of

authority, and instability in life circumstances and conditions.".
2.11 Fraud in Palestine

AMAN Foundation (2018) explored the reality of fraud in Palestine and it is
prevalence. The study documented that the fraud is a serious problem in Palestine and it
needs for real efforts to solve this problem. Moreover, there is a significant increase in
fraud in Palestine and the percentage of citizens who considered anti-fraud efforts

increased fraud is still weak and inadequate.
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Abu Amuna (2018) examined the effect of implementing fraud detection and
prevention instruments in decreasing fraud in Ministry of Health in Gaza strip. The study
followed the quantitative research approach and exploratory design using questionnaire
design. The study results confirmed that there is a high level of application of instruments
to detect and prevent job fraud in Ministry of Health in Gaza strip.

Table 2 the Reported Fraud Offenses in Palestine by Type of Criminal Offense and

Governorate, 2022

o o Forgery Forgery /
Type of Claiming Official ]
o ) Checks\ Currency | Fraud\s | Perjur | Tota
Criminal Others Identity | Documents ) )
_ Hot Counterfeit | windle y |
Offense (Impersonation | Forgery
Checks Money
Jenin 6 3 0 8 172 30 219
Tubas 0 3 0 0 14 0 17
Tulkarm 1 4 0 12 31 10 58
Nablus 3 8 0 9 85 3 108
Qalqgiliya 0 2 0 27 82 3 114
Safit 2 6 0 15 24 5 52
Ramallah & Al- 26 7 18 4 248 16 | 319
Bireh
Jericho & Al- 5 7 0 0 59 4 7
Aghwar
Jerusalem 6 6 0 0 48 5 65
Bethlehem 2 17 0 7 98 5 129
Hebron 1 18 3 4 221 34 281
Total 49 81 21 86 1082 115 | 1434

Source: www.pchs.ps

Table (1) shows the reported fraud offenses in Palestine by type of criminal offense
and governorate, 2022. The total reported fraud offenses are 1434. The highest type of

reported fraud offenses is fraud/swindle (1082) followed by perjury (115). The most
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reported fraud offenses were in Ramallah and AL-Bireh (319) cases followed by Hebron

(281).
2.12 Types of Fraud in Securities and Financial Market

There are a number of ways that players in securities markets can commit fraud and be
involved in deliberate irregulatories actions that most probably encompass fraudulent
transactions that are deliberate misrepresentation of information attributed to the trades and
dealings, handling of falsified records and documents, and intentionally violating securities
laws and regulations (Jonesn, 2012).
Deliberate actions include improper explanation of relationships, mistakes in deriving data
from securities, errors in accounting standards and principles, and disclosure failures of
securities.
Securities fraud refers to the deliberate utilization of securities through misrepresentations
or other deceptive actions with the aim of manipulating someone to trade in a manner that
is not good for their own (Straney, 2011). Securities fraud includes a wide diversity of
specialized areas and different forms. These conducts lead to huge financial loss and
collapse of trust and confidence in the financial market. This section emphasizes on insider
trading and market manipulation.
2.12.1 Insider Trading

Wang and Steinberg (2010) defined insiders as the staff, senior executive managers
or controlling shareholders of an organization who have awareness of material nonpublic
information. In securities markets, fraud actions and conducts practically refers to
disproportionate information and to externalities that are not directly involved in

transactions. These conducts are usually coordinated by management or the individuals
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who have more potential to access internal information inside the organization or they have
preferential access to private information (McGeever, 2017). PricewaterhouseCoopers
found that approximately (43%) of fraudulent practices are committed by senior executive
management and these practices and conducts lead to massive losses and damages in
organizations either financially or in collapse of brand image and reputation.
2.12.2 Market Manipulation

The market manipulation in securities markets is to the intentional interferences in
the securities prices by significantly changing supply and demand function of the market.
In these cases, the prices of securities do not reflect the conditions of the market and this
creates high fluctuations in securities prices and creating volatile financial stocks
(McGeever, 2017). This type of fraudulent practices and conducts are committed by
manipulator trying to create artificial, incorrect or misleading prices and it has an inverse
effect on efficiencies of securities and financial markets, transparency, public trust and

economic development and expansion (Alexander & Cumming, 2020).
2.13 Palestine Exchange (PEX)

Palestine Exchange (PEX) was created in 1995 to encourage the investment process
in Palestine. The Palestine Exchange (PEX) went public corporation in 2010 to enhance
transparency and corporate governance standards and principles. The Palestinian Capital
Market Authority is the supervisory organization over the PEX. PXE is the first Arab fully

automated stock exchange (www.pse.com).

Nowadays, the number of listed companies in Palestine is (48) companies with

capitalization exceeds $3 billion. The companies are categorized into five economic
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sectors: Banking, insurance, investment, industrial, and service sector. Most of these
companies are traded in Jordan Dinar and some of them in US dollar.

The vision of PXE is to "be a model for Arab and regional financial markets,
through providing innovative services, proposing ideal investment opportunities in
securities, attracting investments, the use of state of the art technology, compliance to the

rules of corporate governance, and establishing constructive relations with Arab, regional,

and global markets" (www.pse.com).

The mission of PXE is "to provide a fair, transparent, and efficient market for
trading securities that serve investors, protect their interests, contribute to creating an
enabling environment that attracts local and foreign investments, and interact with local
and Arab relevant institutions in a manner that serves the national economy and enhances

the culture of investment in financial markets" (www.pse.com).

Basically, the PXE aims to develop local investment and attract both foreign and
Palestinian investors. Besides, increasing the number of listed companies in Palestine to
find more investment opportunities for investors to provide innovative and different

financial instruments (www.pse.com).

The PXE started its work at 18/2/1997 reliant on electronic trading and clearing,
depository, and settlement systems. The Trading at PXE conducted daily from Sunday till

Thurday. The trading session begins at 9:45 and finishes at 13:30 (www.pse.com).
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Chapter Three
Research Methodology

3.1 Introduction

As stated earlier, this study aims to explore the reality of fraud detection and
prevention in Palestinian securities sector. This chapter presents the research approach,
design, data collection methods, population and sample and sampling selection method as
well as the measurement of questionnaire validity and reliability, the statistical analysis

techniques and the ethical considerations of this study.
3.2 Research Approach

According to Mohjan (2020) research is “a framework utilized for planning,
implementation, and analysis of a study, the appropriate selection of a proper research
design and methodology can provide an effective and efficient original research”. There
are basically two types of study methods that are quantitative and qualitative research
methods. The selection of a specific research design depends on the type of the data to be
obtained and analyzed, Quantitative research design deals with variables using numbers
and measured on a ratio scale. However, qualitative research approach is used when dealing
with textual, visual, or audio data and information (Saunders, 2015). Often, the qualitative
data can be quantified to make analysis more smoothly and to be understood clearly. This
quantification finding in the creation of categorical variables for instance dummy variables
and interval variables for instance Likert scale measured. In this instance, originally,

qualitative data can be analyzed using quantitative methods of data analysis.
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The researchers usually follow either quantitative or qualitative research design in
their studies. Meanwhile, others use a mixed of quantitative and qualitative research
methods to perform their studies. This method of research design integrates both the
quantitative and qualitative research approaches data and they usually use the questionnaire
and interview or focus group to obtain data.

The researcher in this study used the mixed research approach using both the
quantitative and the qualitative to perform this study as the researcher in this study intends
to quantify the opinions, attitudes, perceptions and behavior of the examined sample and
other defined variables and to generalize findings and outputs from a larger sample
population by generating numerical data. This research method implies the obtaining of
qualitative data and using quantitative methods and tools of data analysis. Quantitative data
is processed by numbers, and it could be secondary data such as the data taken from the
statistical data bases and annual reports of the listed companies. The qualitative source is

the using the interviews.
3.3 Data Collection Methods

Using two sources of data collection methods: The secondary data that is a revision
of previous articles, studies and publications that examined the current topic of the study
previously to write the literature review, develop the theoretical framework of the study,
design the questionnaire of the study, and compare the results of this study with the findings
of previously held studies to shows the similarities and differences among them. Also using
the primary data through using questionnaire design to perform the study and to solicit the
required information and responses of the studied sample. Besides, using the personal

interviews.
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The instrument of the study consists of five constructs that are:
1. First Construct: The reasons for occurrence of fraud in Palestine securities sector.
2. Second Construct: The most prevalent types of fraud in Palestine securities sector.
3. Third Construct: The specific indicators or "red flags" that signal potential financial
fraud in the Palestine securities sector.
4. Fourth Construct: The most followed fraud detection mechanisms in Palestine
securities sector.
5. Fifth Construct: The most common followed fraud preventive mechanisms in Palestine
securities sector.
The questionnaire followed Likert scale from five degrees that are strongly agree
(5), agree (4), neither agree nor disagree (3), disagree (2) and strongly disagree (1).
The researcher adopted the following scale to evaluate the degree of the agreement.

Table 3 Agreement Descriptor

Mean Likert-type Value Agreement descriptor
1-1.80 Very Low
1.81-2.60 Low
2.61 -3.40 Moderate
3.412-4.20 High
4.21-5 Very high

3.4 Population

The population of the study is the external auditors in audit offices and internal
auditors in Palestine securities sector. The number of registered auditors in Palestinian
Association of Certified Public Accountants is approximately (237) auditors (Palestinian

Association of Certified Public accountants, 2025).
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3.5 Sample

The sample is a subset of the population. The researcher selected a sample of both
internal as well as external auditors in Palestine securities sector to achieve the objectives
of the study, answer its questions, and examine the validity of the assumed hypotheses of
the study. The sample consists of (141) external and internal auditors.

The purposeful sampling selection method is the most efficient and appropriate
method to select the units of the sample, as the researcher selected the internal as well as
external auditors as the researcher selected auditors who are most relevant to the study
objectives. The aim is to obtain detailed and insightful understanding of specific cases or
phenomena. Besides, the selected auditors can provide rich and relevant data. Besides, they
have specialized knowledge and experience that make their perspectives vry important for
understanding the fraud prevention and detection process, compliance, and effectiveness.
Thus, the purposeful selection method ensures that time and resources are focused on the

most informative participants.

3.6 Validity and Reliability of the Instrument

3.6.1 Validity of the Questionnaire

The obtained data from the studied sample using Google Drive platform has a high
extent of creditability and can be utilized in study for a number of justifications: First,
Google Forms does not manipulate the responses. However, it provides convenient and
easy forms that the investigated sample can fill online. Second, Google forms has the
ability to track the IP address of the respondents and it gives the researcher the opportunity
to verify the authenticity of individual responses utilizing digital metadata for instance the

time it took the respondent to answer the questions, the IP address from which the responses
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were filled and even the location of the respondents that can be recognized by the IP
addresses.

Validity refers to the expression and measurement if the instrument has the ability
to measure the intended behavior or quality it desires to measure precisely and to what
extent the instrument is functioning well as planned for it. There are a number of techniques
to estimate the validity of the instrument that includes predictive validity, concurrent
validity, content validity, construct validity, and criterion related validity.

The researcher measured the content validity of the instrument by taking expert
opinion in the questionnaire of the study. As the researcher consulted some experts to
assess each expression in the designed questionnaire in terms of its content appropriateness
and assess each expression in parallel with the experts™ opinions.

Face validity is also used in this study as it refers to “a subjective decision based
on the perceptions, attitudes and feelings of the researcher about the functioning of the
measuring instrument” (Kaplan and Saccuzzo, 2017). Some of the considerations in this
regard are the objective of each statement in the questionnaire and its fitness for the
designed questionnaire. Besides, the comprehensibility of the statements for the
investigated sample as well as the readability of the statements in the questionnaire and the
attractiveness of the statements for the examined sample of the study (Almanasreh, et al,

2019).
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3.6.2 Reliability of the Questionnaire

Reliability shows the extent to which the instrument is stable and its consistency
over time. Thus, it refers to the ability of the questionnaire to give similar findings and
outputs when used at different times. Actually, it is unexpected that the same findings will
be given every time as a result of differences at the time the questionnaire is used, as well
as change in the studied population and the sample. The existence of high correlation
among the responses of the examined sample indicate that the instrument has level of
reliability and consistency. The researcher used both Cronbach coefficient technique to
estimate the reliability of the instrument.

Table 4 Cronbach Alpha of the Questionnaire and Its constructs

Constructs Cronbach's Alpha N of Items
Reasons for occurrence of fraud 0.834 19
Types of prevalent fraud 0.94 17
Indicators or "red flags" that signal 0.961 35

potential financial fraud

Fraud detection mechanisms 0.813 9

Used fraud preventive mechanisms 0.937 14

Total 0.969 94
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3.7 Pilot Study

Pilot study is an instrument that researchers use to get rid of misunderstanding
with an inaccurately formulated data gathering instrument. The pilot study is “A
preliminary study that the researchers administer prior to the core studies when a problem,
process, phenomenon or instrument definite to a specified community, location, object or
society is not quite examined. Thus, few is recognized about it” (Mutz and Miiller, 2016,
P. 35).

The researcher administered the questionnaire to a set of (20) auditors in Palestine
securities sector to identify to what extent the questionnaire is valid and reliable before
selecting the entire sample of the study and it is the first contact with the examined reality.
It gives researchers the potential and opportunity to obtain preliminary awareness and

knowledge concerning the examined phenomenon.
3.8  Statistical Analysis Methods

To answer the study questions, achieve its objectives, and examine the validity of
the set hypotheses. The researcher used a number of statistical tools and functions to
analyze the obtained data and information:

1. The researcher used the frequencies and percentages to analyze the personal and
demographic characteristics of the studied sample.

2. The researcher used the descriptive analysis through using means, standard deviation,
percentages to measure the studied sample responses about the statements of the
questionnaire to show how their responses are centralized or dispersed.

3. The researcher also used Cronbach alpha and split half techniques to estimate the

reliability of the studied sample responses.
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Using Pearson correlation to estimate the validity of the instrument.

ANOVA to examine if there are statistically significant differences among the means
of more than two groups of respondents such as education level or experience toward
the reality of fraud in Palestine securities sector.

Ethical Considerations

The researcher committed a number of ethical considerations and principles in

performing this study as the researcher adhered to the following considerations:

1.

The researcher took a permission from Palestine securities sector companies to conduct
this questionnaire on the investigated sample.

The researcher informed the investigated sample that the participation in this study is
voluntary participation and they have the choice to not fill this questionnaire.

All the required information was used for academic purposes and the taken information
from the investigated sample was dealt secretly and the researcher did not ask about
their privacy or personal information about the investigated sample such their names

or where the name of the company or institutions where they work.

3.10 Summary

The researcher presented in this chapter the research methodology through

identification and explanation of this thesis research approach, design, population and

sample of the study, data collection methods, reliability and validity of the instruments,

and the used statistical analysis methods and techniques.
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Chapter Four

Data Analysis & Results

4.1 Introduction

This chapter presents the findings of the thesis to explore the reality of fraud
detection and prevention in Palestine securities sector. This chapter consists of two sections
that are the findings of the study pertained to the study questions and the second section is
related to the findings of the study hypotheses from the perception of the sample.

4.2 Sample Characteristics

The data was taken from a sample of (141) external and internal auditors. The table
shows the distribution of the studied sample based on demographic variables.

Table 5 Characteristics of sample (n=141)

Demographics Answers Frequency Percentage (%)
Less than 30 years 32 22.7
30 -39 years 58 41.1
Age 40 -49 years 28 19.9
50 - 59 years 12 8.5
60 years or more 11 7.8
Total 141 100.0
Diploma 1 T
Bachelor degree 83 58.9
Education level Master Degree 51 36.2
Doctorate degree 6 4.3
Total 141 100.0
10 years or less 82 58.2
11-20 years 42 29.8
Experience 21 years - 30 years 14 9.9
31 years - 40 years 3 21
Total 141 100.0
Internal Auditor 53 37.6
position Junior Auditor 18 12.8

Partner 30 21.3
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Demographics Answers Frequency Percentage (%)
Senior Auditor 40 28.4
Total 141 100.0
Financial Audit 103 73.0
Operational Audit 14 9.9
Primary Area of Auditing Compliance Audit 13 9.2
IT audit 6 4.3
Others 5 35
Total 141 100.0
Never 17 121
Frequently (monthly or more 16 11.3
Frequency of Interaction often)
with Fraud Cases Occasionally (every few 43 30.5
months)
Rarely (once a year or less) 65 46.1
Total 141 100.0
Extensive 35 24.8
Level of Training in Fraud Moderate 100 70.9
Detection and Prevention Sometimes 5 3.5
Never 1 g
Total 141 100.0
Do you have  any Yes 78 55.3
professional certificate/s in No 63 44.7
audit? Total 141 100.0

Source: researcher analysis.

The distribution of the studied sample based on age shows that the highest

percentage of respondents (41.1%) in the range of (30 — 39) years, (22.7%) were in the

range of less than (30) years, (19.9%) were in the range of (40 -49) years, (8.5%) were in

the range of (50 -59) years, (7.8%) were in the range of (60) years or more. This indicates

that the studied sample basically consisted of auditors in their 30s, assuming that the study

basically demonstrates the perspectives or characteristic of this age category. The

significant demonstration of respondents under 30 points to a moderately young sample,

whereas the smaller proportions in older age brackets propose fewer older participants.



52

This distribution may affect the general results, basically if age-related factors are relevant
to the study's focus.

Concerning educational achievement, the highest portion of the studied sample has
a bachelor's degree (58.9%) and (36.2%) had undertaken master degree. Smaller
proportions held a diploma (0.70%), and (4.3%) had doctorate. This result indicates that
the highest percentage of the investigated sample have completed undergraduate higher
education. This indicates that that the sample of the study basically comprises of auditors
with higher education qualifications, mostly at the bachelor's and master's levels. This
indicates that the population studied values or has access to higher education opportunities.
The relatively high percentage of master's degree holders compared to diploma holders or
doctorate holders indicates a concentration on postgraduate education that might be related
with higher skill levels or professional expertise.

The small percentage of diploma holders assumes that vocational or technical
qualifications are less common in this sample, possibly pointing to a demographic that
highlights academic rather than technical training. The relatively low proportion of
doctorate holders might reflect the challenges or barriers associated with doctoral studies,
such as time, financial investment, or availability of research opportunities.

Overall, these findings could imply that the educational background of the sample
aligns with professional or academic environments where higher education is valued and
prevalent. It also raises questions about access to advanced degrees and whether
educational attainment correlates with other variables like employment status, income, or

social mobility within this population.
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In terms of experience of the studied sample, the analysis shows that (58.2%) they
had (10) years or less of experience, (29.8%) were in the range of (11-20) years, (9.9%)
were in the range of (21 — 30) years, and (2.1%) were in the range of (31) years — (40)
years. This i9ndicates that most of the respondents are somewhat less experiences with 10
years or less in their field. This indicates that the sample basically consists of auditors early
in their career or with limited experience. This distribution may have implications for the
study results. For example, the perspectives, skills, or attitudes toward particular concerns
could be affected by the extent of experience. This dominance of less experienced auditors
might indicate a necessity of takin into consideration the way that experience affects the
extent of the variables examined.

The sample was predominantly internal auditors (37.6%), with (12.8%) were junior
auditors, (21.3%) were partners, and (28.4%) were senior auditors. This distribution shows
a diverse group of studied samples across various roles within the audit profession. The
representation of professional auditors shows that the sample includes auditors with
significant roles that can lead creditability and depth to insights derived from the data. The
relatively low percentage of junior auditors may indicate that the study results are more
reflective of experienced professionals rather that entry level auditors and candidates.
Existence of mix of roles gives the study the opportunity for comprehensive understanding

of internal auditing practices across various organizational levels.
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The sample was predominantly financial auditors (73.0%), with operational audit
(9.9%), while compliance audit accounted for (9.2%), IT audit for (4.3%), and others for
(3.5%).

The analysis shows that the highest percentage of the investigated sample are
financial auditors that is 73%. Other types of audits are less represented: operational audits
(9.9%), compliance audits (9.2%), IT audits (4.3%), and various other audits (3.5%). This
result shows that financial audits are the chief concentration in the sample, signifying that
the main concern or activity of the sampled group or organization is associated to financial
review and assurance. The comparatively minor extents of operational, compliance, and IT
audits indicate that these regions are less highlighted or less common within this context.
The existence of other categories of audits (3.5%) proposes some variety in audit activities,
even though they are less prominent.

The dominance of financial auditors (73%) could reflect the primary regulatory or
organizational priorities, as financial audits are often mandated for compliance,
transparency, and stakeholder assurance. The smaller representation of operational and
compliance audits may indicate that these areas are secondary concerns or are conducted
less frequently. The relatively low percentage of IT audits (4.3%) might suggest either a
lesser emphasis on technology-related risk assessments or a potential area for growth,
especially given the increasing importance of IT in organizational processes. The diversity
in audit types highlights a multifaceted approach to organizational oversight, but the skew
towards financial audits might point to an area where further diversification or focus could

enhance overall governance.
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According to the frequency of interaction with fraud cases, the analysis shows that
(12.1%) they never interacted with fraud cases, (11.3%) they frequently that is monthly or
more often interacted with fraud cases, (30.5%) were interacted occasionally that is every
few months, eventually, (46.1%) expressed that they rarely interacted with fraud cases.

This result demonstrates that a mainstream of persons (46.1%) report seldom work
together with fraud cases, signifying inadequate experience or engagement with such
events. A substantial percentage (30.5%) run into fraud cases occasionally, inferring
moderate exposure. A smaller percentage (11.3%) interacts frequently—monthly or more
often—emphasizing a subset of individuals who are greatly involved or perhaps work in
environments where fraud is more prevalent or scrutinized. The remaining 12.1% have
never interacted with fraud cases, which might suggest they are either not involved in
sectors prone to fraud or have had no such incidents in their experience.

The highest percentage of the studied sample demonstrated that their level of
training in fraud detection and prevention is moderate (70.9%), (24.8) expressed extensive
level, (3.5%) they have limited level, and (0.70%) they have never level of training in fraud
detection and prevention. The high percentage (70.9%) with moderate training shows that
most auditors have a basic or intermediate understanding of fraud detection and prevention,
but may lack advanced skills or in-depth knowledge. The fact that nearly a quarter (24.8%)
have extensive training suggests a significant portion of the sample is well-versed in these
areas, possibly due to experience or specialized education. The minimal percentages of
limited or no training imply that very few participants are entirely unprepared or lacking

in fraud-related training, which is positive for overall competence in this field.
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Eventually, the study results confirmed that (55.3%) they have professional
certificate in audit compared to (44.7%) who do not have any professional certificate in
audit. This result indicates a recognized level of expertise and competence. The remaining
44.7% without certification may have different levels of informal experience or education.

4.3 Descriptive Statistics

The study used the descriptive analysis using means and standard deviation to
answer the questions of the study efficiently and effectively. A greater value for the
standard deviation indicates the more scattered the observations are. The low score will
indicate that responses are focused and the overall respondents have similar opinions about
the statement.

Reasons for the potential fraud in Palestine Securities Sector

The researchers used (19) statements to assess the reasons for potential fraud in
Palestine Securities Sector. The scale ranged from 1 (strongly disagree™) to 5 (“'strongly
agree™), with five response options. For analytical purposes, responses were coded from 1
to 5.

The analysis for reasons for the potential fraud in Palestine Securities Sector are
depicted in Table 5.

Table 6 Reasons For The Potential Fraud In Palestine securities sector

Variable Name Item Labels M. S.D. Percentage
R1 Poor management practices 4.29 0.74 85.8%
R2 Economic pressure 4.10 0.92 82.0%
R3 Weakened society values 3.67 0.98 73.3%
R4 Inadequate training of those responsible
4.16 0.86 83.1%

for fraud detection
R5 Lack of government intervention 3.73 1.06 74.6%
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Variable Name Item Labels M. S.D. Percentage
R6 Advances in computer technology 3.65 1.03 73.1%
R7 Increased workload 3.58 1.09 71.6%
R8 Political interest 3.62 0.98 72.3%
The belief that all people in managerial

R9 positions commit fraud; it's just that not ~ 3.32 1.17 66.4%
everyone is caught
Fraud can be justified when managers

R10 are treated unfairly (e.g., through low  3.18 1.40 63.7%
pay, long hours, and high stress).
Fraud can be justified when managers
commit crimes to protect others, such as

R11 o ) 3.20 1.24 64.0%
preventing job loss or covering for
mistakes
Fraud can be justified if it does not harm

R12 2.79 1.44 55.9%
anyone
Cultural acceptance of fraud as a means

R13 ) ) 3.47 1.19 69.4%
to achieve business success
pressure from superiors to achieve

R14 o 3.84 1.07 76.7%
unrealistic financial goals
Lack of cooperation between internal

R15 ) 3.72 1.05 74.3%
and external auditors
The complexity and ambiguity of
financial systems within the company

R16 ) ) 4.09 0.81 81.7%
may be an important factor, which
makes more room for fraud
The organizational structure and
reliance on a small number of key

R17 o ) 4.26 0.69 85.1%
employees, which limits oversight over
them
Outsourcing critical financial functions

R18 3.88 0.85 77.6%

without adequate oversight
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Variable Name Item Labels M. S.D. Percentage

The impact of external factors, such as
R19 economic instability or regulatory  3.94 0.93 78.7%
changes, on operations
Total 3.71 1.03 74.2%

Note: M = Mean; SD = Standard Deviation. Source: A Researcher analysis.

The reasons for the potential fraud in Palestine Securities Sector items ranged from
2.79 to 4.29. This means there are several reasons of fraud. The top-ranking item means
were for " Poor management practices " (M= 4.29, SD = 0.74), which indicates that
participants rated poor management support is the main reason for potential fraud in
Palestine securities sector. Also, the poor management practices and inadequate control
and supervision create an environment where unethical behavior can flourish, poor
management may neglect internal controls, ignore warning signs, or even endorse
fraudulent activities to meet targets.

Other items with high mean scores were "The organizational structure and reliance
on a small number of key employees, which limits oversight over them" (M=4.26, SD
=0.69). as

“Inadequate training of those responsible for fraud detection” (M=4.16, SD=0.86),
the lack of adequate training, employees and auditors may lack the skills required and
necessary to identify red flags or understand complicated financial transactions that allows

fraud to go unnoticed.
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"The complexity and ambiguity of financial systems within the company may be
an important factor, which makes more room for fraud” (M=4.09, SD=0.81), These results
indicate that there are several reasons for the potential fraud in Palestine securities sector
items. Complex and sophisticated organizational structure and convoluted financial
transactions can obscure fraudulent activities, making detection more difficult.

The findings of the study demonstrate that financial stress, whether personal or
organizational can motivate individuals to commit fraud to alleviate economic hardships
or achieve financial goals and objectives. This pressure can be intensified throughput
economic downturns or periods of financial instability. Moreover, the weakness of society
values highlights on ethics and integrity can decrease the moral barriers to committing
fraud. Cultural shits that tolerate or even encourage unethical behavior can make fraud
more prevalent. Besides, lack of governance interventions as poor regulations diminishes
accountability, creating an environment where fraud can take place with less fear of
repercussions. Additionally, increasing digitalization can help in fraud detection at the
same time it provides sophisticated tools for perpetrators to conceal fraudulent activities,
manipulates data, or conduct cyber fraud. Furthermore, overburdened employees may
experience fatigue and stress, leading to errors or temptations to commit fraud as a shortcut
or escape from pressure. Likewise, Political motives or interference can influence
organizational decisions, sometimes encouraging or turning a blind eye to fraudulent
activities that serve political agendas. Eventually, Managers may rationalize fraudulent acts
if they perceive unfair treatment, such as low pay, long hours, or high stress, viewing

deception as a response to their grievances.
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In conclusion, these factors often interact, creating a complex environment
conducive to fraud. Addressing them requires a comprehensive approach including
strengthening internal controls, fostering an ethical culture, ensuring proper training,
maintaining regulatory oversight, and leveraging technological safeguards. Recognizing
the multifaceted nature of fraud risk is essential for organizations aiming to prevent and
detect fraudulent activities effectively.

What are the most prevalent types of fraud in Palestine Securities Sector?

The researcher used (17) statements to explore the most prevalent types of fraud in
Palestine Securities Sector. The scale ranged from 1 (strongly disagree™) to 5 ("'strongly
agree™), with five response options. For analytical purposes, responses were coded from 1
to 5.

The analysis for reasons for the most prevalent types of fraud in Palestine Securities
Sector are depicted in Table 7.

Table 7 Most Prevalent Types of Fraud in Palestine Securities Sector.

Variable Name Item Labels M. S.D. Percentage
T1 Misappropriation of funds 4.17 0.93 83.4%
T2 False claims for hours

) 3.95 0.99 79.0%
worked/overtime.
T3 Accounts manipulation to conceal theft
) 4.21 0.83 84.1%
or inflate company value.
T4 Creating or altering documents to
support  fraudulent  claims or 4.11 0.88 82.1%
transactions.
T5 Direct stealing of company assets,
3.84 1.05 76.9%

including money.
T6 Check forgery and counterfeiting. 3.96 0.83 79.1%
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Variable Name Item Labels M. S.D. Percentage

Adjusting the amounts recorded in

T7 accounts receivable to disguise actual  3.86 0.98 77.2%
financial performance.

T8 False financial statement. 4.01 0.88 80.1%

T9 Bribery 4.08 0.82 81.6%

T10 Misappropriation of assets 3.93 0.92 78.6%
Misleading financial disclosures are

T11 made to paint a financially ailing  4.02 0.80 80.4%
company to look good.
Assets are improperly valued to make

T12 3.98 0.80 79.6%
the balance sheet look good.
Companies overstate their liabilities

T13 3.81 0.92 76.2%
and expenses.
Companies present false revenues in

T14 ) ] 3.97 0.89 79.4%
financial statements
Use of company's assets for personal

T15 ) 4.11 0.80 82.1%
gain.
Purchasing scheme involving selling of

T16 goods to a close relation at a cheaper  3.90 0.91 78.0%
price than the actual price
Exploiting professional capabilities or

T17 roles to generate unauthorized personal  4.17 0.84 83.4%
benefits.

Total 4.00 0.89 80.1%

Note: M = Mean; SD = Standard Deviation. Source: A Researcher analysis.

For the most prevalent types of fraud in Palestine Securities Sector items ranged

from 3.81 to 4.21, suggesting that there is a high level of perceived prevalent types of fraud

in Palestine Securities Sector. The top-ranking item means were for " Accounts manipulation

to conceal theft or inflate company value” (M= 4.21, SD = 0.83), which indicates that

participants rated accounts manipulation to conceal theft or inflate company value is the most
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prevalent type of fraud in Palestine Securities Sector. This sort of fraud includes changing
financial records or statements to hide theft, decrease superficial losses, or inflate the
company’s value falsely. Methods include misrepresenting revenues, minimizing
liabilities, inflating assets, or creating fictitious transactions. Such manipulation can
mislead investors, creditors, or regulators, and may be used to secure loans, increase stock
prices, or conceal financial difficulties.

Other items with high mean scores were "Exploiting professional capabilities or
roles to generate unauthorized personal benefits” (M=4.17, SD =0.84). This type of fraud
takes place when persons influence their positions or information within the company to
get personal advantages and interests without approval. Such as accepting kickbacks,
colluding with suppliers, or manipulating procurement processes for personal gain. It
undermines organizational integrity and can lead to conflicts of interest, legal issues, and
financial harm.

What are the specific indicators or "'red flags™ that signal potential financial fraud in

Palestine securities sector?

The researcher used (8) statements to explore the specific indicators or "red flags"
that signal potential financial fraud in the Palestine securities sector. The scale ranged from
1 (strongly disagree™) to 5 ("'strongly agree™), with five response options. For analytical
purposes, responses were coded from 1 to 5.

The analysis for the specific indicators or "red flags" that signal potential financial

fraud in Palestine securities sector are depicted in Table 8.
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Table 8 specific indicators or "red flags™ that signal potential financial fraud in Palestine

securities sector.

Variable Name

Item Labels

S.D.

Percentage

11

Financial statements discrepancy due to
inconsistent  comparative  numbers
between balance sheets, income
statements and cash flow statements
Existing unusual transactions, data
patterns or trends

Living beyond one's means as
individuals who appear to be living a
lavished lifestyle  that  seems
inconsistent with their income

Unusual secrecy or defensiveness, e.g.,
when individuals become defensive or
secretive when questioned about
financial matters, may be attempting to
conceal possible fraudulent activities.
Refusal to go on holiday or delegate
tasks

Unusual or Unauthorized access to
financial systems and sensitive data
could indicate an insider threat or an
external cyber-attack.

There is an existence of inadequate
security measures, encryption, strong
passwords, and the lack of regular
password changes

Formal or informal restrictions on the

auditor that limit his access to people or

4.29

412

4.10

411

4.03

4.12

4.09

411

0.82

0.79

0.83

0.81

1.01

0.82

0.83

0.85

85.8%

82.4%

82.0%

82.1%

80.6%

82.4%

81.8%

82.3%
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Variable Name Item Labels M. S.D. Percentage

information or his communication with
the board members & audit committee
Total 4.12 0.84 82.4%

Note: M = Mean; SD = Standard Deviation. Source: A Researcher analysis

For the specific indicators or "red flags" that signal potential financial fraud in the
Palestine securities sector items ranged from 4.03 — 4.29., suggesting that there is a high
level of perceived specific indicators or "red flags" that signal potential financial fraud in
Palestine securities sector. The top-ranking item means were for "Financial statements

discrepancy due to inconsistent comparative numbers between balance sheets, income statements
and cash flow statements” (M= 4.29, SD = 0.82). Other items with high mean scores were
"Existing unusual transactions, data patterns or trends" (M=412, SD =0.79), “Unusual or
Unauthorized access to financial systems and sensitive data could indicate an insider threat or an
external cyber-attack” (M=4.12, SD=0.82).

What are the most followed fraud detection mechanisms in Palestine Securities

Sector?

The researcher used (9) statements to explore the most followed fraud detection
mechanisms in Palestine Securities Sector. The scale ranged from 1 (strongly disagree™) to
5 ("strongly agree™), with five response options. For analytical purposes, responses were
coded from 1 to 5.

The analysis for the most followed fraud detection mechanisms in Palestine

Securities Sector are depicted in Table 9.
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Table 9 the most followed fraud detection mechanisms in Palestine securities sector .

Variable Name

Item Labels

M.

S.D.

Percentage

M1

M2

M3

M4

M5

M6

M7

M8

M9

Management displays a significant
disregard for regulatory authorities.
Domination of management by a single
person or small group without
compensating controls

Management changes its accounting
policy, such as changes in policies of
pricing inventories or evaluating
investments to  manipulate  the
company's financial statements.
Inadequate monitoring of significant
controls and Management failure to
correct known reportable conditions on
time

Ineffective accounting staff, IT or
internal audit staff, and Audit
committee  members have little
expertise in financial reporting...
Known history of law violations or
claims against the entity or its senior
management alleging fraud.

Failure to record dishonest acts and
other disciplinary actions and Lack of
key employee training programs.
Unreasonable time constraints on the
auditor regarding the completion of the
audit or the issuance of the auditor's
report

High turnover of senior management,
counsel, board members or key

employees may be an attempt to prevent

4.22

4.06

4.27

4.09

3.95

4.04

3.92

3.94

0.88

0.80

0.92

0.63

0.78

0.86

0.81

0.89

0.90

79.6%

84.4%

81.1%

85.4%

81.7%

79.0%

80.7%

78.4%

78.7%
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Variable Name Item Labels M. S.D. Percentage

them from learning too much about the

company.

Total 4.05 0.83 81.0%

Note: M = Mean; SD = Standard Deviation. Source: A Researcher analysis

For the most followed fraud detection mechanisms in Palestine Securities Sector items
ranged from 3.92 — 4.27., suggesting that there is a high level of perceived followed fraud
detection mechanisms in Palestine Securities Sector. The top-ranking item means were for
"Inadequate monitoring of significant controls and Management failure to correct known
reportable conditions on time” (M= 4.27, SD = 0.63). Other items with high mean scores
were "Domination of management by a single person or small group without compensating
controls” (M=4.22, SD =0.80), “Ineffective accounting staff, IT or internal audit staff, and Audit
committee members have little expertise in financial reporting...” (M=4.09, SD=0.78).

What are the most common followed fraud preventive mechanisms in Palestine

Securities Sector?

The researcher used (11) statements to explore the most common followed fraud
preventive mechanisms in Palestine Securities Sector. The scale ranged from 1 (strongly
disagree™) to 5 ("strongly agree"), with five response options. For analytical purposes,
responses were coded from 1 to 5.

The analysis for the most common followed fraud preventive mechanisms in

Palestine Securities Sector are depicted in Table 10.
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Table 10 What are the most common followed fraud preventive mechanisms in Palestine

Securities Sector?

Variable Name Item Labels M. S.D. Percentage
FP1 Have a policy on reporting fraud. 4.50 0.64 90.1%
FP2 Have a fraud investigation policy? 4.39 0.70 87.8%
FP3 Have a code of conduct or ethics policy.  4.40 0.66 87.9%
FP4 Have a computer security policy? 441 0.72 88.2%
FP5 Require submission of conflict-of-

) 4.25 0.86 85.0%
interest form.
FP6 Have fraud-related programs or
4.27 0.88 85.4%
software
Conduct  pre-employment  criminal
FP7 4.30 0.83 86.0%
background checks
Have a training manual specific to
FP8 4.20 0.77 84.0%
fraud?
Have a hotline or toll-free number in
FP9 ) 4.12 0.87 82.4%
place for reporting fraud cases.
The existence of an IT department in
FP10 Palestine securities sector that deals  4.25 0.82 85.0%
with data protection and safety issues.
The existence of an efficient audit
committee to oversight the senior
FP11 ] 4.40 0.73 88.1%
executive management performance
and decisions
Having hotlines and whistle-blowing
FP12 o 4.22 0.84 84.4%
policies.
Using counter-fraud champions to
FP13 ) 4.14 0.90 82.8%
foster an anti-fraud culture
My company has an incident response
FP14 ) ) 4.15 0.86 83.0%
unit to handle cybercrime.
Total 4.29 0.79 85.7%

Note: M = Mean; SD = Standard Deviation. Source: A Researcher analysis.
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For the most common followed fraud preventive mechanisms in Palestine Securities
Sector items ranged from 4.14 — 4.50., suggesting that there is a high level of perceived
most common followed fraud preventive mechanisms in Palestine. The top-ranking item
means were for "Have a policy on reporting fraud” (M= 4.50, SD = 0.64). Other items with
high mean scores were "Have a computer security policy” (M=4.41, SD =0.72), “Have a code

of conduct or ethics policy” (M=4.40, SD=0.66).
4.4 Hypothesis Testing

There are significant differences in the attitudes and perceptions of the reality of
fraud detection and prevention in Palestine Securities Sector attributed to age,
education level, experience, job title, primary area of auditing, frequency of
interaction with fraud cases, level of training in fraud detection and prevention, and
having professional certificate/s in audit

Age

The researcher used ANOVA procedures to test the above hypothesis as follows:
Table 11 Analysis of the differences in the mean of the attitudes and perceptions of the

reality of fraud detection and prevention in Palestine Securities Sector attributed to age.

Sum of df Mean Square F Sig.
Squares
Reasons for the Between Groups 715 4 179
. .646 .631
potential fraud Within Groups 37.632 136 277
Total 38.347 140
Between Groups 1.292 4 323
Prevalent types of WE P 297 529
potential fraud Within Groups 55.097 136 405
Total 56.389 140
Indicators that signal | Between Groups 955 4 239 . £70
potential financial fraud Within Groups 44.182 136 325 ' '
Total 45.137 140
Between Groups 1.391 4 .348 1.306 271
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Fraud detection

Within Groups 36.203 136 266
mechanisms Total 37,504 140
i Between Groups .340 4 085
Fraud prevention i Gron F; 0 926
mechanisms p 52.093 136 .383
Total 52.433 140
Table (11) presents that there are insignificant differences in the mean of the
studied sample attitudes and perceptions of the reality of fraud detection and prevention
in Palestine Securities Sector attributed to age.
Education Level
The researcher used ANOVA procedures to test the above hypothesis as follows:
Table 12 Analysis of the differences in the mean of the attitudes and perceptions of the
reality of fraud detection and prevention in Palestine Securities Sector attributed to
education level
Sum of .
Squares df Mean Square F Sig.
Reasons for the Between Groups 2.603 3 .868
potential fraud R I R 35.744 137 261 3.325 022
Total 38.347 140
Prevalent types of | Between Groups 10.342 3 3.447
potential fraud Within Groups 46.047 137 336 10.257 .00
Total 56.389 140
Indicators that signal |_Between Groups 8.703 3 2.901
potential financial fraud Within Groups 36.433 137 .266 10.909 .00
Total 45.137 140
Fraud detection Between Groups 3.478 3 1.159
e e Within Groups 34.116 137 249 4.656 004
Total 37.594 140
Fraud prevention Bet_vve_en Groups 2.956 3 .985
mechanisms Within Groups 49.478 137 361 2.728 046
Total 52.433 140

Table (12) presents that there are significant differences in the mean of the studied

sample attitudes and perceptions of the reality of fraud detection and prevention in

Palestine Securities Sector attributed to Education level.
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Table 13 means, STD, and STD error attitudes and perceptions of the reality of fraud

detection and prevention in Palestine Securities Sector attributed to education level

Std.

N Mean - Std. Error
Deviation

Diploma 1 2.89 . .
Reasons for the Bachelor degree 83 3.63 0.47 0.05
potential fraud Master Degree 51 3.87 0.54 0.08
Doctorate degree 6 3.63 0.75 0.30
Total 141 3.71 0.52 0.04

Diploma 1 1.24 : :
Prevalent types Bachelor degree 83 3.92 0.59 0.07
of potential fraud Master Degree 51 4.16 0.54 0.08
Doctorate degree 6 4.36 0.72 0.29
Total 141 4.00 0.63 0.05

Diploma 1 1.34 . .
Indicators that | Bachelor degree 83 4.10 0.55 0.06
signal potential Master Degree 51 4.26 0.46 0.07
financial fraud | doctorate degree 6 4.07 0.44 0.18
Total 141 4.14 0.57 0.05

Diploma 1 3.67 . .
Fraud detection Bachelor degree 83 4.04 0.55 0.06
mechanisms Master Degree 51 4.36 041 0.06
Doctorate degree 6 4.19 0.33 0.13
Total 141 4.16 0.52 0.04

Diploma 1 4.62
Fraud Bachelor degree 1 2.89 : .

prevention Master Degree 83 3.63 0.47 0.05
mechanisms | Doctorate degree 51 3.87 0.54 0.08
Total 6 3.63 0.75 0.30

The differences in the first construct that is the reasons for the potential fraud,

Indicators that signal potential financial fraud and fraud detection mechanisms were for

the best interest of auditors who have master degree. Whereas, it was for the interest of

Doctorate regarding Prevalent types of potential fraud and fraud prevention mechanisms.




71

Experience
The researcher used ANOVA procedures to test the above hypothesis as follows:

Table 14 Analysis of the differences in the mean of the attitudes and perceptions of the

reality of fraud detection and prevention in Palestine Securities Sector attributed to

experience
SS(;JL;ZSS df Mean Square F Sig.
Between Groups 18 3 .06
Reasons for the — TRE, 5 o5 o -
potential fraud Within Groups ' : : :
Total 38.35 140
Between Groups 1.32 3 44
Prevalent types of — 507 5 1 10 o
potential fraud Within Groups ' : : :
Total 56.39 140
. _ Between Groups 1.86 3 62
Indicators that signal - 1338 5 - L6 "
potential financial fraud Within Groups ' ' : :
Total 45.14 140
_ Between Groups 2.10 3 70
Fraud detection — 2549 5 o )70 o
S Within Groups : : : ,
Total 37.59 140
Bet G 1.23 3 41
Fraud prevention © .We.en roups 130 3 37 1.10 -
e Within Groups : : ,
Total 52.43 140

Table (14) presents that there are insignificant differences in the mean of the
studied sample attitudes and perceptions of the reality of fraud detection and prevention
in Palestine Securities Sector attributed to experience years. This result indicates that there
is no meaningful difference in the auditors’ views associated to fraud detection and
prevention among Palestine Securities Sector based on the experience of auditors. This

means that regardless of the way that long respondents or businesses have been involved
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in the industry or relevant activities, their attitudes and perceptions about the significance,
efficiency, or recognizing of fraud prevention still considerably the same. This indicates
that experience merely does not meaningfully effect views in this context. The irrelevance
could be because of numerous issues, for instance prevalent consciousness or standardized
training among companies, or an identical extent of exposure to fraud-related matters
irrespective of experience period. Eventually, this consequence suggests that factors other
than experience—such as education, supervisory environment, or organizational culture—
may act a more decisive role in affecting attitudes toward fraud detection and prevention
among these businesses.

Job Title

The researcher used ANOVA procedures to test the above hypothesis as follows:
Table 15 Analysis of the differences in the mean of the attitudes and perceptions of the

reality of fraud detection and prevention in Palestine Securities Sector attributed to job title

Sum of .
Squares df Mean Square F Sig.
Between Groups .28 3 .094
Reasons for the o 38.06 137 278
ithin Groups : :
potential fraud P .340 796
Total 38.35 140
Between Groups 1.01 3 .337
Prevalent types of
Within Groups 55.38 137 404
potential fraud ks up .834 AT7
B n Gr
Indicators that signal et-vve-e Groups .64 3 215
S Within Groups 44.49 137 325 661 578
potential financial fraud ' '
Total 45.14 140
Fraud detection Between Groups .23 3 078
Within Gro 37.36 137 273
mechanisms ks ups .286 .836
Total 37.59 140
Between Groups .20 3 .066 174 914
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Fraud prevention Within Groups 52.24 137 381
mechanisms Total 52.43 140

Table (15) presents that there are insignificant differences in the mean of the
studied sample attitudes and perceptions of the reality of fraud detection and prevention
in Palestine Securities Sector attributed to job title. This means that within Palestine
Securities Sector, the attitudes and perceptions of auditors concerning the reality of fraud
detection and prevention do not considerably differ based on their job titles. This assumes
that there is an identical awareness or perception among various organizational levels, for
instance senior executive management, accountants, auditors, or other employee and
functional roles.

There are a number of determinants that may act a role in this uniformity of
responses such as the corporate culture and communication instruments and channels
might support a common understanding or related experience to fraud prevention
initiatives, leading to similar perceptions. Besides, training programs or policies associated
to fraud detection could be consistently spread across job titles, decreasing perceptual
differences. Also, this consistency might reveal a wider related element, for instance the
general level of fraud consciousness or the development of internal controls in Palestinian
businesses, which influences all employees equally without regard of their position.

Primary Area of Auditing:

The researcher used ANOVA procedures to test the above hypothesis as follows:

Table 16 Analysis of the differences in the mean of the attitudes and perceptions of the reality of

fraud detection and prevention in Palestine Securities Sector attributed to job title

Sum of

Squares df Mean Square F

Sig.

Between Groups 242 4 061 216

929
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Reasons for the Within Groups 38.104 136 .280
potential fraud Total 38.347 140
Between Groups 497 4 124
Prevalent types of — £ 895 35 eh 202 -
potential fraud Within Groups ' : : :
Total 56.389 140
: _ Between Groups 580 4 145
Indicators that signal — 1455 36 5 » .
potential financial fraud Within Groups ' ' : :
Total 45.137 140
: Between Groups 462 4 115
Fraud detection — 15 35 s 43 .
mechanisms Within Groups : . , .
Total 37.594 140
_ Between Groups 661 4 .165
Fraud prevention — 51773 5 o1 . .
mechanisms Within Groups : . ) )
Total 52.433 140

Table presents that there are insignificant differences in the mean of the studied
sample attitudes and perceptions of the reality of fraud detection and prevention in
Palestine Securities Sector attributed to primary Area of Auditing. This result indicates
that all auditors regardless of their area of auditing have similar views and beliefs
concerning the efficiency and significance of fraud detection and prevention procedures.
There are a number of factors that may explain this result. One of these factors is the shared
professional standards and ethical policies and procedures among the different auditing
disciplines that could increase and nurture a shared awareness of fraud risks and
prevention strategies. Internal as well external auditors are expected to be trained to
understand the necessity of fraud prevention and detection that affects auditors
perceptions. Additionally, the supervisory and regulatory environment may execute stable

prospects and practices across diverse auditing areas, further aligning attitudes.
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Furthermore, the results may reveal a shared experience to fraud-related concerns
within these businesses, leading to similar views of the challenges and efficiency of
detection procedures. It is furthermore likely that the nature of the Palestinian financial
market or the definite features of Palestine securities sector do not differ considerably

through diverse auditing areas in terms of fraud-related concerns.
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Interviews responses
First interview with Financial follow up unit combating fraud in the

securities sector The Role of the Financial Follow-Up Unit in Combating Fraud in

the Securities Sector
1. The Unit's Primary Role:

1. The Financial Follow-Up Unit monitors and controls financial activities in the
market to detect and prevent fraud. The Unit is responsible for receiving reports of
suspected fraud, as fraud is considered a predicate offense of money laundering.

2. Contributes to enhancing transparency and confidence in the financial system by
monitoring compliance with regulations and laws.

3. Cooperates with regulatory and security agencies to combat financial crimes,
including the Palestine Capital Market Authority.

2. Cooperation with Other Parties:

1. Exchanges information with financial institutions and regulatory authorities.

2. Participating in coordination committees to combat financial crimes at the local and
international levels, as the Financial Follow-up Unit is a member of the Egmont
Group of Anti-Money Laundering and Counter-Terrorism Financing Units. The
Unit works to exchange information with international and local financial bodies to
expand the fight against financial crimes and prevent the spread of fraud across
borders.

3. Working with judicial authorities: Providing evidence and data to support criminal

investigations. Upon detection of any fraudulent transactions, the Unit has the
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authority to take immediate legal action, including imposing fines, suspending
licenses, and referring cases to judicial authorities.
4. The Unit's Main Priorities:

1. Developing Early Fraud Detection Systems: The Unit relies on the use of advanced
technologies to analyze big data to monitor unusual patterns and suspicious
activities in the financial market.

2. Enhancing Compliance with Laws and Financial Disclosure: The Unit oversees the
implementation of regulations to ensure that companies and investors comply with
transparency and financial disclosure standards, reducing the opportunities for
market manipulation.

5. Fraud Detection Mechanisms
Technical Tools and Systems Used:
1. Electronic platforms for reporting suspicious activities.
2. Risk analysis programs for monitoring financial transactions.
6. Financial Pattern Analysis:

1. Monitor recurring or unusual activity that may indicate fraud.

2. Use big data to identify suspicious transactions.

3. Analyze trading behavior to detect market manipulation.

7. Warning Indicators:
1. Repeated suspicious trading.
2. Deviation from expected financial data.

3. Increased reporting about a particular company or investor.
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Dealing with Incoming Reports:

1.

2.

Analyze reports and verify their credibility.

Contact financial institutions to verify reported activities.

Take immediate action in urgent cases.

Technology and Data Analysis

Develop machine learning algorithms to detect fraud in real-time.
Analyze big data to detect abnormal relationships between accounts.
Integrate data from multiple sources to identify suspicious activity.
Challenges in Using Technology:

The need to continually update systems to keep pace with evolving fraud
techniques.

Process massive amounts of data to ensure accurate analysis.
Coordination between institutions to share data effectively.

Legislation and Policies

Existing laws form a strong framework.

Provide recommendations for amending laws based on new challenges.
Organize workshops with relevant authorities to update regulations.
Capacity Building and Awareness

Raising awareness among financial sector workers:

Organizing conferences and workshops on the latest financial fraud methods.
Publishing periodic reports on new threats and fraudulent methods.
Training for Financial Institutions:

Preparing training programs for bank and brokerage staff.
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5. Developing specialized courses on analyzing suspicious transactions.
6. Investor Awareness:
7. Publishing educational materials online and in the media.
8. Issuing official warnings when new fraudulent methods are discovered.
Challenges and Case Studies
Challenges in Combating Fraud:
1. Evolution of fraudulent methods beyond traditional systems.
2. Evading Oversight
Using sophisticated techniques to conceal suspicious activities: Fraudsters are
resorting to sophisticated methods such as encryption and digital identities, making them
more difficult to track. Distributing fraudulent activities across multiple financial systems:
Some perpetrators distribute their transactions across multiple financial platforms and
international banks, complicating tracking.
Taking advantage of different legal systems: Fraudsters exploit legal gaps between
countries to evade oversight, which calls for enhanced international cooperation.
Manipulating financial reports: Financial statements are falsified or altered in
professional ways to deceive regulatory authorities.
Future Directions
Enhancing confidence in the financial system:
1. Increase transparency in financial disclosure.
2. Develop direct communication channels with investors to report violations.
The Financial Monitoring Unit seeks to develop more effective strategies to combat

financial fraud and ensure a transparent and safe investment environment for all.
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Second interview with Palestine Capital Market Authority

1. What are the main strategies the Authority follows to detect fraud in the
securities sector?

The Authority relies on a multi-faceted approach that includes continuous
monitoring, proactive investigations, the application of advanced data analysis techniques,
and enhanced cooperation with local and international entities. Transparency is also
enhanced by requiring companies to accurately disclose financial statements.

2. How does the Authority assess the level of fraud in the local financial market?

The assessment is based on multiple indicators, including the number of cases
detected, the frequency of suspicious activity, and the level of investor complaints. Data
analysis systems are also used to detect abnormal patterns in the market.

3. What control measures have been taken to ensure transparency in trading
operations?

These control measures include imposing strict disclosure standards, strengthening
automated monitoring systems, requiring companies and investors to adhere to
professional codes of conduct, and conducting regular audits.

4. How does the Authority monitor suspicious activity in the market?

This is achieved through advanced data analysis systems, coordination with other

regulatory authorities, and analysis of suspicious transaction reports submitted by

brokerage companies.



81

5. What penalties are imposed on entities involved in fraud?

Penalties range from financial fines, license suspension, bans from engaging in
financial activities, and sometimes legal accountability for those responsible for the fraud.
6. How is cooperation with local and international bodies conducted to detect cross-

border fraudulent activities?

Cooperation is achieved through the exchange of information, signing agreements
with international regulatory bodies, and participating in global forums and conferences
to combat financial crime.

7. Are there agreements with international bodies to combat financial crime in the
markets?

Yes, there are cooperation agreements with organizations such as the International
Organization of Securities Commissions (I0OSCO) and other financial bodies to ensure
coordinated international efforts.

8. What steps is the Authority taking to raise investor awareness about fraud?

The Authority conducts awareness campaigns, publishes guidance manuals, and
holds seminars and workshops to enable investors to recognize fraudulent methods and
protect themselves from them.

9. Are big data analytics and artificial intelligence tools used to detect suspicious
patterns in the market?

Yes, these tools are used to analyze massive amounts of data and identify unusual

patterns that may indicate fraudulent activity.
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10. How do electronic reporting systems help improve fraud detection?

These systems provide a quick and effective means of reporting suspicious activity,
contributing to immediate intervention and mitigating the impact of fraud.

11. Can you share examples of recently uncovered fraud cases and how they were
dealt with?

Cases of stock price manipulation were uncovered, and strict action was taken
against those involved, including financial fines and license revocation.

12. What lessons have been learned from these cases to improve future procedures?

Strengthening oversight mechanisms, increasing investor awareness, and updating
laws to keep pace with developments in fraud methods.

13. What are the most prominent challenges facing the Authority in preventing
fraud?

Challenges include the evolution of fraud methods, the difficulty of tracking cross-
border transactions, and the need for greater integration between different technological
systems.

14. How does the Authority plan to enhance investor confidence in the financial
market?

By enhancing transparency, improving oversight procedures, developing
whistleblowing systems, and providing stronger protection for investor rights.

15. Do you believe that current legislation is sufficient to combat fraud?
The current legislation is robust, but it needs to be continuously updated to keep

pace with rapid developments in financial markets and fraudulent methods.
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16. Are the laws updated periodically to keep pace with market developments?
Yes, the laws are updated regularly based on economic and technological changes

to ensure the effectiveness of anti-fraud measures.
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Chapter Five

Discussion and Recommendations

This this study aims to explore the reality of fraud detection and prevention in
Palestine securities sector. This section summarizes and discusses the findings of the study

through answering the research questions and hypotheses.
5.1 Discussion of Results

The study results demonstrated that the auditors were rarely interacted with fraud
cases. Moreover, the highest percentage of them stated that they have moderate level of
training in fraud detection and prevention. Eventually, there are several auditors who do
not have professional certificate in audit. Thus, these findings may affect negatively on the
auditors’ competencies to detect and prevent fraud.

The study found there are several reasons of potential fraud in Palestine Securities
Sector. The most demonstrated reasons of committing fraud are poor management policies,
inadequate training of those responsible for fraud detection. Additionally, economic
pressure, and lack of government intervention.

The study results demonstrated the most prevalent types of fraud in Palestine
Securities Sector are misappropriation of funds, accounts manipulation to conceal theft or
inflate company value. Likewise, creating or altering documents to support fraudulent
claims or tranactions.as well as false financial statements and using of companies™ assets
to personal use.

The most common indicators or red flags that signal potential financial fraud in
Palestine Securities Sector Are Financial statements discrepancy due to inconsistent

comparative numbers between balance sheets, income statements and cash flow
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statements. Additionally, unusual secrecy or defensiveness, e.g., when individuals become
defensive or secretive when questioned about financial matters, may be attempting to
conceal possible fraudulent activities. Furthermore, unusual or unauthorized access to
financial systems and sensitive data could indicate an insider threat or an external cyber-
attack.

The study revealed that the most prevalent reasons of fraud commitment are:
Domination of management by a single person or small group without compensating
controls. Likewise, inadequate monitoring of significant controls and management failure
to correct known reportable conditions on time. Besides, ineffective accounting staff, it or
internal audit staff, and audit committee members have little expertise in financial
reporting. Eventually, failure to record dishonest acts and other disciplinary actions and
lack of key employee training programs.

The study result demonstrated that there are several fraud prevention mechanisms
in Palestine Securities Sector are setting a clear and efficient reporting and investigation
fraud policy, developing a clear and efficient code of conduct and code of ethics, and
investment in employees and auditors in fraud prevention and detection. This result
indicates that Palestine Securities Sector have a high extent of commitment of fraud
detection and prevention this also demonstrates that using technology in fraud prevention
enhances the ability of the companies and the auditors’ competencies to detect and prevent
fraud. Thus, this increases the integrity of the financial activities of the company.
Additionally, the implementation of effective and efficient auditing policies and

procedures for verifying customers and companies partner data shows the dedication of the
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companies to nurture trustworthiness and integrity of companies in the business
environment.

There are significant differences in the mean of the studied sample attitudes and
perceptions of the reality of fraud detection and prevention in Palestine Securities Sector
attributed to Education level. The differences in the first construct that is the reasons for
the potential fraud, Indicators that signal potential financial fraud and fraud detection
mechanisms were for the best interest of auditors who have master degree. Whereas, it was
for the interest of doctorate regarding Prevalent types of potential fraud and fraud
prevention mechanisms.

That there are insignificant differences in the mean of the studied sample attitudes
and perceptions of the reality of fraud detection and prevention in Palestine Securities

Sector attributed to experience years, job titles, and primary Area of Auditing.
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5.2 Recommendations

Based on the findings of the study, I suggest the following suggestions to enhance

the quality of the auditors in detecting and preventing fraudulent practices:

1.

There is a necessity to invest in auditors’ training and development their competencies
and qualification in fraud prevention and detection through continuous training and
improvement and encouraging them to have professional certificates such as fraud
examination certificates, CPA, APCA, CFA, and other professional certificates.
Additionally, arrangement of seminars that aim to support the control environment
and promoting organizational culture that fight fraudulent practices.

Palestine Securities Sector should establish and develop clear strategies to conduct
regular assessments and system developments to increase the quality of fraud
prevention and detection practices.

There is a necessity to strengthen the internal communication and information
instruments to confirm the rapid and transparent flow of information among the
different departments in the company.

The Palestine Securities Sector should boost and develop flexible risk management
strategies and policies to ensure effective and efficient information flow, and there is
a necessity to ensure that the fraud prevention and detection objectives are met.
There is a necessity to integrate advanced technologies such as Al application and big
data analytics in fraud prevention and detection in Palestine Securities Sector to
increase the effectiveness and efficiency of fraud prevention and detection.

There is a necessity to perform further studies and researches related to the effect of

an efficient internal control systems on the prevention and detection of fraud in
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Palestine Securities Sector. Besides, this study explored the attitudes and perceptions
of a small sample size of auditors. Thus, further studies to cover a larger sample to

more representative for the entire external, internal auditors, and fraud examiners.



89

References

Abdullahi, R. Mansor, N. (2015) Fraud Triangle Theory and Fraud Diamond
Theory. Understanding The Convergent and Divergent for Future Research, International
Journal of Academic Research in Accounting, Finance and Management Sciences, 5(4),
38-45.

Abdullahi, R. Mansor, N. (2018) Fraud Prevention Initiatives in The Nigerian
Public Sector: Understanding The Relationship of Fraud Incidences and the Elements of

Fraud Triangle Theory, Journal of Financial Crime, 25(2), 527-544.

Abu Amuna, Y. M., & Abu Mouamer, F. (2020). Impact of Applying Fraud
Detection and Prevention Instruments in Reducing Occupational Fraud: Case Study:
Ministry of Health in Gaza Strip. International Journal of Advanced Studies of Scientific
Research, 4(6, 35-45.

Abueid, R., & Hakami, T. A. (2023). Impact of Big Data and Data Analysis on
Accounting Function: Evidence from Palestine. Central European Management
Journal., 31(1), 133-148.

ACFE (2018). Report to the Nations on Occupational Fraud and Abuse, Global
Fraud Study, Association of Certified Fraud Examiners, Available at

http://www.acfe.com/report-to-the-nations/2018 (accessed 5 February 2024).

ACFE (2020). Report to The Nations on Occupational Fraud and Abuse 2020,
Association of Certified Fraud Examiners.
Akelola, S. (2012). Fraud in The Banking Industry: A Case Study of Kenya. 1%

edition. Nottingham Trent University (United Kingdom).


http://www.acfe.com/report-to-the-nations/2018

90

Akinbowale, O. E., Klingelhdfer, H. E., Zerihun, M. F. (2024). Investigating the
Level of Effectiveness of the Anti-Fraud Technologies Employed by the South African
Banking Industry for Cyberfraud Mitigation. Journal of Financial Crime, 31(1), 201-225.

Alanezi, F., & Brooks, L. (2014). Combatting Online Fraud in Saudi Arabia
Using General Deterrence Theory (GDT). In Proceeding of the 20th America Conference
on Information Systems. Savannah, GA, USA.

Albrecht, C. O., Holland, D. V., Skousen, B. R., Skousen, C. J. (2018). The
Significance of Whistleblowing as an Anti-Fraud Measure. Journal of Forensic and
Investigative Accounting, 10(1), 1-13.

Albrecht, W. S., Albrecht, C. O., Albrecht, C. C., and Zimbelman, M. F. (2018).
Fraud examination. Cengage Learning.

Alexander, C., Cumming, D. (2020). Corruption and Fraud in Financial Markets:
Malpractice, Misconduct and Manipulation. Wiley.

Almalki, K. (2022). Factors Engendering Corporate Fraud and Mechanisms for
Enhancing the Detection and Prevention of Fraudulent Financial Practices in the UK
Retail Industry (Doctoral Dissertation, University of Sheffield) .

Amin, E. (2019). Financial Fraud Detection of the Egyptian Companies Annual
Reports Using Artificial Bee Colony Algorithm. International Journal of Business and
Data Analytics, 1(2), 184-201.

Amina, Z. (2021). Financial Fraud Detection and the Importance of Internal

Control. International Journal of Accounting and Financial Reporting, 11(4), 28-36.



91

Bauder, R. A., Khoshgoftaar, T. M. (2018). The Effects of Varying Class
Distribution on Learner Behavior for Medicare Fraud Detection with Imbalanced Big
Data. Health Information Science and Systems, 6, 1-14

Bierstaker, J. L., Brody, R. G., Pacini, C. (2006). Accountants' Perceptions
Regarding Fraud Detection and Prevention Methods. Managerial Auditing Journal, 21(5),
520-535.

Boddy, C., Miles, D., Sanyal, C., Hartog, M. (2015). Extreme Managers, Extreme
Workplaces: Capitalism, Organizations and Corporate Psychopaths. Organization, 22(4),
530-551.

Bologa, A. R., Bologa, R., Florea, A. (2013). Big Data and Specific Analysis

Methods for Insurance Fraud Detection. Database Systems Journal, 4(4). 30-39.

Boritz, J. E., Timoshenko, L. M. (2014). On the Use of Checklists in Auditing: A
Commentary. Current Issues in Auditing, 8(1), 1-25.

Boyle, D. M., Dezoort, F. T., Hermanson, D. R. (2015). The Effect of Alternative
Fraud Model Use on Auditors’ Fraud Risk Judgments. Journal of Accounting and Public
Policy, 34(6), 578-596.

Button, M., Blackbourn, D., Lewis, C., Shepherd, D. (2015). Uncovering The
Hidden Cost of Staff Fraud: An Assessment of 45 Cases in The UK. Journal of Financial
Crime, 22(2), 170-183.

Chen, Y. J., Liou, W. C., Chen, Y. M., Wu, J. H. (2019). Fraud Detection for
Financial Statements of Business Groups. International Journal of Accounting Information

Systems, 32, 1-23.



92

Chepkoech, F., Rotich, G. (2017). Effect of Risk Management Process on Motor
Insurance Fraud in Kenya. International Journal of Social Sciences and Information
Technology, 3(3), 1934-1951.

Coram, P., Ferguson, C., Moroney, R. (2008). Internal Audit, Alternative Internal
Audit Structures and the Level of Misappropriation of Assets Fraud. Accounting
Finance, 48(4), 543-559

Cressey, D. R. (1953). Other People’s Money. Montclair, New Jersey: Patterson
Smith, 1-300.

Dagane, M. D. (2024). Effect of Internal Controls on Fraud Detection of
Manufacturing Firms in Garissa County, Kenya. International Journal of Finance, 9(1),
20-42.

Dictionary, M. W. (2019). English Dictionary. 2019.

Eiya, O., Otalor, J. I., Awili, C. (2013). Forensic Accounting as A Tool for
Fighting Financial Crime in Nigeria. Research Journal of Finance and Accounting, 4(6),
18-25.

El-Shbrawy, A., Radwan, E., & Hamdi Amin, E. (2024). The Role of Governance
and Internal Audit in Activating the Role of Oversight over Administrative Institutions to
Reduce Corruption and Protect the Environment. Journal of Desert and Environmental
Agriculture, 4(1), 41-56.

Eulerich, M., Kremin, J.,, Wood, D. A. (2019). Factors That Influence the
Perceived Use of the Internal Audit Function's Work by Executive Management and Audit

Committee. Advances in Accounting, 45, 100410



93

Ghazali, M. Z., Rahim, M. S., Ali, A., & Abidin, S. (2014). A preliminary study
on fraud prevention and detection at the state and local government entities in
Malaysia. Procedia-Social and Behavioral Sciences, 164, 437-444.

Hakimi, T., & Rahmat, M. M. (2019). Fraud Prevention Strategies: The
Perception of Saudi Arabian Banks Employees. Asian Journal of Accounting &
Governance, 11, 71-83.

Hanifa, S. 1., Laksito, H. (2015). Pengaruh Fraud Indicators Terhadap
Fraudulent Financial Statement (Studi Empiris Pada Perusahaan Yang Listed Di Bei
Tahun 2008-2013) (Doctoral Dissertation, Fakultas Ekonomika Dan Bisnis)

He, L., Labelle, R., Piot, C., Thornton, D. B. (2009). Board Monitoring, Audit
Committee Effectiveness, and Financial Reporting Quality: Review and Synthesis of

Empirical Evidence. Journal of Forensic and Investigative Accounting, 1(2). 1-40

Holtfreter, K. (2015). General Theory, Gender -Specific Theory, And White -
Collar Crime, Journal of Financial Crime, 22, 422 -431.

Holtzlatt, M., Needles, B., Tschakert, N. (2016). The Red Flags of Fraud: Internal
Auditors’ Knowledge of the Business Makes Them Ideal Candidates to Detect Unethical
Behaviors. Internal Auditor, 73(5), 175-196.

Huang, S. Y., Lin, C. C., Chiu, A. A., Yen, D. C. (2017). Fraud Detection Using
Fraud Triangle Risk Factors. Information Systems Frontiers, 19(6), 1343— 1356

IAS International Auditing Standards. (2017). New York, USA, P. 29. Available

at https://www.kacr.cz/file/4133/2016-2017-iaasbhandbook-volume-1.pdf (Accessed 8

February 2024).


https://www.kacr.cz/file/4133/2016-2017-iaasbhandbook-volume-1.pdf

94

ljeoma, N., Aronu, C. O. (2013). The Impact of Fraud Management on
Organizational Survival in Nigeria. American Journal of Economics, 3(6), 268-272.

In’airat, M. (2015). The Role of Corporate Governance in Fraud Reduction — A
Perception Study in the Saudi Arabia Business Environment. Journal of Accounting and
Finance, 15(2), 119-128.

International Auditing and Assurance Standards Board. (2013). Handbook of
International Quality Control, Auditing, Review, Other Assurance, And Related Services.
New York.

International Standards for The Professional Practice of Internal Auditing (2017).
Florida, USA, P. 23. Available at

https://na.theiia.org/standardsquidance/public%20documents/ippf-standards2017.pdf

(accessed 28 January 2024).

Irwandi, S. A., Ghozali, I., Faizal, I. D. Pamungkas. (2019). Detection Fraudulent
Financial Statement: Beneish M-Score Model. WSEAS Transaction on Business and
Economics. 16, 271-282.

Ishida, C., Chang, W., Taylor, S. (2016). Moral Intensity, Moral Awareness and
Ethical Predispositions: The Case of Insurance Fraud. Journal of Financial Services
Marketing, 21, 4-18.

Jones, M. J. (2012). Creative Accounting, Fraud and International Accounting
Scandals. Wiley.

Jordan, M. I., Mitchell, T. M. (2015). Machine Learning: Trends, Perspectives,

And Prospects. Science, 349(6245), 255-260.


https://na.theiia.org/standardsguidance/public%20documents/ippf-standards2017.pdf

95

Kaptein, M. (2015) The Effectiveness of Ethics Programs: The Role of Scope,

Composition, and Sequence, Journal of Business Ethics, 132(2), 415-431.

Kassem, R., Higson, A. (2012). The New Fraud Triangle Model. Journal of
Emerging Trends in Economics and Management Sciences, 3(3), 191-195.

Kimani, J. (2011). Fraud Risk Assessment Plan for Barclays Bank of Kenya.

Kranacher, M. J., Riley, R. (2019). Forensic Accounting and Fraud Examination.
John Wiley and Sons.

Kurpierz, J. R., Smith, K. (2020). The Greenwashing Triangle: Adapting Tools
from Fraud to Improve CSR Reporting. Sustainability Accounting, Management and
Policy Journal, 11(6), 1075-1093.

Lee, G., Fargher, N. (2013). Companies’ Use of Whistle-Blowing to Detect
Fraud: An Examination of Corporate Whistle-Blowing Policies. Journal of Business
Ethics, 114, 283-295.

Lisic, L.L., Silveri, S.D., Song, Y. And Wang, K., (2015). Accounting Fraud,
Auditing, And The Role of Government Sanctions in China. Journal of Business Research,
68(6), 1186-1195.

Lokanan, M. E. (2015, September). Challenges to the Fraud Triangle: Questions

on its Usefulness. In Accounting Forum. 39(3), 201-224.

Magablih, A, Alshira’h, A. F. (2021) Impact of the Effectiveness of the Internal
Control System on the Reduction of Fraud in the Jordanian Public Insurance Companies.

International Journal of Business and Management. 16(3), 84-100.



96

Mangala, D., Kumari, P. (2015). Corporate Fraud Prevention and Detection:
Revisiting the Literature. Journal of Commerce and Accounting Research, 4(1), 35-45.

McGeever, J. (2017). TIMELINE-The global FX rigging scandal. Reuters.

Merriam-Webster. (2020). Fraud Definition and Meaning. Merriam-Webster.

Retrieved January 8, 2024, From https://www.merriam-webster.com/dictionary/fraud

Nia, E. H., Said, J. (2015). Assessing Fraud Risk Factors of Assets
Misappropriation: Evidences from Iranian Banks. Procedia Economics and Finance, 31,

919-924.

Njenga, N.M. And Osiema, (2013). Effects of Fraud Risk Management on
Organization. International Journal of Science and Entrepreneurship, 1 (7), 1-17.

Oboh, C. S., Ajibolade, S. O., & Otusanya, O. J. 2020. Ethical DecisionMaking
among Professional Accountants in Nigeria: The Influence of Ethical Ideology, Work
Sector, and Types of Professional Membership. Journal of Financial Re porting and
Accounting, 18(2), 389- 422

Othman, R., Aris, N. A., Mardziyah, A., Zainan, N., Amin, N. M. (2015). Fraud
Detection and Prevention Methods in the Malaysian Public Sector: Accountants’ and

Internal Auditors’ Perceptions. Procedia Economics and Finance, 28, 59-67.

Owusu, G. M. Y., Koomson, T. A. A., Alipoe, S. A., Kani, Y. A. (2022).
Examining The Predictors of Fraud in State-Owned Enterprises: An Application of the
Fraud Triangle Theory. Journal of Money Laundering Control, 25(2), 427-444.

Oxford Dictionary of Accounting. (2016). Oxford University Press. Available at

http://www.oup.com, (accessed 29 January 2024).



https://www.merriam-webster.com/dictionary/fraud
http://www.oup.com/

97

Paranoan, N. (2022). The Effect of Fraud Prevention, Fraud Detection,
Investigative Audits, And Professionalism of Auditors On Efforts to Minimize Fraud in
The Financial Statements of Companies in Makassar City, Indonesia. Wseas Transactions
on Information Science and Applications, 19, 54-62.

Paranoan, N., Peleng, P.R., Tandirerung, C.J., Tandungan, E.S. (2019). Fraud
Prevention on Bourdieu Thoughts. Journal of Critical Reviews. 6 (5), 46-50

Purwanti, I. P., Astika, I. P. (2017). Pengaruh Auditor’s Profesional Skepticism,
Red Flags, Beban Kerja Pada Kemampuan Auditi. E-Jurnal Universitas Udayana, 1(2).

PwC. (2020). PwC's Global Economic Crime and Fraud Survey, Available at

www.pwc.com/fraudsurvey (Accessed 31 January 2024).

Qiu, S., He, H. Q. (2018). Machine Learning-and Evidence Theory-Based Fraud

Risk Assessment of China’s Box Office. IEEE Access, 6, 75619-75628.

Rahman, R. A., Anwar, I. S. K. (2014). Effectiveness of Fraud Prevention and
Detection Techniques in Malaysian Islamic Banks. Procedia-Social and Behavioral
Sciences, 145, 97-102.

Rizki Khoerunnisa, A., Yovita Ariani. (2024). Implications Fraud Diamond in
Fraudulent Financial Statements on Property, Real Estate and Building Construction
Industries. APTISI Transactions on Management, 8(1), 80-92.

Rustiarini, N. W., Novitasari, L. G. (2014). Auditor's Perception of the
Effectiveness Level of Red Flags for Detecting Fraud. Jurnal Akuntansi

Multiparadigma, 5(3), 345-354.


http://www.pwc.com/fraudsurvey

98

Sadique, M. R. B., Roudaki, J., Clark, M. B., Alias, N. (2010). Corporate Fraud:
An Analysis of Malaysian Securities Commission Enforcement Releases, World Academy
Science, Engineering, and Technology. 6, 1213-1222.

Said, J., Alam, M. M., Karim, Z. A., Johari, R. J. (2018). Integrating Religiosity
into Fraud Triangle Theory: Findings on Malaysian Police Officers, Journal of
Criminological Research, Policy and Practice, 4(2), 111-123.

Sanchez-Marin, G., Lozano-Reina, G., Baixauli-Soler, J.S. And Lucas-Perez,
M.E., (2017) Say On Pay Effectiveness, Corporate Governance Mechanisms, and CEO
Compensation Alignment. BRQ Business Research Quarterly, 20(4), 226-239.

Save, P., Tiwarekar, P., Jain, K.N. And Mahyavanshi, N. (2017) A Novel Idea
for Credit Card Fraud Detection Using Decision Tree, International Journal of Computer
Applications, 161(13), 6-9.

Schuchter, A., Levi, M. (2015, September). Beyond The Fraud Triangle: Swiss
and Austrian Elite Fraudsters. In Accounting Forum. 39(3), 176-187.

Schuchter, A., Levi, M. (2016). The Fraud Triangle Revisited. Security Journal,
29(2), 107-121.

Sidik, R.Z. 2016. Effect of Fraud Prevention, Detection, and Investigative Audit
on Fraudulent Financial Statements. FEB, Universitas Islam Bandung.

Sidordv, J. (2015). Best Practices for Health Outcomes Public Reporting,
Population Health Management, 18, 399 -401.

Siering, M., J. A. Koch and A. V. Deokar. (2016). Detecting Fraudulent Behavior
on Crowdfunding Platforms: The Role of Linguistic and Content-Based Cues in Static and

Dynamic Contexts. Journal of Management Information Systems, 33 (2), 421-455.



99

Singleton, T. W., Bologna, G. J., Lindquist, R. J., Singleton, A. J. (2006). Fraud
Auditing and Forensic Accounting, 3rd ed., John Wiley and Sons, Inc. New Jersey.

Skousen, C. J., Twedt, B. J. (2009). Fraud in Emerging Markets: A Cross Country
Analysis. Cross Cultural Management: An International Journal, 16, 301-316

Straney, L. L. (2011). Securities Fraud: Detection, Prevention, and Control.
Wiley.

Suh, J., Nicolaides, R., Trafford, R. (2019). The Effects of Reducing Opportunity
and Fraud Risk Factors on the Occurrence of Occupational Fraud in Financial Institutions,
International Journal of Law, Crime and Justice, 56, 79 -88.

Sujana, E., Saputra, K. A. K., Manurung, D. T. (2020). Internal Control Systems
and Good Village Governance to Achieve Quality Village Financial Reports. International
Journal of Innovation, Creativity and Change, 12(9). 98-108.

Tuanakotta T.M. 2018. Forensic Accounting and Investigative Auditing. Cet 6.
Salemba Empat, Jakarta Selatan.

Van Vlasselaer, V., Eliassi-Rad, T., Akoglu, L., Snoeck, M., Baesens, B. (2017).
Gotcha! Network-Based Fraud Detection for Social Security Fraud. Management
Science, 63(9), 3090-3110.

Wall, J., & Fogarty, T. J. (2018). Robbing the Rich?'Robin Hood'Fraud in the
Securities Markets. Robin Hood'Fraud in the Securities Markets (February 1, 2018).

Wang, W., Steinberg, M. (2010). Insider Trading. Oxford University Press.

Wells, J. T. (2011). Corporate Fraud Handbook: Prevention and Detection: 3'

Edition: Hoboken, New Jersey: John Wiley and Sons Inc.



100

Wells, J. T. (2017). Corporate Fraud Handbook: Prevention and Detection. John

Wiley and Sons.

Wilhelm, W. K. (2004). The Fraud Management Lifecycle Theory: A Holistic
Approach to Fraud Management. Journal of Economic Crime Management, 2(2), 1-38

Wolfe, D., Hermanson, D. R. (2004). The Fraud Diamond: Considering Four
Elements of Fraud. The CPA Journal, 74 (12), 38-42.

Yang, D., Jiao, H., Buckland, R. (2017). The Determinants of Financial Fraud in
Chinese Firms: Does Corporate Governance as an Institutional Innovation
Matter? Technological Forecasting and Social Change, 125, 309-320.

Yicel, E. (2013). Effectiveness of Red Flags in Detecting Fraudulent Financial
Reporting: An Application in Turkey. Journal of Accounting and Finance, (60).139-158.

Zakaria, F., Setyahuni, S. W. (2023). What Factors Affect the Fraud Detection?
The Role of Red Flags and Auditor Experience. Jurnal Akuntansi Dan Perpajakan, 9(1),
82-92.

Zhou, F., Zhang, Z., Yang, J., Su, Y., An, Y. (2018). Delisting Pressure,
Executive Compensation, And Corporate Fraud: Evidence from China. Pacific-Basin

Finance Journal, 48, 17-34.



101

Appendices

Appendix (1): Questionnaire of the Study

dusyya il Gyl dealyl fN
ARAB AMERICAN UNIVERSITY (VAV}

Postgraduate Deanship

Dear researchers,

After greetings

This questionnaire is a research tool specifically designed to complete the
requirements for a master's degree in Fraud Protection at the Arab American University
and entitled: "The Reality of Fraud Detection and Prevention in Palestinian Securities
Sector”. This has included definitions of the terms needed to fill out the questionnaire in
the designated places whenever necessary.

To achieve this purpose, | ask for your assistance in providing accurate and
objective answers to the questions contained in this questionnaire. The information
collected through this questionnaire will be used for scientific research purposes only.

I will maintain strict confidentiality of this information and its source. And your

participation and views are greatly appreciated and respected.



102

Write tick (\) the or provide the number that is appropriate to respond to

each of the question.

The first section : demographic data

. How older you in years

(........) years.

. Academic achievement

1 Diploma or Less 1 Master's Degree

1 Bachelor’s degree "1 Doctorate

. How many years they have worked in Audit field

(........) years.

Job title
(1 Internal auditor employees [1 Senior auditor

(] Junior Auditor [] Partner

. Do you have a professional certificate?

1 Yes [1 No

If your answer for the previous question is yes. What is it
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Second Section : Constructs of the study

Please rate your level of agreement on the following questions

Strongly : Strongly
No. Statement : Disagree Neutral Agree
Disagree Agree
First Construct: What are the reasons for occurrence of fraud in Palestine securities sector?
Poor management practices
1.
Economic pressure
2.
Weakened society values
3.
More sophisticated criminals
4.
Inadequate training of those
5 responsible for fraud
detection
Lack of government
6. intervention
Advances in  computer
7. technology
Increased workload
8.
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Political interest

10.

all people in managerial
positions commit fraud, it is

just not everyone is caught

11.

the fraud can be justified if
the company is not fair in its
treatment of managers that is
low pay, long fours, and

much stress.

12.

The fraud can be justified if
its committed by managers to
protect others that is save
somebody from being fired,
cover unwanted mistakes

somebody has made

13.

The fraud can be justified if it
does not hurt other parties
that is when a top manager
uses his position in the
company or company ties to

arrange personal; deals or
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benefits with third parties that

will not affect the company

Second Construct: What are the most prevalent types of fraud in Palestine Securities Sector?

1. | Misappropriation of funds
9. | False claims for hours
worked/overtime
3. | Accounts manipulation
4. | False documentation
5. | Theft
6. | Check forgery and
counterfeiting
7. | Accounts receivable
manipulation
8. | False financial statement
9. | Bribery
Misappropriation of assets
10.
Misleading financial
11.

disclosures are made to paint
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a financially ailing companies

to look good.

Assets are improperly valued

12. to make the balance sheet

look good

Companies overstate their

13. liabilities and expenses.

Companies present false

14 revenues in financial

statement

Use of company's assets for

15. personal gain

Purchasing scheme involving
selling of goods to a close
16. : .

relation at a cheaper price

than the actual price

A person uses his profession

17. to create expenses for

personal or inappropriate use

Third Construct: What are the specific indicators or "red flags" that signal potential financial

fraud in the Palestinian securities sector?
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Existing of revenue
fluctuations such as sudden or
unexpected change in

revenue that cannot be

explained.
Financial statements
discrepancy due to

inconsistent comparative
numbers between balance
sheets, income statements

and cash flow statements

Existing of unusual
transactions, data patters or

trends

Living beyond one’s means
as individuals who appear to
be living a lavished lifestyle
that seems inconsistent with

their income

Unusual secrecy or
defensiveness e.g. when

individuals become defensive
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or being secretive when
questioned about financial
matters may be attempting to
conceal possible fraudulent

activities.

Refusal go on holiday or

delegate tasks

Unusual or Unauthorized
access to financial systems
and sensitive data could be an
indication of an insider threat
or a possible external cyber-

attack.

Existence of inadequate
security measures,
encryption, strong passwords,
the lack of changing

passwords regularly.

Fourth Construct: What are th

e most followed fraud detection mechanisms in Palestine?

Enhancing the quality of the

internal audit department.
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Employee notification
through existence of a hotline
where employees or
managers can anonymously
disclose witnesses’ cases of

fraud

Accidental discovery

The appointment of an
efficient external audit for
detecting instances of fraud in

the company

Anonymous

letter/notification

Existing of an efficient
internal control unit
responsible for fraud

detection and prevention

Specific investigation by

management

Police notification
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Payment  of monetary

incentives for whistle

9.

blowing

Fifth Construct: What are the most common followed fraud preventive mechanisms in
Palestine?

Have a policy on reporting
1. fraud

Have a fraud investigation
2. policy?

Have a code of conduct or
3. ethics policy

Have a computer security
4. policy?

Require  submission  of
> conflict of interest form

Have fraud related program
6.

Conduct pre-employment
7. criminal background check

Have a training manual
8. specific to fraud?
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Have a hotline or toll-free
number in place for reporting

fraud cases

10.

The existence of an IT
department in  Palestine
securities sector that deals
with data protection and

safety issues

11.

The existence of an efficient
audit committee to oversight
the senior executive
management  performance

and decisions
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Interview checklist

Dear respondents,

My name is Dalal. | am a master student in accounting at Arab American University
and | am approaching your respectful company to gather valuable data about a pertaining
research phenomenon that is am trying to explore under a thesis that explores the reality of
fraud detection and prevention in Palestinian securities sector. Please note that this interview

will take only 30 minutes of your valuable time.

I thank you all advance for giving me the chance to apply scientific research on real

accounting cases based on primary data from your informants.

| hereby ensure you that the information provided from your side will only be used

for research purpose and will be treated with high confidentiality.

Thank you

Interview questions
1. Brief presentation about your current position?
2. How long have you been at the company?
3. What job titles have you had, and what are the responsibilities of your current title?
4. What or where is the biggest risk to the company for fraud?
5. Have you in or witnessed fraudulent or questionable behavior within the company?
6. Have you ever been asked to participate in or ignore a fraudulent act with the company?
7. Are there any activities of the company that you consider fraudulent, immoral or
criminal?

8. How do you detect fraudulent activity, and what tools do you use in the process?
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11.

12.

13.

14.

15.

16.

17.
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What is your approach to conduct a fraud investigation?

How do you stay updated with fraud prevention practices and regulations?

Explain how you would handle a situation where a colleague may be involved in fraud?
What are the most challenging aspect of working as a Fraud Analyst?

What tools or software you use for fraud detection and prevention?

Describe a time when you discovered a previously unknown fraud scheme. How do you
discover it? And how did you handle it?

How do you ensure confidentiality and data protection when conducting fraud
investigations?

Describe your experience with data analysis and reporting in the context of fraud
prevention.

What are the biggest challenges currently faced by the fraud prevention team, and how

does the company support the team in addressing these challenges?
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