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Abstract

Cyberbullying is a significant issue on social media platforms. It poses serious emotional consequences and harass-
ment to victims. Conventional pre-trained language models, such as Bidirectional Encoder Representations from
Transformers (BERT), have achieved significant success in detecting cyberbullying through the analysis of natural
language texts, especially with resource-rich languages such as English. However, for low-resource languages, such
as Arabic, there has been limited attention given to the detection of cyberbullying. This research investigates the ef-
fectiveness of Arabic BERT (AraBERT), a pre-trained language model, for detecting Arabic cyberbullying comments.
It also explores the trade-off between computational resources and model performance through various fine-tuning
and freezing strategies. From an initial pool of >40000 collected comments, we constructed a high-quality, balanced
dataset of 20 000 Facebook comments written in Arabic. This subset was then manually labeled as either bullying or
non-bullying to ensure data reliability and to facilitate robust model training. We employed fine-tuning techniques
to adapt AraBERTv2 to the cyberbullying detection task. Through experimentation with layer freezing technique, we
explored the trade-off between leveraging pre-trained knowledge and adapting the model to the specific task. Qur
findings demonstrate that fine-tuning all layers of AraBERTv2, which involves adjusting the weights and biases of
each layer during training, achieved the highest performance. This approach offers a flexible method for applying a
pre-trained model to new problems, resulting in an accuracy of 91.9% and an F1 score of 92.8%.

Keywords: pre-trained language models; AraBERT; cyberbullying detection; social media platforms; deep learning; neural network
layers freezing; natural language processing

Introduction

The pervasive issue of bullying, traditionally confined to physical
environments, has evolved significantly with the advent of digital
technologies, giving rise to the complex phenomenon of cyberbul-
lying. Bullying could happen in public spaces such as playgrounds,
bus stops, or during school hours. However, advances in mod-
ern technology enable perpetrators to harass and intimidate their
targets beyond the limitations of physical space by utilizing elec-
tronic devices such as computers and cell phones. This allows ag-
gressors to relentlessly target their victims persistently, in a new
form of abuse, known as cyberbullying [1,2]. Cyberbullying vic-
timization is an escalating concern that has been steadily increas-

ing over the years and affects both individuals and societies as de-
picted in Fig. 1. Accordingly, concerted efforts are required from
all stakeholders, including parents, teenagers, school administrators,
and other responsible individuals in positions of influence and re-
sponsibility. Often, the best approaches to reduce and even elim-
inate the widespread problem of cyberbullying in our culture are
public education and intervention. Parents, children, and teenagers
need to be aware of cyberbullying, its consequences, and the indi-
viduals prone to engaging in such behavior, so they can take steps
to avoid becoming victims [3,4]. Numerous efforts have been un-
dertaken for the prevention, detection, or mitigation of cyberbully-

ing.
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Figure 1. Lifetime cyberbullying victimization rates [55].

Cyberbullying is influenced by online disinhibition, a psycholog-
ical concept where the lack of face-to-face interaction lowers the so-
cial inhibitions. Anonymity allows cyberbullies to act without fear
of consequences, particularly in the Arab collectivist societies where
shame is culturally significant [5]. Online toxicity is a result of lin-
guistic, cultural norms, and the interaction between them. Arabic cy-
berbullying involves complex sociolinguistic codes, including the use
of dialectal slurs that are mainly based on the country, but also varies
based on tribal, regional, or sectarian identity. Gender abusive terms
are used more frequently in Arabic cyberbullying, and they are more
severe than the English ones based on the cultural norms [6].

The multifaceted nature of cyberbullying on social media, encom-
passing images, harmful comments, and videos, presents significant
challenges for its management. This research focuses on detecting cy-
berbullying expressed in Arabic text on social media platforms. Many
efforts for developing and implementing automated cyberbullying
detection systems using Machine Learning (ML) and Deep Learning
(DL) algorithms, which enable the identification or accurate classi-
fication of new relevant instances after training them with enough
data. The increasing availability of large datasets has facilitated the
development of more effective detection systems [7-9]. ML relies on
identifying patterns from predefined features and thus requires care-
ful feature selection. This dependency limits its ability to capture
complex linguistic nuances and contextual understanding [10]. On
the other hand, DL can automatically learn complex features from
data, especially by using models such as Recurrent Neural Networks
(RNNs) and Convolutional Neural Networks (CNNs). These models
are highly effective in detecting subtle forms of cyberbullying. How-
ever, DL models often require large amounts of data to achieve high
performance and may be computationally expensive to train [11].

Models have been trained for rich-resources languages such
as English. However, for low-resource languages such as Arabic,

Bengali, Hindi, or Urdu, efforts to address cyberbullying detection
are limited [12,13], as shown in Fig. 2. Although >500 million in 21
countries speak Arabic in the world [14], there are unique challenges
for the researcher in this field due to complexities in the morpho-
logical structure of the Arabic language, as well as the presence of
different dialects [15]. In this context, Arabic Natural Language Pro-
cessing (NLP) tasks such as Sentiment Analysis and Named Entity
Recognition have proven particularly challenging [16,17]. With the
advancement of transformer-based models in NLP, the pre-training
of language-specific models, such as Bidirectional Encoder Represen-
tations from Transformers (BERT), has shown to be highly effective
in achieving high performance on various NLP tasks [18,19]. By pre-
training BERT specifically for the Arabic language, researchers aim
to overcome the challenges faced by Arabic NLP and achieve sim-
ilar success to what BERT has achieved for the English language.
The newly developed model, Arabic BERT (AraBERT), has shown
state-of-the-art performance on various Arabic NLP tasks compared
to multilingual BERT models and other state-of-the-art approaches
[20,21].

AraBERT, a model based on the BERT architecture, has become a
widely adopted model for a variety of NLP tasks. It is an Arabic pre-
trained model derived from the Google BERT architecture. AraBERT
exists in various versions (e.g. v0.1,v1,v0.2,v2, Base, and Large), dif-
fering in training data size and vocabulary, thereby offering options
to balance performance and efficiency [21].

This research contributes to the field of cyberbullying detection
through two primary ways: (1) the creation of a large, balanced
dataset of Arabic Facebook comments, labeled as either bullying or
non-bullying content; and (2) the implementation and evaluation of
AraBERT-based models for Arabic cyberbullying detection, specifi-
cally investigating the effectiveness of fine-tuning strategies on the
newly constructed dataset to improve the performance of the model.
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Figure 2. Cyberbullying detection for low resources languages datasets in years 2017-2023 [13].

Literature review

Theoretical underpinnings of cyberbullying in the
arabic context

Detecting cyberbullying is not merely a technical challenge of text
classification; it requires an understanding of the complex psycho-
logical and sociolinguistic factors that define online aggression. A key
concept is the online disinhibition effect, where anonymity and asyn-
chronicity lower users’ inhibitions, leading to behaviors they would
not exhibit face-to-face [5]. This effect is particularly pronounced on
platforms such as Facebook, where the perceived distance can em-
bolden aggressors. In the context of Arab collectivist societies, where
social reputation and honor are paramount, this disinhibition can
manifest in unique ways. Cyberbullying often employs culturally spe-
cific forms of aggression, such as attacks on family honor, the use of
potent dialectal slurs, and gender-based insults that carry significant
weight [6]. Therefore, a detection model must go beyond literal word
meaning to grasp these nuances. Furthermore, cyberbullying is not
monolithic. Aggression typologies distinguish between direct aggres-
sion (e.g. explicit insults, threats) and indirect or relational aggres-
sion (e.g. sarcasm, malicious rumors, social exclusion). The latter is
often harder to detect automatically as it is highly context dependent.
Our research, therefore, considers these different manifestations, es-
pecially the subtle forms prevalent in the informal, dialect-rich envi-
ronment of Facebook comments.

Methodologies and paradigms for cyberbullying
detection

The automated detection of cyberbullying has progressed through
several distinct methodological paradigms, each building upon the
shortcomings of its predecessor. Understanding this evolution pro-
vides a clear rationale for our choice of a fine-tuned, domain-specific
transformer model. Early efforts predominantly relied on keyword-
based approaches, which use predefined dictionaries of offensive,
hateful, or abusive terms to flag potentially harmful content [22]. The
primary advantage of this method is its simplicity and computational

efficiency. However, its effectiveness is severely limited by its inability
to comprehend context. For instance, a keyword-based system can-
not distinguish between a genuine insult and sarcasm, irony, or the
use of reclaimed slurs within a community. This contextual blindness
leads to a high rate of both false positives (benign content flagged as
bullying) and false negatives (FNs; subtle or novel forms of bullying
being missed). Furthermore, the dynamic and ever-evolving nature of
online slang requires constant manual curation of these dictionaries,
a task that is both labor-intensive and perpetually lagging linguistic
trends [23,24].

To address the limitations of keyword-based approaches regard-
ing contextual understanding, researchers turned to classical ML
models, such as Naive Bayes, Logistic Regression, and Support Vector
Machines [25-27]. Unlike static keyword lists, these supervised mod-
els learn to identify patterns from labeled data. Their primary limi-
tation, however, stemmed from their dependence on manual feature
engineering. Researchers must design and extract features such as
Term Frequency-Inverse Document Frequency, N-grams (sequences
of words), and sentiment scores [27]. While these features provide
more information than simple keywords, they offer only a lim-
ited representation of language. For example, N-grams capture lo-
cal word order but fail to model long-range dependencies or seman-
tic relationships between non-adjacent words, ultimately limiting the
model’s ability to grasp complex sentence structures.

The advent of DL marked a significant advancement, enabling
models to automatically learn hierarchical feature representations
directly from the textual data [10,28]. Architectures such as Long
Short-Term Memory (LSTM) networks and their bidirectional vari-
ants (BLSTM) were particularly influential [12,29]. By processing
text sequentially, these models maintain a “memory” of prior con-
text, thereby capturing a degree of word order and dependency.
BLSTMs further improved on this by processing the text in both for-
ward and backward directions, providing a more complete contex-
tual picture for each word. However, the sequential nature of these
models remains a constraint. For long or complex sentences, infor-
mation from the beginning of a sequence can become “diluted” by
the time the model reaches the end, a challenge known as handling
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long-range dependencies. More recently, transformer-based models
such as BERT have transformed the field of NLP by overcoming this
limitation [18,30]. Instead of sequential processing, transformers em-
ploy a self-attention mechanism, which allows the model to weigh
the importance of all words in a sentence simultaneously when pro-
cessing any single word. This enables the direct modeling of relation-
ships between any two words, regardless of their distance, providing
a deep and robust contextual understanding [31]. For a morpholog-
ically rich and dialectally diverse language such as Arabic, a special-
ized model is crucial. The AraBERT model was pre-trained specifi-
cally on a massive Arabic corpus, giving it an intrinsic understand-
ing of Arabic syntax, semantics, and morphology [21]. Unlike mul-
tilingual models, AraBERT and its dedicated tokenizer are designed
to handle the complexities of Arabic, such as prefixes and suffixes,
which is critical for accurate interpretation social media text. Studies
have consistently shown AraBERT’s superior performance on vari-
ous Arabic NLP tasks, including sentiment analysis and hate speech
detection [32-34]. This proven performance, combined with its in-
herent ability to process the dialectal and informal language preva-
lent in Facebook comments, logically motivates our choice to em-
ploy and fine-tune AraBERT. Our work builds on this foundation by
creating a new, large-scale dataset for Arabic cyberbullying and sys-
tematically investigating fine-tuning strategies to adapt AraBERT’s
powerful pre-trained knowledge to this specific, challenging
domain.

The AraBERT model

AraBERT, a pre-trained language model specifically designed for Ara-
bic, demonstrates a deep understanding of the language, enabling it
to capture subtle linguistic nuances often missed by generic models.
Trained on an extensive Arabic corpus, AraBERT exhibits a com-
prehensive understanding of the language facilitating high-accuracy
performance in language translation, classification of text, and senti-
ment analysis [21]. AraBERT can be fine-tuned for specific applica-
tions with minimal additional training data, thus reducing the time
and resources required to develop and deploy NLP models. AraBERT
can be readily integrated into existing NLP pipelines, making it suit-
able for a wide range of domains. The capability of fine-tuning pre-
trained models such as AraBERT facilitates transfer learning, where
knowledge from one task can be applied to another related task. This
approach reduces the required training data and simultaneously en-
hances the performance [20,21,35].

The authors in [32] used AraBERT to examine Arabic tweet
analysis for forecasting customer sentiment and feedback for Saudi
Arabian telecommunication companies. The results indicated that
AraBERT accurately predicts customer sentiment and outperforms
CNN and RNN, particularly achieving the highest accuracy on the
Mobily Saudi Telecom Company datasets. The methodology pre-
sented by the authors in [33] also leverages the AraBERT language
model. A pre-processed text from the ARev dataset, which contains
>40 000 comments and reviews, is segmented using Farasa segmen-
tation, then the AraBERT model is implemented with well-tuned pa-
rameters. They achieved an accuracy of 92.5%, which represents a
competitive outcome. Future efforts focus on resolving the Arabic
text segmentation issue and improving the Farasa segmentation ver-
sion. On the other hand, the authors in [36] Emphasize the need for
automatic detection of toxic contents, an Arabic Tunisian dataset is
developed and a model based on AraBERT is proposed. The exper-
imental results show that the AraBERT model performed well and
achieved an F1 score of 0.99.

Other research focuses on the challenging task of multilingual of-
fensive language detection by leveraging the power of transfer learn-
ing from transformer fine-tuning model [37], or the challenges of
detecting sarcasm and sentiment in Arabic tweets [38,39], or the
automated detection of hate speech and abusive content in Arabic
tweets [40]. The systematic review article [41] identifies BERT mod-
els employed for Arabic text classification and compare their perfor-
mance with each other and then assessed their effectiveness relative
to the original English BERT models. To our knowledge, most of
the research on cyberbullying detection using AraBERT has predom-
inantly focused on Twitter data. Facebook comments pose distinct
challenges due to their informal nature and diverse contexts. Fine-
tuning AraBERT on Facebook comment data enhances its compre-
hension of the specific linguistic nuances and cyberbullying expres-
sions prevalent in this context. This research investigates the effec-
tiveness of AraBERT for detecting cyberbullying in Facebook com-
ments.

Datasets and proposed methodology

The initial phase of this framework is the collection of an Ara-
bic dataset to facilitate the development and implementation of an
AraBERT—based model for detecting Arabic cyberbullying com-
ments. The majority of the publicly available cyberbullying datasets
are in English or comprise data from Twitter or YouTube platforms.
The inherent complexities of Arabic dialects in the context of user-
generated online content pose significant challenges. The diversity
of Arabic dialects, coupled with their widespread use in online plat-
forms, can lead to data sparsity and hinder the performance of NLP
models [42,43]. Therefore, we constructed a dataset comprising Ara-
bic Facebook comments, a subset of which was manually annotated.
Then the dataset goes under a few steps of preprocessing before the
AraBERT is applied and fine-tuned for classification as summarized
in Fig. 3.

Dataset collection

The dataset was collected using the Apify tool, which supports
Python and JavaScript libraries. Apify facilitates data extraction from
Facebook pages via URLs and enable the download of extracted data
in various formats such as JSON, CSV, and Excel files [44]. In ad-
dition, a custom Facebook Pages Scraper was developed to collect
comments from specific Facebook Page URLs. Figure 4 shows the
basic steps in using the Facebook Pages Scraper to extract the data.
The maximum size allowed of each extraction is 5000 rows. The key
features extracted from Facebook comments on a post are date, Face-
book ID, Facebook URL, feedback ID, comment ID, likes count, post
title, profile ID, profile name, and profile picture.

We collected the Facebook comments from addresses of Arabic
pages that have millions of followers such as Aljazeera channel, Roya
kitchen, MTV Lebanon, Ramallah News, and other public pages in
different subjects and times. We also chose posts that have >1000
bullying and non-bullying comments to build the dataset with 40 000
comments.

Dataset annotation process

While our initial data collection from various Facebook pages yielded
a substantial corpus of 40000 comments, we selected a subset of
20000 comments for the rigorous manual annotation process. This
subset selection was primarily driven by two critical factors: (1) The
need for a balanced dataset is essential for training an unbiased
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Figure 4. Using APIFY tool to scrape Facebook data.

classifier: Raw social media data often exhibits skewness, and cu-
rating the dataset enabled the achievement of an approximate 50/50
split between bullying and non-bullying records. (2) The resource-
intensive nature of high-quality annotation: the 20 000-comment
dataset was manually labeled in collaboration with psychological
specialists to ensure accuracy. This rigorous process was vital for
quality but infeasible to apply to the entire initial collection. Annota-
tors were provided with a clear definition of cyberbullying, adapted
from existing literature, encompassing direct insults, harassment,
threats, and targeted derogatory remarks. To ensure our annotations
captured the multifaceted nature of online aggression, our guidelines,
developed in collaboration with psychological specialists, were in-
formed by established aggression typologies. We instructed annota-
tors to label not only direct aggression such as insults and threats but
also forms of indirect aggression. For instance, sarcasm used to at-
tack or belittle an individual was labeled “Bullying,” as it represents
a common form of relational aggression that is particularly chal-
lenging for automated systems. In contrast, general profanity used
for emphasis without a clear target was labeled “Non-Bullying” to
distinguish targeted harassment from expressive language. To ensure
high-quality labels, the final label for each comment was determined
by a majority vote. 52% of the dataset is bullying and as shown in
Fig. 5 and a sample of the dataset is shown in Table 1. While this
rigorous, manual annotation process was critical for creating a high-
fidelity dataset, we acknowledge that the 20 000-comment sample
size may not fully encompass the vast linguistic diversity across all
Arabic dialects or the highly informal nature of Facebook comments.
This is a recognized limitation of the study, further discussed in the
conclusion.

= bullying

® Non bullying

Figure 5. The percentage of bully and not bully comments in the dataset.
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Table 1. A sample of our dataset.

Index Text Label
3143 e Vs L8 Y by Y 4l 1
19546 O3 8 oS 58 oSapa 2l 1
6556 it b el saY) ol 0
2448 SIS e sa (g o s clile alll aial ) 1
7087 Janes 0

The initial step in the preprocessing stage involves eliminating
noise and minimizing data sparsity through the removal of HTML
tags, URLs, usernames, hashtags, mentions, and other extraneous
symbols from the dataset. Usually, datasets are represented in a
computer-understandable format, with tokens, vectors, and embed-
dings playing crucial roles. Sentence tokenization is performed, gen-
erating tokens that can be single words, bi-grams, or tri-grams. These
tokens are subsequently converted into numerical vector representa-
tions, which are then used to train a DL model to identify contextual
relationships and semantic meanings among them [45]. Pre-trained
on an extensive corpus of Arabic text, AraBERT captures important
semantic details. Compared to training a model from scratch, this
approach significantly reduces the training time. Furthermore, its ex-
clusive training on Arabic data is crucial for addressing dialectal vari-
ations and comprehending the language’s nuances.

Our implementation leveraged pre-trained AraBERT model
via the HuggingFace transformers library. The text preprocessing
pipeline involved several key steps. First, we cleaned the raw com-
ments by removing noise such as HTML tags, URLs, and usernames.
Subsequently, sentence tokenization was performed using the BertTo-
kenizerFast class, optimized for BERT-based models. This tokenizer
converts Arabic text into numerical vector representations that cap-
ture the contextual relationships between tokens. This pre-trained
embedding is crucial for our task, as it enables the model to leverage
its extensive knowledge of the Arabic language and its dialects, reduc-
ing training time and enhancing performance compared to training
a model from scratch [45]. The dataset was split into an 80/20 ra-
tio for training and testing, respectively, and the bert-base-arabertv2
model was initialized for training the AraBERT model. To evaluate
our proposed model, we have considered the following four metrics:

® DPrecision: measures the proportion of correctly identified cyber-
bullying comments among all the comments the model predicted
as cyberbullying.

® Recall: measures the proportion of actual cyberbullying com-
ments that the model correctly identified.

® F1: the average of the harmonics of recall and precision gives the
F1 score, which offers an accurate evaluation of the performance
of the model.

® Accuracy: The total proportion of correctly classified comments,
cyberbullying, and non-cyberbullying.

The HuggingFace trainer object encapsulates the default trans-
former fine-tuning approach, allowing customization by passing
training arguments such as learning rate, number of epochs, and
batch size. Logging steps were set to 20 to enable frequent evalua-
tion of model performance on the validation set throughout train-
ing. Two key components, TrainingArguments and Trainer, were im-
ported From the HuggingFace Transformers library. These compo-
nents are essential for training and evaluating ML models, espe-
cially those associated with NLP tasks. The TrainingArguments class
is needed to define and configure training hyperparameters for the
model including learning rate, number of epochs, batch size and op-

timizer. The Trainer class serves as a high-level wrapper for executing
various DL operations, encompassing both model training and eval-
uation.

The hyperparameters are set for training AraBERT model. The
learning rate, which governs the update of model weights during the
training process, was set to 2e-5, a common starting point for fine-
tuning. The number of epochs, which defines the number of times
the training dataset passes through the model in the training process,
was set to 3. The batch size is set to 16, which indicates the num-
ber of examples processed together in the training step. FP16 was
disabled to prevent mixed precision training, and the GPU was uti-
lized to accelerate training without compromising accuracy. Finally,
the evaluation strategy was set to “steps,” meaning model evalua-
tion occur after a fixed number of training steps without relying on
epochs.

Experiments and results

In this section, we explain the experimental process and present the
results of manual annotation for detecting Arabic cyberbullying us-
ing AraBERTv2 model. The investigation focuses on the effectiveness
of applying freezing and fine-tuning to different number of layers in
the model. The performance of the proposed model is evaluated us-
ing several metrics, including F-measure, accuracy, recall, and pre-
cision. A 20 000-comment balanced dataset of Arabic cyberbullying
Facebook comments was utilized, 10246 of them labeled as (1) for
annotating bullying comments.

BERT layers progressively improve the understanding of the rela-
tionships between words, thereby extracting the primary context of
the text. Thus, BERT and its variations are effective tools for a range
of NLP applications [46]. According to [47], there is a decrease in
the understanding of linear word order in layer 4 of BERT-base. Sev-
eral research with different tasks agreed that syntactic information is
predominantly captured in the middle layers of BERT [48], while the
final layers are tasks specific [49]. Figure 6 indicates how the differ-
ent layers of BERT transfer the learning knowledge for various tasks
of NLP, where the columns representing distinct probing tasks.

Despite their well-defined and complex structure, BERT models
have been a subject for several research studies examining how BERT
models can be used to improve model performance and whether fine-
tuning all pre-trained layers is required for efficient NLP tasks [46].
Fine-tuning more layers in the model facilitates the learning of a com-
bined representation of information from both deep and output lay-
ers of the BERT model, thereby potentially capturing aspects missed
by focusing only on a single layer. Furthermore, using information
from all BERT layers with assigned weights enables the model to
prioritize specific layers based on their task [50]. To evaluate our
model, we assessed different techniques involving the fine-tuning of
different numbers of layers in AraBERTv2 model and freezing the
remaining layers. Layer freezing, a common technique in pre-trained
models such as AraBERT, reduces the number of training parameters
and consequently decreases training time [51]. In our experiments,
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Figure 6. BERT layers transferability by task [50].
Table 2. Computational load and training time used in the experiments.
Training time System RAM Gpu ram System hard disk
Strategy (minute) (12.7 GB) (15 gb) (78.2 GB)
Freeze all layer but 24.5 3.6 7.5 352
final layer
Freeze 9 layers 25.54 3.6 7.9 35.7
Freeze 7 layers 26.42 3.3 8.2 36.3
Freeze S layers 27.40 3.6 8.5 36.7
Unfreeze layers 30.22 3.6 9.3 38.0
Table 3. Performance of freezing strategies in the evaluation process.
Strategy Accuracy F1 Precision Recall
Freeze all layer but 81.7 83.5 86.7 80.5
final layer
Freeze 9 layers 83.0 84.8 87.0 82.8
Freeze 7 layers 85.3 86.6 90.8 82.8
Freeze S layers 87.7 88.7 93.8 84.5
Unfreeze layers 91.9 92.8 94.7 90.9

the same training parameter settings were applied in all runs. In Ta-
ble 2, we compare the freezing strategies used in the model according
to computational load and training time. It is observed that tuning
more layers requires using additional system resources, specifically
GPU RAM, and Hard Disk space. Unfreezing layers increases com-
putational demand, therefore enlarging the training dataset may lead
to resource overload. System RAM usage remained nearly constant
across all runs due to the same batch size utilized.

During the fine-tuning of AraBERT for Arabic cyberbullying de-
tection, the model requires freezing or unfreezing of layers. Perfor-
mance was evaluated using accuracy as a key metric. As shown in
Table 3, unfreezing all layers resulted in the best testing accuracy of
91.9%. This significant enhancement implies that unfreezing layers
enables the model to more accurately capture the complexity of Ara-
bic cyberbullying. Figure 7 shows the evaluation matrix of our model
results.

It is important to point out that our experiments were designed
not merely to identify the optimal configuration but also to quantify
the practical trade-offs between model performance and computa-
tional cost. The results of our layer-freezing strategies are presented
in Table 2 (Computational Load) and Table 3 (Performance Metrics).
Consistent with observations in large pre-trained models, unfreezing
all 12 layers yielded the highest predictive performance, achieving
an accuracy of 91.9% and an Fl-score of 92.8%. This configura-
tion allows the model to fully adapt its parameters to the specific
nuances of our Arabic cyberbullying dataset. However, this peak per-
formance incurs the highest computational cost, requiring 30.22 min
of training on our hardware and consuming 9.3 GB of GPU RAM.
More insightful findings emerge from the analysis of the intermediate
strategies. For instance:

® High-performance, lower-cost alternative: Freezing the first §
layers (fine-tuning the subsequent 7) yielded an an accuracy of
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Figure 7. The evaluation matrix of our model results.

87.7%. This represents a performance reduction of only 4.2 per-
centage points from the maximum, yet it decreased training time
by nearly 10% to 27.40 min and reduced GPU RAM usage. This
strategy offers a compelling balance for scenarios prioritizing
high accuracy under moderate resource constraints.

® Resource-efficient baseline: Freezing all layers except the final one
represent the most computationally efficient approach, requiring
only 24.5 min for training. Although the accuracy of 81.7% is the
lowest among the tested configurations, it establishes a robust
baseline and may be the only feasible option for environments
with very limited GPU memory or a requirement for extremely
fast training iterations.

® The strategy of freezing the first 7 layers (fine-tuning the sub-
sequent 5) provides a notable performance improvement over
freezing 9 layers (an increase from 83.0% to 85.3% accuracy)
with only a marginal increase in training time.

Our results thus confirm that a greater number of tunable pa-
rameters generally enhances the performance. However, our quan-
titative analysis provides a more valuable, practical insight: the re-
lationship between tunable parameters and performance is not lin-
ear. Practitioners can achieve >95% of the peak accuracy (87.7% vs.
91.9%) while conserving significant computational resources. This
data-driven guidance empowers developers to make informed deci-
sions based on their specific project constraints, balancing consid-
erations such as maximum accuracy, training speed, and hardware
costs.

Error analysis was conducted using confusion matrices and
sample-level analysis to gain deeper insight into the model’s behav-
ior. A confusion matrix serves as an effective visualization tool for
errors during the evaluation of a model’s performance in classifica-
tion tasks. It clearly demonstrates the number of correctly classified

80 85 90 95 100

m Precision mF1 mAccuracy

samples for each class [true positives (TP) and true negatives (TN)]. A
confusion matrix was generated with true and predicted classes rep-
resented by rows and columns, respectively. Each cell in the matrix
indicates the number of samples from the testing set corresponding
to their true and predicted cyberbullying labels. For instance, a high
number of FNs suggests that the model failed to identify a consider-
able number of actual cyberbullying comments [52,53]. Examination
of the distribution of values (TP, TN, FP, FN) from the model exper-
iments, as shown in Fig. 8, provides deeper insight into the model’s
performance.

While both FP and FN increased with freezing layers, FP shows
a little bit more increase rate, reaching a difference of 48 between
unfreezing and all freezing layers, while FN reaches only 40. This
indicates that the model with unfreezing layers becomes highly effec-
tive at correctly identifying positive cases (cyberbullying) and mini-
mizing false positives. Recall also improves, but at a slightly slower
rate, suggesting that while the model gets better at finding actual cy-
berbullying instances, it is moving slower in reducing FNs (missing
actual cyberbullying comments).

FP steadily increases from 21 (Unfreeze all layers) to 69 (Freezing
11 layers). This absolute improvement of 48 highlights the benefit of
fine-tuning more layers. The largest jumps in FP occur when moving
from freezing 9 layers to 7 layers (10) and from freezing 7 layers to
5 layers (15), suggesting that the unfrozen layers in these transitions
contribute significantly to the model’s discriminative power.

Error analysis revealed that unfreezing layers enhanced the
model’s ability to identify specific types of cyberbullying comments,
such as sarcasm or indirect language as shown in Table 4. Thus, un-
freezing layers is an appropriate approach for significant improve-
ment in accuracy and focusing on efficiency. Notably, the experi-
ments demonstrate that unfreezing layers enhances the model’s ca-
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Figure 8. Confusion matrix for the model experiments.
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Table 4. A sample of sarcastic and indirect cyberbullying comments.

Text Comment

4and 3aal) Craal!
person stays silent.

This is a sarcastic proverb implying it's better when a foolish

e i) dalagl SOl glat agiSay JukY)

Sarcastic tone implies that the speaker believes the addressed

Sagi 2 Il | person is more immature than a child.
GBlaey ile il s (A AnsY als, U | Using laughter to add a mocking sarcastic edge
lalalala
saliall ) lisg et liia 8 Sl Jie il | A metaphor comparing someone to moths, clearly sarcastic and
Sl iy elia | insulting

salual) Sl glas (e Cagm Dlad Uil

Juxtaposition of "optimism" and "negativity" for sarcastic effect

llas Jali cnty Lo il gl

Indirect insult comparing someone to animals

LG JLadl 3 Zaaiia oli] G Ulal
1l

Indirect blame for starting conflict.

Table 5. Performance of benchmark models.

Accuracy Precision F1-score
Model (%) (%) Recall (%) (%)
CNN 80.6 81.1 81.6 81.4
LSTM 52.0 52.0 100.0 68.4
BLSTM 79.8 78.2 84.8 81.3
Our Model 91.9 94.7 90.9 92.8

pability to detect cyberbullying comments involving sarcasm or in-
direct language, whereas the frozen model often misclassified these
more complex types of cyberbullying. This indicates that unfreezing
layers enables the model to accurately capture the nuances of Arabic
cyberbullying speech.

This finding aligns with cyberpsychology theories, as the model’s
enhanced adaptability reflects its improved ability to learn the sub-
tle, context-dependent cues characteristic of indirect aggression. Such
forms of aggression, amplified by the online disinhibition effect, are
often missed by models trained only on general language patterns,
but become detectable when fine-tuned on domain-specific data that
reflects these complex social dynamics. This is consistent with the
observed increase in testing accuracy, as the model learns domain-
specific features of Arabic cyberbullying text that are not fully cap-
tured by the pre-trained AraBERT model.

Our investigation revealed that fine-tuning the full AraBERTv2
model yielded the highest accuracy for Arabic cyberbullying detec-
tion. Since AraBERTv2 is a pre-trained model, its first layers ex-
tract general linguistic features from a large Arabic corpus. These
layers serve as a basis for higher layers by acting as a feature ex-
tractor in the model. However, AraBERTv2 is not initially trained
for a specific task, consequently its higher layers are not optimized
for cyberbullying detection. Fine-tuning each layer enables the model
to learn features that differentiate cyberbullying text from non-
cyberbullying text. This aligns with the research by [54], which in-
dicates that tasks requiring the learning of complex patterns, such
as text classification or sentiment analysis, can benefit by fine-tuning
all layers of a pre-trained model. In our context, fine-tuning enables
the model to learn complex subtle linguistic clues that extend be-
yond basic language features and are necessary for cyberbullying
detection.

Regarding feature extraction and adaptation, the initial layers of
the model capture fundamental language features, including word
embeddings and syntactic structures, which are essential for compre-
hending the overall meaning of the text. Subsequent layers focus on
higher-level features and inter-word relationships. Fine-tuning these

layers enables the model to adapt more effectively to the specific task
of cyberbullying detection. This facilitates the acquisition of key cy-
berbullying characteristics, such as specific word choices, sentiment,
and sentence structure patterns.

To contextualize the performance of our proposed approach, a
benchmark was established by evaluating our fine-tuned AraBERTv2
model against three widely used DL architectures, specifically, CNN,
LSTM, and a BLSTM. All models were trained and evaluated on the
same 80/20 training/testing split of our manually annotated dataset.
The comparative performance is summarized in Table 5.

The results clearly demonstrate the superior performance of our
fine-tuned AraBERTv2 model. Among the baseline models, the CNN
and BLSTM achieved robust and comparable results, with the CNN
exhibiting the highest performance with an Fl-score of 81.4%. In
contrast, the standard LSTM model failed to learn effectively, its
100% recall and low 52.0% precision indicates a trivial classifica-
tion strategy of labeling nearly all comments as “bullying,” thereby
underscoring the inherent difficulty of the task for simpler sequential
models.

Our proposed model achieved an Fl-score of 92.8%, signifi-
cantly outperforming the best baseline (CNN) by >11 percentage
points. This substantial improvement underscores the advanced ca-
pabilities of a fine-tuned, domain-specific transformer model. The
failure of the standard LSTM model, coupled with the compara-
tively weak performance of the CNN and BLSTM, highlights the
limitations of sequential or localized feature-based models in cap-
turing the long-range contextual dependencies characteristic of so-
ciolinguistic phenomena such as sarcasm and culturally-specific in-
sults. The transformer architecture’s self-attention mechanism is bet-
ter suited to model these complex relationships, which are critical
for distinguishing sophisticated cyberbullying from benign text. This
confirms that leveraging pre-trained knowledge of the Arabic lan-
guage is crucial for understanding the contextual and linguistic nu-
ances required for accurate cyberbullying detection, significantly ex-
ceeding the performance of traditional DL architectures trained from
scratch.
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Conclusion and future work

This research investigates the effectiveness of the AraBERTv2 pre-
trained model in detecting Arabic cyberbullying detection. Various
fine-tuning approaches were explored, involving the freezing of spe-
cific model layers while keeping others trainable. Our results indi-
cate that the highest accuracy for Arabic cyberbullying detection is
achieved when all layers of AraBERTV2 are fine-tuned as expected.
However, while freezing certain layers appeared to limit the model’s
ability to learn the complex patterns required for optimal cyberbully-
ing detection, this strategy provides the developers with a trad-off to
balance the performance with resources available. This suggests that
leveraging the model’s full capacity helps in capturing the nuances
of Arabic cyberbullying language but requires more resources. These
findings contribute to the expanding body of research on DL appli-
cations in Arabic NLP, particularly within the domain of cyberbul-
lying detection. Additionally, as part of this study, an Arabic dataset
containing cyberbullying Facebook comments was constructed to en-
hance the availability of Arabic-language resources for future NLP
applications.

Despite its contribution, this research is subject to certain limita-
tions that present clear challenges for future work. A primary limita-
tion is the size and scope of the dataset. While our 20 000-comment
dataset is manually annotated, high-quality, and balanced, it may not
be large enough to capture the full spectrum of linguistic variations
inherent in the numerous Arabic dialects and the evolving, informal
slang used in Facebook comments. Consequently, the generalizabil-
ity of our model to dialects or contexts not well represented in our
dataset may be limited. This trade-off between rigorous manual val-
idation and comprehensive data coverage is a key constraint of this
study. Future work should explore the impact of larger and more
dialectally diverse datasets on the efficacy of AraBERTv2 and other
models in Arabic cyberbullying detection. A potential next step could
also be integrating the fine-tuned AraBERTv2 model into practical
applications for online content monitoring or educational platforms.
Practical implementation would need evaluating the model’s perfor-
mance in such settings and addressing potential challenges such as
scalability and simplicity. The potential impact of this research is its
contribution to developing applications using DL and AraBERT for
text analysis in Arabic language. In addition, the results can produce
automated tools that can effectively help in addressing and detecting
Arabic cyberbullying comments on Facebook posts and other online
platforms, that will constitute a safer online environment for Arabic
speaking communities
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