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Abstract

Modern organizations face increasing cybersecurity challenges as cyberattacks expand due
to remote work, cloud services, and Bring Your Own Device (BYOD) policies. Zero Trust
Architecture (ZTA) has emerged to address these challenges by applying a "never trust,
always verify" model to every user and device. This thesis targets a critical vulnerability in
ZTA: the real-time assessment of endpoint security health. We propose a machine learning-
based framework for continuously assessing device security health and integrating this
information into ZTA decision-making processes.

A comprehensive dataset was created by collecting data from multiple sources (such as
update status, antivirus presence, vulnerabilities, and system behavior indicators) from
different environments. To overcome the limitations of real-world data, synthetic data
augmentation techniques (including a GPT-based) were applied, expanding the dataset
while maintaining realistic distributions. Each device was assessed using a Device Risk
Measure (DRM) that combines factors such as compromise likelihood and potential impact,
enabling the training of supervised learning models with clear accept/deny labels.

Several machine learning algorithms (such as support vector machines, decision trees, and
ensemble methods) were trained and evaluated based on their ability to classify devices as
"healthy" (acceptable) or "unhealthy" (should be denied from network access). The models
achieved high accuracy in distinguishing device trust levels, with the best-performing
model exceeding 99% classification accuracy. The integration of feature extraction
highlighted the most critical security features contributing to device risk.

The results demonstrate the potential for effectively integrating data-driven adaptive device
health checks into a zero-trust (ZTA) model. This approach enables dynamic policy
implementation, allowing the policy decision point to trust or quarantine devices based on
their current risk level. This helps reduce the attack surface and prevents compromised or
non-compliant devices from compromising the network. The research has significant
implications for cybersecurity practices, providing a blueprint for enhancing ZTA
implementations using machine learning, ultimately improving automated threat prevention
and organizational resilience.
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Chapter 1 Introduction to the Study

1.1 Introduction
Cybersecurity threats are rapidly evolving, with attackers increasingly targeting

endpoints as the weakest link in an organization's defenses (Waterson, 2020). Traditional
perimeter-based security models are no longer sufficient in a world dominated by remote
work, cloud adoption, and bring-your-own-device (BYOD) practices (Ojha et al., 2025). To
address these challenges, Zero Trust Architecture (ZTA) has emerged as a leading security

model, built on the principle of "never trust, always verify." (Stafford, 2020).

While ZTA provides robust frameworks for access control, a critical research gap
remains: how to dynamically and in real-time assesses device security health to ensure only
compliant and trusted/healthy devices access sensitive networks. Existing studies often
focus on user-level verification, policy enforcement, and anomaly detection in traffic
patterns, but lack a systematic approach to device security health checks integrated into
ZTA policy engines (Gudala et al., 2021) (Yunanto et al., 2022). However, user-level and
network-level analysis alone cannot guarantee complete confidence because a
compromised or unpatched device can still serve as an entry point for attackers even if user

credentials and network policies appear secure.

This study seeks to bridge this gap by leveraging machine learning (ML) to
dynamically assess device security health. By analyzing security posture features such as
patch status (Morris et al., 2020), antivirus protection (Moe et al., 2022), system behavior
(Wang et al., 2018), vulnerabilities assessment (NIST SP 800-115; Walkowski et al., 2021),
and exposure to external threats (Bermudez et al., 2018), the proposed approach aims to
build predictive models capable of classifying and determining devices as safe (“accept”) or
unsafe (“Deny”). This integration of machine learning and ZTA addresses the urgent need
for automated, data-driven, and real-time device verification mechanisms, contributing to
the advancement of both theory and practice in the field of cybersecurity. Introducing

adaptive risk metrics for dynamic trust assessment



1.2 Significance of the Study
This study advances cybersecurity research and practice by incorporating machine

learning-based device security health assessment into a zero-trust architecture (ZTA),
elevating device dimension status to a first-order trust level, along with user and network
factors (Yunanto et al., 2022). We design and test a comprehensive machine learning
pipeline for endpoint classification and introduce risk-focused metrics that operationalize
device status for policy engines, expanding the scope of data-driven adaptive access control
models (Wazid et al., 2022).

In practice, the framework enables continuous, real-time verification of endpoints, so
that compromised, outdated, or misconfigured devices are identified and blocked before
they pose a risk. This results in: (a) a reduced attack surface, improved threat management
and limited lateral movement (Kaur et al., 2025), (b) improved compliance through
automated and continuous checks, and (c) operational efficiency by reducing manual
workload and making access decisions repeatable and auditable. The findings provide a
concise roadmap for enterprises and security operations centers (SOCs) to enhance trust
decisions, and for vendors/developers to integrate device security health intelligence into
ZTA platforms.

The research is relevant to multiple stakeholders includes, Enterprises by enhancing
resilience against breaches and reducing exposure to advanced threats. Security
professionals by providing a structured, data-driven framework and next-generation
cybersecurity tools. Finally this study contributes a strategic vision and practical roadmap,
bridging the gap between theoretical innovation and practical implementation of Zero Trust

security.

1.3 Research Problem
Despite the growing adoption of zero trust architecture (ZTA), a fundamental

challenge remains unsolved: How can device-level security health be continuously assessed
and incorporated and integrated into ZTA policies to ensure robust and adaptive access
decisions?. Current ZTA implementations primarily focus on user authentication and
network-level verification. However, these implementations often lack effective

mechanisms for real-time endpoint security health assessment, exposing organizations to



the risk of insecure devices that may contain unpatched vulnerabilities, outdated

configurations, or compromised security.

In environments characterized by remote work, global teams, hybrid cloud
infrastructures, uncontrolled devices and Bring Your Own Device (BYOD) practices, this
gap becomes particularly critical. Even a single infected or misconfigured device can
enable attackers to penetrate internal networks, expand privileges, and cause breaches
(Anisetti et al., 2020).

This problem is of scientific importance because it reveals the limitations of
implementing static policies and emphasizes the need for data-driven, adaptive approaches
capable of continuously verifying the reliability of devices security health. The lack of

appropriate datasets and practical experiments further complicates the problem.

There is currently no standardized or adaptive methodology for device security
validation in dynamic environments, such as the rule-based validations implemented in
systems (Onwuegbuzie et al., 2025), assess devices based on static conditions (such as
antivirus installation or patch application). While useful, these rule-based mechanisms
remain static and fail to capture the dynamic and evolving nature of modern threats.
Focusing on isolated indicator integrating them into a standardized, constantly updated
model of device health. This increases the risk of misclassifying devices, leaving networks
vulnerable. Machine learning, enables the analysis of multi-source data and the detection of
complex patterns for more accurate and adaptive classification, although challenges such as

dataset availability, feature engineering, and balancing strategies remain unaddressed.

Another challenge is developing effective risk metrics that can accurately assess
device security health and translate raw technical data into actionable insights, such as a
comprehensive security posture assessment, risk level and risk rank. Without such metrics,
Zero Trust Analytics (ZTA) applications will remain limited to static, fragmented scans,

unable to detect the dynamic risks posed by modern enterprise environments.

1.4 Research Objectives
The primary objective of this study is to design and evaluate a machine learning-

based framework that enables the detection and assessment of device security posture



integrity in Zero Trust Architecture (ZTA) environments. By focusing on the device-level
security dimension, the research aims to improve access control decisions making and
develop dynamic policies to ensure that only trusted devices are granted and gain access to

the network.

This study will develop a quantitative device risk metric, aligned with the National
Institute of Standards and Technology (NIST) and Factor Analysis of Information Risk
(FAIR) models, to capture both likelihood and impact at the endpoint level. The metric will
combine measurable status signals into a single risk score that serves two purposes: (a) data
labeling for supervised machine learning (secure/accepted vs. insecure/denied), and (b)
policy enforcement in ZTA. Trigger thresholds are adjustable and will be empirically

validated during model development. risk-aware approach.

1.5 Research Questions
To achieve objectives, this study is guided by the following research questions: How

can the proposed machine learning model be integrated into (ZTA) policies to improve
real-time access control decisions? And how can device-level features, such as patch level,
protection status, and discovered vulnerabilities, be systematically collected and engineered

to provide an accurate reflection of endpoint security health.

In this regard, the study also asks: How can ML-derived Device Risk Metric be
architecturally integrated into a ZTA Policy Decision Point (PDP), where It is consumed by
Network Access Control (NAC)/Policy Enforcement Points (PEPS) to drive continuous and

adaptive endpoint admission and session re-evaluation within the policy entry workflow.

1.6 Research hypothesis
This study is built on several hypotheses that guide its experimental design and

expected contributions. Main Hypothesis (H): Incorporating machine learning-based device
health checks into ZTA polices improves real-time access control decisions and device

classification accuracy compared to static polices.

1.7 Study Limitations
This study has some limitations that must be considered. At a conceptual level, the

scope of the study was intentionally limited to device integrity and security health checks



within a zero-trust architecture (ZTA). Other vital security dimensions such as user
behavior analytics, and network traffic analysis were excluded from the study. While this
narrow focus enhances the study's contribution to enhancing endpoint-based trust, it also

limits its comprehensiveness within the broader zero-trust architecture.

Data privacy and security concerns, collecting detailed device security metrics,
especially in a real-world enterprise and corporate environment, can raise data privacy
concerns. Organizations may or may not accept to provide access to sensitive data about
device configurations, user behavior, or security incidents due to confidentiality and
compliance issues. Can mitigate and address this issue by ensuring that data collection

follows strict anonymization and encryption protocols.

The collected dataset in this study consists of approximately 305 observations
collected from simulated environments, including virtual machines, enterprise endpoints,
and security operations center (SOC) training datasets. To address class imbalances and
size of dataset, Synthetic data generation techniques were applied. While this approach
improves data diversity, it may not fully simulate the complexities of large-scale, real-
world environments. In terms of temporal limitations, the dataset was collected over a
specific period. Therefore, this data may not fully reflect long-term changes in threats,
vulnerabilities, and device behavior patterns, which may limit the generalizability of the

results over long periods of time.

Due to spatial limitations, the experimental setup was limited to virtual lab and
enterprise-level data collection related to device security health. Therefore, the results
cannot be directly generalized to global or heterogeneous networks, which may exhibit
greater variation in device types, security configurations, and the landscapes of threat.

Finally, at the methodological level, some commercial vulnerability assessment tools
(such as Nessus) have been excluded due to licensing restrictions, which limits the scope of
feature collection. To address this problem in this study, we programmed and customized a
vulnerability assessment tool, as this is difficult and comparability with industry-standard

applications may be limited.



1.8 Conceptual and Procedural Definitions
Zero Trust Architecture (ZTA): A security framework that enforces the "never trust,

always verify" principle, ensuring continuous verification of all access requests.

Device Security Health: The overall resilience of a device to threats, measured by

patch status, protections, vulnerabilities, and behaviors.

Network Access Control (NAC): Mechanisms that govern endpoint admission and

ongoing network connectivity based on identity and device posture.

Policy Administration Point (PAP): The component that defines, manages, and

distributes access policies to decision/enforcement components.

Policy Decision Point (PDP): The engine that evaluates policies against attributes

(user, device, context, risk) and issues a decision (e.g., allow/deny/quarantine).

Policy Enforcement Point (PEP): The control that applies the policy enforcement

point decision (for example, switch, VPN gateway, reverse proxy, endpoint agent).

Device Risk Metric (DRM): A quantitative score derived from mode signals (e.qg.,
patch level, CVSS severity, control status, exposure) to express the liklihood/impact of an

endpoint, used for data labeling and policy thresholds.

Machine Learning (ML): A subset of Al that enables systems to learn patterns from

data and make predictions or classifications.

Feature Engineering: Identify and transform raw telemetry (e.g., patch level, CVSS,

control states) into model-ready features.

Data labeling (for ML): Assign base labels from the DRM or baseline to the rule

(e.g., low risk — accept, medium/high — deny) for supervised learning.

Synthetic data augmentation: Generate additional samples from empirical
distributions to mitigate small sample size and class imbalance, while observing accuracy

limits.



Class imbalance: A skewed label distribution (e.g., more accepts than deny) can lead

to learning bias.

Rule-based industrial baseline (RIB): A transparent, standards-inspired baseline that
uses deterministic checks (e.g., patch level, CVSS thresholds, control states) to produce

accept/deny decisions.

Policy threshold: The cut-off point in the risk score or probability of a model that

corresponds to accept versus deny, set on validation data and fixed for testing.

Privacy Anonymization: Techniques (such as hashing, tokenization, aggregation)

applied to telemetry to protect sensitive identifiers while enabling analysis.



Chapter 2 Literature Review

2.1 Theoretical Background
2.1.1 Zero Trust Architecture (ZTA)

Zero trust architecture (ZTA) is a modern cybersecurity paradigm that assumes no
implicit trust is granted to any user, device, or network component, even if they are within
the traditional network perimeter (Gambo and Almulhem, 2025). In contrast to perimeter-
based security (which previously trusted internal traffic by default), ZTA continuously
verifies every access request under the principle "never trust, always verify," treating every
user or device as vulnerable until proven otherwise (Lilhore et al., 2025). This paradigm
shifts from static defenses to dynamic, context-aware controls emerged in response to
evolving threats and distributed networks (such as cloud services, telework, and BYOD)
that render old trust assumptions obsolete (NIST SP 800-207, 2020). The ultimate goal of
ZTA is to protect data and resources through continuous authentication and conditional
authorization for every interaction, rather than a one-time gateway scan. By verifying the
identity, device status, and context of each session, and granting access only to the least
privileged, ZTA reduces the likelihood of accounts or devices being compromised laterally
moving across the network. This proactive approach, based on the assumption of
compromise, significantly strengthens an organization's security posture, reducing the

impact of insider threats and compromised devices (Gambo and Almulhem, 2025).

In practice, ZTA is implemented through a set of logical components that enforce
ZTA principles across the network. The infrastructure components include a policy
decision point (PDP) sometimes called a policy engine or controller, and one or more
policy enforcement points (PEPs) (Wang et al., 2025). The PDP is responsible for
evaluating incoming access requests against security policies and contextual trust data to
determine whether the request should be allowed. It takes into account a comprehensive set
of attributes, the user's identity and credentials (with multi-factor authentication being
common practice), the device's state (such as operating system version, security patches,
and compliance status), the sensitivity of the resource being accessed, and environmental
factors (time, geographic location, observed anomalies, etc.) (Wang et al., 2025; NIST SP

800-207, 2020). Based on these factors, the PDP calculates a dynamic trust score or



judgment for the request. On the other hand, the PEP protocol resides in the data path (at
network gateways, application front-ends, etc.) and enforces the (PDP)'s decision to allow,
restrict, or block traffic. For example, a PEP at an application API gateway only establishes
a client session after receiving OK from the PDP, and can terminate the session if the PDP
subsequently revokes consent due to a security change. This separation of decision and
enforcement is fundamental to ZTA's resilience, policies can be centrally managed and
settled in the PDP, while enforcement is distributed closer to the assets. Modern ZTA
implementations often include continuous risk scoring, where the trust levels of the user,
device, and session are recalculated immediately. If user behavior becomes anomalous or
the device fails to comply with standards, ongoing sessions can be reevaluated or
terminated immediately (Gambo and Almulhem, 2025). This dynamic access control
contrasts with older models such as static network access control lists or one-time login
grants, significantly limiting the opportunities for attackers to escalate privileges or remain

unnoticed.

ZTA's emphasis on dynamic, context-based policies makes it particularly relevant to
adaptive access control and device security. Traditional identity and access management
(IAM) systems (such as role- or attribute-based access control) have often been static and
perimeter-centric, making it difficult to address the dynamic and distributed nature of cloud
and mobile environments (Wang et al., 2025). With zero trust, devices are treated as an
integrated security entity: the "health” of each device is continuously evaluated before and
during its network connections (NIST SP 800-207, 2020). For example, if a enterprise
laptop is missing critical patches or shows signs of compromise, a ZTA policy might
automatically restrict its network access or route it to remediation VLANS until it’s secured,
in other words, "never trust” the device until it proves healthy. This concept, sometimes
called device trust or device posture, is critical to thwarting threats from insecure endpoints.
By assessing device status (antivirus software, operating system version, disk encryption,
etc.) as part of access decisions, ZTA ensures that even authenticated users cannot connect
to unsecured devices (NIST SP 800-207, 2020). Essentially, verifying the user's identity
alone is not enough, the device and context must also be verified. This significantly reduces
risks, such as untrusted devices or attackers exploiting stolen credentials on unmanaged

systems (Gambo and Almulhem, 2025). The comprehensive scanning and continuous
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monitoring provided by ZTA help limit the scope of attacks, even if one component is
compromised, automatic zero-trust and micro-segmentation prevent attackers from freely

moving to other systems.

Since around 2020, Zero Trust has rapidly gained traction in both industry and
academia. Analysts report that the majority of companies worldwide have at least partially
implemented Zero Trust, reflecting its perceived effectiveness in the era of cloud and
remote work (Gambo and Almulhem, 2025). Gartner predicts that the global Zero Trust
market will grow significantly (e.g., exceeding $130 billion within a decade) (Gambo and
Almulhem, 2025). In research, there has been an explosion of studies, frameworks, and use
cases focused on ZTA. For example, the NIST Standard ZTA publication (SP 800-207) in
2020 established core principles and design patterns that have influenced both corporate
strategies and government mandates (NIST SP 800-207, 2020). A systematic literature
review in 2023 highlighted that numerous studies have analyzed ZTA principles, proposed
improvements (such as integrating blockchain or advanced trust algorithms), and explored
its application in fields ranging from cloud computing to the Internet of Things (loT).
These recent works highlight the versatility of zero trust, for example, applying continuous
authentication to IoT devices in the healthcare sector, or implementing “zero trust” access
authorization using smart contracts. In summary, zero trust architecture has evolved from a
buzzword to a fundamental pillar of modern cybersecurity. Its “always verify” approach,
fine-grained controls, and adaptability to changing conditions make it well-suited for

today’s dynamic access needs and advanced threat landscape (Jambo and Almholm, 2025).

2.1.2 Machine Learning in Cybersecurity
Machine learning (ML) is a branch of artificial intelligence that enables systems to

learn patterns from data and improve decision-making over time without the need for
explicit programming. In the context of cybersecurity, machine learning techniques have
become invaluable for detecting and responding to complex or novel threats that defy
simple rule-based detection (Mohamed, 2025). Traditional security tools (such as signature-
based antivirus or static firewall rules) struggle to keep up with complex attacks such as
zero-day exploits, advanced malware, or insider information abuse, which may not match
any known signatures or pre-defined patterns (Mohamed, 2025). Machine learning
addresses this gap by adapting to evolving threats: it can analyze massive amounts of
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security data (network traffic, system logs, user behavior, etc.) and learn what normal
behavior looks like versus malicious behavior, often in real time (Mohamed, 2025). This
adaptive, data-driven approach has transformed cybersecurity from a reactive practice
(reliant on known indicators of compromise) to a more proactive one. For example, a
machine learning-based system might flag a subtle deviation in network login habits or
process activity as suspicious, enabling early detection of an attack that would bypass
traditional defenses. Indeed, one of the biggest advantages of machine learning in security
is its ability to perform anomaly detection, identifying “outliers” or abnormal patterns that
may indicate previously unseen threats. Studies have shown that AI/ML models can detect
hidden zero-day attacks or advanced persistent threats (APTS) by recognizing statistical
anomalies (such as unusual network flows or user actions) that humans or signature
scanners might miss. By continuously learning from new data, these models evolve
alongside attackers’ tactics, bridging the gap where static defenses become blind.
Additionally, machine learning automates and speeds up many tasks, such as analyzing
millions of log events or quickly classifying malware samples, significantly improving
detection and response speed and reducing the burden on security analysts (Mohamed,
2025). In summary, machine learning provides a dynamic, scalable, and intelligent layer of

cybersecurity that complements and enhances traditional controls.

In practice, a wide range of machine learning techniques and algorithms are used in
cybersecurity tasks, particularly for intrusion detection, malware analysis, and user
behavior modeling. These techniques can be broadly classified into supervised learning
(using labeled attack examples against normal data), unsupervised learning (finding
anomalies or clusters without labels), and hybrid or reinforcement learning methods.
Common classification algorithms used in security include support vector machines
(SVMs), decision trees, random forests, and neural networks (Mohamed, 2025). For
example, in network intrusion detection systems (IDSs), a supervised machine learning
model may be trained on historical network flows labeled as "benign™ or "malicious."
Using a decision tree or SVM, the model learns to classify new traffic by considering
features such as packet rates, protocol patterns, or payload content. These models have
achieved high accuracy in detecting known threats and can be updated with new training

data as attacks evolve. Neural networks, especially deep learning models, are becoming
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increasingly popular in cybersecurity due to their ability to capture complex, nonlinear
patterns. Deep learning (such as the use of deep neural networks (DNNSs), convolutional
neural networks (CNNs), and recurrent neural networks/long-term neural networks
(LSTMs)) has proven effective in analyzing multidimensional and temporal data in security
events. For example, LSTMs can learn sequences of system calls or network events to
detect the slow and subtle behaviors of advanced threats that unfold over time. These
models can even be generalized to detect polymorphic malware (malware that constantly
changes its code) by learning underlying behavioral patterns rather than specific byte
signatures. On the other hand, unsupervised machine learning techniques are widely used
for anomaly detection a critical capability for discovering insider threats or new attack
variants for which no prior examples exist. Techniques such as clustering (e.g., K-Means
and DBSCAN) and density-based anomaly detection (e.g., Isolation Forest and Local
Outlier Factor) establish a baseline of normal activity and then identify outliers that deviate
significantly. Similarly, self-encoding neural networks can compress typical behavior
patterns. and noticing when an input (such as a user's action sequence or a device's network
traffic profile) does not conform to the learned standard. These anomaly-based methods are
particularly effective at detecting previously unknown threats, for example, a sudden
increase in data from an accounting computer at 3 a.m. could be an anomaly indicating a
data leak, even if the malware or user misuse had not previously been detected. Their
drawbacks include the potential for more false positives (because not every anomaly is
malicious), but they significantly enhance the visibility of unusual events. In practice, many
security solutions now use a hybrid approach, combining supervised classification of
known threats with unsupervised anomaly detection of unknown threats (Mohammed,
2025). This results in a more robust defense that can recognize known attack patterns and

adapt to new behaviors.

Machine learning is a natural fit and force multiplier for zero-trust architectures.
Zero-trust environments generate vast amounts of telemetry continuous authentication logs,
network micro-segmentation logs, and, in our study, real-time device posture assessments,
etc. Which can be too large or complex to analyze manually. By incorporating machine
learning-driven analytics, a zero-trust system can intelligently interpret this data to make or

suggest access decisions in an automated manner (Laghari et al., 2025; DISA & NSA,
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2022). For example, machine learning models can assess the risk of each access request by
examining dozens of attributes (user role, historical behavior, device vulnerability status,
geographic location, time of day, and anomalies) much faster than a human administrator
can. The U.S. Department of Defense's Zero Trust Architecture Reference explicitly states
that machine learning algorithms are used to identify baseline normal patterns and provide
data inputs for zero-trust policy enforcement (DISA & NSA, 2022). In other words,
machine learning helps determine what is "normal” for a given user or device and
continuously adjusts the trust level. If machine learning detects an anomaly (e.g., a user
downloading a large amount of data or a device connecting to a rare host), the zero trust
policy engine can automatically request additional verification or cut off access (DISA &
NSA, 2022; Portnox, n.d.). This type of risk-adaptive access control is a hallmark of
advanced ZTA deployments: the system leverages artificial intelligence/machine learning
(AI/ML) to determine the amount of trust granted in real time. Recent research and
solutions often refer to "Al-driven zero trust,”" where techniques such as behavioral
analytics (aided by machine learning) feed into the zero trust decision loop (Laghari et al.,
2025). Concretely, machine learning models integrated into a Zero Trust network might
analyze network flows to detect any compromised 10T device exhibiting anomalous traffic
and signal the controller to quarantine it, or analyze user keystroke dynamics to verify that
the logged-in user is indeed the legitimate user (session hijacking detection). By automating
threat detection and context analysis, machine learning enables Zero Trust systems to be
dynamic and scalable, applying the principle of "always verify" to every access without
burdening human administrators (Laghari et al., 2025; DISA & NSA, 2022). In summary,
machine learning has become a cornerstone of modern cybersecurity. Its ability to perform
intelligent anomaly detection, threat classification, and adaptive policy control makes it
essential to achieving the full vision of a Zero Trust architecture, where decisions must be
made continuously and correctly amidst a sea of data. As threats continue to evolve in
complexity, combining the analytical power of machine learning with the rigorous security
model of Zero Trust provides a promising path to staying ahead of attackers (Laghari et al.,
2025; Mohamed, 2025).
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2.1.3 Network Access Control (NAC)
Network Access Control (NAC) is a security mechanism that manages and

determines who (and which devices) can connect to an enterprise network, and under what
conditions. Essentially, NAC acts as a gatekeeper, it grants or denies device access to the
network based on predefined security policies and real-time assessments of device
compliance and identity (Cisco, n.d.). This is critical in enterprise networks where a wide
range of devices (corporate PCs, BYOD mobile devices, 10T endpoints, guest laptops, etc.)
are attempting to connect, each device must be checked for security requirements before it
can connect to the network. A typical NAC solution, such as Cisco ISE or similar,
authenticates the user/device upon connection (via methods such as 802.1X, web portal
login, or device certificates) and simultaneously assesses the security posture of the device.
If a device is incompatible, for example, missing patches, outdated antivirus software, or an
unrecognized device, NAC can deny it access entirely, or place it in an isolated VLAN or
restricted area where its capabilities are limited (for example, only able to access processing
servers). This prevents insecure or rogue devices from infiltrating the main network and
potentially spreading malware or stealing data. Only devices that successfully authenticate
and pass policy checks are allowed normal access to network resources. NAC thus provides
robust network visibility and control, giving administrators the ability to control who and
what is on their network at all times (Cisco, n.d.). In today's environment of explosive
mobile and 10T growth, NAC has become essential, it is not possible to implicitly trust
every device within the network by default, so NAC helps enforce trust on a per-device

basis at the entry point.

Modern NAC solutions offer a range of capabilities for securing enterprise networks.

common NAC functions include (Cisco, n.d.):

* Device identification and profiling: NAC systems can automatically identify and
profile devices before they fully join the network. Using techniques such as DHCP
fingerprinting, MAC address lookup, or proxy-based scanning, NAC can identify device
attributes (OS type, device type, etc.) and apply appropriate policies. For example, a laptop
managed by IT may be allowed access after a posture check, while an unrecognized

personal device may be classified as a guest and granted exclusive access to the internet.
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Early profiling helps prevent malicious or unknown devices from accessing the network by

enforcing differentiated access.

* Security posture checking and compliance enforcement: A key feature of NAC is
assessing device compliance with security policies (based on user role, device type, etc.).
The Network Control Center (NAC) can check whether the required security software
(firewall, antimalware) is enabled on the device, whether the operating system is up to date,
whether any blocked applications are running, etc. If the device fails any check, it can
mitigate the threat by automatically blocking or quarantining it. For example, a contractor's
laptop that doesn't meet the company's patch level may only be able to access a restricted
update portal. This automated implementation helps keep the overall network clean without

manual intervention.

* Incident Response and Quarantine: The Network Control Center (NAC) can
integrate with threat detection systems to respond to compromised devices in real time. If a
device is flagged by an intrusion detection or EDR (Endpoint Detection and Response)
system as infected, the NAC solution can immediately revoke its access to the network or
move it to an isolated VLAN, containing the threat's propagation. This rapid, policy-based
response (often called a "dynamic NAC ") is an effective way to stop active attacks. The
NAC's ability to block, quarantine, or repair devices immediately, without waiting for

human intervention, significantly reduces incident response time and damage.

In addition, NACs often manage guest access (by providing temporary internet access
to visitors via a captive portal), integrate BYOD devices (securely enrolling personal
devices), and integrate with directory services and identity providers (such as Active
Directory, Azure AD, and Okta) to link network access decisions to user identities and roles
(CloudNuro, 2025).

Machine learning can complement NAC systems by making them more intelligent

and adaptive. Traditional NAC policies are often rule-based (such as allowing known MAC
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addresses and denying outdated operating system versions), which may not identify all
risky scenarios, especially with the rise of sophisticated or insider threats. By incorporating
machine learning-based analytics, NAC solutions can analyze the behavior of devices and
users over time, rather than just one-time scans (CloudNuro, 2025). For example, a
machine learning-enhanced NAC system might learn the normal network behavior of a
corporate printer or 10T sensor. If that device suddenly starts sending large amounts of data
to an unfamiliar server, the NAC system could detect the anomaly and shut down the
device or alert security teams. Recent research proposals illustrate this trend. In 2022 study
presented a dynamic NAC framework (called SADAC) that continuously evaluates the
“security profile” of mobile devices in a Wi-Fi-based network environment and users over
time and adjusts their access privileges accordingly (Garcia, 2022). This approach utilizes
attributes from the mobile device’s configuration and operation (such as recent
vulnerabilities, running processes, Wi-Fi and Bluetooth activity, and battery level) and
implements a dynamic supervision loop, If a device’s security posture deteriorates or
behaves erratically, the system automatically tightens its network access. Such adaptive
NAC can diagnose the root causes of noncompliance (such as identifying a broken security
setting on the device) and guide the device/user to remediation (Garcia, 2022). Under the
hood, techniques such as anomaly detection or pattern recognition (classic machine
learning tasks) can drive these decisions, essentially enabling risk-adaptive network access
control. Furthermore, NAC vendors are beginning to incorporate Al features, many support
agentless device fingerprinting and behavioral analytics to address IoT and unmanaged
devices. Instead of relying solely on lists of known devices, NACs can monitor device
behavior on the network (which protocols they use, when they connect, and which
resources they access), and if behavior falls outside the profile, they are classified as high-
risk and quarantined (CloudNuro, 2025). This is particularly useful for detecting
compromised devices (for example, an IP camera embedded in a botnet might start
scanning the network, a NAC with machine learning can notice this anomaly and isolate it).
In summary, machine learning enhances NAC by providing continuous learning and
anomaly detection, making network access decisions more contextually aware and threat-

sensitive than static rules alone.
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In a Zero Trust architecture, NAC plays a pivotal role as one of the network-level
enforcement mechanisms. The Zero Trust principle of trusting no device by default aligns
perfectly with NAC's mandate to verify the trustworthiness of each device before allowing
access. In fact, NAC can be thought of as an implementation of Zero Trust at the network
edge, it ensures that only authenticated and compliant devices (which can also mean
authenticated users on those devices) pass through the "front door,” and even then only to
specific authorized network segments. Implementing NAC is often one of the first steps
organizations take when pursuing a Zero Trust strategy, as it addresses a fundamental
question: Can I trust this device on my network right now? In Zero Trust, the answer
should always be "not until it's verified,” and NAC provides this verification through device
authentication and status checks. It also provides device-level authentication that can feed
into the broader Zero Trust policy engine. For example, a Zero Trust system might
incorporate NAC status information into its access decisions: If the NAC reports a device
as non-compliant or unknown, the Zero Trust policy will not grant it access to sensitive
applications. This tightens the overall security posture. Notably, Gartner's concept of Zero
Trust Network Access (ZTNA) expands the idea of NAC (which traditionally secures
internal LANS) to include application-level access, particularly for remote users, effectively
replacing VPNs with a model where each application's access is individually authenticated
and authorized. While classic NAC focuses on LAN/WLAN access, the philosophies
overlap and complement each other within the full Zero Trust framework. NAC also
generates valuable telemetry data (logs of who connected, from where, device status, etc.)
that can be used for continuous monitoring and anomaly detection, in line with Zero Trust's
need for continuous visibility. At its core, NAC implements the principle of "trust no
device, always verify" at the network entry point, a key component of Zero Trust defense in
depth. Industry experts emphasize the importance of NAC in Zero Trust deployments, as it
provides "fundamental device-level control and enforcement of security posture, which is
critical for verifying trust before allowing access.” Without NAC or a similar control
system, a malicious or infected device could freely join an internal network and undermine
Zero Trust efforts. Therefore, NAC remains a core component of any machine learning-
enhanced Zero Trust approach, working in conjunction with identity management and

analytics to secure the network at the device level. Recent best practices recommend
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combining NAC with other Zero Trust components (such as identity providers, multi-factor
authentication (MFA), and security analytics) to achieve a coherent and adaptive security
posture (CloudNuro, 2025).

2.1.4 Risk Management in Cybersecurity and Zero Trust Architecture
In cybersecurity, risk management is a continuous process that includes identifying

risks, analyzing or assessing their potential impact, implementing mitigation measures, and
ongoing monitoring. These steps ensure that organizations systematically address threats to
their assets and operations. Risk identification involves identifying potential threats and
vulnerabilities that could impact critical systems or data. Risk analysis (assessment) then
evaluates the likelihood and impact of these threats, prioritizing risks based on severity.
Following the assessment, organizations plan and implement mitigation or response
strategies, by deploying controls or changes to reduce the risk to an acceptable level (e.g.,
strengthening access controls or patching vulnerabilities). Finally, continuous risk
monitoring and reporting is conducted to track the status and effectiveness of risks over
time. Frameworks such as the National Institute of Standards and Technology (NIST) Risk
Management Framework and ISO 27001 emphasize this lifecycle approach, emphasizing
that risk management is not a one-time project, but rather an iterative practice. Effective
risk management aligns cybersecurity investments with the most critical risks, thus

maximizing the security return on investment for the organization (Microsoft, 2022).

Aligning Risk Management with Zero Trust Architecture (ZTA): Zero trust
architecture is inherently a risk-based security model. As one industry expert noted,
“Compliance is about managing and mitigating risk, and zero trust is the same.” Traditional
perimeter-based security systems have assumed that internal network traffic can be trusted,
but ZTA assumes no implicit trust “never trust, always verify”, and thus directly addresses
the risk of insider threats or network breaches (Microsoft, 2022; TrustCloud, 2025). Instead
of static, network-defined trust, zero trust enforces identity and risk-based access controls.
Each access request is authenticated and continuously evaluated based on contextual risk
factors, such as user identity, device posture, geolocation, and behavioral anomalies, before
access is granted. This applies the principle of least privilege, meaning that users or devices
receive only the minimum access necessary, a proactive risk mitigation to limit potential

damage in the event of an account compromise. For example, robust identity verification
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(such as multi-factor authentication) reduces the risk of unauthorized access, and micro-
segmenting networks contains the "blast zone™ of breaches by preventing lateral movement.
At its core, ZTA's core principles (explicit verification, enforce least privilege, and assume
breach) align with risk management objectives, continuously assessing risks before and
during each session, and mitigating them through tighter access controls. ZTA approaches
also integrate with the risk management lifecycle. During the identification phase, Zero
Trust encourages a holistic view of assets across identities, endpoints, applications,
networks, and data, ensuring that no asset or vulnerability is ignored. To assess risk, ZTA
offers continuous risk assessment, instead of periodic reviews, each access request triggers
a real-time risk assessment based on policy rules and contextual signals. In terms of
response, zero trust systems can automatically enforce adaptive policies, for example,
blocking, restricting, or requiring additional authentication for a suspicious session, in real-
time, aligning with threat response strategies to mitigate or avoid threats. Finally, ZTA
improves monitoring by providing granular monitoring and logging at all levels (user,
device, transaction), enhancing an organization's ability to detect incidents and
continuously report on its security posture. This granular monitoring means security teams
can track risk indicators (such as abnormal data downloads or malware alerts) and
aggregate them into an enterprise risk view, balancing operational security with governance
and compliance needs (Microsoft, 2022; TrustCloud, 2025). In summary, Zero Trust is a
modern architecture designed specifically for risk: it operationalizes risk management
principles by incorporating continuous verification and applying least privileges into every
access decision, reducing cybersecurity risks in a dynamic threat environment. In fact,
recent research suggests that adopting ZTA can significantly enhance an organization's
security posture and reduce cyber risks, provided that organizations also manage the new
risks and complexities that ZTA itself may introduce (Abdul Majeed and Diaz, 2025).

Improving Risk Management with Machine Learning in ZTA: Machine learning
(ML) techniques enhance risk management in the context of Zero Trust by enabling
dynamic risk scoring, behavioral analytics, and adaptive policy enforcement. Traditional
rule-based or static risk models may not keep pace with rapidly evolving threats, whereas
machine learning systems can learn patterns and adjust risk assessments instantly. For

example, machine learning-powered User and Entity Behavior Analytics (UEBA)
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establishes baselines of normal user behavior and continuously detects any anomalies that
may indicate a risk. If an authenticated user suddenly performs unusual actions (such as
downloading an unusually large amount of sensitive data or accessing systems at unusual
times), a machine learning-enhanced Zero Trust system can flag this with a heightened risk
assessment and trigger an adaptive response, such as requesting enhanced authentication or
denying the action in real time (TrustCloud, 2025). This dynamic risk assessment evaluates
signals from across the IT environment (login characteristics, device health, geographic
location, recent alerts, etc.) and calculates a risk level for each request or entity. Recent
studies have demonstrated the effectiveness of dynamic risk assessment. For example, Koli
et al. (2025) propose an Al-powered internal user risk management system that integrates
behavioral analytics with dynamic risk assessment to enable real-time policy enforcement
and threat mitigation. In their approach, a machine learning model analyzes user activity
logs to continuously update risk estimates, allowing the system to automatically enforce
security policies (such as blocking access or triggering an incident response) when risks
exceed a certain threshold (Koli, 2025). This type of risk-based adaptive access control is a
natural extension of zero-trust principles often called risk-adaptive access or continuous
adaptive trust. This means that access decisions are not one-time binary checks, but are
flexible and responsive to the latest risk context. Furthermore, machine learning improves
the accuracy of threat detection by reducing false positives and detecting subtle malicious
behaviors that humans might miss. Techniques such as anomaly detection, clustering, and
classification can sift through large-scale security data (network logs, endpoint data, etc.) to
uncover patterns indicative of attacks, thus enriching the risk management process.
Machine learning also benefits risk mitigation automation, advanced systems can
automatically contain or remediate threats (e.g., isolate a device behaving suspiciously)
without requiring human intervention, reducing response times and minimizing potential
damage. Overall, integrating machine learning into risk management enables organizations
to continuously measure and respond to risks in a more accurate and proactive manner.
This promotes zero-trust deployments by ensuring that security policies are always
informed of up-to-date risk assessments, ultimately enhancing the organization's ability to

prevent breaches and adapt to new attack techniques (Koli, 2025; TrustCloud, 2025).
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Modern cybersecurity frameworks recognize that effective risk management is
essential to defending against advanced threats. Zero trust architecture enables risk
management by requiring continuous verification and least privilege access, making
security decisions informed and risk-based. The addition of machine learning brings a
dynamic edge to this process, enabling real-time risk assessment, intelligent behavioral
insights, and automated execution. Together, these approaches create a resilient security
posture where access to resources is consistently governed by the principle of risk
reduction, aligning technology, policies, and controls with the ever-changing threat
landscape. Studies published since 2020 strongly support that organizations adopting zero
trust, supported by machine learning-based risk management, can significantly reduce their
exposure to cybersecurity risks while maintaining the resilience of their defenses
(Abdulmajid and Diaz, 2025; Koli et al., 2025).

2.1.5 Research Gap and Motivation
The primary research question of this study is: How can machine learning be

integrated into Zero Trust Architecture (ZTA) to dynamically assess device security health
and improve access control policies in real time? While zero trust and machine learning
frameworks have been individually explored in the cybersecurity domain, limited research
has addressed the integration of machine learning to assess device security health in
dynamic policy engines in zero-trust environments. Additionally, there is a poor of relevant
datasets on this topic. This chapter demonstrates how existing studies focus on adjacent
domains but fail to explore the dynamic machine learning-based approach to assess device

security health in the context of zero trust.

Several Zero Trust Architecture (ZTA) Studies have focused on ZTA as an effective
framework for cybersecurity, emphasizing its principles of “never trust, always verify”,
least privilege access, and “assume breach”. However, most of these works primarily
address policy enforcement and access controls leaving a significant gap in addressing
delving deeply into how real-time device health assessments enhance security in device

security health checks.

This study aims to fill a significant gap by integrating machine learning into ZTA for

real-time device security health checks and assessments within a dynamic policy engine.
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While existing research has lacked a of combination ZTA with machine learning to device
security health check in policy engine management, to create a dynamic, machine learning-
driven system for device security assessment in ZTA environments. For example, previous
studies focus on network-level threat detection but do not integrate these findings into ZTA
frameworks. This research expands the body of knowledge by developing a new
methodology that combines device health assessments and real-time access control,

creating a more secure and adaptable network environment.

This research contributes to the existing literature by presenting a novel approach to
integrating machine learning into zero-trust architectures, with a particular focus on device
security health validity in dynamic policy engines. It bridges the gap between machine
learning-based threat detection and zero-trust policy enforcement, providing a dynamic
solution that enhances real-time decision-making. This study will establish a framework
that not only enhances security in BYOD environments but also lays the foundation for

future research in data-driven intelligent access control systems.

2.2 Study
The authors in (Gudala et al., 2021), Integrated machine learning with Zero trust

Architecture (ZTA), the ML models have been effectively applied to detect anomalies in
user behavior, network traffic, and system configurations, allowing for automated response
and mitigation of threats, such as account lockout and device isolation. However, it does
not focus on real-time device security health assessments to take proactive security

measures.

In (Ramezanpour et al., 2022), the authors designed an intelligent ZTA (i-ZTA) to
secure the dynamic and untrusted environments of 5G/6G networks, the research uses
reinforcement learning to dynamically approve access requests and assess security risks in
real-time in 1oTs devices. This study mitigates key vulnerabilities such as lateral
movement, denial of service (DoS) attacks, and man-in-the-middle exploitation, but it lacks

focus on device security health indicators as a determinant of access.

In healthcare, (Edo et al., 2024) uses ZTA to counter insider threats and close

healthcare vulnerabilities such as data breaches, and patient records sold on the dark web.
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Using guidance from the National Institute of Standards and Technology (NIST), they
primarily focus on user-level controls (e.g., separate role-based profiles, unique identifiers
to enhance privacy, activity logs for monitoring, and threat intelligence mechanisms to
understand user behavior, and anomalies and prevent unauthorized lateral movements

within the system) rather than device-level security health checks.

For 10T security, (Outchakoucht et al., 2017), proposes a dynamic and distributed
access control policy using blockchain and machine learning, specifically reinforcement
learning, to enhance security. Traditional security solutions are not suitable for 10T due to
device limitations and centralized and static access control, the research uses blockchain to
achieve decentralization and reinforcement learning for dynamic and adaptable policy.
There remains a gap in real-time assessments of 10T device security health as a ZTA-
enhancing factor.

The authors in (Detken, et al., 2017), proposed CLEARER project that integrates
security information and event management (SIEM) features into network access control
(NAC), NAC systems control access to networks through authentication, authorization, and
role-based controls, it prevents unauthorized or infected devices from accessing networks
but lacks the real-time security analysis that SIEM systems cover. SIEM provides real-time
monitoring, log auditing, and incident response. This approach does not fully utilize device

security health checks with machine learning to preemptively secure network access.

Research by (Li et al., 2024) highlights the importance of a zero-trust security
approach for protecting the rapidly expanding Internet of Things (IoT), particularly in 5G
network environments. This research proposes a new framework, BasloT, for securing
device and data authentication using blockchain technology, adhering to the principle of
"assume breach and continuously verify." While this approach effectively addresses
scalability and trust issues in 10T systems, relying on blockchain and continuous
verification and monitoring can introduce latency and complexity, potentially hindering the
need for fast and efficient verification in 10T security environments. In contrast, our
research focuses on data-driven machine learning models instead of blockchain-based trust
management, aiming to provide a more flexible and efficient assessment of device security

status.
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The authors in the study (Wang et al., 2024) proposed a deep learning-based approach
for anomaly detection and network log analysis, focusing on improving the accuracy and
efficiency of detecting abnormal behaviors through automated analysis and feature
extraction from network logs. This approach demonstrates the capability of deep learning
models to process large and complex datasets, particularly in enhancing network intrusion
detection systems. However, while their research focuses on detecting general anomalies in
computer network traffic, it does not directly address client trustworthiness assessment in
zero-trust architecture (ZTA). Our research addresses the more specific issue of evaluating
device security levels and making decisions based on that assessment. The limitation of the

previous study lies in its lack of focus on device security health level.

2.3 Feature justification and security concepts
The features selected in this study are deeply rooted in the security domain and

supported by previous research and best practices in cybersecurity. These feature such as
failed login attempts, the presence of unsigned drivers, pending updates, User Account
Control (UAC) level, real-time protection status, tamper protection, antivirus status,
memory and CPU usage, open ports, and session activity were not chosen randomly. Each
feature reflects an important indicator of the security health of a device or system from a
security perspective. For example, multiple failed login attempts may indicate brute force
attacks, while unsigned drivers are often exploited to execute kernel-level malware.
Similarly, pending system updates and the disabling of real-time protection could indicate

patch mismanagement or deliberate security reductions caused by malware.

These features have been confirmed in related work, such as studies using behavior-
based detection techniques, endpoint monitoring, and zero-trust assessments. By focusing
on features of proven importance in the field of cybersecurity, this research ensures that the
model is consistent with realistic threat scenarios and provides valuable insights for
proactive defense mechanisms. (Mazhar et al., 2021), mention that Device identification
and profiling helps reduce the likelihood of 10T attacks and attack surface by verifying the

health of devices on the network, just like user authentication.

Resource Utilization, including Memory, CPU, Disk, and Network utilization, that

refers to and Indicates the amount of computing resources being consumed in the system.
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(Wang et al., 2018), To enhance security, help protect cell phone users from eavesdroppers
while sharing resources efficiently. Also (Jamshidi et al., 2025), They analyze cyber threats
and their impact on power consumption, CPU usage, and load. The system ensures robust

security with minimal power consumption and CPU overhead.

And (Vokorokos et al., 2015), propose an effective resource management mechanism
within the Apache web server to optimize resource utilization and deal with security threats
such as denial-of-service attacks. The study (Hoque et al., 2024), focuses on resource
consumption aspects, such as energy, computing power, memory, latency, bandwidth, and
human resources, all of which are essential factors for enhancing the efficiency, reliability,

and sustainability of network security solutions.

According to Trend Micro's Deep Security documentation, insufficient memory may
prevent packet processing due to exhausted system resources (Trend Micro, Intrusion
Prevention Reference). Additionally, Attackers often use injection techniques that directly
manipulate memory, such as DLL injection or reflective loading, which increases memory
usage (MITRE ATT&CK — T1055.015).

(Kavalanekar et al., 2008) they suggest that Collecting large sets of comprehensive
traces is difficult because the high disk workload can raise security and system performance
concerns. And in the study (Thummapudi et al., 2023) ensured that ransomware typically
accesses files from the hard disk and uses the processor intensively to encrypt data,
resulting in intensive activity that consumes system resources, a useful indicator for
malware detection. Similarly, when data is leaked to the dark web, abnormal spikes in

network usage may indicate a potential security breach.

The File Transfer Protocol (FTP) includes several mechanisms that may pose security
risks (Allman et al., 1999), such as allowing a client to direct the server to transfer files to a
third-party device, potentially compromising the network. An attacker could exploit a
vulnerability in the server service's remote procedure call (RPC) handling to execute
arbitrary code with system-wide privileges, potentially leading to a complete system
compromise and enabling lateral network movement (Ullah, 2016). Telnet and RDP,
widely used for remote access to devices, are prime targets for attackers. They are often
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exploited through connection attempts and brute force attacks (Baser et al., 2021) (Mohta et
al., 2024).

While (FTP) is commonly used by servers for file transfer services, but users' devices
also establish FTP connections to upload or download files. Monitoring FTP ports helps

identify insecure file transfers and potential exploitation attempts.

Also Telnet is a remote access protocol historically used to manage network devices
and servers. However, clients can also initiate Telnet sessions. Because it transmits

credentials as plain text, it is often a target for brute-force attacks.

According to MITRE T1068 Exploitation for Privilege Escalation Documentation,
Attackers use vulnerable or unsigned drivers to escalate privileges or execute code in the
kernel. (MITRE ATT&CK — T1068).

A running process is an instance of a program running on a computer. It has its own
memory space, system resources, and execution context. MITRE ATT&CK — T1055
Describes how attackers use running processes to inject malicious code, and monitoring the
running process is very important to detect the malicious process (MITRE ATT&CK —
T1055).

External IP address (also called a public IP address) is the address assigned to a
device by an Internet Service Provider (ISP) to communicate with the outside world,
according to (Vigna et al., 1998), NetSTAT is a new approach to detecting network
intrusions. Using a formal model of both the network and the attacks, NetSTAT can
identify which network events to monitor and their locations. Attackers often exhilarate
data or establish command and control (C2) through connections to external IP addresses
(MITRE ATT&CK - T1071).

Normal user sessions (from the query user) - local users or RDP console users logged
into the system, and remote Telnet sessions, are identified by checking TCP port 23 in the
established state. Weak session control allows unauthorized access and session hijacking.
Attackers often exploit weak session management mechanisms to impersonate legitimate
users (OWASP — Session Management Cheat Sheet
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Failed login (or failed authentication attempt Event ID 4625) occurs when a user or
process provides invalid credentials (username, password, token, etc.) while trying to
access a system or service. In study (SITAPURA, 2022), Different types of failed login
attempts, common usernames attempted, recurring attack sources over time, and the
geographic location of the attackers. Attackers attempt various methods to breach the

system, using techniques such as brute force attacks.

Uptime is total time the system has been running since its last reboot or Boot time,
the exact date and time the system was last started. In thesis study (Moe et al., 2022)
indicate that operating systems may contain new bugs and threats that need to be addressed.
Scalability and performance must also be ensured to maintain optimal operation. And keep

the uptime high important.

Pending updates refer to software or system updates (for example, Windows security
patches, driver updates, and application fixes) that have been downloaded or selected but
have not yet been installed or applied. In study (Morris et al., 2020) mention Installing a
pending update or experiencing a certain "Stop" state, tending to check for updates,

checking for updates to fix security issues.

UAC (User Account Control) is a security feature in Windows that helps prevent
unauthorized changes to the operating system by requiring user or administrative approval
before performing sensitive actions. In study (Moe et al., 2022) also mention If a user's
device is infected with malware, it is essential to limit its ability to spread. User Account
Control (UAC) plays a key role in mitigating the impact of these infections. By applying
the "minimal privileges" principle, UAC ensures that users operate with only the
permissions necessary for their current tasks. This reduces the chances of malware or
attackers gaining administrative privileges to access sensitive data or make unauthorized

changes to the system.

Antivirus software is security software designed to detect, block, and remove
malware, such as viruses, worms, Trojan horses, spyware, and ransomware. It uses

signature-based, heuristic, and behavioral detection methods. Real-time protection is a
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feature of antivirus or endpoint protection systems that constantly monitors the device and

scans for running process, File changes and executable code, etc.

Tamper Protection prevents attackers or unauthorized users (even with administrator
rights) from modifying security settings, especially those related to Microsoft Defender
Antivirus. In study (Moe et al., 2022) also mention that Real-time protection is one of the
most important and advanced features of Microsoft Defender. It is designed to protect the

system 24/7, constantly monitoring for threats.

This feature is enabled by default in Windows 10 and 11, but can be disabled if
desired. Real-time protection scans all downloaded files and applications against a
comprehensive threat database, immediately blocking and removing anything deemed
suspicious. This process, known as "first-sight blocking," relies on machine learning and
cloud-based threat intelligence. Additionally, this feature performs regular background
checks to ensure the system is free of malware and other security risks. For most users,
Windows Defender will be a standard security function already present on the system, and
should not be tampered with. Windows Defender should continue to be used due to its

broad range of built-in security functions.

Dark Web mentions include any reference to the organization, IP addresses, user
credentials, domains, or sensitive data found on Dark Web forums, marketplaces, or breach
dumps. In study (Bermudez et al., 2018), mention It's important to note that credentials are
leaked through dark web outlets, most often accessed via the Tor network. In this study's
analysis, dark web statistics indicate that exposed accounts pose a risk to the organizations

and individuals involved.

A vulnerability assessment (VA) is the process of identifying, evaluating, and
prioritizing security vulnerabilities in systems, networks, or applications. This assessment
helps organizations understand their vulnerabilities and how quickly they can respond. The
assessment typically includes scanning systems, analyzing common vulnerabilities (CVES),
and assigning risk levels to each vulnerability. Severity is often based on Common

Vulnerability Assessment System (CVSS) scores or security tool policies. According
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(NIST SP 800-115) vulnerability assessment provides insight into exploitable security

weaknesses, supporting risk management and remediation efforts.

In study (Walkowski et al., 2021), Prioritizing vulnerabilities is an essential part of
data communications network security management. It helps organizations focus on
addressing the most critical vulnerabilities in a timely manner to avoid financial losses and
reputational damage. This is often a challenging task, but using the Common Vulnerability
Rating System (CVSS) enables security analysts to assess vulnerabilities based on
environmental context, improving decision-making. By adopting CVSS-based vulnerability
management strategies, organizations can reduce their exposure to threats by ensuring that
90% of critical vulnerabilities are addressed within two weeks of discovery, underscoring

the importance of rapid, metrics-based responses.
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Chapter 3 Research Methodology
In this chapter, we present the methodology used to design, collect, and analyze data

for assessing device security in a Zero Trust Architecture (ZTA) environment using
machine learning. The goal is to develop a robust and interpretable model that can
distinguish between secure and insecure (healthy and unhealthy) devices based on their
observed features and configuration. The proposed approach follows a systematic path that
begins with multi-source data collection and feature extraction, followed by risk-based
feature engineering and labeling, dataset augmentation, feature selection, and finally, model
training and evaluation. This path combines domain-led insights (such as using security
expertise to identify risk factors) with data-driven processing to ensure data quality,
accuracy, and generalizability. The comprehensive approach is designed for high predictive
performance also for helping practical deployment in cybersecurity monitoring and ZTA
policy enforcement, ensuring that only healthy and secure devices are granted network

access.

This study adopts a quantitative approach to collect, analyze, and classify device
security health data. Machine learning models are used to classify devices based on their
security health status and measure the risk levels to predict potential security risks. This
approach is designed to meet the study objectives and provides measurable data that is
analyzed statistically, thus helping to identify patterns and correlations between various
factors and features and categorize devices based on security health indicators such as
antivirus status, patch level, vulnerabilities, CPU usage etc. This is in line with the study’s
goal of enhancing device-level security through a zero-trust architecture (ZTA) principle of
“never trust, always verify” and predictive patterns, which is essential for proactive threat

management.

To better illustrate the components of the methodology, Figure 1 shows the full
pipeline of the proposed method. The pipeline begins with collecting raw data from
multiple sources and extracting features, followed by risk scoring and data labeling based
on a quantitative risk formula. Next data preprocessed and cleaned, then the data is
expanded and balanced to address class imbalances. The final stages involve training

machine learning models and evaluating their performance in classifying endpoint devices
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as secure (“accept”) or insecure (“deny’). This pipeline aligns with the objectives of this

study, ensuring that only devices meeting the security criteria are allowed to access the

Data Collection and
Feature Extraction

> {Fealure Enumeenm}

network.

Expert Consultation &
Industry Frameworks

Data Labeling

No, Yes
.i I

Data Cleaning and Data Exploration Model Training and
Preprocessing Evaluation

Figure 3.1 Overall Methodology Pipeline for Device Security Health Detection in ZTA

3.1 Data Collection and Feature Extraction
The methodology began by collecting quantitative data from multiple sources to

capture a wide range of endpoint and actual security states. To build a reliable machine
learning model for detecting the security status of network clients in a ZTA environment,
we used a multilayered systematic data collection strategy. The goal was to obtain a
comprehensive and representative dataset of endpoints and security statuses. Data were
collected from various environments, including real enterprise endpoints, personal/friend
computers, and controlled virtual machines (VMs) managed on hypervisors (Hyper-V and
VMware) running Windows 8.1 Pro, Windows 10 Pro, and Windows 11 Pro. By including
both production and simulated environments, we ensured diversity in device configurations

and conditions.

Feature data were extracted using a combination of automated scripts and manual
methods to collect measurable indicators reflecting the security of each device. The
selected features represent distinct behavioral, methodological, and security configuration

aspects of each endpoint. A standardized collection approach was used to ensure coverage
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of all relevant security dimensions. Where possible, automated tools collected the data, in
some cases, enterprise security tools and reports were used, and some metrics required
manual retrieval. The following subsections describe the data sources and collection

techniques used in detail.

3.1.1 Multi-source data collection strategy
Data were gathered from multiple sources and tools, informed by both industry

framework materials and practical enterprise resources such as EC-council, Wazuh, threat
intelligence platforms (TIP), Trend Micro, and security log systems. Based on this material,
the next step was to identify endpoint features and device-level signals that are consistently

emphasized across Security Operations Center (SOC) practices.

In line with the insights drawn from these sources, Security Operations Center (SOC)
studies highlight several key endpoint indicators for the early detection of compromised
devices or security vulnerabilities. These indicators typically include repeated failed login
attempts, unusual external network connections detectable by commands such as “netstat -
an’, a large number of open ports, long time system uptime, and numerous pending system
updates. According to SOC and incident response references, these indicators are often
associated with brute-force attacks (Johnson, 2025), lateral movement activity (United
States Department of Defense et al., 2022), or unpatched systems that may create
exploitable vulnerabilities (EC-Council, n.d.). Based on these widely documented
guidelines, the feature set in this study is designed to incorporate these recognized
indicators of compromise to ensure that the dataset captures security-related endpoint

features supported by current SOC best practices.

While these endpoint indicators provide evidence of risk Security Information and
Event Management (SIEM) platforms play a crucial role in identifying system
vulnerabilities and assessing security risks. In this study, Wazuh, an open-source SIEM
solution, was used as a reference technology due to its proven ability to detect
vulnerabilities and correlate them with Common Vulnerability Assessment System (CVSS)
metrics. According to Wazuh's official documentation, the platform automatically analyzes
installed applications and running services, correlates them with known vulnerabilities, and

determines the corresponding CVSS scores (Wazuh, n.d.). These standardized metrics form
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a fundamental basis for measuring the severity and potential impact of detected
vulnerabilities. Therefore, the vulnerability-related features in the dataset were aligned with
the risk indicator types defined in SIEM practices, ensuring that the "vulnerability risk"

component reflects established security assessment methodologies.

To enhance the measurement of external exposure risk, an External Threat Indicator
was added based on threat intelligence feeds. Manual queries were performed on dark web
breach credential databases, such as Have | Been Pwned, DeHashed, and IntelX. If the
username/email associated with the device was found in known data breaches or dark web
data dumps, this was recorded as an exposure feature (Dark Web Mention). This feature is
an External Threat Indicator, where exposed credentials indicate the possibility that the
user/device has been targeted or compromised via credential stuffing or other attacks
(Bermudez et al., 2018).

The Trend Micro Vision One platform, a commercial endpoint security and XDR
(Extended Detection and Response) platform, was used to gain insights into endpoints and
vulnerabilities. This tool provided information about known software vulnerabilities present
on each device by retrieving Common Vulnerabilities and Exposures (CVE) data and risk
scores for installed applications and services. The number of detected vulnerabilities at
different severity levels (low, medium, high, critical) was listed in our dataset as a feature
(Trend Micro, n.d.). The Trend Micro Admin Console was also used to view indicators of
device security status (such as antivirus and security software status) and served as a
benchmark for important security status metrics (such as whether antivirus software was
enabled, real time status, and patch compliance through update status). In cases where
direct data export was not available, vulnerability and security status details were manually

retrieved from Trend Micro dashboards and reports.

Automated Feature Extraction using PowerShell and Python: a customized tool has

developed to collect a wide range of system and security metrics from devices:

1.Custom PowerShell Scripts: A comprehensive PowerShell scripting framework was

deployed on endpoints to extract key security indicators and system status information,
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exporting the results to a CSV file for each device and observation. This script combines

several groups of features:

For group one, Device Identity, this group contains basic identifiers for the record.
These were used to distinguish records and link to user context if needed, but were
anonymized and not used as model features (to avoid any bias or privacy issues). The
collected identifiers included the device name representing the name of the host machine,
the user name referring to the currently logged user, and an email generated by combining

the username with a fixed company domain.

For group two, System Performance, this group includes CPU Utilization, Memory
Utilization, Disk Utilization, GPU Utilization, Network Utilization throughput (KBPS).
Resource usage metrics indicate workload and performance, they were chosen because
abnormal usage patterns often indicate a harmful activity, such as malware presence. High
CPU or disk activity may reveal encryption procedures from ransomware or DLL injection
(Thummapudi et al., 2023; Miter ATT&CK T1055, n.d.). In addition, sustained abnormal
resource consumption is a red flag for compromise in both 10T and user endpoints
(Jamshidi et al., 2025).

For group three, Network exposure, this group includes open ports count, the total of
open TCP ports using listening state TCP get connections, and open UDP ports (since UDP
is connectionless, we look for bindings using Get-NetUDPEndpoint), and ports detected
using PowerShell network commands. In addition to open ports, specific ports recorded
individually, such as FTP (port 21) is used for file transfers, RPC (port 135, dynamic)
allows remote function calls between systems, Telnet (port 23) provides remote command
line access, and RDP (port 3389) enables remote desktop access for Windows computers.
These increase the attack surface or indicate policy violations. Furthermore, the external IPs
capture the remote IP address connected to the device, filtered to exclude local subnets. The
‘Netstat —an’ command was used. The included features related to the network to detect
lateral movement, command-and-control behavior, or unauthorized access (MITRE
ATT&CK T1071, n.d.; Vigna & Kemmerer, 1998).
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For Group four, Device Protection and Security Configurations, this group records
features that reflect the security status and defense of each endpoint. The number of
unsigned drivers identifies untrusted or potentially malicious kernel-mode drivers that
could expose the system to low-level compromise. The User Account Control (UAC) level,
collected from the Windows Registry, indicates protection against privilege escalation
attacks, a value of 0 indicates that UAC is completely disabled. Additional protection
indicators include whether antivirus software is enabled, whether real-time protection is
enabled, and whether tamper protection is applied, all collected from system security
settings. The group also includes uptime in days, used to determine whether a device
requires a restart to apply a patch, and the number of pending updates, which shows patch
compatibility. These configuration and protection features assess a device's ability to resist
or detect attacks, as missing or misconfigured defenses are often exploited to elevate
privileges or disable security tools (MITRE ATT&CK, T1068; Moe & Nerhagen, 2022).
Pending updates and vulnerability indicators are integrated to represent the integrity of
patches and exposure to known CVEs, in line with established vulnerability management
practices (NIST SP 800-115, 2008; Walkowski et al., 2021).

For group five, access audit logs, this group focuses on authentication-related events
that help identify unauthorized access attempts. The primary logged feature is the number
of failed logins, extracted from the Windows Security Event Viewer logs, specifically event
ID 4625. The frequency of this event may indicate brute-force attempts, password guessing,
or credential stuffing attacks. All common techniques used by attackers to gain
unauthorized access to user accounts or endpoints (Sitapura, 2022). Integrating this audit
log feature enhances the dataset's ability to detect any anomalies associated with early

access and aligns with established security monitoring practices.

2. Vulnerability Assessment Using Python: A Python script was used alongside
PowerShell scripts to organize data collection across devices and to perform additional data
collection tasks beyond the scope of PowerShell. One of the core Python modules was a
custom vulnerability assessment script. This script enumerated installed applications,
running services, and related software versions on each device and then queried the
National Vulnerability Database (NVD) API for known vulnerabilities (CVES) associated
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with these software components. The script then counted the vulnerabilities by severity
(e.g., the number of critical, high, medium, and low vulnerabilities on the system) using the
NVD's CVSS version 4 assessment system (NIST, n.d.). From this, aggregated properties
such as the total vulnerabilities and the number of vulnerabilities per severity were
obtained. This customized approach was necessary because many commercial vulnerability
scanning programs (such as Nessus and Rapid7) could not be used in our research due to
licensing and environmental limitations. Using custom Python script for vulnerability
scanning allowed for automation across multiple endpoints and ensured consistency in

output format and severity metrics.

To ensure that the collected features align with real-world enterprise practices, there
are several Commercial Solution Benchmarks reviewed tools such as Cisco ISE, Trend
Micro Vision One, and WSUS, to determine key metrics and baseline criteria such as
antivirus protection, tamper protection, and system update status (patch level).
Additionally, Trend Micro vulnerability results were manually incorporated when

available.

While many feature values were automatically collected via PowerShell scripts and
Python script, others required manual extraction due to variations in the tools used and
limitations of automated collection methods. Some metrics, such as disk usage in some
cases, could not be reliably captured by automated scripts because the data export occurred
on the disk itself, potentially inaccurate real-time measurements. To obtain accurate values,
disk usage was manually monitored using system monitoring tools. Additional features,
such as pending WSUS updates, Trend Micro vulnerability results, and the number of
failed login distributions from active directory (AD) security logs, were also manually
collected. These values were retrieved from organizational WSUS reports, Trend Micro
Vision One dashboards, and domain controller logs, because they either lacked export
APIs, used proprietary formats, or included administrative portals. These manual methods,
while more time-consuming, ensured data completeness and allowed for the inclusion of
critical security indicators that would otherwise have been missed, also increased the

dataset sample from different data resources.
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3.1.2 Dataset Diversity and Augmentation
To ensure the representativeness and robustness of the dataset, data were collected

under both normal and compromised endpoint operating conditions. This approach
introduced controlled variation into the dataset, which is crucial for training an effective
model. Specifically, we simulated attack scenarios on some test machines (especially
virtual machines) to generate data that accurately reflects the endpoint's behavior during a
security incident. For example, we simulated brute-force login attacks on some machines,
resulting in a high number of failed login attempts. We intentionally installed vulnerable
software versions (such as an outdated WinRAR or an older Apache server) on some
systems to increase their vulnerability count. We also intentionally configured certain faulty
security settings (such as temporarily disabling User Account Control or antivirus software)
on some machines, ran compression programs (to increase CPU, memory, or network
usage) to simulate malware activity, and opened insecure ports such as telnet, services like
RDP, and added an FTP site on Internet Information Service (I1S). All of these actions were
performed in isolated environments to avoid any unintended harm. These steps ensured that
our data covered both healthy (well-configured and uncompromised devices) and harmful
(compromised or misconfigured devices) states, providing a diverse sample for the model.
By observing devices in a compromised state, the model can learn to recognize patterns
associated with security breaches, fulfilling a key research objective of dynamically
distinguishing between healthy and unhealthy devices.

After collecting and labeling the initial data (as described in the next sections), we
observed an imbalance in the class distribution in the dataset, with a greater number of
"Accept" (secure) devices than "Deny" (insecure) devices. Specifically, of the 1181
observations collected, approximately 59% were labeled "accept” and 41% "deny" (since a
much larger number of observations were in a low-risk state compared to a high-risk state).
This class imbalance is examined in this study, as it can affect a machine learning model’s
performance by bias toward the majority class and ignore important patterns from the
minority class. To mitigate this imbalance and enhance the model's learning ability, we
significantly augmented the dataset with synthetic data. Instead of using traditional
oversampling methods (such as randomly repeating minority examples or applying SMOTE

interpolation), a GPT-based data generation approach was employed to realistically expand
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the dataset. Using OpenAl’s pre-trained generator transform (GPT), additional device
records were generated for both classes, focusing on creating more diverse “deny” states
(which were underrepresented) as well as new “accept” states to achieve a large and
balanced dataset. The GPT model was guided by existing dataset distribution rules and
cybersecurity domain rules to produce reasonable sets of feature values that mimic real-
world device. This approach allowed us to introduce new variations not present in the
original dataset.

Through this synthetic augmentation, the dataset was expanded to a total of 6,000
records, consisting of 3,000 accept and 3,000 deny cases (a 50:50 balance). Each synthetic
record maintained logical consistency between features (e.g., an excessively large number
of vulnerabilities would be paired with a high risk label, a device with its antivirus software
disabled might also have other weaknesses, etc.), as ensured by the generative model and
prompt constraints. The augmented data improved the model's tolerance to variance and
prevents overfitting of the limited original samples. By generating entirely new samples, we
aimed to maintain realistic relationships between features, which is difficult to achieve
using basic oversampling. All generated records were carefully reviewed for plausibility
before inclusion. This step addressed the dataset availability challenge identified in Chapter
One by providing a sufficiently large and balanced dataset for training machine learning

models.

Prompt for Synthetic Data Generation

You are a data scientist tasked with expanding the size of a tabular dataset used for
evaluating the security health of endpoint devices within a Zero Trust Architecture
(ZTA). The original dataset contains 1181 records. Your objective is to study its structure
and statistical distributions, then generate synthetic data that preserves the original
dataset’s schema, logical relationships, and statistical characteristics.

1. Dataset Context

The dataset represents the security posture of endpoint devices in a ZTA environment. It
includes the following primary feature categories:

A. ldentity Features: Device Name, Username, Email, Operating System
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B. Resource Utilization Features: CPU Utilization, GPU Utilization, Disk Utilization,
Memory Utilization, Network Utilization

C. Specific Security Ports & Related Features: FTP Status, Telnet Status, RPC Status,
RDP Status

D. Protection & Security Features: Antivirus Enabled, Real Time Protection, Tamper
Protection, Active Sessions, Failed Login Attempts, Unsigned Drivers, UAC Level

E. Network Features: External IP Count, Open Ports, Dark Web Mention

F. System Features: Installed Apps Count, Running Processes Count, Boot Time, Uptime
Days, Pending Updates, Admin User Count, Guest Account Enabled, Admin Account
Enabled

G. Vulnerability Features: Vulnerabilities Critical, Vulnerabilities High, Vulnerabilities
Medium, Vulnerabilities Low, Vulnerabilities Total

2. Derived Features

The dataset also includes derived attributes that contribute to risk classification: Specific
Security Ports, Vulnerability Severity, Likelihood (L), Threat (T), Risk Score, Risk
Level, Final Label (Accept/Deny)

Each derived feature must be computed according to the formulas defined below.

2.1 Specific Security Ports: Counts the number of open security-related ports (FTP,
Telnet, RPC, RDP):if 1 open port — 1, if 2 open ports — 2, if 3 or 4 open ports — 3

2.2 Vulnerability Severity: Determined by the highest present vulnerability level: if
Critical >0 — 3, Else if High>0 — 2, Else — 1

2.3 Likelihood (L): Calculated as the rounded-up average of multiple weighted
components (e.g., open ports, unsigned drivers, pending updates, uptime, UAC level,
protections enabled, vulnerability severity).

2.4 Threat (T): Defined as the maximum value derived from thresholds applied to: Failed
Login Attempts, Active Sessions, Dark Web Mention, CPU/Memory/Disk/Network
utilization

2.5 Risk Score and Risk Level:

Risk Score = Likelihood x Threat x 3

Risk Level: if risk score <6 — Low, Else if < 14 — Medium, Else if > 14 — High
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2.6 Final Label:

Label = “Accept” if Risk Level = “Low”; otherwise “Deny”.

3. Synthetic Data Requirements

After analyzing the original dataset, generate new synthetic records that:

- Maintain the same schema and column types.

- Preserve the statistical distributions of numerical and categorical features.

- Maintain logical dependencies and respect all formulas.

- Reflect realistic value ranges, such as: Failed Login Attempts: O to large integer values,
Unsigned, Drivers: 0-100, Open Ports: 40-400, Active Sessions: 1-10, Total
Vulnerabilities: 1-350 (distributed logically across severity levels)

4. Output Requirements

The generated synthetic dataset should: Be larger than the original dataset, Maintain
structural and statistical fidelity. Be internally consistent based on the risk model. Be
provided in tabular form (CSV or similar).

This prompt ensures that synthetic data generation aligns with the structure, logic, and
risk scoring methodology used in the original dataset, enabling realistic expansion for

experimentation, modeling, or evaluation purposes.

3.1.3 Privacy Considerations
To maintain confidentiality, personally identifiable information (PII) such as usernames,

device names, and email addresses were anonymized or masked during dataset storage and
model training. That only abstracted features. This ensures that the methodology adheres to
privacy best practices and that the resulting model can be used or shared without exposing

sensitive organizational information.

Table 3.1 below summarizes the key features extracted for model training, categorized
by functional category. Each feature is accompanied by a brief description of its importance to

endpoint security and a supporting reference from academic or technical sources.

Table 3.1 Feature Mapping

Feature Name Category Purpose / Description Reference
CPU Utilization | System Detects high usage caused by | Thummapudi et
performance malware or encryption al., 2023
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routines by ransomware
attack.

Memory System High memory usage can MITRE
Utilization performance indicate reflective DLL ATT&CK —
injection T1055.015
Disk Utilization | System Disk spikes may relate to Thummapudi et
performance ransomware behavior al., 2023
Network System Detects abnormal traffic Bermudez et al.,
Utilization performance caused by C2 or data 2018
exfiltration
External IPs Network Connections to public IPs MITRE
exposure may indicate C2 traffic ATT&CK —
T1071
Open Ports Count | Network High port counts increase Ullah, 2016
exposure attack surface
FTP, Telnet, Network Commonly targeted services | Mohta et al.,
RPC, RDP exposure for lateral movement 2024; Allman,
1999
Failed Login Access Indicator of brute-force or Sitapura, 2022
Count Protection credential attacks
Unsigned Drivers | Device Unverified drivers may MITRE
Count Protection enable privilege escalation ATT&CK —
T1068
Antivirus Security Detect if the system has AV | Moe & Nerhagen,
Enabled configurations protection 2022
Real Time Security Measures live scanning Moe & Nerhagen,
Protection configurations capability 2022
Tamper Security Ensures AV settings aren't Moe & Nerhagen,
Protection configurations bypassed 2022
UAC Level Device Measures privilege Moe & Nerhagen,

Protection enforcement level 2022
Pending Updates | Device Reflects patch compliance Morris et al.,
Count Protection 2020
Uptime Days Device Behavior | Long uptime can suggest Moe & Nerhagen,
delay in patching 2022

Vulnerabilities

Vulnerabilities

Quantifies known risks based

NIST SP 800-115

Low-Critical on CVSS severity
Dark Web External Threat | Indicates leaked credentials Bermudez et al.,
Mention on dark web 2018

After collecting raw data representing device security indicators, the next step was to

transform this raw data into meaningful risk metrics. This was achieved through a structured

feature engineering process, where helper features such as likelihood, threats, and risk score

were extracted to support interpretability and data labeling.
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3.2 Feature Engineering
After extracting the raw features, a set of derived features was designed to help

construct and classify the final dataset. These designed several features derived to enter
training, features help measure the overall risk exposure and were used to determine the risk

rank of each device to support analysis and labeling.

3.2.1 Features support the model training
Firstly, uptime in days was calculated based on device boot time. Secondly, the total

vulnerabilities were computed by summing all detected vulnerabilities (Low, Medium, High,
and Critical). Thirdly, Vulnerability severity, if a device has only low/medium-severity
vulnerabilities and no high/critical vulnerabilities, it is considered low severity (1), if it has
any high-severity vulnerabilities (but not critical), it is considered medium severity (2), and if
it has any critical vulnerabilities, it is considered high severity (3). This reflects the fact that
critical, unpatched vulnerabilities increase the likelihood of a device being compromised.
Finally, specific security ports, the number of high-risk services running (FTP, Telnet, RPC,
and RDP) were considered. If none of these service ports were open, or only one was open,
this indicates low exposure so 1, if two ports were open, this indicates medium exposure so 2,
if three or four categories were open, this indicates high exposure so 3. (This counts service

categories, not just raw port numbers, to emphasize the diversity of risky services.)

3.2.2 Derived Risk Components:

we adopted a simplified risk formula inspired by standard risk assessment frameworks
such as NIST and FAIR. According to NIST SP 800-30 (Revision 1, 2012), “risk is a function of
the likelihood of a threat event’s occurrence and potential adverse impact should the event

occur.”. so calculated Risk =Impact x Likelihood.

According to the FAIR (Factor Analysis of Information Risk) model, risk is defined as the
likely frequency and likely magnitude of future loss, i.e., risk = loss event frequency x loss
magnitude. Where Loss Event Frequency (LEF) is the number of times a loss event is expected
to occur, LEF = Threat Event Frequency x Vulnerability, and Loss Magnitude (LM) = the
expected size/impact of loss if the event occurs, the formula will be Risk = (Threat Event
Frequency x Vulnerability) x Loss Magnitude (FAIR, 2013). In this study, we adapted this

formula into a simplified form expressed as follows:

Risk Score=L X T X Iwith L, T, €{1,2,3}
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While L (Likelihood), represents exposure/weakness/vulnerabilities at access time. T
(Threat) represents active indicators of compromise (IOCs). I (Impact) represents business
harm (use =3 now, all endpoints high priority). The scoring scale follows three levels, Low=1,

Medium=2, High=3.

To ensure the validity and practical relevance of the assessment methodology,
consulted six cybersecurity experts. Their insights were used to review the designed features,
refine the risk score formula and the sub-rules applied to likelihood and threat scores, and
ensure the proposed model aligned with operational realities in modern security
environments. This feedback strengthened the assessment framework's reliability and

enhanced its applicability to real-world endpoint risk assessment.

1. Calculating Likelihood (L): Several “posture exposure” drivers were identified that
contribute to how vulnerable or exposed a device is. These include factors like the number of
open ports and services, the state of security controls, patch levels, and vulnerabilities
present. Each contributing feature was evaluated against a threshold to assign it a sub-score

of 1 (Low risk), 2 (Medium), or 3 (High). For example:

For open services/ports, the analysis considered the number of high-risk services
running (FTP, Telnet, RPC, RDP). If none of these ports were open, or only one was open, it
was classified as low exposure; if two were open, it was classified as medium exposure; if
three or more were open, it was classified as high exposure. (This is calculated within service

categories, not just the raw port numbers, to emphasize the diversity of high-risk services.)

In addition, the number of open ports (All Ports), If a device has, for example, fewer
than 100 open ports, it was classified as low exposure; if it has 100-125 open ports, it was
classified as medium exposure; if it has more than 125 open ports, it was classified as high

exposure. (A very large number of open ports indicates a large attack surface.)

Regarding pending updates, If the device has fewer than 4 pending updates, we consider
it to be within the low exposure level (relatively up-to-date), if the device has 4-10 pending
updates, this is classified as a medium exposure level, If a device has 11 or more pending
updates, this is classified as high (significant delays in patches, indicating a high probability of

unpatched vulnerabilities)
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For uptime in days, if a device has been running (without restarting) for an extended
period, it may not have received updates that require a restart. The analysis established
thresholds where uptime of less than approximately 32 days is low, around 33-55 is medium,
and more than approximately 55 days is high risk (indicating that the device may be behind

schedule for a maintenance cycle).

Initial threshold values were determined in consultation with cybersecurity experts and
then validated through empirical analysis of the original dataset. The distributions of Pending
Updates Count, Open Ports Count, and Uptime Days were examined using descriptive
statistics and percentage analysis, demonstrating a strong correlation between expert
predictions and observed data behavior. Specifically, the majority of observations were
concentrated below the 75th percentile, representing typical operational cases, while values
between the 75th and 95th percentiles reflected elevated but still common conditions and
were therefore classified within the medium range. Values at the top of the distributions,
approximately above the 95th percentile, were rare and associated with abnormal operational
behavior, thus, they were classified within the high range. This integrated approach, based on
both expertise and data, ensures that the chosen thresholds are both security-relevant and
statistically supported. The Table below show dataset distributions on these three features

percentile and basis stats.

Table 3.2 percentile and basic stats for (open ports, pending updates and uptime in days)

Feature Count | Mean | Std | Min | 1% | 5% | 10% | 25% | 50% | 75% | 90% | 95% | 99% | Max
Open Ports 1181 825 | 37.7 | 350 | 36.0 | 36.0 | 36.0 | 51.0 | 81.0 | 111.0 | 118.0 | 124.0 | 192.2 | 362.0
Count

Pending 1181 2.7 34| 00| 00| 00 0.0 1.0 2.0 3.0 4.0 10.0 16.2 | 26.0
Updates
Count
Uptime 1181 145|184 | 00| 00| 00 0.0 0.0 40| 320 | 330 | 550 | 630 | 113.0
Days

For example, the figure 3.2 below shows the distribution of uptime days, that most
devices have less than 32 uptime days, indicating a low level of risk exposure and reflecting
recent reboots or maintenance. Devices with uptime days between 33 and 55 days,
corresponding to approximately the 75th-95th percentiles, exhibit moderate exposure
associated with longer uptime periods. Conversely, devices with uptime days exceeding 55
days, located at the top of the distribution (= the 95th percentile), represent a high level of
exposure due to their extended operating periods and the increased likelihood of delayed

updates or maintenance.
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Figure 3.2 Histogram of Uptime Days with exposure threshold boundaries

Another factor considered was the security settings, features such as User Account
Control level (UAC Level) and antivirus status were directly correlated, for example, enabling
UAC Level (Level = 1) was low risk, while disabling UAC Level (0) was high risk for this factor.
Similarly, enabling antivirus/real-time protection/tamper protection is good (low risk for

these factors), while disabling any of these protections is high risk. To increase the risk.

Finally, presence of vulnerabilities, the analysis condensed the vulnerability information
into an index, if a device had only low/medium- severity vulnerabilities and no high/critical
vulnerabilities, it was considered low (1), if it had any high-score vulnerabilities (but no
critical ones), it was considered medium (2), if it had any critical vulnerabilities, it was
considered high (3). This reflects that unpatched critical issues make a device more

vulnerable to compromise.

Once each driver was scored, this study combined them to derive an overall likelihood
score (L) for the device. An approximate averaging approach was used; these sub-scores were
averaged (with some drivers weighted equally) and then rounded to the nearest integer from
1 to 3. This provided a single L value that captures the overall level of exposure for the device.
For example, a device with many open ports, missing updates, and disabled protection will
end up with a high risk of compromise. L = 3 (high), while a fully updated device with minimal

services will get L = 1 (low).
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Rate each driver/features using the thresholds in Table 3.3 below, then calculate L =

approximation (the average of all sub-scores).

Table 3.3 Thresholds for System Security Drivers and Approximation Level Likelihood
(L) Calculation

Driver Low=1 Medium=2 | High=3 Notes
Specific security ports (FTP, exactly 1 exactly 2 3or4d Count categories, not
Telnet, RDP, count how many of raw port total
these 4 categories are open
Unsigned Drivers 0 N/A >1 1 or more unsigned
= High
Open Ports Count (all ports) <100 100-125 > 125 Attack surface
Pending Updates Count <3 4-10 >11 Patch level
Uptime Days <32 33-55 > 55 Long uptime can
imply patch lag
UAC Level 1 N/A 0 1=on (good) —
Low; 0=off (bad) —
High
Antivirus Enabled true N/A. false Boolean to risk
Real Time Protection true N/A. false
Tamper Protection Enabled true N/A. false
Vulnerability severity only any High (no | any Vulnerability Index
Low/Medium Critical) — 2 | Critical
— 1 —3

2. Calculating Threat (T): For the threat component, the study focused on real-time

indicators of system compromise. The analysis examined features that might indicate an

ongoing attack or breach. The key threat indicators considered were: a high number of failed

logins, multiple active user sessions (which might indicate suspicious system use), dark web

exposure, and abnormal resource usage (CPU, memory, hard drive, and network spikes). A

sub-score of 1/2/3 was assigned to each based on its severity. For example:

For failed login attempts, if the number of recent failed login attempts for the device

was very low (<15), the score was low, medium (15-50), or very high (>50), the score

indicated a high threat level (possibly a brute-force attack in progress).

Regarding active sessions, a user endpoint normally has one active session; two

sessions may be medium, three or more concurrent sessions may indicate a high threat level

(possibly unauthorized users or malware opening remote sessions).
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For dark web mention, If the device user's credentials or email were found in a security
breach (Dark Web Mention = True), this was treated as a high threat factor (Score 3) because

it likely means the account is known to attackers (False = Low, due to no known exposure).

Regarding resource usage, high limits were defined for CPU, memory, hard drive, and
network usage. Exceeding these limits indicates a potential sustained attack (e.g., CPU usage
above 70% for an extended period is unusual, and is assigned a high score of 3, a medium
score of 2 between 35% and 70%, and a low score of 1 for the CPU sub-score). Similar limits
were applied to memory, hard drive, and network throughput (e.g., network usage above a
certain KB/s threshold indicates a high probability of data leakage) as shown in the table

below.

Initial threshold values were determined in consultation with cybersecurity experts and
then validated through empirical analysis of the original dataset. The distributions of system
utilizations were examined using descriptive statistics and percentage analysis,
demonstrating a strong correlation between expert predictions and observed data behavior.
Specifically, the majority of observations were concentrated below the 75th percentile,
representing typical operational cases, while values between the 75th and 95th percentiles
reflected elevated but still common conditions and were therefore classified within the
medium range. Values at the top of the distributions, approximately above the 95th percentile,
were rare and associated with abnormal operational behavior, thus, they were classified

within the high range.

For the figure 3.3 below, the histogram of Memory Utilization indicates that most
devices operate within the 50%-70% range, representing low exposure and normal memory
usage. Values falling between the dashed thresholds reflect moderately elevated utilization
between approximately 70% and 90%, corresponding to medium exposure caused by
increased memory pressure. The sparse upper tail beyond the higher threshold represents
high exposure, where memory utilization approaches saturation and may negatively impact

system stability or security mechanisms.
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Figure 3.3 Histogram of Memory Utilization with exposure threshold boundaries

Considered that any single strong indicator might be sufficient to indicate a breach.
Therefore, Consequently, sub-scores were calculated for each 10C and then the highest value
among them was taken as the overall threat score (T). In other words, if any of the threat
indicators were rated high (3), then set T = 3 for that device, since a single critical sign of an
attack was sufficient to treat the situation as a high threat. If none were high but one or more
were medium, T = 2, only if all indicators were low (no significant signs of a problem) would T
= 1. For example, if a device was moderately using CPU but its outgoing network traffic was
very high, we would set T = 3 (due to the high network anomaly). This "maximum score"
approach aligns with a conservative security philosophy, assumes the worst threat level if a

critical indicator exists.

Calculate the sub-score for each 10C using the thresholds in the table 3.4 below, then set
T = max (Failed Logins, Active Sessions, Dark Web Mention, CPU, Mem, Disk, Net). That means,

if only one usage metric is high (3), set T to 3.

Table 3.4 10C Thresholds and Sub-Score Mapping for Threat Level (T) Determination

TI0C — sub-score (1/2/3) Low=1 Medium =2 High =3
Failed Login Count <15 15-50 >51
Active Sessions 1 2 >3
Dark Web Mention false N/A. true
CPU Utilization % < 35% 35-70% >70%
Memory Utilization % <70% 70-90% >90%
Disk Utilization % < 70% 70-75% >75%
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| Network Utilization (KBPS) | < 35 KBPS | 35-600 KBPS | > 600 KBPS |

3. Impact (I): Current policy, all endpoints have the same priority, so priority is high
which means all endpoints have the same consequences on the network if they are composed,

set]=3.

Under the current security policy, all endpoints are given the same business priority;
therefore, the impact level (I) is set at high (I = 3) for all devices. This decision is justified by
the standardization of access privileges granted to endpoints, the similar sensitivity of the
data they process, and the risk of any compromised endpoint being used as an entry point for
lateral movement, privilege escalation, or network-wide attacks. Because modern threats
often exploit endpoints as initial entry points rather than final targets, the business impact is
determined based on the potential consequences for the entire network, not on the specific
role of the compromised device. This approach also aligns with the principles of "zero trust"
and ensures consistency and objectivity in the risk assessment model in the absence of a

formal asset-based impact classification.

3.2.3 Final Risk Score and Risk Level
All of the above components are combined into a risk score that determines the overall

risk score of the device. With L, T, and I determined, then calculated the overall Risk Score for

each device is calculated as:

Risk Score =L x T x 3, Range 3-27, so Ranges (example): Low 3-6, Medium 7-14, High
15-27.

Since I = 3 for all, the actual risk score = 3 * L. * T, which ranges from a minimum of 3 (if
L=1andT=1,i.e, low likelihood * low threat) to a maximum of 27 (if L=3 and T = 3, i.e,,
high likelihood * high threat). The risk levels are defined on this 3-27 scale as follows (for
reference and interpretability): Low risk: 3-6 (This corresponds to cases where L or T is low
and the other is at most medium; these devices have a strong security posture and no active
threats have been detected). Medium risk: 7-14 (These typically involve cases where at least
one L or T is medium or high, but not both are at the highest level; this represents a moderate
concern). High risk: 15-27 (These indicate both high likelihood and high threat, essentially
worst-case scenario devices, or any scenario that pushes the risk product into the higher

range).
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To define risk levels as shown in the table 3.5 below risk map. Assuming Impact (I)

equals 3, all endpoints have the same priority.

Table 3.5 Risk Map to determine risk level

9 (Low/Med)

These derived features were essential not only for labeling but also for interpreting
model decisions and understanding the real-world effects of device health metrics. This risk
formulation provides a concise measure that integrates various aspects of device security. It
aligns with established risk assessment frameworks, essentially the concept of "Risk =
Likelihood x Impact" (NIST) with an additional emphasis on immediate threats (from the
FAIR threat event frequency concept). The use of discrete levels (1, 2, 3) ensures and
maintains interpretability and ease of calculation. The risk score serves a dual purpose in
methodology: (a) as an interpretable indicator for security teams to understand the device's
status (the reason for classifying a device as insecure can be broken down into L and T

factors), and (b) as a basis for labeling data in the Supervised Machine Learning.

3.3 Data Labeling

In order to train a supervised machine learning model, each device instance required a
class label indicating whether it should be allowed or denied network access under a zero-
trust policy. Consistent with the ZTA assume breach principle, devices are not trusted by
default and must continuously demonstrate an acceptable security posture to gain access.
Accordingly, this method uses "accept” for a device considered sufficiently secure to be
granted access, and "deny" for a device considered too risky to be allowed network access.

These ratings were determined based on a calculated risk score and risk level for each device.
There are two Classes (labels)

e Accept: means devices grant access to the network with a low risk level and a risk

score is 3-6.

e Deny: means devices reject access to the network with a medium/high risk level and a

risk score above 6.
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Using the risk model described above, a threshold rating policy for labeling was
established: Devices with a low risk score (between 3 and 6) were labeled "Accept.” These
devices have a strong level of security and do not pose any serious threats, indicating that
they meet the trust criteria in the context of ZTA. Devices with risk scores above 6 were
labeled "Deny." In this study, that means any device falling within the medium or high risk

category (score 2 7) is treated as insecure and unacceptable for access.

This labeling scheme was applied to all 1181 original records, and then to the
synthetically generated records (the synthetic data was generated in a way that inherently
respected these risk-label rules). The result was a binary category classification, used as the
target for machine learning models, 0/1 or accept/deny. Initially, applying this rule to the
original dataset resulted in approximately 687 Accept versus 494 Deny (as mentioned earlier,
roughly 60/40). After increasing the number of records to 6,000 using GPT-based (where that
included equal classes), we obtained 3,000 records labeled "accept” and 3,000 records labeled

"deny,"” which were used to train the model.

3.4 Problem Formulation
Although quantitative risk score and risk level assessment provide a structured and

interpretable method for evaluating device security, they rely on fixed thresholds and
predefined rules that cannot fully capture the complex and nonlinear relationships between
security features. These assessment mechanisms assume stable conditions and independent
indicators, which simplifies decision-making but limits flexibility. In practice, several weak
signals combined may indicate high risk even if each individual indicator remains below its

threshold, a scenario that fixed risk assessment may fail to detect.

In real-world "zero trust" environments, device behavior is shaped by a range of
indicators rather than individual metrics, and security conditions are constantly evolving due
to software updates, configuration changes, and emerging attack techniques. Therefore,
machine learning is used to extract these subtle and dynamic patterns directly from the data.
By modeling feature interactions and adapting to observed behavior, machine learning-based
classifiers provide decision-making boundaries that are more responsive to real-world

operating conditions than static, rule-based systems.

Another important limitation of risk score methods alone is their reliance on the

complete and reliable availability of all features. In 